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AI incidents come in many shapes!

AIID Incident 171: Traffic camera read text 
on pedestrian T-shirt and interpreted it as a 
license plate and fined the license plate 
owner in the U.K. 

AIID Incident 36: Picture of woman on 
bus billboard led to woman shamed for 
jaywalking and credit score dropped in 
China

Picture on bus mistaken for human Human mistaken for car



March 
2016

Source: AI Incidents database (AIID) incident 6

Why monitor AI incidents?

https://incidentdatabase.ai/cite/6


January 
2021

Source: AI Incidents database (AIID) incident 106

https://incidentdatabase.ai/cite/106


Why monitor and report AI incidents?
"Those who cannot remember the past are condemned to repeat it."
–George Santayana, The Life of Reason

AI systems can cause real-world harm to people, organisations and the 
environment.

In an initial dataset compiled 
by the OECD from media 
reports, the rates of incidents 
climbs rapidly.



Why is a common framework for AI incident reporting 
needed now?

• AI risks are materialising into incidents 
• Treating/mitigating AI risks requires learning from evidence on 

past AI incidents, which calls for global consistency and 
interoperability in incident reporting

• Risks and incidents can then be linked to AI system characteristics
• To inform policy and regulation
• To enable risk treatment / mitigation

• Concepts of AI incident reporting are already forming, but 
coordination is required to ensure interoperability



Experts involved to date come from
• the OECD

• the European Commission

• the AI Incident Database (AIID)

• the European Committee for Standardization (CEN) and the European Committee for 
Electrotechnical Standardization (CENCELEC)

• the Centre for European Policy Studies (CEPS) in Brussels

• the National Institute of Standards and Technology (NIST) of the US

• the Center for Security and Emerging Technology (CSET) at Georgetown

• the XPRIZE Foundation

• the Jozef Stefan Institute (Ljubjana, Slovenia)

• the Infocomm Media Development Authority (IMDA) of Singapore

• And more…



Clear and operational
Actionable and useful
Modular and flexible
Aligned with other incident reporting regimes
Forward-looking

A common framework for AI incident reporting starts with 
defining an “AI incident” and related concepts

Characteristics of successful definitions related to AI incidents:



Near miss Hazard

Distinguishing different types of risks caused 
by AI systems

AI Incident

« Serious »

Less « serious »

Materialisaiton
of risk

Has not
occurred

Did
occur

Almost
occurred

Serious AI problem
(« Serious AI incident » in EUAIA)

EUAIA: person death; serious damage 
to person health, to property or the 
environment; serious and irreversible 
disruption of critical infrastructure

Severity of harm



Near miss
e.g. Autonomous vehicle 

fails to stop at a red light –
narrowly missing 

pedestrian.

Hazard
e.g. deployment of content 
recommendation system 
known to demonstrate 
certain social biases

AI Incident
e.g. Facial recognition 
system is deployed in 

workplace without notice to 
employees.

« Serious »

Less
« serious »

Severity 
of harm

Has not occurred Did occurAlmost occurred

Serious AI problem (« serious AI incident » in EUAIA)
e.g. Autonomous vehicle severely injures pedestrian or almost injures pedestrian.

Illustrating different types of risks caused by AI 
systems

Materialisaiton
of risk



Current working definitions

Hazard A situation where the risk posed by an AI system, or the perception thereof, is 
relevant to a possible harm to person(s), property, or the environment that has 
yet to occur, including an infringement upon human rights, such as privacy and 
non- discrimination.

Near miss An event where the development or use of an AI system [allegedly] would have 
caused harm to person(s), property, or the environment, were it not for external 
circumstances.

AI incident An event where the development or use of an AI system [allegedly] caused harm 
to person(s), property, or the environment.

Serious AI problem
(« Serious AI 
incident » in EUAIA)

“Incident that directly or indirectly leads, might have led or might lead to:
(a) the death of a person or serious damage to a person’s health, to property or 
the environment,
(b) a serious and irreversible disruption of the management and operation of  
critical infrastructure”. (EUAIA) 



Thematic 
workshops with 
invited experts

(every 4-6 
weeks) 

Discussion on 
concept note

(AIGO meeting of 
November 2022)

Proposed OECD 
AI incident 
definition

(AIGO meeting of 
April 2023)

Building and 
testing the 

incident reporting 
framework

(2023)

Next Steps

AI Incidents Monitor project (in parallel)



Overview of AI 
Incidents Monitor (AIM)

Marko Grobelnik
AI Researcher & Digital Champion, AI Lab, 

Slovenia Jozef Stefan Institute



Using AI incidents to inform policy
• Goal: Through AI incidents, build evidence base to inform

• Incident reporting framework
• AI risk assessments
• AI foresight work
• Regulatory choices

• Approach: 
• Start by leveraging publicly-available news articles on AI incidents and 

hazards from reputable sources, recognising limitations
• At later stage, enable direct submissions (e.g. from individuals, 

organisations or governments)
• Collaborate with relevant partners e.g. CSET, RAIC’s AI Incidents 

Database, Event Registry, Jozef Stefan Institute



AI Incidents Monitor (AIM)

• Global & multilingual monitoring of AI incidents and hazards
• Automatic identification of AI incidents from news articles

Step 1 – Collect training data [completed]: collected a sample of over 
900 manually identified AI incidents or hazards since 2009 to illustrate 
trends and help train automated system

Step 2 – Identify AI incidents in real time [in progress]: automating AI 
incidents identification and classification in real time into the criteria of 
the OECD classification framework, using natural language processing



Illustrative findings from manually identified news articles on AI incidents and hazards 
Caveat: significant sampling bias (not the whole story)

Sectors covered by news 
articles about AI incidents Number of articles 

on AI incidents

Step 1: Collection of training data

Source: McGregor, S. (2021) Preventing Repeated Real World AI Failures by Cataloging Incidents: The AI Incident Database. In Proceedings 
of the Thirty-Third Annual Conference on Innovative Applications of Artificial Intelligence (IAAI-21). Virtual Conference.; AIAAIC’s incident and 
controversy repository; AI Global’s map of responsible and harmful AI.  

https://incidentdatabase.ai/
https://www.aiaaic.org/aiaaic-repository
https://map.ai-global.org/


Illustrative findings from manually identified news articles on AI incidents and hazards 
Caveat: significant sampling bias (not the whole story)

Step 1: Collection of training data

Bias/Discrimination Safety Robustness/
Security

Privacy/
Data governance

Accountability Other 
human rights

Transparency

Main issues identified in the AI incidents



Examples of automating AI incidents identification in real time using news articles

Step 2: Automatic identification of incidents

Probability: 0.7305
AI INCIDENT

Probability: 0.3705
NOT AI INCIDENT



AI Incidents Monitor (AIM) - Prototype
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AI Incidents Monitor (AIM)
Next steps
• Automate AI incidents classification into the criteria of the OECD 

classification framework, using natural language processing
• Differentiate between incidents (including serious incidents) and other 

hazards (including near misses) to align with incident definition work
• Develop interactive visualisations to show trends by AI Principle, industry, 

severity, etc.
• Increase usability of the platform and integrate into OECD.AI
• Develop process to enable direct submissions
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