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The confidentiality and data safeguarding requirements of the Automatic 

Exchange of Information Standard 

Core Requirement 3 of the Automatic Exchange of Information (AEOI) Standard provides that “jurisdictions 

should keep the information exchanged confidential and properly safeguarded, and use it in accordance 

with the exchange agreement under which it was exchanged.”1 A jurisdiction must meet this requirement 

in order for it to be able to receive information (i.e. to be considered an “Appropriate Partner” to receive 

information). The requirements in this regard are highly specialised and relevant to information exchange 

more widely (rather than just with respect to the AEOI Standard) and specific assessments will therefore 

be carried out under these Terms of Reference. 

The requirements are contained, within the Standard, in Section 5 of the Model Competent Authority 

Agreement (Model CAA) and its Commentary2. Section 7 recognises the importance of maintaining 

compliance with such requirements and envisages the ability of Competent Authorities to suspend 

automatic exchanges of information in the case of non-compliance. 

The elements of Core Requirement 3 are: (i) a legal framework that ensures the confidentiality and 

appropriate use of exchanged information in accordance with international legal instruments 

(Core Requirement 3.1);3 (ii) an information security management (ISM) system that adheres to 

internationally recognised standards or best practices (Core Requirement 3.2);4 and (iii) enforcement 

1 www.oecd.org/tax/transparency/documents/AEOI-terms-of-reference.pdf 

2 www.oecd.org/tax/exchange-of-tax-information/standard-for-automatic-exchange-of-financial-account-information-

in-tax-matters-second-edition-9789264267992-en.htm 

3 Paragraphs 8-10 of the Commentary on Section 5 of the Model CAA. 

4 Paragraphs 11-12 of the Commentary on Section 5 of the Model CAA. An ISM system is a set of policies, practices 

and procedures concerned with information security management, including IT-related risks. Internationally recognised 

standards or best practices in ISM refers to the “ISO/IEC 27000-series”, published jointly by the International 

Organisation for Standardisation (ISO) and the International Electro-technical Commission (IEC), or to another 

equivalent standard, or to a jurisdiction’s ISM framework that is equivalent to such standards. 
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provisions and processes to address the occurrence of confidentiality breaches and misuse of information 

(Core Requirement 3.3).5 These unfold into nine sub-requirements (SR) for the assessments. 

The aim of the assessments is to provide assurance that jurisdictions keep information confidential and 

properly safeguarded. To achieve this, it is necessary to protect the information throughout its lifecycle. 

Jurisdictions may manage the information lifecycle in different ways at the operational level. The 

operational scope of assessments, particularly by reference to Core Requirements 3.2 and 3.3 may 

therefore vary from jurisdiction to jurisdiction. Jurisdictions must outline their processes to manage data 

and the lifecycle of exchanged information at the outset of the assessments to ensure the proper scope of 

operations is assessed. The assessments may be relied upon by bodies charged with the monitoring and 

review of the implementation of standards on exchange of information for tax purposes other than the AEOI 

Standard, in order to minimize overall assessment costs and create efficiencies.6 Jurisdictions should 

therefore outline the processes and lifecycle of information exchanged with respect to such other 

standards, where applicable, to the extent they differ from those of information exchanged under the AEOI 

Standard. 

                                                
5 Paragraphs 34-37 of the Commentary on Section 5 of the Model CAA. 

6 As of November 2020, such bodies include only the Inclusive Framework on Base Erosion and Profit Shifting (BEPS) 

with respect to its transparency-related standards, as reflected in the following documents: OECD (2017), BEPS Action 

5 on Harmful Tax Practices – Terms of Reference and Methodology for the Conduct of the Peer Reviews of the Action 

5 Transparency Framework, OECD/G20 Base Erosion and Profit Shifting Project, OECD, Paris. 

www.oecd.org/tax/beps/beps-action-5-harmful-tax-practices-peer-review-transparency-framework.pdf, Methodology 

at paragraph 7; OECD (2017), “Terms of reference for the conduct of peer reviews of the Action 13 minimum standard 

on Country-By-Country Reporting” in BEPS Action 13 on Country-by-Country Reporting – Peer Review Documents, 

OECD/G20 Base Erosion and Profit Shifting Project, OECD, Paris. www.oecd.org/tax/beps/beps-action-13-on-

country-by-country-reporting-peer-review-documents.pdf, Methodology at paragraph 7.  

http://www.oecd.org/tax/beps/beps-action-5-harmful-tax-practices-peer-review-transparency-framework.pdf
http://www.oecd.org/tax/beps/beps-action-13-on-country-by-country-reporting-peer-review-documents.pdf
http://www.oecd.org/tax/beps/beps-action-13-on-country-by-country-reporting-peer-review-documents.pdf
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Core Requirement 3.1: Jurisdictions should have a legal framework that ensures 

the confidentiality and appropriate use of information exchanged under an 

international exchange agreement 

SR 3.1.1: Jurisdictions’ domestic legal framework should include provisions 

sufficient to protect the confidentiality of taxpayer information, including 

exchanged information, and provide only for specific and limited circumstances 

under which such information can be disclosed and used, such circumstances 

being consistent, in relation to exchanged information, with the terms of the 

applicable international exchange instrument (bilateral or multilateral) under 

which the information was exchanged 

Core Requirement 3.2: Jurisdictions should have an Information Security 

Management (ISM) framework that adheres to internationally recognised 

standards or best practices and ensures the protection of exchanged information 

Tax administrations7 that are authorised to access information exchanged in accordance with paragraph 

2 of Article 22 of the Convention on Mutual Administrative Assistance in Tax Matters or equivalent 

provisions in other international exchange agreements (hereafter, ‘relevant organisations’) must have an 

ISM policy and systems to ensure that information can be used solely for intended purposes and to prevent 

disclosure to unauthorised persons. An ISM system is a set of governance arrangements, policies, 

procedures and practices concerned with information security risks, including Information Technology 

(IT)-related risks. ISM systems must adhere to internationally recognised standards or best practices. 

Internationally recognised standards or best practices refers to the “ISO/IEC 27000-series,” published 

jointly by the International Organisation for Standardisation (ISO) and the International Electro-technical 

Commission (IEC), which provides best practices on information security management, risks, and controls 

within the context of an overall ISM system. A relevant organisation should be able to demonstrate that it 

has an information security framework that is consistent with the ISO 27000-series (or with another 

equivalent standard), or that it has an equivalent framework. 

The AEOI Standard specifies that internationally recognised standards or best practices would include a 

series of baseline (i.e. minimum) ISM controls to be in place.8 These specific references to baseline 

controls need to be supplemented by the Standard’s general reference to internationally recognised 

standards or best practices, to ensure that all relevant elements of those standards or best practices are 

covered. Certain additional elements should be in place, including strategic-level planning and governance 

arrangements essential to an ISM system. Relevant organisations should also have security controls 

commensurate with their specific AEOI architecture and information security risks. 

Relevant organisations must meet the ISM requirements in their overall ISM system (SR 3.2.1), in their 

implementation of various security controls (SR 3.2.2 to 3.2.5), and in their operational framework to test 

the effectiveness of these controls (SR 3.2.6), as follows: 

                                                
7 In this context, the term “tax administrations” is understood to include tax authorities, e.g. in the case of non-reciprocal 

jurisdictions. 

8 Paragraphs 12 and 13-34 of the Commentary on Section 5 of the Model CAA. 
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SR 3.2.1: Relevant organisations should have an appropriate overall Information 

Security Management system 

Relevant organisations should: 

 3.2.1.1. Display a clear understanding of the lifecycle of exchanged information within the 

organisation, and be committed to safeguard its confidentiality and appropriate use; 

 3.2.1.2. Manage information security through the medium of a written information security policy 

that is part of an overarching security framework that clearly defines security roles and 

responsibilities, is owned by senior management and is kept up to date; 

 3.2.1.3. Address information security, including technology, through appropriate operational 

arrangements and as an integrated part of the management of relevant business processes; 

 3.2.1.4. Systematically manage their information security risks, taking account of the threats, 

vulnerabilities, and impacts; and 

 3.2.1.5. Have appropriate arrangements to manage and maintain business continuity. 

SR 3.2.2: Relevant organisations should have appropriate human resources 

controls 

Relevant organisations should: 

 3.2.2.1. Ensure that security roles and responsibilities of employees and contractors are defined, 

documented, and clearly communicated in terms of engagement, and regularly reviewed in 

accordance with the information security policy (this should include confidentiality and non-

disclosure agreements); 

 3.2.2.2. Undertake background checks with appropriate vetting of all candidates for employment, 

employees, and contractors, in accordance with accepted best practices and perceived risks; 

 3.2.2.3. Ensure that all employees and contractors receive regular and up to date security training 

and awareness, with employees and contractors in sensitive roles receiving additional guidance 

relevant to the handling of more sensitive material; 

 3.2.2.4. Ensure that employees apply security policies and procedures; and 

 3.2.2.5. Have human resources policies and processes relating to the termination of engagement 

that protect sensitive information. 

SR 3.2.3: Relevant organisations should have appropriate access controls, 

including physical and logical access 

Relevant organisations should: 

 3.2.3.1. Have a physical access control policy owned by senior management; 

 3.2.3.2. Adequately protect physical premises and have appropriately defined internal and external 

secure perimeters; 

 3.2.3.3. Have a logical access control policy owned by senior management and based on the ‘need 

to know’ and ‘least privileged access’ principles; and 

 3.2.3.4. Have policies, processes and procedures, owned by senior management and not solely 

the organisation’s IT function, that govern logical access, and effective processes for the 

provisioning and auditing of logical access and for the identification and authentication of users. 
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SR 3.2.4: Relevant organisations should have appropriate IT System Security 

Relevant organisations should: 

 3.2.4.1. Make security an integral part of providing technology services, have a security plan for 

applications, and harmonise their systems with security; 

 3.2.4.2. Deploy an appropriate range of security controls; 

 3.2.4.3. Adequately manage their assets; 

 3.2.4.4. Appropriately manage supplier service delivery; and 

 3.2.4.5. Assure the continuity of IT services based on service level agreements. 

SR 3.2.5: Relevant organisations should appropriately protect information  

Relevant organisations should: 

 3.2.5.1. Effectively manage information in accordance with a set of policies and procedures 

throughout the information management lifecycle (including document naming, classification, 

handling, storage, monitoring, auditing, and destruction; and including devices and media that hold 

information); and 

 3.2.5.2. Have processes in place for information received from other Competent Authorities to 

ensure that obligations under international exchange agreements are met, including to prevent 

comingling with other information. 

SR 3.2.6: Relevant organisations should have an appropriate operations 

management framework, including incident management, change management, 

monitoring and audit 

Relevant organisations should: 

 3.2.6.1. Be aware of the controls that protect exchanged information and have appropriate plans 

in place to manage them; 

 3.2.6.2. Have appropriate monitoring and logging arrangements in place, including to detect 

unauthorised access, use or disclosure of information; 

 3.2.6.3. Analyse and act upon security risks; 

 3.2.6.4. Have processes and procedures for the identification and management of known 

vulnerabilities; 

 3.2.6.5. Have a change management process, with security integrated into it; 

 3.2.6.6. Have an incident management system that covers all types of security incidents; and 

 3.2.6.7. Have internal audit and external audit functions. 

Core Requirement 3.3: Jurisdictions should have enforcement provisions and 

processes to address confidentiality breaches 

Jurisdictions must have penalties and/or sanctions for non-compliance with the required confidentiality and 

data safeguards in their legal framework to ensure compliance. The legal and ISM frameworks must be 

reinforced by adequate administrative rules, resources and procedures such as the ability to deal with 

suspected or actual breaches and take remedial action. There should also be process modifications to 

mitigate risk and prevent future breaches. 
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SR 3.3.1: Jurisdictions should impose appropriate penalties and/or sanctions for 

improper use or disclosure of information 

 3.3.1.1. Jurisdictions’ domestic legal framework should enable the imposition of significant 

penalties and/or sanctions for improper disclosure or use of taxpayer information, including 

exchanged information, with an appropriate consideration of administrative, civil, and criminal 

penalties or sanctions. 

SR 3.3.2: Jurisdictions should apply appropriate processes to deal with 

suspected or actual non-compliance, including effectively applying penalties or 

sanctions 

Jurisdictions should: 

 3.3.2.1. Have processes to follow when there is suspected or actual unauthorised access, use or 

disclosure, which should ensure such issues are reported and investigated; 

 3.3.2.2. With the support of adequate administrative resources, processes and procedures, ensure 

that remedial action is taken where actual issues have been identified, with appropriate penalties 

or sanctions applied in practice against employees, contractors and other persons who violate 

confidentiality rules, security policies or procedures, to deter others from engaging in similar 

violations; 

 3.3.2.3. Apply processes to notify other Competent Authorities of breaches of confidentiality or 

failure of safeguards, and of sanctions and remedial actions consequently imposed; and 

 3.3.2.4. Review the monitoring and enforcement processes in response to non-compliance, with 

senior management ensuring that recommendations for change are implemented in practice. 
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