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policy-making.   
 
The Expert Consultation was held on 5-6 October, 2016 in Boston (US) at The Harvard Global Health Institute, in 
collaboration with Swedish Vinnova, Canada Health Infoway and the Global Coalition on Aging. Their financial 
support and that of participating member countries is gratefully acknowledged.  

This report was drafted by Elettra Ronchi (Senior Policy Analyst , Digital Economy and Policy Division, OECD), Liana 
Rosenkrantz Woskie (Assistant Director Harvard Global Health Institute Strategic Initiative on Quality, US ; London 
School of Informatics, UK) and Julia Adler Milstein (Associate Professor, University of California, San Francisco, US) 
based on inputs from workshop experts, the OECD Health Committee and the OECD Working Party on Security and 
Privacy in the Digital Economy. It summarises discussions and presentations and includes post-consultation 
feedback received on possible next phases of OECD work.  
 
Particular thanks and recognition is extended to Ashish Jha (Director, Harvard Global Health Institute, US), Yves-
Alexandre de Montjoye (Assistant Professor, Imperial College Data Science Institute and Department of Computing, 
UK), Jenni Nordborg (Head of the Bioentrepreneurship Department, Health Division at VINNOVA, Sweden) , Taylor 
Reynolds (Director, Technology Policy at the Massachusetts Institute of Technology, US), Effy Vayena (Professor, 
Swiss Federal Institute of Technology in Zurich) , Michael, W. Hodin (Executive Director of the Global Coalition on 
Ageing, US), Jennifer Zelmer (President of Azimuth Health Group and Adjunct Professor University of Victoria, 
Canada), for their contribution and directions provided to this project.  The authors would also like to acknowledge 
Christine Azzaro (Program Administrator, Harvard Global Health Institute, US) and Claire Hilton (Junior Research 
Assistant, OECD) for the support in managing and organising the workshop. 

 
 
 
 
 
 
 
 
 
 
The opinions expressed and the arguments employed herein do not necessarily reflect the official views of OECD 
countries.  
 
This document, as well as any data and any map included herein, are without prejudice to the status of or 
sovereignty over any territory, to the delimitation of international frontiers and boundaries and to the name of any 
territory, city or area.  
  



© OECD, 2017                         3 

 
TABLE OF CONTENTS 

INTRODUCTION ............................................................................................................................................................... 4 

The OECD-HARVARD Global Health Institute Workshop ................................................................................................. 5 

BACKGROUND ................................................................................................................................................................. 7 

Policy Context and Recent Developments ....................................................................................................................... 7 

The Need for Integrated Approaches in Promoting Trust ............................................................................................... 9 

GLOBAL EXPERIENCES WITH MHEALTH AND ASSOCIATED POLICY CHALLENGES  ...................................................... 11 

Using Mobile Phone Data to Model and Predict the Spread of Infectious Diseases ..................................................... 11 

Connected Health Delivery System for Remote Care in Korea ...................................................................................... 12 

MHealth Solutions for Improved Maternal and Newborn Care .................................................................................... 13 

MHealth for Better Adherence to Therapeutic Guidelines and Protocols in Low Resource Settings ........................... 14 

FRAMEWORKS AND TOOLKITS TO SUPPORT MHEALTH ADOPTION AND SCALING ................................................... 17 

The WHO MHealth Assessment and Planning for Scale Toolkit .................................................................................... 17 

Identifying Dimensions of Foundational MHealth Policies ............................................................................................ 18 

APPROACHES TO THE EVALUATION OF SAFETY, EFFECTIVENESS, AND PRIVACY PROTECTION OF MHEALTH APPs . 20 

The MHealth App Regulatory Environment .................................................................................................................. 21 

RECONCILING RISKS AND BENEFITS OF DATA USE : EXAMPLES OF RECENT POLICY ACTIONS ................................... 24 

The OECD Recommendation on Health Data Governance ............................................................................................ 24 

Enhancing patient access to and control over their data .............................................................................................. 25 

New Consent Models .................................................................................................................................................... 25 

Right to Data Portability ................................................................................................................................................ 26 

Enhancing individuals’ access to their own data. .......................................................................................................... 26 

New Health Data Cooperatives ..................................................................................................................................... 27 

PRIORITY AREAS FOR FUTURE COLLABORATIVE EFFORTS........................................................................................... 28 

Support an Agenda for Evidence-based Implementation of mHealth .......................................................................... 28 

Support the development of Internationally-agreed Quality Assurance Criteria for Health and Wellness Apps ......... 28 

Examine the Opportunities and Challenges in Enhancing Users' Access and Control over their Data ......................... 28 

REFERENCES ………………………………………………………………………………………………………………………………………………………….. 30 

  



4 © OECD, 2017 

INTRODUCTION 

 

 
Since 2008, the Organisation for Economic Cooperation and Development (OECD) has led an effort to help countries 
improve the evidence base for policy-making to promote the adoption and use of information and communication 
technology (ICT) in the health sector as well as support the realization of associated economic and social benefits.  

The 2016 OECD-Harvard Global Health Institute workshop on “Mobile Technologies Based Services for Global Health 
and Wellness: Opportunities and Challenges”

1
 built on these efforts and addressed progress in the implementation 

of mobile health technologies (mHealth) as well as enabling frameworks and challenges. With the growth in Internet 
connectivity and smart/mobile devices, there is substantial interest across OECD countries in fostering the 
availability, and effective use, of mHealth to improve health care delivery and ultimately, the health of populations.  
In parallel, there is recognition that mHealth poses unique challenges that current eHealth policies may not be fully 
equipped to address. 

In particular, over the past few years there has been significant mHealth adoption and use that has been 
accompanied by research and assessment that begins to address issues of integration of mobile phone technology 
into healthcare systems at scale. This work has highlighted the ability of mobile phone technology to deliver greater 
health system efficiencies, to collect high-quality data for disease outbreak tracking, prevent stock-outs of 
medication, assist in patient adherence to treatment programs (particularly among seniors and difficult to reach 
populations) and improve access to health care, among other benefits. More broadly, the proliferation of 
smartphones has created demand for health and wellness mobile applications or “apps” (software programs on 
mobile devices), which hold particular promise for patient self-monitoring and management of non-communicable 
diseases (NCDs) such as diabetes and cardiac disease and other health conditions where continuous interaction is 
imperative. The breadth of mHealth capabilities results in their broad appeal to both high and low income countries. 
For high income countries, using mHealth to address challenges related to caring for non-communicable diseases 
and an ageing population are top priority while in low income countries, disease monitoring and other public health 
priorities drive the mHealth agenda.  

Despite such progress and widespread recognition of the potential of mHealth, identifying mHealth solutions that 
are safe, effective, and trustworthy, and then implementing them at scale pose significant challenges. As such, 
mHealth is currently at a critical juncture in its evolution. Early efforts saw many trials funded by operators, 
governments, NGOs and other interested bodies. In 2011, there were an estimated 800 mHealth projects deployed 
worldwide, of which 119 were in Europe. In 2013, the Boston Consulting Group estimated 500 mHealth programs 
and in 2015 the number of patients using mHealth apps was estimated at approximately 500 million globally. 
Reports from the first quarter of 2014 show that there were about 100.000 mHealth apps listed in the two major 
app stores (Apple and Android). The rapid proliferation of mHealth pilots and the growth of health and wellness 
apps have emerged as significant challenges for policymakers. Many of the mHealth pilots were not designed to 
scale and instead intended to demonstrate proof of concept. This has led to issues with fragmentation in financing, 
short-term partnerships, and lack of integration into formal health systems. Health and wellness apps, unless 
classified as medical devices, are largely unregulated and although leading players, such as Apple, are taking steps to 
provide guidance for developers, and self-regulatory standards are emerging, there is a need to better understand 
the safety and effectiveness of those apps which are not already addressed by specific legislation. In addition, in 
order to function, health and wellness apps may require a vast trove of personal data, raising privacy and security 
concerns. Thus, data governance and associated mHealth policies are currently high on the policy agenda of 
countries deciding how best to leverage mHealth for improved population health.  
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The OECD-HARVARD Global Health Institute Workshop 

In order to learn about ongoing efforts and identify priorities for future actions to support evidence-based mHealth 
policies, the OECD and Harvard University convened a two-day meeting in October 2016. The meeting sought to 
highlight country-level insights and provide a platform for shared learning across countries as well as discuss 
priorities for future collaborative efforts.  

Specific topics included:  

 Global trends and examples of mHealth applications in OECD and non-OECD countries for prevention, 
health promotion, diagnosis, access to treatment, treatment adherence, monitoring pharmacovigilance 
and disease surveillance. These examples served to reveal domains in which new policies may be needed. 

 Measurement needs for evidence-based mHealth policymaking and for creating an environment of trust 
in mHealth solutions. 

 Privacy, security and quality assurance challenges raised by “big data” collected through mobile 
technologies for health care, public health and disease surveillance purposes (e.g. health emergency 
response to Ebola). 

 Documentation of the development of relevant frameworks, recommendations to promote the 
implementation of robust health-related data governance practices, and perspectives on policy and 
research priorities. 

 High-priority policy needs and possible feasible avenues for progress in measurement that could better 
inform policies in those priority areas.  

The following key themes emerged from the meeting:  

 Given the rapidly evolving mHealth landscape, policymakers have few available frameworks and toolkits 
to guide their actions. Many are wrestling with the same issues and learning in parallel (rather than 
together).  It is therefore important to identify the frameworks and toolkits that need to be more widely 
disseminated and can serve as tools to facilitate collaborative learning.  

 Innovative new measurement toolkits like the World Health Organisation (WHO) mHealth Map are 
needed to inform resource allocation and the effective implementation of mHealth programs. The 
mHealth Map toolkit assists mHealth project teams to critically assess their mHealth project as they move 
from piloting to planning their next steps for overcoming the challenges inherent in scaling up.  

 Governance frameworks, such as the recently adopted OECD Recommendation on Health Data 
Governance, are needed to help create an environment in which personal data can be used in the public 
interest without compromising individual privacy, autonomy and fairness. The process of implementation 
and the development of explanatory material should be pursued to assist countries in implementing this 
Recommendation. 

 MHealth smartphone applications (apps) are becoming increasingly prevalent and creating a new 
generation of safety, effectiveness, and privacy/security challenges that need to be better understood in 
ways that inform and guide policymaker actions. Health-related app accreditation programs, in which 
apps are subject to formal assessment or peer review (e.g., app rating systems), as well as guidance on 
good practice in privacy, security and safety (e.g., the EC 2016 voluntary draft code of conduct on privacy 
for mHealth apps for app developers), are important developments that aim to provide assurances about 

http://who.int/reproductivehealth/topics/mhealth/maps-toolkit/en/
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quality and safety, foster trust, and promote app adoption by patients and professionals. There is an 
opportunity for cross-country collaboration to develop policy strategies that promote such trust. For 
example, agreement on standards for accreditation processes and coordinated quality assurance 
processes are needed for enabling the health potential of apps.  

 Empowering individuals with the knowledge and skills to manage their own personal health data when 
using mHealth will help develop greater trust in these services and apps. A number of emerging initiatives 
aim to enhance consumers' access to and control over their data. Some of these initiatives relate to data 
held by public bodies but others encourage private enterprises to give consumers access to their data 
including by setting out a "right to data portability".  There is an evidence gap in this area and analytical 
work to support policy-making is needed. 

This report is an effort to summarize the background materials that set the stage for the event, topics presented 
and discussed during the workshop, and identify opportunities for cross-country collaborative actions to advance 
evidence-based mHealth policies.  
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BACKGROUND
 

Several well-recognized organizations have put forth definitions of mHealth. For example, the World Health 
Organisation (WHO) defines mHealth as a component of eHealth, a “medical and public health practice supported 
by mobile devices, such as mobile phones, patient monitoring devices, personal digital assistants (PDAs), and other 
wireless devices.”

1
  

MHealth definitions have also included applications (apps), such as lifestyle and wellbeing apps that may connect to 
medical devices or sensors (e.g., bracelets or watches), as well as personal guidance systems, such as health 
information and medication reminders provided by SMS and telemedicine. The former group handles low-
confidentiality data (personal wellness and activity data); this is usually a consumer-driven purchase and strong 
consumer interest has attracted many companies into the space. The second group generally manages medium to 
high confidentiality data (health data and personal medical records); these are used by clinicians, patients or 
hospital system reporting. MHealth solutions in the second group are contributing to new opportunities for the 
integration of mHealth into existing health services in both higher- and lower-income countries and offer significant 
potential to improve healthcare outcomes.  

Alongside definitions, a range of mHealth frameworks exist. One set of frameworks characterizes mHealth according 
to technologies and processes.

2
  A second set of frameworks focuses on the desired impact of mHealth and 

applications to achieve specific health outcomes (from both patient and health systems perspectives) as well as 
consideration of the skillsets required to deliver the applications.

3
  

Policy Context and Recent Developments   

Two recent OECD workshops concluded that mHealth is by far the fastest growing segment of IT-based healthcare 
delivery systems. These technologies offer a wide range of smart modalities through which patients can interact 
with health professionals or systems. MHealth technologies do this by providing helpful real-time feedback along 
the care continuum, from prevention to diagnosis, treatment and monitoring. Since 2008, the Group Social Mobile 
Association (GSMA) has tracked over 1,200 mHealth deployments globally. Furthermore, in 2015 alone, over 116 
case studies of digital health deployments were reported in USAID’s annual mHealth Compendium. Reports from 
the first quarter of 2014 show that there were about 100000 mHealth apps listed in the two major app stores (Apple 
and Android). Moreover, the annual revenue of the health-related mobile apps market is projected to reach more 
than USD 26 billion (USD) by 2017 from its value of USD2.4 billion in 2013.

3
 

                                                                 

1
  WHO (2011) MHealth: New horizons for health through mobile technologies 

 http://www.who.int/goe/publications/goe_mhealth_web.pdf  

2
  Consulting VW. mHealth for Development: The Opportunity of Mobile Technology for Healthcare in the Developing 

World. 2009; WHO. mHealth New horizons for health through mobile technologies.  Global Observatory for eHealth 
series 2011;3. http://www.who.int/goe/publications/goe_mhealth_web.pdf 

3
  World Bank – (2011) ICT Sector Unit  Mobile Applications for the Health Sector 2011; The Boston Consulting Group. 

The Socio-Economic Impact of Mobile Health. 2012.; lain B Labrique LV, Erica  Kochi, Robert Fabricant, Garrett 
Mehl. mHealth innovations as health system strengthening tools: 12 common applications and a visual framework. 
Global Health: Science and Practice 2013;1:160-71.;  WHO. WHO mHealth Technical and Evidence Review Group 
(mTERG) for reproductive, maternal,  newborn and child health. 

 

http://www.who.int/goe/publications/goe_mhealth_web.pdf
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In 2015, WHO surveyed over 125 countries on eHealth and mHealth activities at the national level. Over 80% of 
these countries reported government-sponsored mHealth programs. MHealth projects primarily extended existing 
health programs and services at the national or local level (as opposed to international) (Figure 1).  

 

Government engagement was primarily guided by eHealth and telehealth policies (60% of responding countries); 
and no specific policy guidance was reported for mHealth in 30% of countries. Over half of countries actively 
provided policy guidance on standards, privacy and/or security. Policy gaps included policies on data ownership, 
regulation of devices, oversight of mobile health apps and evaluation. Across survey responses, there was notable 
regional variation in the enabling environment.  

A particular focus of recent mHealth policy debates revolves around data privacy and security. With the increased 
ability to collect large amounts of personal data over space and time comes greater risk of personal information 
breaches that threaten to erode consumer trust in sharing personal data from mobile and web sources. Uncertainty 
is amplified by the persistent threat of theft and hacking and the increased ability to re-identify data. Based on the 
information reported in the United States Department of Health and Human Services (“HHS”) Office of Civil Rights 
(“OCR”) database, which publishes the breaches affecting 500 or more individuals, approximately 112 million 
Americans or nearly one third of the United States population had been affected by breaches of “protected health 
information” (“PHI”) in 2015.

4
 

The default position, in the context of uncertainty, is often to restrict collection and use of personal data (health and 
other data - including geolocation data). However, mHealth growth may be stymied by such an approach.  It is 
therefore critical to promote policies that weigh the trade-offs through an assessment of the individual risk against 
the benefits (individual and social), taking account of the likelihood and impact of each. 

Closely related to concerns about data privacy is the concept of trust and how to operationalize it in national 
policies. Any policy efforts to support and maintain trust must clarify a) what trust means in the mHealth context; 
and b) the links between trust and trustworthiness.  

Figure 1. Adoption of MHealth Programme by Type (2015) 

 

Note: The results include responses from over 600 e-health experts in 125 countries worldwide. Source: World Health 
Organization (2016), Atlas of eHealth Country Profiles: The Use of eHealth in Support of UniversalHealth Coverage: Based 

on the Findings of the Third Global Survey on eHealth 2015, 
http://apps.who.int/iris/bitstream/10665/204523/1/9789241565219_eng.pdf?ua=1. 
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 Trust is the state of mind that enables a person to be willing to make herself vulnerable to another in 
seeking health care and when participating in health-related research. Trust relationships in health 
information systems may operate one-on-one, locally to a specific organization, or across institutional 
boundaries. In mHealth, the trustor to trustee relationship may involve any combination of individuals, 
organizations, institutions, or systems. Examples include the doctor-patient relationship, the relationship 
between consumers and a provider organization or an app vendor or a research university, and the 
relationships defined by agreements between user and service suppliers.  

 While trust is an attitude towards mHealth, trustworthiness is a property of mHealth. Trustworthiness 
can be defined as a number of specific features, characteristics, attributes, etc. that render mHealth 
applications and systems worthy of trust. Often trust and trustworthiness are conflated. However, to 
reach the goal of inspiring and maintaining trust, it is imperative to develop trustworthy mHealth 
systems. Governance frameworks must spell out the norms and measurements that can ensure 
trustworthiness.  

The Need for Integrated Approaches in Promoting Trust 

Countries are seeking to promote a strong “fabric of trust” between stakeholders, including the general public, to 
assure the good intentions of data sharing for individuals, organizations, and institutions in providing health care 
services and conducting research. While links between consumer trust, privacy and security have long been clear, 
they have traditionally been addressed in silos. This creates a need for integrated approaches in managing 
consumer/patient protection, privacy, security, and safety risks. Factors for consideration include:  

 Privacy, security and data protection: Data privacy is an important factor affecting willingness to use 
services and share personal health data. Privacy is notoriously difficult to define, but commonly refers to 
individual control of how, when, what, and to whom information about one’s self is revealed. From the 
privacy point of view, trust is about the willingness of an individual to become vulnerable to an 
organisation by disclosing personal data. A “trustworthy service provider or organisation” ensures privacy 
is protected according to laws and regulations and by taking several measures: e.g. is transparent about 
the data gathered and the intended uses, offers choices with respect to information disclosure and 
whether and how personal information is used,  , respects the conditions of data use that have been set 
by individuals, and should be able to ensure the security of the collected data by taking reasonable steps 
to guard against loss or misuse of personal information provided by consumers. 

 Value and use: For individuals to be willing to give up some privacy and control over their data, they 
ultimately need to decide if benefits outweigh costs. Willingness of individuals to share personal health 
data has been demonstrated to be strongly linked to the question of what that data will be used for, and 
in particular to the value of that use. Research has shown that some individuals are more willing to share 
their data if it will directly benefit them, while others may be motivated by altruistic reasons.

4
  

 Control and ownership: This is a gray area in the mHealth space. Many believe that consumers 
themselves have complete control over the data on their devices. This is not always the case. In order to 
access a service, consumers regularly are asked to agree to have their data shared with a number of 
parties via their devices’ privacy policies, terms and conditions, and user agreements. Given the many 
actors in the mHealth ecosystem, it has becomes increasingly difficult for users to monitor or control data 
utilization, let alone “own”, their data. Informed consent generally presumes the ability to indicate clearly 
to the user/consumer the use and purpose of the particular data collection activity. The ease by which 
multiple data from diverse devices and sources can now be collected, stored, analysed and shared in 
greater volumes than ever before renders the provision of this type of information particularly difficult. In 

                                                                 

4
  Moore D and Niemi M (2016) The sharing of personal health data- A review of the literature- Sapere Research Group 
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addition, mHealth data can be used for numerous purposes that may be unknown at the point or time of 
collection, which makes the implementation of informed consent difficult.  

 Transparency and accountability: Accountability is key for consumer trust and more so when personal 
data is collected and used at a distance from the individual. Considering the multiplicity of parties 
involved in the mHealth industry and the different role played by each, it can be difficult to identify all 
controllers and processors and ensure an appropriate allocation of responsibilities. As such, transparency 
is critical to help promote accountability of all relevant actors.  

 Quality and safety: These dimensions are important features that play directly into consumer/user and 
care provider trust. From a health perspective, safety may mean that the mHealth system produces 
information that is valid and of adequate quality for critical decision-making. For example, given the rapid 
onset of a heart failure event and the potentially catastrophic impact of a missed detection, an mHealth 
system that predicts heart failure in patients with congestive heart disease must maintain high-quality 
information continuously over an extended time period. From an engineering perspective, safety might 
mean that devices, such as sensors, used in mHealth systems do not cause their users unanticipated harm 
because of design or manufacturing errors. Data collection using mHealth sensing may also introduce 
various data quality and associated safety challenges. Poor data quality could result in suboptimal 
outcomes, including missed opportunities for effective intervention or even wrong information to 
improperly guide health decisions. 

As countries wrestle with how to integrate these dimensions into their mHealth policies, a range of organizations 
has sought to inform and support such efforts. Examples include recent reviews in the United States by regulatory 
agencies such the Office of the National Coordinator for Health Information Technology (ONC), the Food and Drug 
Administration, (FDA) and the Federal Trade Commission (FTC); in Europe, the European Commission (EC) 
developed a Green Paper on mHealth (2014) and the European Data Protection Supervisor (EDPS) issued an Opinion 
clarifying how the new European General Data Protection Regulation (GDPR, 2015), which will come into effect in 
Europe in 2018 and applies to mHealth. One of the aims of the GDPR is to strengthen the rights of the data subjects, 
particularly in situations where interference with their right to privacy might be magnified by online interaction. The 
GDPR also introduces new guiding principles and rules applicable in the context of mHealth. For example, privacy by 
design and by default become legal obligations (and no longer mere "best practices") under the GDPR, and thus will 
have to be fully taken into consideration when designing new mHealth apps or devices.  

The OECD adopted a Recommendation on Health Data Governance in January 2017 that provides high-level policy 
guidance to encourage the availability and use of personal information and promote its use for purposes that serve 
health-related public interest. These efforts make clear that regulation is evolving and, in turn, that regulation is 
necessary but not sufficient to harness the potential of mHealth. While regulatory developments are ongoing, there 
is increasing understanding that regulation will be only one element in the effort to realize the potential of mHealth 
while preserving ethical and social values. Ensuring the appropriate governance framework for mHealth will 
therefore require a number of components beyond legal instruments for data protection. 
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GLOBAL EXPERIENCES WITH MHEALTH AND  

ASSOCIATED POLICY CHALLENGES
 

To inform discussions related to policy needs, the conference included national and regional examples of specific 
mHealth efforts. These presentations provided an opportunity to examine, in some detail, the direction and 
challenges of mHealth efforts in both low and high income countries. The following case studies were selected 
because they reveal specific domains of particular relevance to public health interventions in low income countries 
and where a fundamental shift is urgently needed in the delivery of health care (e.g., to meet the health needs of 
older populations) . The examples also highlight key policy challenges in the broad and evolving field of mHealth as 
well how technologies developed to solve problems in developing countries may also be useful in high-income 
countries especially in remote regions and for vulnerable populations (reverse innovation). 

Using Mobile Phone Data to Model and Predict the Spread of Infectious Diseases  

Accurate information on population movements is valuable for monitoring the progression of an outbreak and 
predicting its future spread, facilitating the prioritization of interventions and designing surveillance and 
containment strategies. Vital questions include how the affected regions are connected by population flows, which 
areas are major mobility hubs, what types of movement typologies exist in the region, and how all of these factors 
are changing as people react to the outbreak and movement restrictions are implemented. 

Just a decade ago, obtaining detailed and comprehensive data to answer such questions over large geographical 
regions would have been impossible. Today, such valuable data exist and are collected in real-time, but largely 
remain unused for public health purposes – stored on the servers of mobile phone operators. Mobile phone 
networks, also called cellular networks, are composed of cells, i.e. geographic zones around a phone tower. Each 
communication can be located by identifying the geographic coordinates of its transmitting tower and the 
associated cell. Mobile call data records (CDRs) detailing the time and associated cell tower of calls and text 
messages from anonymous users therefore provide a valuable indicator of human presence, and sequences of these 
data can be used to measure population movements over time, especially when existing mobility data is poor. With 
network operators serving substantial portions of the population across entire nations, the movements of millions 
of people at fine spatial and temporal scales can be measured in near real-time and can provide useful information 
on trends and fluctuations over time helping to reduce uncertainties attached to outbreak detection and response. 
Flowminder (Box 1) offers an example.  

Despite the value of CDRs, mobile network data is generally very difficult to access due to commercial and privacy 
concerns. In particular, extending geolocation data to the management of natural disasters or outbreaks entails the 
problem of the nature of the information—often private and/or sensitive— associated with them. It is, therefore, 
important to be especially aware of issues relating to security and privacy in order to make use of geolocation tools 
responsibly. De-Montjoye has recently shown, for example, that four spatio-temporal points may be enough to 
uniquely identify 95% of people in a mobile phone database of 1.5M people and to identify 90% of people in a credit 
card database of one million people.

5
 While these results may not be definitive, this work does raise key policy 

questions on how best to gain access and realize the public health benefits of CDRs while also protecting privacy. A 
promising model moving forward relies on pseudonymous data through secure and auditable question and answer 
systems

5
. However, there are additional issues that need to be considered such as possible bias due to the potential 

heterogeneity and poor verifiability of the data collected Open-access to the data collected and the metadata as in 
the case of Flowminder is thus critical to allow for validation and ensure transparency 

                                                                 

5
  http://opalproject.org/ and http://journals.plos.org/plosone/article?id=10.1371/journal.pone.0098790 

http://www.nature.com/srep/2013/130325/srep01376/full/srep01376.html
http://www.sciencemag.org/cgi/content/full/347/6221/536?ijkey=644D2oOaMJO3Q&keytype=ref&siteid=sci
http://www.sciencemag.org/cgi/content/full/347/6221/536?ijkey=644D2oOaMJO3Q&keytype=ref&siteid=sci
http://opalproject.org/
https://urldefense.proofpoint.com/v2/url?u=http-3A__journals.plos.org_plosone_article-3Fid-3D10.1371_journal.pone.0098790&d=DwMGaQ&c=WO-RGvefibhHBZq3fL85hQ&r=nXTo4zWhjmRfL2SC5rr-PAe0NQc0YxfS-f877hmIu48&m=qWPRuHfRy689NGFu-XvdllNh68vuNUr98GrJawxuItI&s=4SgZr-Hfag7yTbbd6TKU-9W95W9S_jVQI8uRsYNsn5Y&e=
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Connected Health Delivery System for Remote Care in Korea  

Challenges associated with supporting and caring for ageing populations are impacting both high and low income 
countries. As outlined in the 2015 WHO World Report on Ageing and Health, and reported by the Commonwealth 
Fund, older people with chronic disease in all countries face care coordination and safety problems and are not 
accessing care in the numbers we would expect.

2
 Thus, a particular focus of high-income countries is how to extend 

traditional healthcare services to older populations in their home setting as well as to those living in remote areas 
and improve care coordination.  

In Korea, these issues have motivated efforts to apply mobile technologies for remote care.  However, as with other 
countries, issues of reimbursement impeded progress. Without adequate reimbursement, providers have a strong 
disincentive to invest in mobile technologies. The Korean UHealth project (Box 2) offers an example. Given the 

Box 1. Flowminder 

Flowminder is a non-profit foundation working with data providers and international/government 
agencies to operationalize and scale applications in support of vulnerable populations and 
sustainable development. The organization uses mobile operator data, which is anonymized on a 
server hosted by the cell operator. Flowminder conducts analyses on this data under operator 
supervision with raw data anonymized behind an operator firewall. As such, the organization is able 
to preserve user privacy, as the data never leaves the mobile operators system. Aggregated data 
can then be exported and made open access, to be paired with epidemiological data and other 
information. Uses of the application include measuring population data and migration, disaster 
response and preparedness, and infectious disease modeling.6 In an effort to allow for validation 
and ensure transparency, and to expand the utility of the data sets and predicted mobility patterns, 
where possible flowminder makes geographic, population, and mobility data as well as methods 
openly available. 

This application is an example of how to leverage the rising prevalence of routine cell phone use to 
advance public health. As disasters cause large-scale population movements, Flowminder has been 
used to map where people are moving during a disaster and predict population displacement and 
other consequences after a disaster. One example is the Nepal Earthquake. Prior to the earthquake, 
Flowminder and Ncell (the largest mobile operator in Nepal) began a collaboration to respond to 
potential future earthquakes in Nepal. In the aftermath of the earthquake, it was immediately 
apparent that there was a mass population movement, initially as the result of people fleeing 
affected areas. Large numbers of people also moved to sleep in safer, open areas after losing their 
houses or due to fear of aftershocks. 

Understanding where affected people are located is essential for effective humanitarian response. 
The WorldPop project mapping team rapidly produced population density maps. These data were 
used by UN OCHA and other agencies to estimate the number of people affected. The Flowminder 
and WorldPop mobile analysis team then used these population data in combination with the Ncell 
anonymised data from 12 million mobile phones in Nepal to quantify the impact of the earthquake 
on population movements. After adjusting for normal population movement patterns, which would 
have occurred in the absence of the earthquake, the Flowminder analysis showed that an estimated 
additional 500,000 people had left Kathmandu two weeks after the earthquake. The majority of 
these went to the districts surrounding Kathmandu and to the Terai areas in the south and south-
east of Nepal, was previously completely unknown. Flowminder is now working with key 
organizations to ensure that the capacity to respond with similar analyses in future earthquakes and 
disasters can be maintained, as well as planning for the implementation of several analysis products 
to support development and public health in Nepal going forward. 

Source: L. Bengtsson, Harvard Global Health Institute Workshop (2016) 
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benefits inherent in the deployment of mobile technologies to extend access to the traditional healthcare delivery 
system, particularly for remote care and care for home-bound elderly patients, it is in the interest of payers to help 
health care providers finance the switch to these technologies because of the benefits that would accrue both to 
themselves and to the people on whose behalf they purchase health care. Recent regulatory developments in 
telehealth reveal how public policies and changes in reimbursement scheme have helped to better integrate the use 
of telehealth services into mainstream health care in a number of countries. To date, however, there is still no 
universal consensus on criteria for telehealth reimbursement as well as for mHealth in general. Countries therefore 
need to fully analyse the benefits of remote care services and, where needed, revise their payment models to pave 
the way for effective implementation and adoption of mHealth. 

 

MHealth Solutions for Improved Maternal and Newborn Care  

Low-income countries face a variety of obstacles to improved reproductive, maternal, newborn, child and 
adolescent health (RMNCAH): cost-effective mHealth interventions have been shown to dramatically reduce 
maternal mortality in certain cases. As an illustration, over the past 20 years, the Latin American and Caribbean 
countries region has made significant advances in improving maternal health and mortality rates have fallen over 
40%. National averages often mask, however, local inequalities. Although Latin America had a maternal mortality 
ratio of 77 maternal deaths per 100 000 live births in 2013,

8
 these same ratios are 10-44 times higher in the poorest 

provinces of several countries in Latin America. Latin America and the Caribbean have also made slow progress in 
reducing adolescent childbearing, with the adolescent birth rate remaining high, at 73 births per 1000 girls in 2015

 9
. 

MHealth can play an essential role in supporting strategies to reduce maternal and child mortality, delivering 
information, facilitating access to care and enabling evaluation to better deliver timely resources. For many of these 
projects, however, once the initial funding runs out, a significant challenge is developing a sustainable business 
model, regulatory barriers and sustained political support, among others. As such, long-term sustainability and 
financing appear to be the most challenging obstacles, and, in most cases, poorly-understood aspects of mHealth 
initiatives. In other words, often the focus is the technical feasibility of the project and achieving successful 
adoption, with the economics and politics of the approach playing a secondary role. Ultimately, however, it is the 
value to society and political will that will determine whether a given project might survive or not. TulaSalud (Box 3) 
offers an example. 

There is no magic bullet today with respect to the options or strategies required to achieve economies of scale and 
long-term financial sustainability. Many initiatives are still struggling to begin exchanging health information, 
whereas the more mature initiatives face challenges about how to expand their services in a financially sustainable 

Box 2. UHealth in Korea 

UHealth is a healthcare demonstration project is a public-private partnership funded principally by 
the Korean Ministry of Health and Welfare focusing on pre-care and wellness. The UHealth program 
involves monitoring a patient's vital signs and other critical health information virtually anywhere. 
This can include blood pressure, blood sugar, body weight, cholesterol levels and ECGs. Monitoring 
can also include physical activity, exercise, nutritional intake and other lifestyle information that 
might be relevant to an individual's health. The UHealth demonstration project includes a number 
of projects today mainly focused on creating foundational components, such as: core technologies, 
standardization, communications, and equipment to support UHealth environments and services.  

The greatest challenge to the program’s success is not the technology or even the infrastructure 
rather  regulatory uncertainty-in particular the issue of reimbursement and liability.

7
 

Source: J. Park, Harvard Global Health Institute Workshop (2016) 
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way. Financial sustainability is a critical issue for all initiatives, even those that are relatively more mature and 
directly funded by government, and stands out as a persistent concern. 
 

 

MHealth for Better Adherence to Therapeutic Guidelines and Protocols in Low Resource 
Settings 

Many low resource settings have weak health systems characterized by poor physical and ICT infrastructure, 
inadequate and poorly trained health workers, weak policies and organizational capacity, and inadequate financial 
investment (including data systems). eHealth/Health IT and mHealth have been shown to enhance quality of health 
care through better adherence to therapeutic guidelines and protocols, informing clinical decisions, and decreasing 
medication errors. In particular, there is now good evidence that mHealth tools can improve detection, linkage to 
care, retention in care, and adherence to Anti Retro Viral therapy (ARVs) in HIV patients.  

As an illustration, two recent randomized trials in Kenya have evaluated the benefits of using weekly interactive text 
messages reminders to improve adherence to antiretroviral therapy (ART). The first trial reported improvements in 
adherence and viral load,

11
 a second reported an improvement in adherence and a reduction in treatment 

interruptions.
12 

In a form of reverse innovation, this same service (WelTel) has since been applied among 
populations with HIV and latent tuberculosis in British Columbia (Canada), and to improve latent tuberculosis 
medication completion and in providing support to Aboriginal Canadian youth and high-risk HIV patients. 

Box 3.  TulaSalud: Equipping Rural Community Health Workers  

TulaSalud is a Guatemalan non-governmental organization, whose purpose is to support the Ministry 
of Public Health and Social Assistance of Guatemala and partner institutions to improve rural health 
services. Specifically, TulaSalud works to reduce maternal and infant morbidity and mortality, 
malnutrition, and other programs that are aimed at improving the access of health services to the 
most needy rural population in Guatemala. The project began in 2004, through a bilateral agreement 
between the Canadian government and the government of Guatemala. The main objective of the 
project was to increase the number of nursing staff in rural and postponed areas of the country. As a 
result, it began with a pilot course that trained 34 nursing assistants from indigenous and rural 
communities in Alta Verapaz, using Optel Tele-Writer technology for distance education.  

TulaSalud has since broadened in scope and now focuses on Community Facilitators (CFs), a 
volunteer accepted by the community who, with a small stipend from the Government, who provides 
basic primary care services. The innovation introduced by TulaSalud during the implementation of 
this program has been to provide CFs with cell phones that allow them to: Consult with healthcare 
specialists, provide full epidemiological and clinical information relating to the patients they attend 
(using Kawok, which is based on CommCare) and coordinate patient transfers in case of emergency. 
Cell phones also enable CFs to receive ongoing training through audio-conferences. They also allow 
to carry out health promotion and prevention activities with the population via remote briefings in 
the Q’eqchi’ or Poqomchí languages. Currently 195 community tele-facilitators cover 710 
communities and a population of approximately 330.000 people.  

In 2011 TulaSalud started to collaborate with the EHAS (Enlase Hispano Americano de Salud) 
Foundation, a Spanish NGO whose mission is to promote affordable and innovative uses of ICT to 
improve the public healthcare delivery in remote areas of developing countries. EHAS is currently 
supporting the Healthy Pregnancy initiative, which aims to reduce maternal mortality rates in rural 
areas.  

Source: I. Prieto-Egido, OECD-Harvard Global Health Institute Workshop (2016) 
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In South Africa, SMS text messages have also been used to improve HIV health care service delivery by improving 
communication between patients and health personnel, and also as an appointment reminder.

10
 There remain, 

however, some critical challenges in implementing mHealth in low resource settings which include the following: 

 Human Capacity:  

 Although varied from one country to another, capacity is still limited for the development of high quality 
mHealth solutions. 

 Inadequate training of end-users, including health care workers. 

 Infrastructure:  

 Limited cellular coverage in rural areas where majority of vulnerable populations live. Slow connection. 
Signal outages.  

 Unreliable/unavailable electric power to keep devices powered (e.g. SMS printers). 

 Costs:  

 Relatively high cost of data bundles for smart phones, and text or voice calls for basic handsets. 

 Legislation, Policies and Standards:  

 Lack of appropriate legislation to support the integration and scaling of mHealth into mainstream health 
care services. 

 Limited regulatory oversight based on policies and standards to guide quality and safety:  

 Sub-standard mHealth products  wrong clinical or public health decisions  compromised patient 
safety, quality of care, incorrect public health inference.  

 Inadequate evidence on what works at scale 
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Box 4.  Implementing MHealth for the management of HIV in sub-Saharan Africa 

At the end of 2014, 10.7 million people living with HIV in sub-Saharan Africa were receiving antiretroviral 
therapy (ARVs)—roughly 72% of the 14.9 million people receiving ARV globally. First-line ARV regimens 
comprise the standardised efficacious, cost-effective, widely available, and least toxic drugs. The 
consequences of ARV failure include increased risk of HIV-associated complications, such as opportunistic 
infections, malignant diseases, and neurocognitive dysfunction.   

Studies done in sub-Saharan Africa in 2014 showed that 15–25% of people receiving ARV experienced 
conditions that define treatment failure.  In 2014, ~69% of the adult population in Africa also owned a mobile 
phone, which can be an effective means13 to extend health care services to rural and hard-to-reach areas 
(e.g. informal settlements/slums) where the most vulnerable and under-served populations live. The research 
literature provides evidence on a range of interventions, which might contribute to the ways in which 
mHealth for HIV might facilitate the scale-up of HIV prevention, care, and treatment services. 

First, mHealth tools can be used to increase testing among vulnerable communities. For example, Welz and 
Herbst14 describe the use of handheld computers for delivering HIV testing results in hard-to-reach South 
African communities. Mhealth tools can also be used to promote adherence. Use of mHealth to improve 
adherence has the strongest evidence base to date. The most commonly documented use of mHealth is 1-way 
text-message and phone reminders to encourage follow-up appointments, healthy behaviors, and data 
gathering. Several descriptive and quasi-experimental studies suggest that text message reminders are 
acceptable, feasible, and useful for improved treatment adherence.

13
  

          Sources: R. Lester and T Olouch, OECD-Harvard Global Health Institute Workshop (2016) 
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FRAMEWORKS AND TOOLKITS TO SUPPORT MHEALTH 
ADOPTION AND SCALING  

 

There is now an established and growing body of literature on the importance of priority setting, resource allocation 
and benchmarking in the adoption of information technology in healthcare. Methods of priority setting that use 
explicitly defined criteria can aid health care decision makers in arriving at funding decisions in a transparent and 
systematic way. However, we know little about why and how healthcare organisations reach decisions on mHealth. 
It is thus important to identify and examine what evaluation frameworks have been used to categorize and prioritize 
mHealth interventions to date. As an illustration, the next sections review the framework developed by the World 
Health Organisation (WHO) Department of Reproductive Health and Research (RHR) to assist government-led 
investments of digital health strategies for strengthening reproductive, maternal, newborn, child and adolescent 
health interventions. It also reviews complementary work on eHealth governance and policy frameworks that could 
be extended to mHealth. 

The WHO MHealth Assessment and Planning for Scale Toolkit  

The WHO mHealth Assessment and Planning for Scale (MAPS) toolkit has two overarching goals – to assist and to 
plan. The toolkit assists mHealth project teams to critically assess their mHealth project as they move from piloting 
to planning their next steps for overcoming the challenges inherent in scaling up. The Toolkit guides mHealth 
projects through a continuous process of thorough assessment, careful planning, and targeted improvements.  

The Toolkit's aim is to shift the assessment from whether the mHealth initiative ‘‘works’’ to process evaluation or 
proxy indicators of the health outcome(s) of interest. Questions include: when should mHealth be applied along the 
care continuum (e,g. to strengthen health promotion and prevention; what health interventions are enhanced by 
the application of mHealth (e.g., to promote reduced salt intake); which health system constraints are being 
overcome (e.g. to address low availability for specific services); how mHealth is applied (e.g. the technology used); 
where MHealth engages actors (e.g., if the service targets with an sms the patient’s phone ).This approach is meant 
to facilitate the selection of mHealth tools that are appropriate for identified policy or systems-level challenges. In 
other words, it would drive people to first identify key obstacles, or constraints, to delivering proven health 
interventions effectively, and to then apply appropriate mHealth strategies that could overcome these constraints 
and scale successfully.  

It lays out six overarching thematic areas designed to provide actionable information on mHealth deployments. 
These six areas, also known as axes, are: Groundwork, Partnerships, Financial health, Technology and Architecture, 
Operations, and Monitoring and Evaluation. Each of the six axes contains a set of structured self-administered 
questionnaires and scorecards that enable mHealth project teams to objectively measure their progress in relation 
to implementation, the potential for scaling up and ensuring sustainability (Figure 2). Each axis also includes tips and 
lessons from the field – all informed by the experiences of pioneering mHealth projects.

15
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Identifying Dimensions of Foundational MHealth Policies 

Complementary WHO efforts explicitly target needed domains of eHealth governance and policy that can be applied 
to mHealth. Specifically, the WHO/ITU National eHealth Strategy Toolkit

16
 can be used to ensure that 

foundational/enabling policy frameworks are in place and can support  mHealth policy efforts. The Toolkit identifies 
seven essential components. These are the following: i) leadership and governance; ii) strategy and investment; iii) 
services and applications; iv) standards and interoperability; v) infrastructure; vi) legislation policy and compliance; 
vi) workforce. An accompanying maturity model (Figure 3) could readily be adapted to mHealth specific needs, but 
this has not yet occurred. As a first step, the model recommends that a national vision for Mhealth implementation 
should align with the country’s health priorities, as well as with the existing infrastructure capacity.  

A detailed action plan and a monitoring and evaluation framework can then address fundamental issues such as 
regulation, governance, standards and interoperability, workforce and financing.  

The case studies in the previous sections demonstrate that an MHealth implementation plan, if built on health 
priorities and in coordination between authorities (e.g., Ministry of Health, Ministry of Communication), and private 
sector (e.g. telecom operators and app developers), can facilitate the development of common policies and 
standards and thereby support data interoperability across systems and programs. Mhealth is at the intersection of 
a number of sectors and as a result requires leadership, expertise and investments from all major stakeholders.  

Figure 1.  Axes providing project information  

 

 Source: M. Orton, OECD-Harvard Global Health Institute Workshop (2016) 
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Figure 2.  eHealth Maturity Model 

 

  

 Source: J. Dzenowagis, OECD-Harvard Global Health Institute Workshop (2016) 
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 APPROACHES TO THE EVALUATION OF SAFETY, EFFECTIVENESS, 
AND PRIVACY PROTECTION OF MHEALTH “APPS” 

 
In developing countries, the number of mobile-broadband subscriptions per 100 inhabitants reached in 2016 a 
penetration rate of close to 41% while in developed countries it was 90%.  Over a third of the world’s population is 
thus today -at least in principle- using a mobile device to access the Internet and capable of supporting apps. Apps 
are generally understood as a category of software developed to run on mobile platforms for a single or limited 
number of purposes. However, the distinction between apps and other software applications has become less clear 
as a wider range of computing platforms support apps and app repositories, and as apps with a wider range of 
functions are developed. Mobile health and wellness apps come in a variety of forms, each with their own unique 
purpose. There are two broad categories into which these apps fall (although the distinction is not always 
straightforward): (a) apps for the purpose of prevention, diagnosis and treatment of diseases (medical apps); and (b) 
apps relevant to lifestyle, fitness and well-being (nonmedical apps). Among the former, the integration of apps and 
their ability to track data in the outpatient setting is playing an integral role in the rise of remote care including 
telemedicine activities. Recent research for example indicates that apps targeting individuals with chronic illnesses 
are likely to be useful in patient engagement efforts.  

Among the latter, besides lifestyle and fitness apps, many organizations and hospitals are investing in apps to serve 
as patient education tools, incorporating videos and touch-based teaching methods. Additionally, mobile apps are 
being used in the education of medical students through the use of quizzes and virtual flashcards. They are also 
being utilized as digital simulations of clinical situations or surgical interventions, taking advantage of the touch-
based display on the smart device.  In addition to mobile apps functioning as standalone elements, mobile apps are 
increasingly integrating with other peripheral devices.  

Mobile health and wellness apps thus comprise a significant segment of the app universe. In consumer surveys, a 
quarter of US adults reported in 2014 using one or more health tracking apps and a third of physicians had 
recommended an app to a patient in 2013.

17
 The combination of the rapidly evolving apps and app platforms and 

integration with other products introduces new opportunities as well as possible new risks. In particular there are 
persisting questions about: 

 Clinical effectiveness and safety 

 Privacy and security (Many health and fitness apps have access to sensitive, physiological data 
collected by sensors on a mobile phone, wearable, or other device)  

 High rate of app turnover (Nearly 90% apps are not used after six months; 80% are not generating 
revenue to support a business case)  

Recent research also shows that while consumers are faced with a wide choice of apps addressing a broad set of 
medical conditions, a minority of these apps are likely to be useful for improving health.

18
 Frameworks that consider 

the engagement, quality, and safety of mobile apps are thus critically needed to assist and guide consumers in 
identifying trustworthy apps that serve their specific health and wellness needs.  An example of key questions (as 
developed and validated by the NHS) may be relevant for adaptation to other contexts. The NHS’s process is based 
on ten thematic areas that contain 80+ questions in total. The answers to these questions are used to generate a 
report for app developers, which can be used to assess if their apps meet the NHS’ standards. Because questions are 
answered by developers, the process will be subject to audit. This effort is still in process and is meant to provide a 
benchmark for the quality of app development in healthcare. Sample questions in four of the ten thematic areas 
include:  
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 Privacy & Security: Are you looking after information in line with the Data Protection Act and 
protecting personal data in line with best practice? 

 Equality: What efforts have been made to make your App available and usable by the widest number 
of people? 

 Safety: What risk could your app pose and how is that risk communicated and managed? 

Effectiveness: What efforts and evidence can you provide to support the effectiveness of your app?  

The MHealth App Regulatory Environment  

In some countries regulation on medical devices apply today to a subset of high-risk mobile medical apps. In Europe 
the CE certification process for medical devices sets the requirements for health apps that qualify as medical 
devices. The MEDDEV 2.1/6 "Guidelines on the qualification and classification of standalone software used in 
healthcare within the regulatory framework of medical devices" provide some guidance for developers on which 
apps qualify and which do not- as this is not easy to assess. In 2015, the United States Federal Food, Drug 
Administration issued a similar Guidance on ‘Mobile Medical Applications’ (Mobile Medical App) setting the 
requirements for mobile apps that meet the definition of a device under section 201(h) of the Federal Food, Drug, 
and Cosmetic Act (FD&C Act).  According to this Guidance, an app is considered a medical device if it:  

 Is an extension of one or more medical devices by connecting to such device(s) for purposes of controlling 
the device(s) or for use in active patient monitoring or analysing medical device data. 

 Transforms the mobile platform into a regulated medical device by using attachments, display screens, or 
sensors or by including functionalities similar to those of currently regulated medical devices. Mobile apps 
that use attachments, display screens, sensors or other such similar components to transform a mobile 
platform into a regulated medical device are required to comply with the device classification associated 
with the transformed platform. 

 Becomes a regulated medical device (software) by performing patient-specific analysis and providing 
patient-specific diagnosis, or treatment recommendations. These types of mobile medical apps are similar 
to or perform the same function as those types of software devices that have been previously cleared or 
approved. 

Many of the health and wellness apps on the market are not considered medical devices and are therefore not 
subject to specific evaluation. As such, it is imperative that individual users understand how to critically appraise and 
properly identify health and wellness apps that are safe to use. A number of emerging initiatives aim to fill the 
evaluation gap. For example, medical app accreditation programs, in which apps are subject to formal assessment 
or peer review, are a recent development that aims to provide clinical assurances about quality and safety, foster 
trust, and promote app adoption by patients and professionals.

19,20
 Voluntary codes of conducts or codes of practice 

are also being developed to promote private sector awareness and good practice (see Box 5). 

While not yet integrated into a single framework, several academic-led efforts have also sought to contribute to 
health and wellness “apps” evaluation.  These efforts provide early evidence on possible key challenges as well as 
quality assurance criteria that should guide evaluation. A recent study for example assessed the extent to which 79 
already-certified apps complied with data protection principles mandated by a prominent national accreditation 
program; the English National Health Service (NHS) Health Apps Library.

19
 Launched as a pilot project in March 2013, 

the NHS Health Apps Library’s aim was to provide a curated list of apps for patient and public use. In respect of 
privacy, the accreditation approach adopted by the NHS Health Apps Library was to require developers to declare 
any data transmissions made by their app and, in this case, to provide evidence of registration with the Information 
Commissioner’s Office (ICO), the UK body responsible for enforcement of the Data Protection Act (information 
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obtained via Freedom of Information request). Registration entails a commitment to uphold principles of data 
protection and is a requirement under the Act for individuals or organizations processing personal information.  

Thus, while substantially relying on self-declaration, it is clear the expected intent, and the assumption that might 
reasonably be made by app users, is that apps accredited by the NHS Health Apps Library will comply with UK data 
protection principles concerning information privacy. The study found that while two-thirds (67 %) of apps had 
some form of privacy policy; 66% of the apps sent identifying information over the Internet without encryption; 29% 
of apps sent strong identifying information without encryption (including email addresses, account login details, full 
name or date of birth); and half of apps transmitting user account details sent usernames and passwords 
unencrypted.

21 
A sixth of apps sent information to advertisers and third-party analytics but did not mention 

secondary uses of information in their policy. 

Many of the privacy issues identified are addressed by best-practice guidelines targeting developers. The findings 
however highlight potential shortcomings of a voluntary accreditation approach that, in respect of privacy at least, 
appeared to rely mainly on self-declared compliance. 

Similar shortcomings have recently been reported in a study focusing on the safety and effectiveness of 46 insulin 
dosing smartphone apps. The study found that 44/46 (95%) apps had issues affecting data input; 14/46 (30%) apps 
listed the formula used to suggest an insulin dose; 42/46 (91%) apps did not apply validation to all numeric inputs; 
22/46 (48%) of apps used ambiguous terminology to label and describe inputs; 31/46 (67%) of apps risked displaying 
an incorrect or inappropriate result despite inputs being configured correctly; 22/46 (48%) apps violated basic 
clinical assumptions; and only one app was issue-free.

21
  

These studies uncover an urgent need for internationally agreed quality assurance and evaluation criteria that can 
adapt to changes in technology, address data governance-related risks, ensure robust digital risk management and 
compliance with medical evidence base and reflect local variations in clinical practice. 
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Box 5.  Ongoing EU-level activities related to mHealth apps  

There is no EU-wide guidance below the so-called ‘medical device level’ for health apps, other than 
general consumer protection requirements as provided under the Consumer Rights Directive, 
Ecommerce Directive and Unfair Commercial Practices Directive. 

To address this uncertainty, ongoing EU-level voluntary activities in relation to mHealth apps today 
include: 

-the code of conduct (CoC) for mHealth app developers formally submitted for comments to the 
Article 29 Data Protection Working Party at the beginning of June 2016; The CoC,aims to provide 
easily understandable guidelines for app developers on how to respect (and comply with) EU data 
protection rules. Although voluntary, once certified entities will be legally required to respect the 
requirements set out under the CoC. The code is a voluntary instrument and will require interested 
parties to certify, meet and respect the obligations. 

-the EU-wide PAS 277:2015 Health and wellness apps – Quality criteria across the life cycle – Code 
of practice (‘PAS277’)2 standard, which was developed by the British Standards Institution (‘BSI’); 
and -the international Standard IEC 82304-1, published in October 2016 and prepared by a Joint 
Working Group of IEC subcommittee 62A (Common aspects of electrical equipment used in medical 
practice) and ISO technical committee 215: Health Informatics 
[https://www.iso.org/standard/59543.html] . The primary focus of the standard is on the 
requirements for manufacturers. It covers the entire lifecycle including design, development, 
validation, installation, maintenance, and disposal of health software products. 

-MHealth Assessment Guidelines- these voluntary Guidelines aim to build on existing initiatives and 
best practices from across Europe and beyond. They propose a set of nine common criteria 
(Usability & accessibility; Desirability;; Credibility; Transparency; Reliability; Technical stability; 
Safety; Effectiveness; Privacy & security)to help different stakeholders including end users, 
developers, payers of care, and vendors of electronic health record systems to assess the validity 
and reliability of mHealth apps. 

In addition to the above, the European commission ran a public consultation on the safety of apps 
and other non-embedded software between 9 June and 15 September 2016. The consultation 
gathered a total of 78 replies from stakeholders in EU Member States as well as from outside the 
European Union. Across all stakeholder groups that responded, health and wellbeing apps were 
identified as the main category of apps that could pose safety risks. For some private sector 
respondents, most of the safety risks exist in the so called "grey zone", where the distinction 
between apps which fall under the regulatory framework of medical devices and other apps is 
unclear, given that health and wellbeing apps out of the scope of the medical devices framework 
are not subject to the same safety controls and those apps in the "grey zone" may pose risks similar 
to those of medical devices. Several replies also indicated that safety risks can originate from non-
embedded software and apps that do not respect data protection principles by accessing or 
collecting sensitive data without informing the user or requesting consent for processing these 
personal data.  

Source: https://ec.europa.eu/digital-single-market/en/news/synopsis-report-public-consultation-
safety-apps-and-other-non-embedded-software; Guidelines on the qualification and classification of 
stand-alone software used in healthcare within the regulatory framework of medical devices, 
MEDDEV 2.1/6 January 2012 
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 RECONCILING RISKS AND BENEFITS OF DATA USE: EXAMPLES OF 
RECENT POLICY ACTIONS 

 
Today huge amounts of personal data can be collected, transferred and stored by mHealth tools. Some of the data 
collected may be volunteered or knowingly and willingly provided by the individual. But an increasing share of the 
data will be observed. MHealth apps, in particular, rely on accessing a broad range of personal data to work 
properly. The massive flow and storage of data can increase the potential of data theft or misuse by malicious actors 
and other consequences of a data security breach, the risks of which, as noted previously, may not be easy to 
ascertain. New and powerful data analytics tools also make it increasingly easy to infer information about 
individuals, even if they never shared this information.  

Appropriate reconciliation of the risks and benefits associated with health data use in the mHealth ecosystem is 
therefore necessary if the interests of both individuals and societies are to be best served. This requires 
transparency, an understanding of the reasonable expectations of individuals, and the development of a shared 
view of how best to serve the public interest in both the protection of health data privacy and in the benefits to 
individuals and to societies from health data availability and use. The breadth and scale of data collection practices 
for mHealth is giving rise to new challenges in the implementation of existing data protection standards and 
procedures that need to be addressed, such as consent to personal data collection and use. There is therefore 
growing need for consensus on the framework conditions within which mHealth data and related apps can be 
appropriately governed to enable or support the delivery of high quality health care with consideration of the 
dignity of all patients. 

The OECD Recommendation on Health Data Governance 

As mentioned in the introduction, one recent effort to advance policies in this domain is the OECD Recommendation 
on Health Data Governance. In January 2017, OECD Health Ministers welcomed the Recommendation. The 
Recommendation sets out twelve principles (Table 1) which aim to provide guidance to governments on the 
framework conditions that can encourage greater availability and processing of health data within countries and 
across borders for health-related public policy objectives, while ensuring that risks to privacy and security are 
minimized and appropriately managed.  
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The Recommendation sets the conditions for greater harmonization so that more countries are able to benefit from 
statistical and research uses of data in which there is a public interest, and from international comparisons.  

Enhancing Patient Access to and Control over their Data  

Individual countries have also taken related steps through a set of efforts focused on enhancing patient access to 
and control over their data. Examples include:  

New Consent Models  

An important requirement prior to any personal data collection is the issue of obtaining patient consent. The 
requirement for consent is underpinned by ethical principles of respect for persons and individual autonomy. 
Consent is also the basis for data protection and privacy law in most countries.  Within the medical/scientific field, 
informed consent generally presumes the ability to indicate clearly to the participant the use and purpose of the 
particular research activity. Within the digital environment, data is a resource that can be used and reused, often in 
ways that were inconceivable at the time the data was collected. It is thus possible to learn about individuals far 
more than most people may anticipate at the point of data collection. Traditional approaches to informed consent 
are questionable in this environment. And anonymity can no longer be guaranteed. Even if every individual piece of 
information is stripped of personal information, in a big data environment as noted in the introduction, the risk of 
re-identification is very high, particularly when data sets are linked

6
. These challenges are compounded by 

limitations on traditional technologies used to protect privacy (such as de-identification). New approaches are 
clearly needed to meet ethical and legal requirements for consent and to accommodate the changes in data use, 
medical and research practices. Approaches recently proposed include “adaptive” or “dynamic” models of consent, 
whereby (following the initial “general” consent) participants would be asked to re-consent for any “new” direction 
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  https://www.itnews.com.au/news/health-pulls-medicare-dataset-after-breach-of-doctor-details-438463  

Table 1.  OECD Draft Council Recommendation on Health Data Governance - Key Principles 

  

Source: E. Ronchi, OECD-Harvard Global Health Institute Workshop (2016) 

https://www.itnews.com.au/news/health-pulls-medicare-dataset-after-breach-of-doctor-details-438463
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of travel/use of their data, potentially using web-based communication tools. This approach is ‘dynamic’ because it 
allows interactions over time; it enables participants to consent to new projects or to alter their consent choices in 
real time as their circumstances change and to have confidence that these changed choices will take effect (Kaye, 
2014).

22
 

 

Right to Data Portability 

Another response has been to consider the question of whether an individual should have the right to receive the 
personal data concerning him or her, which he or she has provided to a data controller, in a structured, commonly 
used and machine-readable format and have the right to transmit those data to another controller without 
hindrance from the controller to which the personal data have been provided. This right has been called ‘data 
portability’. The EU’s new data protection regulation – the GDPR – sets out a ‘right to data portability’ in Article 20. 
This Article provides that individuals shall have the right to receive the personal data that they have ‘provided to’ a 
data controller ‘in a structured, commonly used and machine-readable format’ and the right to transfer that 
personal data from one controller to another without hindrance. Furthermore, where it is technically feasible, the 
individual has the right to have the personal data transferred directly from one controller to another.  In Europe, 
there is ongoing debate about the practical challenges of implementation of such a right and the pros and cons of 
doing so. There has also been discussion of whether such a right would be best implemented through privacy, 
consumer protection or competition law. 

Enhancing Individuals’ Access to their Own Data. 

Other examples of initiatives aiming at enhancing individuals’ access to data include the UK ‘Midata’ (then ‘mydata’) 
and the US “My Data” initiatives. Launched in the UK in 2011, Midata seeks to give consumers access to the 
electronic information that companies hold about their transactions in a machine-readable and portable format- It 
focuses on three sectors: energy supply; the mobile phone sector; and the financial sector (accounts and credit 
cards). The US ‘My Data’ programme similarly includes a number of initiatives that facilitate access by consumers to 

 Figure 3. Dynamic Consent 

 

Source: E. Vayena OECD-Harvard Global Health Institute Workshop (2016) 
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their own personal data in particular sectors. An example is the ‘Blue Button’ initiative which is a hybrid initiative 
(applicable to public and private sector healthcare providers) that seeks to expand patients’ access to their medical 
records. 

New Health Data Cooperatives 

Another wave of new initiatives to empower citizens is based on the concepts of individual data donation within 
data cooperatives that provide platforms to safely store, manage and share personal health-related data. Such 
health data platforms or cooperatives are solely owned and controlled by their members and not by shareholders. 
Members determine which data they want to share for example with doctors or to contribute to research for the 
benefit of their health and that of society. Members also decide how the revenues generated by granting third 
parties access to the anonymized data that they agreed to share, should be invested in research, information or 
education. 
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 PRIORITY AREAS FOR FUTURE COLLABORATIVE EFFORTS 
ACTIONS 

 

The workshop, co-organised with the Harvard Global Health Institute, was also an opportunity to discuss and 
determine where the OECD can provide further policy insight and expertise. There is today a window of opportunity 
for cross-country collaboration and learning to advance evidence-based mHealth policies. In particular experts 
voiced support for international action in three areas where the OECD may decide to do follow-on work- 
summarized below. 

Support an Agenda for Evidence-based Implementation of MHealth  

The conference revealed that many countries are struggling with the same mHealth-related policy challenges. An 
area of common interest is the development of a common conceptual framework that can help consolidate the 
many existing pilot initiatives, guide evaluation, and assist implementation. The WHO is currently in the process of 
conducting a systematic review of evidence on mHealth in specific sectors of application and could extend this 
review and validate its methodology in a few OECD countries. Another approach could be to identify core indicators 
to review countries’ “policy readiness” against the OECD Recommendation on health data governance and the WHO 
eHealth policy frameworks specifically to ensure that foundational/enabling policy frameworks are in place and can 
support mHealth and other eHealth policy efforts. 

Support the Development of Internationally-agreed Quality Assurance Criteria for Health and 
Wellness Apps 

In the area of quality assurance, public and private stakeholders continue to strive to find ways to address concerns 
on the safety, privacy, security, effectiveness, and performance associated with the use of health and wellness apps. 
A first potential set of actions could center on reviewing current quality assurance approaches across public and 
private sectors, identifying good practice in addressing data governance-related risks, ensuring robust digital risk 
management and compliance with medical evidence base. The objective would be to set out a roadmap for 
international co-operation in developing common high-level criteria and guidance for the evaluation, adoption and 
use of health and wellness apps that are not considered medical devices and are therefore not subject to specific 
evaluation. In this process, the role of private sector players, particularly multinational companies who host major 
app stores, should be explored. For example, Apple has taken steps to try to improve the safety and effectiveness of 
health and wellness apps. These efforts complement and could work in concert with policy efforts of OECD 
countries.  

Examine the Opportunities and Challenges in Enhancing Users' Access and Control over their 
Data  

While there is generally good agreement on the potential benefits of enhanced consumer/user control over their 
health and wellness data, the attainment of this goal pose policy challenges. There is an evidence gap in this area 
and additional policy work to examine opportunities and challenges is needed. Various rationales are for example, 
advanced to support new forms of consent, and data portability. On the latter, a common starting place is the 
notion that data portability can empower individuals as well as lead to greater growth and welfare benefits. 
However, data security is perhaps the most significant impediment to data portability initiatives, as verification of 
identification continues to be a challenge for content and service providers. A second major challenge for these 
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initiatives relates to interoperability. If the right to data portability requires companies to adjust their technical 
capacity to provide access to data in an accessible and interoperable format this will also increase business costs. At 
present, the business plans of many digital providers are based in part on the expectation that they will not need to 
share or transfer their customer data, in particular with competitors. A third concern is that data portability might 
have negative implications for equality and diversity- as not all users have the required digital literacy. Although 
savvy consumer might take advantage of data portability opportunities, less skilled and privacy savvy consumers are 
not likely to do so.  

These areas represent substantive and important work that would fuel cross-country efforts – both among and 
beyond OECD countries - to collaborate in advancing evidence-based mHealth policies. Pursuing this work is 
critically important to ensure that existing and future mHealth applications lead to better health in an environment 
that fosters trust.  
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