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Inuk CHUNG, Roles and Impacts of IT on new Social Norms, Ethical Values and Legal Frameworks
in Shaping a Future Digital Society.
1. ["Internet revolution" and "digital civilization,"]
"Internet revolution" and "digital civilization," terms indicating the dramatic changes in our economic
system and social structures caused by information and communications technologies (IT), categorically
represented by the Internet, have been “hot” terms globally. This clearly reflects that IT has been regarded
as a major driving force of economic growth and a critical factor in social changes, shaping our future
digital society.
In the 21st century, the age of IT, we have experienced a dramatic paradigm shift to knowledge-based
information society, and subsequently witnessed the impact of IT and the emergence of new social norms
and ethical values and cultural trends from it.
[Individual point of view vs. public agenda]
For example, people create their own personal websites and blogs to share their memories with others and
express ideas to the public. A piece of gossip or personal point of view in the Internet could be grown into
a big social issue and public agenda attracting big attention. With explosion of mobile communication and
user-created content, the potential influence of a few video clips in YouTube in the recent US election and
mobile communication campaign in the last Korean presidential election are cases in point. Simple
individual opinion or voice may not be easily disregarded, because ordinary citizens share thoughts and
ideas, and post them online, then, form online communities and participate in social activism, thereby
affecting the activities of the governments and political parties. The Internet gives people more of a say in
what the government does. Consumers not only shop online, but they also post their complaints on the
Internet, which has drastically increased consumer power.
2. [Significant Probable Phenomena in the Societal Sphere generated by IT]
Under this circumstance, it is very meaningful to fully understand the impact and consequences of social
and cultural changes through IT and correctly forecast what the future society will be. Significant probable
phenomena in the societal sphere generated by IT would be described in the following three examples:
[Principle of online security and protection of privacy and basic human rights.]
Firstly, when it comes to anonymity in cyberspace, potential conflicts would be brewing between principle
of online security and protection of privacy and basic human rights. Wilful and malicious acts have been
prevalent in cyberspace, defaming innocent people. For this, governments seek to restrict online anonymity
for the purpose of protecting the human rights of the general public and privacy of individuals.
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In contrast, civic groups argue that such measure would be too excessive on the ground that it infringes the
right and freedom of speech. Potential conflicts between these two arguments seem to defy resolution, even
going worse;
[Issue of trusts]
Secondly, trust in cyberspace emerges as an important issue, once the communications networks enable
unprecedented level of convenience in the workplaces, homes, i.e., online shopping and e-transaction,
which may affect the quality of life in a positive way. But, with sharing and reserving a large amount of
information generated by and through Internet, people have been drowned into the sea of information and
at the mercy of Internet. As a result, sometimes, people are at a loss to choose right information and safety
of network security. Therefore, the issue of trusts in information, online commercial transactions and
eventual human relationships is a hot issue.
Furthermore, technology developments, such as RFID or sensor network enables us to enjoy ubiquitous
communications to some extents. But without common understanding of concrete implication of this
development will lead to another issue of trust and privacy.
[Social activism and social capital]
And last but not least, social capital would increase along with explosion of online communities. The
development of future digital society would depend on building close relationships with others and
restoring common ties that bind people.
For this reason, it is intriguing that the human network and thus social capital, is increasing with the help of
the Internet. People meet others in cyberspace, not knowing each other, share their interests, exchange
information they need, help each other, and participate in social activism. All of this strengthen human
relations and increase social capital.
3. [Current and Probable Cultural Changes through IT]
Likewise, the current and probable cultural changes through IT would be summarized into four aspects:
[Application and combination of IT to human]
Firstly, application and combination of IT to human may lead to major cultural impacts. Simply put, we
may experience unprecedented human-cyberspace interactions: e.g., the substitution of mental and physical
functions of humans by IT, such as robotics; emergence of "neo-nomadism" by ubiquitous mobile devices;
digitalization of human body with the wearable computers;
[Collectivism and individualism]
Secondly, the development of IT may lead to weakening collectivism and feeding individualism, which in
turn, increases the benefits of individuals, customized tastes and preferences and the role of pro-sumers;
[Focus on individual creativity]
Thirdly, the development of IT may encourage creative thinking in education, rather than current system of
simple accumulation of knowledge. Information society may focus on individual creativity, and
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consequently may change all forms of education, not only at home, but in school or office, continuously
affecting all patterns of work and leisure in the future;
["Iconic society.”]
And fourthly, we can forecast the advent of "iconic society.” The continued development of IT may lead to
changes in communication methods and the emergence of iconic society where visual images, especially,
moving pictures would be dominant format. Therefore, visual images as a key method of communication
would generate extensive social and cultural changes.
4. [Present and Future Pictures and Challenges]
With some examples and prospects, the influence of IT on socio-cultural changes in shaping future digital
society was reviewed. However, neither the rosy picture of the present or the future nor the gloomy one is
drawn.
One thing for sure is that IT would serve as a catalyst for changes of society and culture and the
development for new ways of life, which would act as positive or negative momentum, depending on how
we use it.
To create positive momentum, it is essential to fully understand the influence and results of socio-cultural
changes by IT and predict the direction of the changes.
Unfortunately, however, such changes have been unfolded in a rapid and diverse way, for which reason we
cannot have a clear picture of future digital society and may feel uneasy about it.
However, since finding out where we are and where we are going may guide us to a better future digital
society, understanding such changes and setting a direction would be necessary and prerequisite for the
consistent and reliable future of Internet and digital information society.
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João DA SILVA, Basis for the intervention of Dr. J. Schwarz da Silva, Director "Converged
Networks and Services", DG- Information Society and Media, European Commission
The views expressed herewith are purely those of the author and may not in any circumstances be
regarded as stating an official position of the European Commission
Introduction
The idea that today's Internet uses are pushing its original architecture and design philosophy into realms
that were neither anticipated nor easily accommodated has been gaining momentum, the overriding
concern being that the functioning of the global networked society and economies, is likely to be severely
impaired.
There is no doubt a critical role to be played by countries and research funding agencies in this debate.
However, the definition and correct positioning of these entities in the debate is closely related to basic
underlying principles governmental institutions can agree to frame the developments of future network
technologies and architectures. It is indeed clear that Internet architecture is today facing several
challenges, many of them being related to scalability issues in view supporting an ever growing number of
users, devices, service attributes, applications, contexts, environments, security, vulnerability, networking
technologies to name a few. Still, existing architectures are based on a number of features and
characteristics that have proved to be very valuable from an economic and policy perspective:
•

The distributed architecture of the Internet, opposed to earlier star topologies such as those of public
telephony networks or SNA/SDLC data networks has opened the possibility to a virtually unlimited
number of actors to contribute as users and service developers, hence boosting innovation and
economic growth;

•

The end to end characteristics of the architecture has enabled to place intelligence at the periphery of
the network, with the subsequent capability of making the Internet a neutral platform enabling any
user to offer new content and new services thereby opening the way towards collaborative usages as
currently developing under the "Web 2.0" wave;

•

The open architecture of the Internet, based on standardised technologies has facilitated large scale
interoperability and early globalisation of services and applications;

•

The "neutral" access characteristics have enabled various networking platforms and providers to offer
competing access paths to the Internet, and contributed to the "infrastructure competition" objective
that has been recognised by regulators (EU1 and OECD2) as an important tool to catalyse the
deployment of modern (e.g. mobile and broadband) networks;

•

The clear layering from a network, service and content perspective3 have enabled competition and
innovation to flourish at different levels of the value chain whilst at the same time opening new
opportunities for innovative business models;

1

Commissioner
Reding
on
the
revised
regulatory
framework
http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/06/697&format=HTML&aged=0&language=EN&
guiLanguage=en

2

http://www.oecd.org/dataoecd/31/38/29892925.pdf

3

Although it is recognised that over time, intermediate layers and protocols have appeared contributing to make the
architecture more complex.
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•

Even if security and resilience aspects have been questioned, today's Internet architecture has
demonstrated a good level of resilience to physical network disruption (e.g. through build in alternate
routing capabilities of packets). The recent incident in Taiwan is a good example of such resilience, as
the subsequent disruption has been essentially limited to Asia.

The European Union has clearly outlined its adherence to the openness, interoperability and end to end
principles, governing the Internet of today notably on the occasion of the recent World Summit on the
Information Society held under ITU auspices4. From an EU perspective, it is hence deemed necessary that
any further redesign of the architecture of global networks will have to respect these basic principles and
characteristics. The adherence to such basic principles is clearly an area for international co-operation at
both technological (saying what is possible) and policy (saying the requirements) levels.
On the other hand, it can be observed that many forces and interests are at work to modify the Internet
architecture in a way that may not be fully compatible with these principles:
From an economic perspective, the move towards NGN by established constituencies represent an attempt
to reinstate some form of centralised control within an inherently distributed architecture. The risk is not
negligible that gatekeeper or lock-in situations may develop, the net neutrality debate being one particular
illustration of the problem at hand. Whilst this issue is primarily of concern to national regulators5, there is
no doubt that international co-operation and partnership at both technological and regulatory levels will be
beneficial;
From a technological perspective, approaches such as those discussed within the "autonomic
communication" initiative may bring in additional complexity within the network that could potentially
damage the end to end characteristics of today's architectures.
From a political perspective, as the Internet is increasingly becoming a "critical infrastructure", security
and robustness of the Internet are naturally becoming issues of major concern. These concerns may find
their solutions in closed forms of Internet connectivity through the emergence of secure islands or of
restricted connectivity, hence breaking the openness characteristics of the Internet.
Key Concerns of European Commission
The European Commission has systematically called for the Internet to remain a vector of freedom of
expression, to contribute to economic development policies, and to support multilingualism. This has
notably been reiterated on the occasion of the first meeting of the Internet Governance Forum in Athens
last October6.
From an EU perspective, it is clear that these issues, when applied to future Internet architectures, can only
be addressed in a multi lateral perspective combining at the same time the technological and the
policy/regulatory perspective. The approach of systematically combining network technological
development with policy issues has been and will continue to be systematically pursued by the
technological R&D programmes sponsored by the European Union.
4

EU contribution input at: http://www.itu.int/wsis/docs2/pc3/contributions/sca/EU-28.doc

5

The current EU Regulatory Framework was set in 2002 to bring about effective competition in the provision of
electronic communications and services across all European Member States. It was also designed to harmonise
approaches to regulating communications providers with significant market power and to opening up markets to
increased competition. A revision of the EU Regulatory Framework is expected to be tabled in early 2007.

6

Commissioner Reding : "The Internet – key to freedom, democracy and economic development"
http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/06/650&format=HTML&aged=0&language=EN&
guiLanguage=fr
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Governance - Addressing, Indexing, Object Identifiers
An important aspect of multi lateral partnerships and cooperation is the one relating to governance of
future architectures of global networks. The governance issue has crystallised around the DNS issue on the
occasion of the WSIS discussions. DNS being one of the few centralised elements of the Internet it has
become one of the major network services. The European Union has strongly supported a multi lateral,
transparent and democratic framework for the supervision of such a critical infrastructure that might need
to significantly evolve.
Addressing has for a long time been identified as a serious limitation of the Internet (with clear proposals
being made by organised fora and the European Commission to move towards IPv6). The future may call
upon additional work on addressing in light of the emerging requirement to consider different levels of
addressing. While a network address is still required to reach the destination, such a network address may
not be fully adequate at service and application levels. For example, a user may wish to gain access to
information without being aware of the device or devices where the information is stored. A user may wish
to locate objects by their name or a set of descriptors and act on them regardless of where they are located
at any given time. Users may wish to address service elements to recompose novel dynamic services.
The current strong link between application/service level addressing and network addressing is already an
inconvenience for both legacy applications and a hindrance to the development of new services including
the generalization of innovative mobility concepts and dynamic service composition. The identities of
users and objects (terminals, sensors, actuators, all types of electronic device), application identifiers, flows
identifiers and network addresses (locations) may have to be defined independently within a global unified
architectural approach. Such an address de-layering would also support a migration from multi-service
networks to multi-network services7, with services composed from external facilities, e.g. like time and
position information obtained through the Galileo satellites.
The requirement towards new forms of addressing is already illustrated today with the emergence of object
identifiers (RFID) and of the related governance structure materialized with the ONS8. Further evolution
towards a multiplicity of identifiers for services, persons, flows, applications, and devices will only add to
the complexity of finding an optimal globally acceptable governance structure.
As technology evolves, new forms of addressing and indexing content also emerge. Search engines are
already today major economic and strategic constituents of the global network. Neutrality principles will
also probably need to be addressed more globally, taking into account that search and page ranking
algorithms are not necessarily "neutral". Content indexing tools and indexing strategies will hence get
accrued importance in the search for a democratic and transparent handling of information, especially in an
era likely to be dominated by user generated content. These technologies do potentially have a
considerable impact on the way cultural and multi lingual content is handled and is made available as
illustrated by the European "Digital Libraries"9 project.

7

IST Project no: 507613, Euro-NGI. Deliverable D.WP.SEA.10.1.1, "A view on Future Communications" http://
www.ist-bread.org/pdf/Euro_NGI_vision.pdf

8

A European Commission communication on RFID is expected to be tabled in early
http://ec.europa.eu/information_society/policy/rfid/index_en.htm

9

i2010: DIGITAL Libraries INITIATIVE - EUROPE'S CULTURAL AND SCIENTIFIC HERITAGE AT A CLICK
OF A MOUSE,

2007. See also

http://europa.eu.int/information_society/activities/digital_libraries/index_en.htm
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The need for Multi Regional partnerships and cooperation
Multiple regional initiatives are currently emerging in view of defining future global networks. Japan and
Korea have made public their ambitious u-Japan and u-Korea initiatives, China is supporting the domain
through an ambitious and integrated industrial policy, in the US the GENI programme and facility is a key
contributor to the debate on the future of the Internet. These initiatives are not all tackling the issue of the
Internet evolution as part of their core objectives, but are certainly related to technological and socioeconomic scenarios (ubiquity, connected devices) that will clearly need to be taken into account when
addressing the Internet of Tomorrow.
Through its R&D Framework Programmes, the European Union has been for a long time an active
supporter of R&D projects directly related to the evolution of future networks, and dealing with
RFID/sensor networks, advanced mobile and broadband architectures, reconfigurable and ad-hoc network
and service platforms, self configuring networks, context awareness to name a few.
From an EU perspective, it would be beneficial to build on these regional initiatives and create the
conditions that would bring about a closer complementarity and cooperation between all actors associated
to the definition, testing and validation work. Such co-operation have already been practiced under the EU
Framework Programme, notably on issues such as 4G mobile, mobile TV, GRID, Open Source Software,
or RFID applications. Under the upcoming 7th Framework Programme10, additional opportunities will be
opened to continue such international partnerships and co-operations.
One of the main objectives of multi lateral partnerships should be the emergence of global standards.
Standards are indeed a key element to achieve interoperability and openness, two of the essential Internet
characteristics that have contributed to its success. The European Commission has in particular noted the
need to foster the setting of open and interoperable global standards, and is committed to make proposals
in that direction11.
The ever growing multiplicity of players as well as the convergence of different sectors has lead to
increased complexities in the standards making processes as illustrated by debates on IPR portfolios, as
well as on the degree of openness, transparency and access. The European Commission supports the fair
remuneration of R&D investments through IPR as one of the possible IPR models and is putting strong
emphasis on improving IPR enforcement in key third countries12. Improvements of the framework for
intellectual property protection are visibly on the agenda of the Commission13. Early co-operation and
international partnerships on novel technologies are hence key to facilitate broader consensus, early
agreements on standards by the key players while holding the promise to alleviate subsequent IPR
disputes.
An important point to note is that the new economy created by the Internet is producing beyond a business
revolution a unique opportunity to generate enormous environmental benefits, particularly if the right
technological choices are made at the level of the infrastructure. In addition by reducing -often
dramatically- the amount of energy and materials consumed by business and by increasing overall

10

Information and Communication Technologies in FP7: http://cordis.europa.eu/fp7/ict/

11

"An innovation-friendly modern Europe", input to the Informal Council meeting of Lahti – 12 October 2006.
www.eu2006.fi/.../vko42/en_GB/1160999336423/_files/76087259534721248/default/commission_innovation_lahti.pd
f

12

"Global Europe: Competing in the World"; http://trade.ec.europa.eu/doclib/html/130376.htm

13

"Implementing the renewed Lisbon Strategy for
http://ec.europa.eu/growthandjobs/annual-report-1206_en.htm

growth

and

jobs,

a

year

of

delivery";

The views expressed herein are those of the authors of the position papers and may not in any way be viewed as positions of the
US NSF, the OECD or the OECD’s member countries.

9

NSF/OECD WORKSHOP -- WASHINGTON, 31 JANUARY 2007

SOCIAL & ECONOMIC FACTORS SHAPING THE FUTURE OF THE INTERNET
PARTICIPANTS’ POSITION PAPERS

productivity, the new Internet holds the promise to revolutionize the relation between economic growth
and the environment14.
What is the EU research approach to the Future of the Internet
As part of the process leading to the definition of the scope of activities to be launched in the context of the
7th Framework Programme of R&D, the European Commission has established a "Future of the Internet Think Tank" tasked to provide a position paper that could help framing future co-ordinated actions EU
level, in view of developing a consistent programmatic approach for the coming years, both from
technological and policy perspectives. While a significant part of the R&D activities of the 6th Framework
Programme (2002-2006) already address issues directly relevant to the problematic of future global
networks, it was indeed felt that future activities under FP7 would benefit from a more systematic and coordinated approach. As a result of this work, the "EIFFEL" white paper15 identified the following drivers
framing the future technological developments:
-

The increasing pervasiveness of Mobility and Wireless technologies;

-

The soaring number of connected devices, eventually leading to sensor networks and the "Internet
of things";

-

The insatiable demand for bandwidth, and underlying "unlimited capacity" core nets;

-

The accelerated race for processing power and memory increase, continuing to support the trend of
more and more intelligence at the network periphery;

-

The expected heavy increase in digitized media, user generated content and associated critical
requirement for data search, handling, and organisation.

-

Location determination, as an important enabler for new categories of context aware services;

-

End user provided infrastructure and services, possibly driving a "user generated" infrastructure,
similarly to the trend towards "user generated" content;

-

Security and resilience of the infrastructures, associated to growing concerns for privacy in an
environment where users (or their attributes/avatars) will have multiple identities and identifiers;

-

More and more intelligent devices with self adaptation/context awareness characteristics;

-

Service adaptivity, and service configurability, with service platforms providing the agility for adhoc coalition of resources.

From an EU perspective, the approach taken from the outset was to encourage an academic-industry
partnership leading to coherent industrial research roadmaps in partnership with university research16.
Hence in complement to the work undertaken within the EIFFEL Think Tank, the four European
Technology platforms active in the domain of networked systems and technologies (eMobility17, NEM18,

14

An Energy Policy for Europe; http://ec.europa.eu/energy/energy_policy/doc/01_energy_policy_for_europe_en.pdf

15

EIFFEL white paper at: http://future-internet.eu

16

"Putting knowledge into practice": a broad based innovation strategy for the EU"; http://www.europeinnova.org/exportedcontent/docs/6/6206/en/EN%20502%20-%20original.doc

17

http://www.emobility.eu.org/

18

http://www.nem-initiative.org
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NESSI19, ISI20) were called upon to develop road maps and offer a coherent approach to the Future of the
Internet.
Evolution versus Revolution
Quite frequently the debate on the Future of the Internet is home to a confrontation between the
"evolutionary approach" and the "clean slate approach". The EIFFEL think tank concluded that both
approaches are probably needed. Still, the need for co-ordination between the various approaches and
activities was identified, and and this is suggested to be the basis for future FP7 work. The intention is
hence to open work in this field along several technological routes and (r)evolution strategies, but in a coordinated manner with "disruption" not being measured in technological terms, but rather from the point of
view of business models, applications, and new industrial structures that may eventually emerge.
Resources earmarked for the 7th Framework Programme of R&D
The tool to support this work will be the ICT programme, a Thematic Priority under the 7th Framework
Programme which is planned to cover the 2007-2013 period. Over these 7 years, the ICT programme will
work with a budget envelope of about 9 Bn€ with the first work programme covering the 2007-2008 period
having been adopted end of 200621. The structure of the work programme covers primarily 7 "Challenges"
that have been identified as the key technological/socio economic priorities for Europe. Out of this budget,
about 600 M€ have been earmarked for R&D in the field of networked systems, including explicitly the
technologies for the Future Internet and also Experimental Facilities. .
This activity will be implemented under the "Challenge 1", whose generic focus relates to "Pervasive and
trusted Network and Service Infrastructures". Most of the Challenge 1 targeted R&D objectives (networks,
services, security, networked media) will be open under the first call of the ICT programme, which has
been officially published on 22 December 200622.
This R&D activity will be largely opened to international co-operation and partnerships. Whilst consortia
are currently preparing for their first batch of proposal submissions, interested parties from all regions of
the developed or developing world have an opportunity to join and participate towards the development of
a common understanding of the future and global networked economy.

19

http://www.nessi-europe.com

20

http://www.isi-initiative.eu.org

21

ftp://ftp.cordis.lu/pub/fp7/ict/docs/ict-wp-2007-08_en.pdf

22

See http://cordis.europa.eu/fp7/ict/
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Leslie DAIGLE, How Technology Evolution Can Be Partnered with Social, Policy and Regulatory
Discussions
Perspective: Today, I’m speaking as a technologist in a panel on social implications shaping the future of
the Internet. What I’d like to do is share some experiences in developing a revision of one piece of Internet
infrastructure to address competing legal, social and commercial interests that had evolved considerably
since the deployment of the original technology. The purpose of this illustration is to examine one of the
ways that technology evolution can be partnered with social policy and regulatory discussions. As a
technologist, I’m not going to presume to offer answers to some of the hard social issues identified her, but
rather respect those issues as real requirements for the development of the technology. While it’s clear in
this room that technologists should not “do policy”, the reality is that the converse is equally true. We
need better partnerships of discussion going forward.
When I started working with Internet technologies, well over fifteen years ago, the striking thing about the
network was that it was a communal technological working environment. Anyone with suitable
technological skills could put up a network host, and “be” “on” the Internet.
Innovations such as the World Wide Web were made possible by such techno-egalitarianism: new
technologies could be made available and adopted by any “clueful” network user. One of the impacts of
the World Wide Web was in turn to enhance the reach of new technologies by lowering the bar to
developing and providing accessible on-line information and advertisement of the technologies. (People
no longer had to know file names and use Archie to find current binaries in anonymous ftp archives; fullblown descriptions and discussions became ever more possible with HTML web pages and, ultimately,
popular full-text WWW search engines).
A key feature of the Internet that made it possible to spark such waves of innovation was the fact that it
was, essentially, a cooperative effort. Perhaps it was even a neighborhood. It was, therefore, reasonable to
expect to have names and up to date contact information of the operators of hosts and networks – so that if
any issues were detected, it was possible to contact the appropriate operator and resolve them. Thus, the
“Whois” database was formed.
Spinning forward a decade, the Internet’s commercial success and world wide popularity wound up
attracting a wide range of less technical users, dependent on the network’s stability for their livelihood.
The cooperative neighborhood model no longer fit. Even the notion of “network operator” was stretched –
because of their visibility in web addresses, common users (i.e., not technical operators) had registered
millions of domain names, whether or not they ever themselves put a host on the network.
By 2000, there was a recognizable tussle between:
The operational community’s need to get access to reliable contact information for resolving network
issues originating in remote networks (e.g., when there are issues in routing announcements)
The law enforcement community’s recognition of that information as a valuable source of information
when tracking down criminal behaviour (e.g., Internet fraud schemes, or even non-network-based crimes)
Trademark lawyers being asked to research and/or defend marks in the domain name system
And the common user, who just wants a vanity name for their e-mail account or blog, and has privacy
concerns (i.e., doesn’t want to broadcast their personal coordinates to all and sundry).
At the same time,
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Registries and registrars would like to guard (domain name registrant) contact information as confidential
customer information – providing completely open access to the information is an operational and
commercial burden on them
Spammers and other miscreants aim to mine the open whois databases for valid e-mail and physical
addresses
Some people use the whois database to update their holiday card mailing lists
Yet others use it to find addresses to harass people
And the Internet cuts across borders and philosophies – what is legal in one country is pursued by law
enforcement agents in another
The original Whois technology cannot hope to address these issues. Indeed, there is no uniquely technical
solution that will satisfy all parties.
However, there are some technological choices that can make it easier to implement the policies of access
that are locally and globally defined to ensure the support of appropriate accountability of action (within
the Internet).
The CRISP working group, within the Internet Engineering Task Force, developed the IRIS (Internet
Registry Information Service) protocol, which is an open standard supporting decentralized storage of
registry information (such as personal coordinates). It specifically allows tiered access, although the
protocol is “policy-neutral”.
What that means is that IRIS can be used to provide Whois-like information services, managed by
individual registries and registrars, with access policies implemented to align with the global policies
and/or local legal requirements. With authenticated access to the databases, the queries themselves are
auditable and queryants are accountable.
As noted above, this does not provide answers to the thorny policy questions of access versus privacy.
However, it does remove the technical implementation hurdle from the challenge of providing balance.
Ensuring “privacy by design”: Can research help in reconciling the conflict between sharing personal
information and safeguarding individual rights, in particular the right to privacy and the protection of
personal data?
Yes, per the above – it’s possible to implement more refined policies than access/no access. But doing so
absolutely requires the pursuit of security credential and authentication technologies that can be established
and managed with the flexibility needed for the whole real world. Some of that is advanced development –
but much is needed in terms of research as well.
Can technical solutions help move forward with issues such as Whois?
Yes – see above.
Balancing law enforcement needs with freedom, privacy and business impacts: Anonymity can promote
democracy and creativity. At what level do we need more traceability on the Internet for better law
enforcement? What is the balance between law enforcement and freedom/privacy?
In order to continue to function and grow, the Internet requires accountability of its users. This is
necessary in order to ensure it is possible to combat all manner of abuse found in the network today (or, in
other words, not to turn the neighborhood into a squatted building). Certainly, with the upswing of
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“unwanted traffic” on the Internet, a subject that the IAB has been promoting as an issue requiring further
exploration and understanding, it becomes clearer that there is a boundary beyond which technology
cannot solve problems, and only policy & legal actions can take action.
What exactly accountability in the Internet means may vary from jurisdiction to jurisdiction. While there
may reasonably be global policies established for what personal information must be made available in
order to “put a host and pass traffic on the Internet”, local variations on the appropriate use of that
information will necessarily vary.
Discussion of the relationship between those global and local policies (and whether the Internet represents
an independent state, with separate laws of appropriate behaviour) is a question for the legal and policy
experts. From a technologist’s point of view: we’ve demonstrated the power of the open, cooperative
network; we can design and build deployable systems to support a flexible web of policies. Now,
collectively, we must work to make those policies support (not hinder) the cooperative neighborhood of
this century’s global network.
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Simson GARFINKEL, The Pure Software Act: A Proposal for Mandatory Software Labeling
Garfinkel, S., The Pure Software Act: A Proposal for Mandatory Software Labeling (abstract), DIMACS Workshop on Usable Privacy and
Security Software, http://dimacs.rutgers.edu/Workshops/Tools/, July 7 - 8, 2004. DIMACS Center, CoRE Building, Rutgers University,
Piscataway, NJ, simsong@mit.edu, MIT Computer Science and Artificial Intelligence Laboratory

Abstract
Spyware and adware are a scourge of desktop computing. Many of these programs appear to perform
useful functions but have hidden purposes and code that are rarely in the user’s interest. For example,
Gator’s eWallet program fills out web forms but also displays pop-up advertisements on a regular basis.23
Some spyware programs go further by hiding the fact that they are running or by failing to provide or
“uninstall” scripts.
Adware and spyware is developed and sold by legitimate companies. These activities do not violate the
Computer Fraud and Abuse Act (18 U.S.C. 1030)24 because users consent to be monitored when they agree
to overly-broad and turgid click-through license agreements.
The problem that computer users face today with spyware is remarkably similar to the problem that they
faced a century ago with patent medicines. Just as programs today have undocumented functions, patent
medicines had undocumented ingredients such as cocaine and codeine. Many people became addicted to
such potions without even realizing it.
The solution to patent medicines was the 1906 Pure Food and Drug Act25 --- legislation that forced
companies selling a food and drugs in the United States to disclose certain ingredients on product labels.
With the knowledge of what they were about to ingest, consumers were able to identify and avoid (if they
wished) consuming potions that were “habit forming.” Equipped with the information from thousands of
labels, lawmakers were empowered to pass additional legislation in the public interest.
A similar approach can be applied to software. Federal regulations could require mandatory disclosure
accompanying any program sold or distributed in the US. The label could consist of icons that documented
specific program behaviors. These icons would be displayed at the top of license agreements, on install
screens, and in key places such as the Windows “Add or Remove Programs” control panel. Some sample
icons are shown in Figure 1.

Figure 1: A few icons that could be required by federal regulation.
Hook Hooks itself so
that it runs at boot.

Modify
Modifies
your
computer’s
operating
system.

Monitor Monitors what you
are doing even when not the active
application

pop-up
Displays pop-up windows,
even when
not
active
application.

Self-updates
Downloads code from the
net that could change its
behavior.26

Dial
Can dial a phone (and
spend your money!)

Sticky
Cannot be uninstalled.

Remove
Application allows others to
remote-control your computer

23

Barrett, Robertson, “Five Major Categories of Spyware,” Special to Consumer WebWatch, October 21,
2002. http://www.consumerwebwatch.org/news/articles/spyware_categories.htm

24

http://www.usdoj.gov/criminal/cybercrime/1030_new.html

25

FDA Consumer, “The Story of the Laws Behind The Labels,” Food and Drug Administration, June 1981.
http://vm.cfsan.fda.gov/~lrd/history1.html

26

Any update that added a new icon would presumably require explicit user approval.
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Icons are not necessarily bad. For example, the Google’s Toolbar, which is generally not regarded as a
piece of spyware, would get the Hook, Modify, and Self-updates icons. With time, in fact, consumers
might want to avoid programs that do not display the Self-updates icon, because these programs would not
automatically patch themselves when new security flaws are discovered. The point of the icons is not to
scare off all consumers, but to make visible functionality that is invisible today. Disclosure also helps
academics, activists and lawmakers.
This 10-minute talk will discuss the history of the 1906 Act, show how similar justification can be used for
software today, and make an initial proposal for icons and behaviors that would require disclosure.
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Michael GEIST, The Policy Response to the User-Generated Content Boom
Time Magazine’s selection late last month of “You” (a reference to the people behind user-generated
content on the Internet) as the person of the year was mocked by critics as a poor choice that by-passed
several notable political leaders. Yet the choice may ultimately be viewed as the tipping point when the
remarkable outbreak of Internet participation that encompasses millions of bloggers, music remixers,
amateur video creators, citizen journalists, wikipedians, and Flickr photographers broke into the
mainstream.
The choice may also cause government leaders and policy makers to contemplate how they fit into the
world of a participatory Internet and user-generated content. Their initial reaction might well be to remain
firmly on the sidelines as the speed of development and enormous creative energy appear to be at odds
with painfully slow government policy processes.
While a strong regulatory response is indeed unnecessary and likely harmful, it would be a mistake to
completely ignore the issue. In the mid-1990s, the emergence of the Internet and e-commerce elicited an
engaged approach from many governments, who sought to balance the need for a private sector-led, selfregulatory model with e-commerce and privacy legislation that built consumer and business confidence in
the new medium.
Ten years later, the role of government will be to support the enormous economic and cultural potential of
user-generated content, while avoiding steps that might impede its growth. It can do so by focusing on the
three “C’s” – connectivity, content, and copyright.
An obvious starting point for connectivity is the role that governments can play to ensure that all citizens
have access to the high-speed networks that are the price of admission to the participatory Internet.
Broadband strategies are emerging as an important part of a national economic plan, with many
governments at the national and local levels acknowledging that the private sector is unlikely to provide
universal access on its own. In response, governments can play a role by establishing incentives for
broadband connectivity in remote communities or by launching municipal wireless initiatives that provide
widespread connectivity in urban areas.
Last week, Vermont Governor Jim Douglas introduced plans to make his state the first to provide statewide broadband coverage within three years, commenting that “in my hand there is wireless mobility,
complete access and clear connections. In my hand is fairness and equity for all of Vermont. In my hand is
both freedom and unity.” Government leaders in other jurisdictions would do well to emulate Douglas’
vision.
A connectivity agenda must also include network neutrality legislation, which mandates that Internet
service providers treat all content and applications in an equal manner. Without such legal protections,
there is a real possibility that user-generated content will be consigned to the slow lane of a two-tier
Internet envisioned by some ISPs.
Governments can also play an important role by improving access to the content they control or help fund.
There are a surprising number of possibilities, each of which can be implemented at minimal cost and
without new legislation:
•

The elimination of crown copyright, the archaic rules that grants government control over
taxpayer-funded work.

•

The introduction of open access requirements for publicly-funded research.
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•

The establishment of new incentives in book publishing and television production funding
programs to encourage open business models.

•

The repositioning of public broadcaster content by adopting open licenses that invite the public to
remix the content to tell their own stories.

Copyright rules that balance appropriate protection with fair use are the third “C”. Canada’s Supreme
Court identified this as an issue in 2002 warning in a prescient decision that “excessive control by holders
of copyrights and other forms of intellectual property may unduly limit the ability of the public domain to
incorporate and embellish creative innovation in the long-term interests of society as a whole, or create
practical obstacles to proper utilization.”
Governments can heed the court’s words by adding a robust “fair use” exception to their copyright laws.
Fair use has already generated support from artist, education, and consumer groups and is on the legislative
agenda of a growing number of countries that recognize that it would reduce the legal uncertainty as well
as encourage new creativity and innovation.
Fair use will mean little, however, if content is locked behind the digital walls that have generated a free
speech chill in many countries. Countries can avoid a similar fate by rejecting legislation that promotes the
use of digital rights management technologies.
Time Magazine’s decision to spotlight the participatory Internet leaves little doubt that the issue has moved
from edges of cyberspace into the mainstream, forcing policy makers to confront their role in this exciting
new world.
Michael Geist holds the Canada Research Chair in Internet and E-commerce Law at the University of
Ottawa, Faculty of Law. He can reached at mgeist@uottawa.ca or online at www.michaelgeist.ca.
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Shane GREENSTEIN, Data Constraints & the Internet Economy: Impressions & Imprecision.
Introduction
Today I would like to assess the statistical foundations for addressing the most central economics question
in Internet studies: what is the contribution of the Internet to economic growth in the United States over the
last decade? What will be its contribution over the next decade?
I will focus on this question for convenience. My underlying motivation is broader. I believe statistics can
inform policy debates. I make that statement as an empiricist. I have observed that economic statistics are a
foundation for policy formulation in a multitude of areas.
Here is the problem: There are not shortages of Internet policy debates, but there is a shortage of facts. To
be more precise: there is a shortage of meaningful data.
When a meaningful statistic is available it quickly becomes central to a debate. I have observed this
shortage in many debates, such as those about inequality of access and use of the Internet, about the effect
of the Internet on international trade, about the changing requirements for human capital accumulation in
information technology markets, and about the spread of electronic government. I could go on. It is a
pervasive phenomenon.
If you do not believe me, let me begin with a narrow motivation. The privatization of the Internet – an
event that NSF managed more than a decade ago – is one of the greatest gifts to the US and world
economy to ever come from the US research community. Wouldn’t someone love to say – with some
degree of confidence – what the contribution of the Internet was to the US economy? To be sure, it is not
straight forward question to address. One must account for all the incremental changes brought about from
investment. Actually, it is even harder than usual (for a new technology), because one must account for all
the increases in productivity as well as the wastefulness that occurred during the boom and bust. Still,
doesn’t that seem like a comparatively important question to address? It turns out: we do not know the
answer. More to the point, we do know pieces of it, but many pieces remain unexamined. Worse yet, there
is no lively debate about the remaining open questions because scholars do not do not have the data to find
out.
This essay has a simple and broad point. The state of statistical information about the information economy
in the United States is rather mediocre. There are oases of excellence, but these are rare and not the norm.
What is my benchmark for “mediocre”? I say that primarily in comparison to other industries, such as, for
example, cement and concrete. We have marvelous statistical data about thousands of cements and
concrete plants throughout the US, as well as the users in many locales. We know a lot about the price of
cement and concrete, productivity improvement in cement and concrete, the contribution of these firms to
the tax base of their local economy, and, even, how much they contribute to pollution in a locality. It goes
on and on. I would conjecture that (if a policy maker cared to know) we can predict how many plants will
enter a local region when the US Congress passes a new highway construction bill.
In Internet studies, in contrast, we have little comparable data about the prices, quality, taxes, employment
or revenues. The frontier of research is still at a descriptive level because we do not have the data. For
example, we would like to know how economic growth changes when there is more broadband
competition, but we cannot answer that because we do not know how firms respond to additional
competition, or how demanders respond to lower prices and higher quality and more rapid investment. In
fact, we are not sure how many cities in the US have competitive broadband markets. (The answer is: we
have one statistic that nobody trusts, so nobody knows for sure. More coming below.) According to
industry engineers the problems run deep: we also do not know the patterns for the basic flows of traffic
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across the entire network. Even if we had good information about the “branches” in the network, we are
not sure whether (or how much) it would alter the quality of experience of users in a particular location on
the network.
We simply know a lot more about the economics of cement and concrete than about the economics of the
Internet. That is because we have data about one market and do not have the data to learn more about the
other.
In this essay I am going to dwell on describing the state of data. I hope to describe the range of places
where nobody can connect the dots. I hope it will motivate others to initiate projects that will fill gaps
piece by piece.
Today I will concentrate on the US situation, and will discuss numerous examples. My impression is that
the US situation looks worse than the situation found in other developed countries. This impression comes
from reading OECD publications, where some impressive statistics appear from time to time. However, I
will not back up that impression with evidence, so I am happy to be corrected, if wrong.
In making these observations I am not being critical of US administrators and statisticians who spend all
their working time collecting economic statistics in the US. I know many of these people. In the past,
when I could, I have worked with many of them to improve things in incremental ways. They deserve
praise for the impossible situation most of them face on a daily basis. I know that many of them have tried
to persuade their political bosses to pay for anything other than cement and concrete statistics, but those
arguments ran into a brick wall.
Rather, my view is that we are watching an industry much like the railroad industry in 1885. By that point
it was obvious to any waking observer that something dramatic was afoot, but putting together the entire
picture was quite challenging. Why was it challenging? The problem was basic: the object under study
changed quickly, and the problems kept getting worse because nobody documented a base year. As a
result, there was not much data for documenting change over time. The community of interested users and
data-collectors was largely voluntary in that era, and together they worked to improve, modify, or initiate
statistical studies.
More to the point, political actors and research community did not invest time or money in improving data
collection then. In that era, as in our own, it must have been difficult to make informed policy about the
changing nature of tax collection in localities and at a national level, about the likelihood of productivity
improvements across industries and locations, about changes occurring in inter-state trade, about changes
in the location of economic activity, about changes in work force requirements – in other words, about the
basic parameters of economic policy.
The review proceeds as follows: I will first provide an overview of the statistical issues in the US, where I
know the situation in some detail. Then I will provide a little case study for illustrating issues. This
involves explaining some of the issues in the official US price index for Internet access and some of the
basic open issues in broadband policy. Throughout I will try to identify places where basic research has
high value if it simply documents what is happening in a way that permits comparison over time.
Throughout I will be quoting extensively from three literature reviews, one done by Chris Forman and Avi
Goldfarb (2006), one by me, Greenstein (2005), and another by a Jeff Prince and me, Greenstein and
Prince (2006). Some readers will also notice some thematic overlap with Griliches’ AEA (1994)
presidential address about the data constraint in economic measurement.
A warning: When I give this essay the flavor of a light literature review, I do so to support the impression
that my review is thorough. At the same time, I intend for this to be a personal essay, not a long literature
review that drones on and on. If someone wants the lit review, I expect them to see go find the references
in the lit reviews.
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Said bluntly, unlike a normal literature review it is not my goal to politely acknowledge each contribution.
Rather, my goal is to impolitely identify the gaps. Sometimes I will cite papers and researchers by name,
but often I will not be thorough. I make no promise or pretense to cite everyone (and I apologize for
leaving some people out). If the reader wishes for more detail, those literature reviews offer a start.
Gaps in the state of knowledge
What type of data would be required to address a basic question about the contribution of ICTs to US
economy? Here is what an economic researcher would need to address this fundamental question:
• An ideal data set would measure variation in investment in computing and communications hardware
and software, as well as provide a reasonable measurement of labor force employment. That would
allow a researcher to identify how much IT matters for firm performance.
o The Bureau of Economic Analysis now publishes an estimate of investment levels in ICT by
industry for some recent years and recently began publishing estimates about the wages and
numbers of IT workers in some locales. Frankly, they deserve credit for this. The situation is
better than it used to be, and many scholars have taken advantage of it (more below). It also is
not ideal, so we should not get carried away.
o To be sure, this is a large topic and several authors have tried to chip away at the issues. Erik
Brynjolfsson and co-authors (Brynjolfsson and Hitt, 2002), as well as Chris Forman, Avi
Goldfarb and I, have made an estimate for the use of ICTs or the Internet by business in 2000
(e.g., see Forman, Goldbarb, and Greenstein, 2002). Arora and Forman (2006) have also made
estimates of the local software service economies. Mark Doms has several studies that look at
estimating PC use in business establishments. The research group at Irvine (Ken Kramer, et
al), known as CRITO, also has done some original survey work. This is progress, but it has not
resolved the basic open questions (more below).
• It would be ideal to have reasonable measurement of variation in use of broadband services, between
industries on average, and between firms within the same industry. This would also require some
“controls” for whether the equipment was owned by an establishment or rented from providers for
monthly fees, both of which are common. As far as I know, no consistent historical data exist on this.
Again, I will say more below.
o Why do historical data matter? Here “historical” usually means “consistent time series over the
last ten years.” Something a bit longer would be nice too, but such a dream is usually
impossible in practice. Here is a illustration. When Forman, Goldfarb and I estimated
differences in use of the Internet across Industries, we went looking for prior census on IT use
across industries. Even something from the mid 1980s would have been fine. We could not
find any such list, and only much later did we learn of a project that came close – that is, Ed
Wolff’s Herculean research project tracing changes in demand for information workers across
post WWII industries, using a Machlup framework. Why does this matter? Using our data we
could not say, with any degree of confidence in any ballpark, whether the diffusion of the
Internet had fundamentally altered the buying patterns for ICTs across the US economy or not.
Hence, a fundamental question went unaddressed.
Many economic policy issues would improve with data about the geographic variation across the US
economy. Many facets of electronic commerce, such as broadband or contract programming or local-areanetwork maintenance for hire, are inherently a local good/service. Their direct impact should be local.
Some cities have robust markets for such services and some do not. It would be useful to know if/why this
variation matters.
• For measuring direct effect on economic growth in a metro area, a researcher would need to know
about the availability and (especially) use by business establishments of these technologies.
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The first research to look at this topic in Internet studies looked at registrations of domain
names, including work by Mathew Zook, and by Jed Kolko. Once again, the more recent work
by Forman, Goldfarb and myself also tried to catalogue how areas differed. We eventually
found there was plenty of good company with work by Ken Flamm, Tony Grubesic, and James
Preiger, among others. A number of economic geographers and city planners have examined
related issues. Once again, this is progress, but many issues are unresolved.
o When the broadband debate heated up, policy advocates were “shocked” to learn that they
knew so little. Yet, this had been the norm for some time. Does the availability of broadband
encourage entry of businesses into a local area? How does the provision of multiple suppliers
affect pricing and productivity of local firms? Do these investments help some types of
industries grow, and, if so, which ones? In general, we did not know the answer to such
questions a few years ago and we still do not know.
It is an open question whether regional difference in using the Internet at home affects local economic
conditions. Most researchers believe it does, but that is hard to measure in practice. Here is an
illustration as to why: A recent Northwestern dissertation examined whether differences in the
diffusion of the Internet altered the prices paid for airline tickets from cities. As it turned out, the
answer is a long story. Yes, the Internet did make a difference, mostly at the mid and upper tail of the
distribution of prices paid, but not everywhere on every route. However, to see it more clearly, one had
to control for the “Southwest” effect and the “hub home” effect, and so on.
o Other recent work has started to see if there are price effects in other areas of the economy
where we might expect to find it, such as bookstores, travel agencies, newspapers, and so on.
Once again, there is much to do. There are a number of data sets about this topic, which I will
describe below.
o

•

Even after a brief overview it is clear the situation is not completely void of data. Readers should not view
this area as a vast wasteland. Rather, it is an area of study where data typically support an imprecise
impression. It is the type of environment in which a lazy journalist will give up quickly, and a good
journalist will find considerable room for speculation. More to the point, policy analysts and researchers
will find lots of frustration because the data usually cannot support inferential or predictive models with
any precision, so it becomes difficult to guide policy choices.
There is variation around this trend, of course. A few areas of study are exceptional and a few are not. To
appreciate that variation one should be more precise about what is there. I will begin with macro-economic
data, then go to more micro-policy questions.
•

The Bureau of Economic Analysis has tried for some time to improve the situation. For example, they
now have some estimates of the differences in IT investment across industries. This is the data largely
found in Dale Jorgensen and Kevin Stiroh’s (2006) extensive analysis of the contribution of IT to the
US economy. BEA also has tried to develop serious estimates about differences in labor markets for
programmers across the US. Both of these are recent improvements.
o However, both of these datasets measure investment in IT at a broad level. They do not specify
anything special about the Internet, or technical advances in any of the sub-components of
ICT. This precision about the statistics shapes the interpretation. This data is useful for
learning about whether investment in ICT matters, not about whether technical change in ICT
produces growth or productivity advance. For the latter, one would need to collect statistics
that distinguish between a PC, a router, software, type of software, and so on.
⇒ It should be noted that these data at BEA are a step up from the past. They come from
programs initiated in cooperation with other federal agencies, such as the US Census
and the Bureau of Labor Statistics. They require planning, foresight, employee effort,
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and especially, funds for conducting surveys. All these parties deserve credit for
coordinating prior initiatives. These are inherently big projects.
⇒ I do not want to gloss over the challenges about whether this data is accurate. The
measurement issues here require careful treatment of many difficult topics. First and
foremost, economic research must drop its excessive focus on counting hardware as
the primary source of value. Much of the value in a device resides in its software.
Second, much of the expense in a business resides in maintaining the hardware and
software, but that frames a question: how should such expense go in the national
accounts? It is just like an investment that seeks to prevent depreciation of assets due
to deterioration, but it seems strange to treat human labor a capital expense instead of a
variable cost of production. Third, the valuation questions are hard. How does one
value custom software? What is the deflator? The market value for software does not
need to reflect its service value if the market price declines due to technological
obsolescence. At what rate does the value of packaged software decline if its service
flow does not decline?
Just recently these initiatives led to the first survey of software at firms, (at the level of the
firm, not the level of the establishment). This was motivated by a desire to bring software into
the estimates of capital accounts in the US. This project is well worth doing. It is not exactly
like trying to find all the dark matter in the universe, but it has many similarities. For years
everyone knew software was there and it was big and valuable, but there is no precision
beyond those generalities.

⇒ It turns out that the best estimates were large, in the tens (hundreds?)

o

of billions of
dollars.
⇒ It turns out that figuring this out for just one year, 2003, was almost impossible, even
using the best statistical agencies in the world, the US Census. Even the practical
issues are mind-boggling. For example, who is the right person to ask in a company
when there is no CIO, and how should the US Census phrase their questions? Many
multi-establishment companies have only the vaguest estimates of how much software
they own and operate across all their establishments, so how much faith should the
Census put in a survey answer? Given the uncertainty for specific firms, how should
the Census weight the results to make estimates for the entire economy?
⇒ As a result, figuring out differences between industries, for example, has turned out to
be near impossible.
⇒ Census is trying to improve what they do, but nobody has any ambitions for
developing a precise estimate for the growth in software nationwide, one year to the
next. Maybe we will get one of changes every few years.
Overall, the state of economic knowledge about the stock of software in the US is a lot like the
experts declaring that the universe is expanding, but they are unsure about the rate of
expansion. Yes, the universe could be expanding a little or a lot, but there is no way to know
yet.

This state of things has implications for some of the topics Internet researchers care passionately
about. For example, analysis of the productivity improvement from investment in ICTs will be hounded by
questions about the extent of mismeasurement at the foundations of the exercise. And the answers will go
to the heart of analysis looking at the timing of economic change, whether investment yields economic
benefits today or tomorrow, whether the macro-economy shapes investments today, and so on. If anybody
thinks this type of question is trivial, please recall that Alan Greenspan wanted to know in his own day
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whether investments in ICTs would yield high returns and whether the returns were measured well or not.
The answer shaped whether he tried to keep interest rates low enough to encourage such investment.
Greenspan decided the returns were high and under-measured, and for numerous reasons kept interest rates
low – i.e., during the dot-com bubble, then started to raise them after December, 1999, as it began to burst.
If advances in ICTs continue to emerge (as most of us expect), then the same questions will continue to
dog future chairs of the Fed.
Related, in the present era there is a call to learn about the growth in availability broadband, as
well as its use and quality. This is probably a feasible project for a US federal agency with experience
conducting large surveys, like the US Census. However, to be fair, the “dark matter” issues with software
are a bigger priority because, quite frankly, it involves more money and has been mismeasured for quite a
long time. Also, in a time of limited budgets to collect data, it is quite understandable why that remains the
priority.
Which motivates a related question: Until such time as budgets free up, what data can researchers use?
• Outside of the surveys done by CRITO, mentioned above, the best available data about business use of
ICTs is the data provided by Harte-Hanks, which conducts a private survey of ICT use by business.
Several groups of researchers who have used this survey, as noted earlier.
o To be fair, this data is reasonably good at measuring big discreet things, such as whether a
business establishment uses the Internet (though, it is not particularly good at measuring “how
much”).
o This survey was NOT designed for academic researchers doing economic analysis. It is
designed for marketing purposes. Its quality for marketing is fine, but for our purposes the
quality of the survey is deteriorating, especially recently, because certain data are no longer
collected. It is hard to say that with any anger, since economic researchers are rather small
purchasers of these data. Why should a private marketing company care about public policy
uses of its data?
Finally, I would be remiss if I did not mention two initiatives at the US Census.
o First, there is a special survey conducted by the US Census about electronic commerce use at
business establishments. It was a supplemental survey in 1999 of networking use by 10% of
US manufacturing establishments. An employee of the census, B.K. Atrostic & many of her
colleagues at the Center for Economic Studies, have done some excellent analysis of that data.
⇒ However, this survey was not economy wide and it was not followed with additional
surveys because of budgetary pressures. So the situation is far from ideal. For example,
we do not know anything comparable about what has happened to the finance sector of
the US economy, which is among the biggest users of advanced IT in the US economy.
We also do not know much about IT use in the health care sector, the services sector
(such as lawyers, accountants and consultants), education sector, warehousing,
transportation services, and government agencies. That is also a lot we do not know.
(By the way, this is not asking too much. Remember, by comparison, we do know who
uses cement and concrete and how much they use each year).

⇒ This

o

survey will become rather obsolete for contemporary policy formulation soon.
This should concern many people because there has not been any plan put in place to
follow it up and find out how much things have changed in ten years, even in
manufacturing.
Second, Census has undertaken regular estimates of “electronic commerce” across different
industries. These estimates began in 2000 and have continued since. This project is known as
E-Stats. See http://www.census.gov/eos/www/ebusiness614.htm. It provides estimates of
electronic shipments and revenues for many four digit industries. It is an admirable initiative,
as with the others noted earlier. It has improved the situation.
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⇒ At the same time, the numbers are limited. They are large enough to suggest that the
amount of dark matter must be large. They also suggest that big changes are afoot in
some industries and not others. It is less clear how to relate these data on electronic
commerce to changes in productivity and concerns about economic growth. As far as I
know, so far nobody has tried to look for links.

One of the more remarkable statistical accomplishments has been in the areas concerning the
availability and use of the Internet by households. To be fair, our understanding of households is better
than our understanding of business. We have good statistics about household use.
• Probably the most widely used statistic is one compiled by the BLS about the adoption of the Internet
at households. Collection of this statistic started in 1997, as an additional question to a supplement to a
regular survey of households. This supplement had been devoted to finding out about PC use at
households in 1995, so it was naturally and easily retargeted at Internet use. The basic results have
been widely reported in a series of reports published by the NTIA in the Department of Commerce. At
some point virtually every researcher in this area has used this data and for a wide variety of purposes.
o This series was the best continuously collected historical statistics about changes over time in
the US. It uses BLS sampling procedures, which have been refined for years and, as a result,
everyone trusts that they are representative samples of the US – which is not a trivial feature,
because it allows one to weight results for “national averages” without major concerns about
biases. The sample is also large enough, so the underlying data give large “cells” for the two
hundred largest metro areas in the US.
o To be fair, these surveys had issues too. They do not contain very good data about prices or
expenditures or about service quality. Many questions were discontinued. The survey also asks
only basic questions about what users do on-line. Sociologists of the on-line world find the
data completely uninformative about the issues they consider central.
o This triumph comes tinged with recent absurdity. This survey continued until a few years ago,
though it is my understanding that there is no plan to continue it further. To most of us in this
area this decision looks myopic to the point of tragic.
o Tragedy was partially averted by charity. There is now another survey under way, done by the
Pew Charitable Trust, about household use of the Internet. It asks extensive questions, even
more than the government survey, about what users do with their Internet, so it is quite
informative about the changing nature of the on-line experience for Americans in the new
millennium. John Horrigan, the principal researcher in charge, has been willing to let others
look at this data, and has initiated several projects, including with Ken Flamm, among others.
o What else can someone do? A very small set of researchers have also used household surveys
conducted by Forester, a consulting company. This includes Austan Goolsbee, as noted above.
Researchers such as Goolsbee and Klenow (2002) and Sinai and Waldfogel (2005) have made
progress. A recent student at Northwestern, Jeff Prince, now faculty at Cornell, also used this
data for his dissertation on PC purchasing. Occasionally researchers have been able to get
reasonable data of surfing behavior from private firms such as Media Matrix. Both Goldfarb
and Hitt, for example, are among those who have done this.
• Related to this last set of comments, there is a small and growing literature among academics about the
interplay between electronic retailing and brick-and-mortar retailing, occasionally with household
behavior thrown in, often with a marketing question motivating the investigation. Virtually all that data
come from non-government data collectors, or directly from companies. There is also a larger and still
growing academic literature on Internet auctions, mostly about E-Bay. Virtually all that data come
from spiders. It would take many pages to summarize this literature, which is a good thing. To my
knowledge, there has not been much connection between this literature and government collected data
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about economy wide trends in electronic commerce. There also has not been an attempt to connect
these papers back to the fundamental concerns about productivity.
When it comes to describing the availability of the Internet – in other words, who offers what
service for what price and in what locations – the situation is mediocre. During the dial-up era a quirk
in the telephone system helped researchers, but during the broadband era the situation has gotten
worse.
o The best data on the availability of dial-up Internet access in the US was done by Tom Downes
and myself during the period 1996 to 1998 (Downes and Greenstein, 2002, 2006). We were
able to figure out the location of every commercial Internet provider in the US because the
area code and prefix for a firm had an association with a unique telephone switch in a unique
local calling area.
⇒ Frankly, it was a real thrill to have one of our maps published in Time Magazine, but
we also got tired of spending six months of the year (and a full time RA) doing this
one activity, which is what it took to make those maps. The last map involved over
65,000 phone numbers. So we stopped after the fall of 1998.

⇒ To my knowledge, nobody has bothered to try again except in a few special places like

o

the Appalachians and the Mississippi delta or West Texas, where the policy issues are
especially difficult. Sharon Strover and colleagues have mostly done this work. It is
also my impression that some state development agencies know about their own
situation, but there is no general sharing of this information across agencies. This is
still a relevant question since broadband has failed to deploy in many low density
areas, but nobody knows how good/band is the quality of access in such areas,
especially for alternatives such as upgraded cell phones.
The FCC publishes data on the availability of broadband across the country (see
http://www.fcc.gov/wcb/iatd/comp.html). It ostensibly measures how many providers offer
broadband in specific zip codes. It recently began to distinguish between use at households and
business, and it does give state statistics. However, it does not say anything about the
geographic scope of availability within a zip code, nor does it say much about the size of the
firms making these offers, nor about their prices. It recently added some coarse information
about bandwidth, which is a mild improvement.
⇒ Of course, bandwidth is not the same as speed at the end point. How fast a response
does a gamer get to ping he/she sends out to another player in another part of the
country? That depends on the bandwidth of the connection to the end-point, to be sure,
but it also depends on the quality of the connection, routing, and so on, and it will also
vary at different times of the day. When engineers complain that they know little about
the quality of the network in the US, this is part what they mean.

⇒ As it turns out, according to the footnotes of Ken Flamm’s (2006) most recent paper

using the data about availability, this data does not particularly measure availability
well without a lot of effort by a researcher, which means the published data are
historically inaccurate about the details of how broadband diffused.
The deployment of wi-fi has been proceeding apace for some years now. There are on-line sites listing
which cities have deployed city-sponsored networks. There are also a few studies of the deployment in
some neighborhoods in Los Angeles and Chicago and a few other cities (basically showing that richer
neighborhoods have more). National statistical agencies have not followed this in detail. Christian Sandvig
is one of the leading researchers in that area. We know some basic things, but we do not know about the
patterns of deployment across the country. The amount of dark matter has to be large because the
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equipment providers tell us they are doing a good business, but beyond that it is hard to tell what has
happened.
An ideal data set would measure variation in investment in computing and communications hardware and
software, as well as provide a reasonable measurement of labor force employment. That would allow a
researcher to identify how much IT matters for firm performance.
To be sure, several authors have tried to do this. Erik Brynjolfsson and co-authors (Brynjolfsson and Hitt,
2002), as well as Chris Forman, Avi Goldfarb and I, have made an estimate for the use of ICTs or the
Internet by business in 2000 (e.g., see Forman, Goldbarb, and Greenstein, 2002). Arora and Forman (2006)
have also made estimates of the local software service economies. This is progress, but it has not resolved
the basic open questions (more below).
The Bureau of Economic Analysis now publishes an estimate of investment levels in ICT by industry for
some recent years and recently began publishing estimates about the wages and numbers of IT workers in
some locales. Frankly, the situation is better than it used to be, but also it is not much.
It would be ideal to have reasonable measurement of variation in use of broadband services, between
industries on average, and between firms within the same industry. This would also require a control for
whether the equipment was owned by an establishment or rented from providers for monthly fees, both of
which are common. As far as I know, no such data exist.
Many economic policy issues would improve with data about the geographic variation in these data across
the US economy. Many facets of electronic commerce, such as broadband or contract programming or
local-area-network maintenance for hire, are inherently a local good/service. Hence, their direct impact
should be local.
For measuring direct effect on economic growth in a metro area, a researcher would need to know about
the availability and (especially) use by business establishments of these technologies.
The first research of this sort looked at registrations of domain names, including work by Mathew Zook,
and by Jed Kolko. Once again, the more recent work by Forman, Goldfarb and myself is also relevant, and
we have plenty of good company with work by Flamm, Grubesic, and Preiger. Once again, this is progress,
but many issues are unresolved.
To some extent one would also need to know something about availability and use of electronic commerce
and computing by households, though perhaps not as much. Household use may affect productivity
indirectly. Most researchers believe it does, but hard to measure in practice.
There are a number of data sets about this topic, which I will describe below.
Even after a brief over it is clear the situation is not completely void of data. Hence, we should be precise
about what is there. I will begin with macro-economic data, then go to more micro-policy questions.
The Bureau of Economic Analysis has tried for some time to improve the situation. For example, they now
have some estimates of the differences in IT investment across industries. This is the data largely found in
Dale Jorgensen and Kevin Stiroh’s (2006) work on the contribution of IT to the US economy. BEA also
has tried to develop serious estimates about differences in labor markets for programmers across the US.
Both of these are recent improvements.
However, both of these datasets measure investment in IT at a broad level. They do not specify anything
special about the Internet, or technical advances in any of the sub-components of ICT. This precision about
the statistics shapes the interpretation. This data is useful for learning about whether investment in ICT
matters, not about whether technical change in ICT produces growth or productivity advance. For the
latter, one would need to collect statistics that distinguish between a PC, a router, software, and so on.
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It should be noted that these data at BEA are a step up from the past. They come from programs initiated in
cooperation with other federal agencies, such as the US Census and the Bureau of Labor Statistics. They
require planning, foresight, employee effort, and especially, funds for conducting surveys.
Just recently these initiatives led to the first survey of software at firms, (at the level of the firm, not the
level of the establishment). This was motivated by a desire to bring software into the estimates of wealth in
the US. This project is well worth doing. It is not exactly like trying to find all the dark matter in the
universe, but it has many similarities. For years everyone knew software was there and it was big and
valuable, but there is no precision beyond those generalities.
It turns out that the best estimates were large, in the tens (hundreds?) of billions of dollars, but figuring out
differences between industries, for example, has turned out to be near impossible.
It turns out that figuring this out for just one year, 2003, was almost downright impossible, even using the
best statistical agencies in the world.
As a result, Census is trying to improve what they do, but nobody has any ambition for developing a
precise estimate for the growth in software nationwide, one year to the next. Maybe we will get one of
changes every few years.
Overall, the state of economic knowledge about the stock of software in the US is a lot like the experts
declaring that the universe is expanding, but they are unsure about the rate of expansion. Yes, the universe
could be expanding a little or a lot, but there is no way to know yet.
This state of things has implications for some of the topics Internet researchers care passionately about. For
example, in the present era there is a call to learn about the growth in availability broadband, as well as its
use and quality. This is probably a feasible project for a US federal agency like the US Census. However,
to be fair, the “dark matter” issues with software are a bigger priority because, quite frankly, it involves
more money and has been mismeasured for quite a long time. Also, in a time of limited budgets to collect
data, it is quite understandable why that remains the priority.
Which motivates a related question: Until such time as budgets free up, what data can researchers use?
The best available data about business use of ICTs is the data provided by Harte-Hanks, which conducts a
private survey of ICT use by business. Several groups of researchers who have used this survey, as noted
earlier.
To be fair, this data is reasonably good at measuring big discreet things, such as whether a business
establishment uses the Internet (though, it is not particularly good at measuring “how much”).
This survey was NOT designed for academic researchers doing economic analysis. It is designed for
marketing purposes. Its quality for marketing is fine, but for our purposes the quality of the survey is
deteriorating, especially recently, because certain data are no longer collected. It is hard to say that with
any anger, since economic researchers are rather small users of these data. Why should a private marketing
company care about public policy uses of its data?
Finally, I would be remiss if I did not mention a special survey conducted by the US Census about
electronic commerce use at business establishments. It was a supplemental survey in 1999 of networking
use by 10% of US manufacturing establishments
An employee of the census, B.K. Atrostic & many of her colleagues at the Center for Economic Studies,
have done some excellent analysis of that data. I also have a PhD student, Kristina Steffenson McElharen,
examining this data under the program allowing researchers special sworn status at the Census.
However, this survey was not economy wide and it was not followed with additional surveys because of
budgetary pressures. It is far from ideal. For example, we do not know anything comparable about what
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has happened to the finance sector of the US economy, which is among the biggest users of advanced IT in
the US economy. We also do not know much about IT use in the health care sector, the services sector
(such as lawyers, accountants and consultants), education sector, warehousing, transportation services, and
government agencies. That is also a lot we do not know. (By the way, this is not asking too much. By
comparison, we do know who uses cement and how much they use each year).
This survey will become rather obsolete for contemporary policy formulation pretty soon, especially
because there has not been any plan put in place to follow it up and find out how much things have
changed in ten years.
One of the more remarkable statistical accomplishments has been in the areas concerning the availability
and use of the Internet by households. To be fair, our understanding of households is better than our
understanding of business. We have good statistics about household use.
Probably the most widely used statistic is one compiled by the BLS about the adoption of the Internet at
households. Collection of this statistic started in 1997, as an additional question to a supplement to a
regular survey of households. This supplement had been devoted to finding out about PC use at households
in 1995, so it was naturally and easily retargeted at Internet use. The basic results have been widely
reported in a series of reports published by the NTIA in the Department of Commerce.
This survey has continued until the present time, though it is my understanding that it is now increasingly
under threat for a budget cut. I should add that it is best historical statistics about changes over time in the
US. The underlying data are also reasonably good about differences across the two hundred largest metro
areas in the US.
There is now another survey under way, done by the Pew Charitable Trust, about household use of the
Internet. It asks more extensive questions than the government survey. It is quite good. John Horrigan, the
principal researcher in charge, has been quite willing to let others look at this data, and has initiated several
projects, including Ken Flamm, among others.
A very small set of researchers have also used household surveys conducted by Forester, a consulting
company. This includes Austan Goolsbee. Researchers such as Goolsbee and Klenow (2002) and Sinai
and Waldfogel (2005) have made progress. A recent student at Northwestern, Jeff Prince, now faculty at
Cornell, also used this data for his dissertation.
There is a small literature among academics about the interplay between electronic retailing and brick-andmortar retailing. Virtually all that data come from non-government data collectors. There is also a larger
and still growing academic literature on Internet auctions, mostly about E-Bay. Virtually all that data come
from spiders.
When it comes to describing the availability of the Internet – in other words, who offers what service for
what price and in what locations – the situation is poor.
The best data on the availability of dial-up Internet access in the US was done by Tom Downes and myself
during the period 1996 to 1998 (Downes and Greenstein, 2002, 2006).
Frankly, it was a real thrill to have one of our maps published in Time Magazine, but we also got tired of
spending six months of the year doing this one activity, which is what it took to make those maps. So we
stopped after the fall of 1998.
To my knowledge, nobody has bothered to try again except in a few special places like the Appalachians
and the Mississippi delta, where the policy issues are difficult. Sharon Strover and colleagues have mostly
done this work. (BTW, this is still a relevant question since broadband has failed to deploy in many low
density areas, but nobody knows how good/band is the quality of access in such areas, especially for
alternatives such as upgraded cell phones).
The views expressed herein are those of the authors of the position papers and may not in any way be viewed as positions of the
US NSF, the OECD or the OECD’s member countries.

29

NSF/OECD WORKSHOP -- WASHINGTON, 31 JANUARY 2007

SOCIAL & ECONOMIC FACTORS SHAPING THE FUTURE OF THE INTERNET
PARTICIPANTS’ POSITION PAPERS

The FCC publishes data on the availability of broadband across the country. It ostensibly measures how
many providers offer broadband in specific zip codes. It does not measure use at either households or
business, nor the geographic scope of availability within a zip code, nor does it say much about the size of
the firms making these offers, nor about their prices, speeds, or quality. It also has not information about
quantity of use.
As it turns out, according to the footnotes of Ken Flamm’s (2006) most recent paper using this data, this
data does not particularly measure availability especially well either without a lot of effort by a researcher,
which means the published data are historically inaccurate as well.
The deployment of wi-fi has been proceeding apace for some years now. There are on-line sites listing
which cities have deployed city-sponsored networks. There are also a few studies of the deployment in
some neighborhoods in Los Angeles and Chicago and a few other cities (basically showing that richer
neighborhoods have more). Christian Sandvig is one of the leading researchers in that area.
The pricing of Internet access: an illustration
Let me end with a small illustration of the state of things. I will use the price of Internet access as the
example. I want to do this because this aforementioned list of issues is long and somewhat general. I
thought a very specific example might help illustrate the broader issues in play.
No statistic would seem to be as important as knowing the price of the Internet. After all, prices are the
bread and butter of economics, the primary signal that markets have for indicating scarcity. You might
reasonably respond: how can the Internet have a price attached to it? As it turns out, there is such a price. It
is called the price index for Internet access.
The price of Internet access attracts interest for two reasons. First, the value of the Internet is unknown.
The access price is one place where most users give up money in exchange for free Internet services.
During the first decade of the commercial Internet the typical household spends more than three quarters of
the time on line at free or advertising supported sites.27 Second, most of the value from the Internet is
embodied in this index. Other than through access fees, there is little data from which to infer user’s
valuation of these sites. This component of the web – that is, access fees – also produced the highest
fraction of total market value in the first decade of the commercial Internet. Though subscription based
services are growing, the revenues spent on access fees swamp subscription services in magnitude. Fees for
advertising are also growing and may exceed access revenue soon, but for the first decade they did not.28
The official price index for Internet access in the CPI started in late 1997, reasonably early in the market’s
growth (an initiative for which the BLS should get credit). In 1998 the access market was a 10.8 billion
dollar industry, with roughly half that revenue coming from access fees. As of 2004 it is a 24 Billion dollar
industry.29 In other words, it is a growing industry. Once again, that growth highlights the importance of
27

Goldfarb, 2002, contains click stream data verifying this trend in detail across many categories of uses. It is
also commonly verified by observers web use, such as Media Matrix. Also see O’Donnell for an estimate
of the relative magnitude of the value chain behind access and advertising on the Internet.

28

According to NAICS revenue for 514191 and 514199, access fees exceed advertising by three or four
times. For example, total advertising for 1999 was 1,355 + 1,477 = 2,832, as compared with 8,979 under
NAICS 514191 alone. See the 2001 statistical abstract, table no 1151, Census Bureau.
29

For 1998 see revenue for NAICS 514191. See the 2001 statistical abstract, table no 1151, Census
Bureau. This lists revenue of $10,882 million for 1998 and $18,025 for 1999, with access fees accounting
for $5,499 and $8,979 respectively. These revenue estimates are based on the 1999 Service Annual Survey,
Information Sector Services. In the 2004 Service Annual Survey (released by the U.S. Census Bureau on
December 29, 2005) NAICS 514191, Internet Service Providers had $10.5 billion in access fees in 2004;
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deflating revenues properly. Is the true growth much large or much smaller than the changes in nominal
growth of revenues?
Table 1 contains a summary of prices for Internet access in the United States.30 This is the number one
would use to deflate the growth in revenue over time to figure out how much of the growth was real and
nominal, with the latter being denominated in constant dollars, as any Econ 1 textbook says we ought to
do. I will not provide a full assessment of this table, but I do not want to indicate the issues with it.

Table 1. US Internet access price index.31
YEAR

12/97 12/98

12/99 12/00

12/01 12/02

12/03 12/04

12/05

INDEX

100

96.0

100.3 99.6

97.6

94.2

103.3

95.7

97.2

Table 1 says that the price of the Internet has declined by less than 6% in 8 years. That is not a
misprint. At the same time, this is not the price movement usually associated with the diffusion of a
revolutionary technology. More to the point, this index seems almost unrelated to the improved experience
of virtually every online surfer.
You might be concerned that this index has some error in it. To sharpen the focus on the right issue,
consider several other closely related categories of good from the same BLS sources. During the same time
period the official price indices for the US had the following patterns: computer software and accessories
went down 42 percent; personal computers and peripheral equipment (which does adjust for quality) went
down 88 percent; telephone hardware and calculators and related consumer items went down 55 percent;
and wireless telephone services went down 35 percent. These patterns would lead one to conclude that
there was lots of price change in everything except the Internet. How can it be that Internet access did not
get cheaper, but cell phones did, phone equipment did, PCs did, and software did?
First, let’s be up front about the accuracy of the data: This data is collected with exactly the same
procedures as those used to collect the other indices. On one basic level it does exactly what it is supposed
to do. It is procedurally correct.
On the other hand, it includes some measurement error. To put it blithely, it does not adjust for quality.
Some of this is straightforward to recognize though tricky to fix, such as adjusting for upgrades in
bandwidth, as from 28k to 56k, (which largely occurred in 1998 and 1999), or from 56k to broadband
speeds of varying qualities and availability (which has been occurring since about 2001). Some of it is
quite subtle and difficult to fix. For example, how should the BLS measure quality when new broadband
comes on line, and half the country switches to this new source in a short period? Some issues are probably

NAICS 5132, Cable Network and Program Distribution, had $8.6 billion in Internet access service; and
NAICS 5133, Telecommunications Carriers, had $4.3 billion in Internet access services. This does not
count the revenue for other on-line services.
30

This is “computer information processing services” at http://data.bls.gov, or see “On-line information
services,” NAICS 514191.

31

This is the monthly price quote, as indicated, under “Internet Services and electronic information
providers.” See http://data.bls.gov/.
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impossible to solve. For example, the index does not adjust for the quality of the many free compliments
over this time period, such as in the search engine Google or the portal Yahoo!.
These errors are not the fault of the person who collects and compiles the data. He is doing exactly what he
is supposed to do, making a time series for the Internet that is comparable to any other price series, using
the data collected by standard BLS procedures (which weight highly the prices of large and stable
providers, such as AOL). The fault lies with the lack of funds to initiate anything else, and with a very
conservative philosophy throughout statistical agencies in the US, who do not want to be criticized by
overseers for even a slight deviation in procedures (or industry associations – yes, this does happen with
alarming frequency).
While that may seem like a small thing, this little error shows up in all sorts of ways. For example, because
the rate of growth in the revenues do not appear particularly high (because they are not properly deflated
for improvement in quality) I have heard some macroeconomists maintain that the contribution of the
Internet to the economy was small or, if large, short-lived. That conclusion looks right in a literal way,
based on the data available, unless one recognizes the error with its collection. And that is my point:
Unless a researcher is a super expert, it is hard to recognize. Should all Internet economists ask all the
macroeconomic experts in the country to be experts on the mis-measurement of broadband in the official
US price index for the Internet? Of course not. We should fix it so they reach the right conclusion when
they read the numbers literally.
Think about another historical implications of that simple observation: it is one thing to say the Internet
bubble was a short-lived phenomenon equal to the tulip craze in Holland centuries ago; it is quite another
to say that the Internet bubble was similar to other halting ups and downs that accompanied the building of
the railroads. In the first case, little economic value was created. In the latter, enormous value was created,
albeit not in a calm fashion. Right now, a literal reading of the data favors the former interpretation. Most
Internet insiders think that is wrong, but we do not have much data to support our case.
As another example of the difficulties with measuring prices, recently the OECD tried to issue a
comparison of prices for broadband across different countries, which is a wonderfully ambitious and useful
thing to do. Of course, the exercise is full of footnotes and qualifications, not only because the researchers
were careful, but for a simple reason: there was not comparable data available across countries for even the
most basic service, the price of access. Imagine how much more useful this would have been if such data
were abundant?
My broad point is that something as basic as the price index for Internet access is far from perfect, but it is
extremely useful. More broadly, something as basic as this has not standardized the basic definitions for
price, quality and its changes over time. Is it any surprise that so much else has been neglected as well?
As one epilogue, I might add this: the recent announcements by AOL about change to its pricing – it is
moving to advertising supported service in response to losing customers to broadband – will bring this
index down dramatically for the first time in a long time. As of this writing, the index fell from 93.1 in
September of 2007 to 77.2 in December, 07. This is the most dramatic thing that has happened to these
data over several months since the summer of 1999, when AOL attempted to give price breaks to former
CompuServe users after AOL merged with CompuServe.
It is a good thing if this index falls. However, the timing is all wrong. It excessively weights the behavior
of the large and established firms, such as AOL, missing the other dramatic things that have already
occurred, such as half the country switching to broadband. It has delayed recording the timing of a change,
putting the dramatic fall in prices many years too late.
Unanswered questions
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One might reasonably ask whether any of this absence of data matters. After all, maybe it is quite ok that
we know more about cement and concrete than ICT in a world where we only have so much time and
money to spend on collecting statistics. Maybe the basic building block for highways is more important for
the economy than the basic building block for information super highways. In response, let me give a little
personal anecdote and generalize from it.
The OECD occasionally publishes a statistic comparing Internet household adoption across many
countries. The last time this occurred it sent a few US Congressmen into panic because Korea, Iceland and
a dozen other countries came out with larger numbers than the US. As a result, a few news reporters found
the topic interesting and then searched around to call someone. Occasionally, I fielded that phone call.
The very first thing to say to a reporter is this: cross country differences in household adoption of
broadband tells us about the marginal adopter and that is about it. That is useful, but not the end of the
story. It is not especially informative about use by the intensive user, which are the users who generate
most of the traffic. It also does not tell us about business adoption and use of broadband, which is where
the productivity gains come from. Moreover, it is uninformative about the productivity impact of the
Internet, because, once again, the biggest impact to productivity will come from the large adopters. I could
go on, but the basic conclusion is straightforward. This index is but one piece of data. It is good to have,
but it is not very informative about all of the important questions of our time.
Suffice to say, most major US newspapers have not run headlines declaring “OECD statistic is helpful but
ambiguous” with a sub-headline “Congressmen agree to stop panicking and ask for better data.” Usually
the reporter hangs up and calls someone else who is willing to be a bit more pithy about this topic.
It is just a simple statistic, but it illustrates a broad point. Simple statistics can shape policy, especially by
Congressional staffers who are not going to spend much time studying the issues. If the statistics are
shallow, the policies will be too.
So let’s talk for just a minute about how little we know about US broadband. The best statistics on
broadband come from the FCC report on competition, available at http://www.fcc.gov/wcb/iatd/comp.html
in a report for high speed services for Internet access. It is something, but it is also unsatisfying in many
ways. It tells us something about the number of lines available, the number of providers available, and the
type of adoption patterns found across states, and some basic distinctions between the market for business
and households. It uses a comparatively low bar for “high-speed”, and recently added some gradations for
that.
Here, for example, is a short list of rather basic issues in the broadband policy for which we do not have
even the most basic data:
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•

What industries make the greatest use of broadband? How has this improved their productivity, if at
all?

•

Which types of firms benefit the most when broadband becomes available? When broadband prices
decline or quality improves?

•

What areas of the country benefited the most from broadband in the last decade? Where have local
taxes improved the most as a result?

•

Which areas were hurt the most from broadband’s diffusion (e.g., central Nebraska lost a large part of
its telemarketing industry)?

•

While the data tells us a bit about different types of providers (e.g., DSL versus Cable), it does not tell
us much about their average quality, even though it is well known that cable firms have improved their
speed over time. What is the average price per speed obtained by the typical user?

•

What technologies generally go in hand with broadband? Which technologies enable or nurture a
cluster of other technologies? What other investments follow?

•

What happens to local wages for local progammers as broadband diffuses? Do they change at all? How
about earnings at other technically-intensive industries?

•

How has business use of broadband shifted in response to concerns over information security? Has this
varied by industry?

Summary
The state of data collection for the Internet economy is mediocre. I have tried to indicate that this is
pervasive throughout many of the key questions in Internet economic policy. I have tried to show that
some of the data used today by researchers comes from the US government, but quite a lot also comes
from private sources. Moreover, some of the most useful initiatives undertaken by US statistical agencies
are difficult, in need of money and effort.
More to the point, US policy formulation across a range of issues is poorer as a result. This gap in
knowledge pervades many issues that come up at the FCC, the US Congress, the Department of
Commerce, the Bureau of Economic Analysis, the Internal Revenue Service the Bureau of Labor Statistics,
the National Science Foundation, and elsewhere.
In closing I want to remind the reader about the purpose of this essay. I wanted to describe the range of
places that lack statistics. I wanted to identify places where we were far from any reasonable ideal. To
illustrate that point I have tried to be an equal opportunity offender, citing and critiquing statistics coming
from a range of government sources, in this case, BLS, the Census, the NTIA, and the FCC. I was not
trying to single out these agencies for error or mistake, but to show that they are trying to address
challenging issues with meager resources. These illustrations were at hand and seemed like enough to get
the point across. More to the point, these agencies need help. I hope it will motivate others to initiate
projects that will fill gaps.
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Chris Forman and Avi Goldfarb (2006), “Diffusion of Information and Communication Technologies to
Business,” in (ed) Terrence Hendershott, Handbook of Information Systems, Economics and Information
Systems, Volume 1, Elsevier.
Zvi Griliches (1994), “Productivity, R&D, and the Data Constraint,” in American Economic Review, 84,
pp 1-23.
Shane Greenstein (2005), “The Economic Geography of Internet Infrastructure in the United States,” in
(eds) Martin Cave, Sumit Majumdar, and Ingo Vogelsang, Handbook of Telecommunication Economics,
Volume II. Elsevier.
Shane Greenstein and Jeff Prince (2007), Forthcoming (and Jeff Prince), “The Diffusion of the Internet and
the Geography of the Digital Divide,” in (Eds. Robin Mansell, Danny Quah, and Roger Silverstone),
Oxford Handbook on ICTs, Oxford University Press.
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Geoff HUSTON, Addressing as a Fundamental Part of the Internet.
Question 1: Addressing (as reflected in routing protocols, etc) is a fundamental part of the Internet. How
can addressing be improved so as to improve efficiency of inter-networking and so as to face the challenges
of addressing new devices and objects?
Addresses in the context of the Internet’s architecture fulfill a number of roles. Addresses uniquely identity
network “endpoints”, providing a means of identifying the parties to a communication transaction. AS well as
this end-to-end identification role, addresses are also used by the network itself to undertake transfer of data,
where the address is used as a means of identifying the location of the identified endpoint, relative to the
topology of the network. Addresses are also used within the switching elements of the network as lookup key to
perform a switching decision. In other words addresses in the IP architecture undertake the combination of
“who”, “where” and “how” roles in the network’s architecture.
Addresses have a number of properties that are all essential in the context of the integrity of the network:
Uniqueness: Addresses should be uniquely deployed (considerations of anycast deployments notwithstanding).
Uniqueness is not an intrinsic property of an addressing scheme per se, but is a derived property of the
associated distribution and deployment framework. And addressing scheme in this context should preserve this
attribute.
Consistency: Addresses should be drawn from a consistent identifier space. Using multiple identifier spaces
causes the potential of misinterpretation of the address.
Persistence: The address value should remain constant, and gratuitous changes in the mapping from the
identifier to the referenced object should be avoided. Constantly changing address-derived identities are, at the
very least, very difficult to track.
Trust: Can an address object withstand a challenge as to the validity of the address? Other parties who would
like to use this address in the context of an identified endpoint would like to be reassured that they are not being
deceived. 'Use' in this context is a generic term that includes actions such as resolution to the object identified
by the address value, storage of the address for subsequent 'use', referral, where the address token is passed to
another party for their 'use'.
Robustness: The deployed address infrastructure should be capable of withstanding deliberate or unintentional
attempts to corrupt it in various ways. A robust address system should be able to withstand efforts to subvert the
integrity of the address framework as a means of undertaking identity theft or fraud.
The issues, or shortfalls, with this Internet addressing architecture start with the collection of basic roles that are
undertaken by a single IP address. This combination of “who”, “where” and “how” makes for highly efficient
network operations that are essential in any connectionless packetized data communications system, but at the
same time this semantic overload of the address is also the cause of considerable complexity in the Internet:
Mobility remains a significant challenge in this environment, where the major attribute of any form of mobility
is to preserve the notion of endpoint identity, while allowing the network location and switching decisions to
change, reflecting the changing physical location of the endpoint.
The granularity of the addressing system represents an uncomfortable compromise. An IP address is intended to
identify a device’s network interface, as distinct from the device itself or the device user. A device with multiple
active interfaces has multiple IP addresses, and while its obvious to the device itself that it has multiple
identities, no one else can tell that the multiple identities are in fact pseudonyms, and that the multiple addresses
simply reflect the potential for multiple paths to reach the same endpoint.
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The granularity of the overtly network visible part of the address is not that of an application, service class, or
user. This has implications in terms of the ability of the network to provide varying service responses to various
packet classes, where deep packet inspection, and an associated omission of any form of application header
encryption, is required for such measures.
Also, the address does not identify a particular path, or set of paths through a network, or possibly even a
sequence of forwarding landmarks, but simply the desired endpoint for the packet’s delivery. This has
implications in terms of application performance and robustness, and also has quite fundamental implications in
terms of the design of the associated routing system.
The Internet’s address architecture represents a collection of design decisions, or trade-offs, between various
forms of conflicting requirements. For example, with respect to the routing system, the desire for extremely high
speed and low cost switching implementations has been expressed as a strong preference for fixed size and
relatively compact address formats. With respect to the role of addresses as identity tokens, the desire for low
cost deployment and a high level of address permanence implies a strong desire for long term stable address
deployments, which, in turn, is expressed as a string desire for low levels of address utilization efficiency in
deployed systems, which for large systems implies extended address formats, potentially of variable length.
With respect to the IP architecture, these trade-offs in addressing design are now relatively long-standing,
representing decisions that were made some decades ago in an entirely different context to that of today’s
Internet. Are these design decisions still relevant today, or are there other potential ways of undertaking these
design tradeoffs that would represent a more effective outcome?
The most significant issue with addressing is the fixed length address “span”. While 32 bits represents a
considerable span, encompassing some 4.4 billion unique addresses, there is an inevitable level of wastage in
deployment, and a completely exhausted 32 bit address space may encompass at best some 200 to 400 million
uniquely addressed IP devices. Given that the population of deployed IP devices already exceeds this number by
a considerable margin, and when looking forward to a world of embedded IP devices in all kinds of industrial
and consumer applications, this 32 bit address space is simply inadequate. In response, we've seen the
deployment of a number of technologies that deliberately set out to break any strong binding of IP address with
persistent endpoint identity, and treat the IP address purely as a convenient routing and forwarding token
without any of the other attributes of identity, including persistence and public association. The Dynamic Host
configuration Protocol (DHCP) is a commonly used method of extending a fixed pool of IP addresses over a
domain where not every device is connected to the network at any time, or when devices enter and leave a local
network over time and need addresses only for the period where they are within the local network's domain.
This has been used in LANs, dial-up, ADSL, WiFi service networks and a wide variety of applications. In this
form of identity, the association of the device to a particular IP address is temporary, and hence there is some
weakening of the identity concept, and the dynamically-assigned IP address is being used primarily for routing
and forwarding. This was taken a further step with the use of Network Address Translation approaches, where a
single device has a pool of public addresses to use, and maps a privately used address device to one of its public
addresses when the private device initiates a session with a remote public device. The private-side device has no
idea of the address that the NAT edge will use for a session, nor does the corresponding public-side device
know that it is using a temporary identity association to address the private device. This approach has been
further refined with the Port Address translators that also use the port address field in the TCP and UDP packet
headers to achieve an even high level of effective address compression.
NATs, particularly port translating NATs, are very effective in a client-server network environment, where
clients lie on the “internal” side of a NAT and all the well known servers lie on the “external side. But is an
environment of peer-to-peer applications, including VOIP this concept of using raise a number of challenging
questions. Each unique session is mapped to a unique port and IP address, and sessions from multiple private
sources may share a common IP addresses, but differentiate themselves by having the NAT-PT unit assign port
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addresses such that the extended IP + port address is unique. How do you know if you are talking directly to a
remote device, or talking through a NAT filter, or multiple NAT filters, or NAT-PT filters? And if you are
talking through a NAT, how do you know if you are on the 'outside' or the 'inside'?
These forms of changes to the original semantics of an IP address are uncomfortable changes to the concept of
identity in IP, particularly in the area of NAT. The widespread adoption continues to underline the concept that
as an identity token there is a lack of persistence, and the various forms of aliasing weaken its utility as an
identity system. Increasingly an IP address, in the world of IPv4, is being seen as a locality token with a very
weak association with some form of identity.
Of course that doesn't stop undue assumptions being made about the uniform equivalence of identity and IP
address, however specious it may be in particular situations, and various forms of IP filter lists, whether they be
various forms of abuse black lists or security permission lists all are evidence of this contradictory behavior of
assuming that persistent identity and IP address are uniformly equivalent.
Version 6 of IP is an attempt to restructure the address field using a larger span, and the 128 bits of address
space represent a very large space in which to attempt to place structure. However in and of itself IPv6 still has
not been able to make any significant changes to the address role within the Internet architecture.
If we want to consider changes to the address semantics in the Internet’s architecture then it appears that simply
increasing the span of the address value range presents a weak value proposition in terms of remedies to the
shortfalls of the overloaded semantics of an IP address. None of the deeper and more persistent issues relating to
the overloaded address semantics are reduced through this measure and the issues relating to the scaleability of
routing, mobility, application level complexity, and robustness persist.
An area of investigation that presents greater levels of potential may lie in cleaving the concept of an address
into distinct realms, minimally that of endpoint identity and that of network location. Such an approach could
embrace a relatively unstructured identity space, whose major attribute would be persistent uniqueness, and
where the identity value of an object, or part thereof, could be embedded at the time of manufacture. It would
also allow the deployment of a structured location space that had the capability to describe the topology of the
network in a manner that was able to guide efficient local switching decisions. The challenge here is not
necessarily in the devising of the characteristics of these identity spaces, but more likely to be in the definition
of mapping capabilities between the two distinct identification realms. In other words how to map, in a highly
efficient ad robust manner, from an identity value to a current or useable location value, and, potentially, how to
perform a reverse mapping from a location to the identity of the object that is located at that position in the
network.
There is a considerable range of design choices that are exposed when the address-based binding of identity
with location is removed. The most salient observation here is that if we want to consider some form of
“improvement” to the current role of addresses in the Internet’s architecture, then there is little, if any, practical
leverage to be obtained by simply increasing the size of the address field within the protocol’s data structures or
altering the internal structure of the address, or even in altering the address distribution framework. Such
measures are essentially meaningless in terms of making any significant impact on the semantics of the address,
nor on its flexibility of utility within the IP architecture.
If we want to create additional degrees of flexibility within the architecture of the network, then it would appear
that we need to decouple aspects of current address semantics and in so doing we need to revisit the
fundamental concepts of the Internet’s architecture. If we want identity, location and network path
determination to be expressed in such a manner that are not fate-shared then we also need to bring into play
additional concepts of dynamic mapping, binding security and integrity, and various forms of rendezvous
mechanisms.

The views expressed herein are those of the authors of the position papers and may not in any way be viewed as positions of the
US NSF, the OECD or the OECD’s member countries.

38

NSF/OECD WORKSHOP -- WASHINGTON, 31 JANUARY 2007

SOCIAL & ECONOMIC FACTORS SHAPING THE FUTURE OF THE INTERNET
PARTICIPANTS’ POSITION PAPERS

As the original question asserts, addressing is a fundamental part of the Internet. If we want to contemplate
substantive changes to the address model we are in effect contemplating substantive changes to the architecture
of the resultant network, as compared to today’s Internet. Perhaps this is indeed a more productive area of
activity than the approach taken by IPv6, where the changes have been relatively minor and the impetus for
adoption by industry has, to date, proved to be insufficient to offset against the incremental costs and perceived
incremental benefits.
Question 2: In designing new protocols, what lessons can be learned from the slow deployment of IPv6 to
date?
There are significant differences between devising an experiment that investigates various models of
communications paradigms and undertaking a major revision to a mainstream communications protocol. The
major reasons for the slow deployment of IPv6 today lie in both economic and public policy considerations as
much as they lie in considerations of the underlying technology.
The Internet’s major positive attribute was not derived from any particular aspect of its underlying architecture
or characteristic of its protocols. Indeed, the Internet was in many ways essentially dormant through the 1980’s,
and, in terms of its architecture and protocol technology the Internet has not changed in any fundamental sense
for some decades. It remains a connectionless, hop-by-hop forwarding, destination-addressed unreliable
datagram delivery system with end-to-end control loop overlays to provide additional services related to
resiliency, session management and performance characteristics.
The major economic and social factor of the late 1980s’ and early 1990s’ when the Internet was expanding
rapidly included the shift away from a highly regulated data market to a regulatory framework that allowed, and
in some cases even encouraged, the proliferation of private data networks that went well beyond closed user
groups based on tightly constrained bounds of common use. The prevailing regulatory regime allowed all forms
of resale and service provision in a highly competitive market for data services, and the economic environment
was one of considerable interest in technology and communications. This was coupled with the shift in the
computing market from large scale mainframe systems into the computer as an item of consumer electronics,
and a change in the nature of the information industry workforce into one that relied on intense use of IT
solutions and associated networks.
The attributes that the Internet bought to this emerging market was an unprecedented level of flexibility and
efficiency that allowed almost any combination of underlying communications media and all forms of end
devices to be amalgamated into a single cohesive IP network. The technical factors that lead to the rapid
deployment of IPv4 included IPv4’s flexibility and ability to bridge across multiple underlying network media
in a flexibly and cost efficient way.
The economic and public policy factors included IPv4’s considerably lower unit cost due to the high carriage
efficiency and foundation in open standards with open reference implementations. The policy framework of
deregulating the data services market and allowing various forms of resale and competition encouraged new
investors who were inclined to use innovative products and services as part of their market positioning.
None of these factors are driving IPv6 deployment. IPv6 is no different to IPv4 in terms of its deployment
capabilities, carriage efficiencies, security properties, or service capabilities. There is no change in the public
policy regime with respect to IPv6, and no significant innovative difference in IPv6 that would provide a
competitive edge to innovators in the market. An additional consideration is that IP services are now marketed
in a highly contested price-sensitive market, and the revenue margins for most forms of mass-market IP services
are very low. The capacity of the service industry to absorb the incremental costs associated with a dual-stack
deployment of IPv6 without an associated incremental revenue stream are, to date, evidently unsupportable.
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The basis of this observation is that the significant impediment to IPv6 deployment is not availability of
network equipment, nor the capability of end systems to support IPv6, nor the capability to roll out IPv6 support
in most service providers’ IP network. The impediment for IPv6 deployment appears to be a well-grounded
business case to actually do so.
The expectation with IPv6 was that the increasing scarcity of IPv4 addresses would drive service providers and
their customer base to IPv6 deployment. What does not appear to be factored into this expectation is that
Network Address Translators (NATs) produce a similar outcome in terms of virtually extending the IPv4
address space, and, additionally, are an externalized cost to the service provider. Service providers do not have
to fund NAT deployment. For the consumer the use of embedded NATs into the edge device is a zero cost
solution. The marginal incremental cost of NAT functionality in the edge device is effectively zero for the
consumer. So, in general, neither the consumer nor the service provider see a higher incremental cost in the use
of NATs. Even at the application level the incremental cost of NATs are not uniformly visible. For traditional
client-server based applications then there is no incremental cost of NATs. Even various forms of peer-to-peer
applications operate through NATs. It appears that the only application that has some significant issues with
NATs are VOIP applications, where the major issue is not the presence of NATs per se, but the fact that NATs
has never been standardized and different NATS can behave differently. Currently it appears that the path of
least resistance for the industry appears to be that of standardizing NATs, over the option of a near term
migration of the entire Internet to IPv6.
It is not enough to consult with industry players as to their perceptions of technology needs, as was the case in
the design of IPv6. It is also necessary to understand how needs are actually expressed within the economics of
the industry. If a technology is to be taken up by an industry, then the factors that lead to take up are variable,
and are not wholly concentrated on aspects of superior performance or lower cost of deployment and operation.
Question 3: What will a new Internet with different architecture and protocols mean to IPv6 deployment?
This is a topic that lies well into the area of speculation.
The one salient observation is that infrastructure investment is a long-term investment and such investments
accrete strong resistance to further change. It is unlikely that the development of further communications
technologies, whether terms “Internet” or otherwise, would have any particular impact on the prospects of IPv6
deployment, positive or negative, assuming that the incremental benefits of this “new” technology were
relatively marginal in nature.
Any viable “new” communications technology would once again have to demonstrate further gains in
efficiency of at least one order of magnitude, or potentially two or three orders of magnitude over those achieves
by existing Internet networks, and make substantive gains in the areas of support for mobility, configurability,
security and performance in order to represent a serious increment in the value proposition that would induce
industry deployment. Of course if a new technology were capable of offering such significant improvement in
benefits, then there would be little sense in further deployment of either IPv4 or IPv6.
So the most appropriate response to the question is that “it depends”. If such a “new” Internet with a different
architecture and different protocol were in a position to offer clearly demonstrable significant improvements in
the cost and benefit proposition, then the impetus for deployment would be relatively assured. On the other hand
if the case for improvements in the cost and benefit were more marginal in nature then the case for deployment
would be highly dubious.
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Brian KAHIN, How is the Internet Affecting the Relationship Between Social and Economic
Activity?
One of the most surprising things about the Internet is the way it has enabled the deep intertwining of
social activity and economic value. Indeed, this has perhaps been the defining development of the Internet
since the bust. While the bust signified the maturity of first-generation electronic commerce, new services
that draw value from volunteered content and the dynamics of social interaction have come into their own.
One aspect of this realignment is not new: the invigoration of markets and lowering of information and
transaction costs so as to engage individuals in transactions that were simply not feasible given the
information and production constraints of the analog world. The big success story here was eBay, which
has allowed millions of individuals to transact with each other because the Internet so efficiently supports
search, information exchange, and remote transactions (thanks in part to Paypal and other more efficient
means of moving money).
Initial expectations that the Internet would facilitate a vast market for content in which users paid by
volume or by hour following the early business models of electronic publishing were dispelled long ago.
While some content has been successfully marketed as a subscription service, most frequently content has
been given away as a free good supported by the sale of complements.
Advertising is the universal complement, and on the Internet it has assumed a wide variety of new forms.
The thin line between advertising and directory services has become almost invisible at times -- for
example, in the difference between unsponsored and sponsored links of a Google search. The user does
does not normally see advertising transactions and may not even be aware of what is advertising unless it
signaled. On the other hand some Internet-based advertising is so highly ed and informative that is of net
value to viewers (in contrast to mass-market advertising, which usually conveys little information and is
perceived as a nuisance and distraction).
The more interesting complements on the other side of the equation are user-generated or user-volunteered
“social content” – often acquired at no direct cost to the entrepreneur. Entrepreneurs provide servers,
software, and a set of rules for allowing people to interact and share content, but the ultimate value derives
from the users themselves. On a small scale, this kind of infrastructure can be provided on a social or
cooperative basis, but it if is to be open beyond a small like-minded community, it requires robust support
and an investment sufficient to achieve and exploit economies of scale. This scale, the ability of users to
search efficiently within, and the design and negotiation of advertiser support normally require real
investment with a prospect of return.
Nonetheless, there are areas where the infrastructure is sufficiently commoditized and cheap – and the
nonmonetary incentives so strong and the outcomes so compelling that the overall enterprise need not be
done for profit. Wikipedia is the classic example. When barriers to participation are low enough, projects
or networks of activity can draw a wide range of contributors. The global reach of the Internet makes it
possible to achieve a critical mass of volunteers with relative ease.
Sometimes this works because infrastructure accommodates mixed motives on the supply side. Modular
open source development models are able to aggregate and integrate contributions from many differently
motivated persons. In some cases, open source development serves the business interests of large
companies, who task employees to contribute. For others, open source development can be a source of
personal satisfaction, a vehicle for self-promotion, or a way of addressing a particular need.
In the go-go days of electronic commerce, the Internet got a lot of attention for what it could do to make
markets more efficient and much larger. Specialized local craftsman could inform and sell directly to the
whole world. In the long run, however, the Internet has blurred our understanding of what a market is.
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Sure, it can reduce the cost of transactions, but it also provides a means of eliminating transactions in favor
of relatively costless transfers – in the expectation that other means can be found to recover whatever fixed
costs may nonetheless be involved. So despite the fact that the Internet lowers transaction costs, its greater
significance lies in the potential to route around them.
On the one hand, this apparent coupling of economic and social value looks like the ultimate product of
digital convergence. On the other hand, the importance of scale and advertiser support make it look like
American broadcast television in the 1950s. There is no channel shortage here, although there is the
potential inducement (and risk) of winner-take-all network effects playing out in the inherent bandwidth
limitations of human attention. Can there ever be another eBay? Or another Wikipedia? With scale and
interconnectedness comes extraordinary inertia. (In the U.S., at least, the network effects can be leveraged
by patents on the basic business model.)
There is still a bandwidth shortage of sorts. It is an economy framed by the practical limits of discretionary
human attention (the same 12-14 hours/day). Yet it may be that IT-enabled social networking only appeals
at certain stages of life – when looking for adventure, a mate, or a better job.
On the positive side, an essential element of these new forms of social economic value is integrity and trust
in the environment that substitutes for genuine community or authority. This includes the rules and
procedures for resolving disputes and preventing predatory or antisocial behavior. Done right, this can
create a space where the rules as well as the enabling technology are all but invisible to its users.
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Markus KUMMER, Internet Governance and the Need for an Inclusive Multi-Stakeholder Dialogue
Executive Coordinator, Secretariat of the Internet Governance Forum (IGF)
The Internet has now become a global resource and a key factor in today’s globalized world. It is therefore
not a surprise that more and more people – governments, businesses, but also ordinary users – take an
interest in issues related to the Internet. The Internet today has a huge social and economic impact on all
countries and it has become so important that governments are interested in what they consider to be part
of their critical infrastructure and they want to know how it is being run; they want to have a say in it.
There are also many issues of interest to all countries and governments would like to address questions
such as security, privacy or the costs related to the use of the Internet. The importance the international
community attaches to the Internet came to the fore at the World Summit on the Information Society
(WSIS), held in two phases in Geneva in 2003 and in Tunis in 2005. WSIS put the Internet in the limelight
of an international policy debate. The debate was characterized by a sense of frustration from developing
countries. They see the Internet as a powerful tool to help them reach objectives of their economic and
social development. However, developing countries to a large extent feel left out of existing governance
structures. It will be important to bring them into this debate as equals and facilitate their participation in
existing institutions and arrangements and thus give them some sense of ownership.
Developing countries, with their limited human and financial resources, find great difficulty in making
their voices heard. Their point of reference is the world of telecommunications, where the International
Telecommunication Union (ITU) provides a central clearing house for all policy discussions. They see the
various institutions dealing with the Internet as being dominated by the North and feel marginalized. What
is more, due to the complex and fragmented nature of the various mechanisms that run the Internet, they
have difficulty in finding out what is going on and identifying which institution is dealing with what aspect
and what possibilities they would have giving meaningful input into ongoing processes. Developing
countries and other critics of the status quo also argue that the US Government should share its authority
over some of the Internet core resources with the rest of the world, as they consider the Internet a global
good. In their view, a model similar to the ITU should apply to the Internet. On the other hand, nongovernmental stakeholders from all parts of the world have made it clear that they feel left out of classical
intergovernmental arrangements and prefer the bottom-up collaborative way the Internet is being run.
Key to the debate is the role of governments in managing this global resource and the relationship between
governments, the private sector and other stakeholders. The Internet grew outside the sphere of
government influence, with the scientific and technical communities playing the lead role. Their distributed
informal, bottom-up decision-making process is alien to the world of governments, who have a tradition of
pyramidical top-down decision making structures. Those who defend the traditional approach would like to
see the governments at the top of the pyramid, while other governments are happy to take a back seat and
let the non-government actors take the lead.
Several subtexts run through all dimensions of the debate. Human rights in general and freedom of
expression in particular rank high among these, as this touches on the very essence of the Internet which
from its beginning has been an extraordinary medium of empowerment, giving a new level of access to
information and knowledge irrespective of borders, unprecedented in history.
Cultural and linguistic subtexts have gained in importance during the process. There is a strong link
between this issue and the developmental and political dimensions of the debate. Many non- native English
speakers resent the dominance of the English language. They want to make use of their own language on
the Internet, and this includes the DNS as well as the content they access. The major European languages
were quick to catch up as regards content. But even these languages took some time in developing domain
names that are compatible with their own spelling. This process is only at the beginning. For languages that
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are not based on Latin script the problem is much more complex. Chinese, Japanese, Korean or Arabic are
languages where much progress has been made. These languages have a critical mass to generate their own
content and contribute to the introduction of internationalized domain names (IDNs). Languages that are
spoken by fewer people face a more arduous up-hill struggle. Their market may be too small for
developing commercially viable software that allows the transcription of the language for computer use.
Equally, their lack of political clout puts these languages further down the IDN agenda. This mix of
dominance of one language, linked to what can be seen as a better deal for some other languages, mainly
from rich and developed countries, can lead to a feeling of marginalization, if not alienation. The question
clearly is linked to development, as the richer and the more developed a country is, the easier it is to put its
language or languages on the Internet. WSIS has raised much awareness for this issue. The other side of
the coin for these efforts to make the Internet truly multilingual is the danger of its fragmentation.
Internationalizing domain names without endangering the stability and security of the Internet will remain
one of the biggest challenges.
There are also the economics of the Internet infrastructure. By and large they are also part of the
developmental dimension. As in the off-line world, the economics are dominated by players in the North.
Developing countries find this unfair and compare the situation with the telecommunications sector, where
compensatory payments are made to the operators in the country that terminates the call. Many developing
countries would therefore like to change charging arrangements and adapt them to the telecom model, i.e.
share the cost of international leased lines and move to a ‘settlement regime’ of Internet traffic. This is
rejected by the Internet community as not adapted to the architecture of the Internet. They point out that a
large amount of the connectivity costs are locally generated and that the right regulatory environment, with
liberalized markets and increased competition, will bring down prices. There is no doubt however that
developing countries face a problem. The problem is multi-faceted and there is no simple solution to solve
it. It is an issue that is part of the “digital divide” nexus. The most appropriate level to address issues of
access seems to be the national level and the main locus for policy development and implementation
should be at that level. Part of the solution is getting the domestic policy environment right and creating a
climate where the Internet can develop. In doing so, developing countries may also need assistance to get
started, to set up their IXPs and regional backbones and to develop their local content.
The final documents adopted by the second phase of WSIS in 2005 gave the existing institutions in charge
of running the Internet fairly good marks, but they also made it clear that the international community
expects some improvements. Thus, WSIS did not conclude the debate on Internet governance; it was rather
the beginning of an ongoing debate. Against the back-drop of this complex debate, the Summit gave a
mandate to the Secretary-General of the United Nations to convene a new multi-stakeholder forum for
public policy dialogue – the Internet Governance Forum (IGF) - to continue the dialogue on Internet
governance in a new setting. The IGF mandate is very broad and allows for discussing almost any policy
subject related to Internet governance. It is also clear insofar as it states that the IGF is not a decisionmaking body.
Four very broad themes were chosen as main themes for the first IGF meeting: Openness, Security,
Diversity and Access. These four headings allowed for the discussion of the most burning issues which are
of concern to governments, industry and everyday users. They included the issues mentioned above, in
particular multilingualism and interconnection fees.
There is merit in discussing the issues on this agenda openly, with all actors involved. The apparent
weakness - the lack of decision-making power - can be the strength of the IGF. Nobody needs to be afraid
of the IGF. It will not be able to make “the wrong decision”, it has no power of redistribution. However,
the IGF has been given the power of recognition. It can serve as a laboratory, a neutral space, where all
actors can table an issue. The IGF will provide this space for dialogue where interested actors can take up
an issue without any fear. Instead of being a decision-making body, the IGF can be an enlightened space
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for debate. It has no vested self-interest, except from being recognized as a meaningful platform for the
debate that can be useful in shaping the agenda, in preparing the ground for negotiations or decisions that
will take place or will be taken in other institutions.
WSIS in general and the IGF in particular saw in many ways the beginning of a dialogue between two
different cultures: the private sector and the Internet community with their informal processes and culture
of “rough consensus” on the one hand, and the more formal, structured world of governments and
intergovernmental organizations on the other hand. In this respect it is a learning process in which both
cultures are taking first steps towards working with each other. The IGF is also an experiment in
international cooperation. It is weak institutionally, but the concept behind it is strong enough to build
bridges between the various actors involved. Ultimately, the involvement of all stakeholders, from all
countries will be necessary for the future development of the Internet. To achieve this objective, there is a
need for a multi-stakeholder dialogue at all levels – the national, the regional and international levels.
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Lee MCKNIGHT, The Future of the Internet is not the Internet: Open Communications Policy and
the Future Wireless Grid(s)
Dr. Lee W. McKnight, Associate Professor, School of Information Studies, Syracuse University
Introduction
Wireless grids will inevitably grow from the social and economic dynamics of the future Internet, I argue
in this brief paper, as the next stage in the evolution of the global network of networks. It will become a
global network supporting grids of grids.
Therefore, research on the future Internet’s social and economic effects will increasingly focus on wireless
grids, Internet governance, and the chaotic educational Internet. Of course projects such as the NSF’s
GENI research facility are critical, but must be cognizant of the relevance of changes in technology, and in
social and business structures, up and down the protocol stack, from above the application layer and on
down to the physical layer.
Not coincidentally, those are topics where I and my Syracuse University School of Information Studies
colleagues focus tremendous research effort already.
These key factors or forces shaped by social and economic conditions surrounding the Future Internet –
wireless grids, Internet governance, and the chaotic educational Internet - are described in turn below, as
answers to the NSF/OECD’s questions.
This brief paper concludes with suggestions for the U.S. National Science Foundation and the Organization
for Economic Cooperation and Development and its member states to take into consideration at the
national and international level, to ensure the Internet’s continued development for the social and economic
benefit of all of us.
Encouraging Interoperability of technologies and applications
Open Communication Policy
As previously distinct industries such as broadcasting and traditional telecommunications converge on the
Internet, what principles could best guide policy-makers and regulators?
The principle of ‘open-ness’ is THE defining characteristic of the Internet itself, and is reflected in actions,
standards and protocols at many levels. Open, interoperable systems are critical for the delivery of
services and content across the Future Internet and will be the most innovative. This does not mean
however that proprietary and/or closed technologies and sub-systems have no place in the future Internet,
quite the contrary.
Because of its significance to the Internet, and in this day age to the global economy, a high level political
signal of support for openness, or in general the interoperability of technologies and applications, I would
argue, is long overdue. Rhetorically we hear supportive sounds from policymakers, but the level of
explicit public and political support for openness and interoperability and applications.
What it does mean however, is that as an overarching policy principle, an Open Communications Policy, is
most appropriate for governments, industry, and users. The implicit openness to innovation and change,
and the explicit support of open systems such as the Internet in principle, provides guidance to industry and
citizens globally.
Having said that, some relevant issues, such as the specific applications future Internet users will prefer,
are of course difficult if not impossible to predict in detail, and an Open Communications Policy
framework will provide admittedly only limited guidance to policymakers.
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My prior research and writing on Open Communications Policy (see ‘The Gordian Knot: Policitical
Gridlock on the Information Highway’ has now extended to work with governments in the Caribbean,
whom I have persuaded to consider adoption of open communication policy as a defining model for the
future. Work is ongoing, but the Caribbean’s role as an incubator of an alternative policy model
exemplifies the benefits of the Internet’s global connectivity.
Could making the Internet more complex impact the Internet’s openness and role as a driver of innovation
and economic growth?
Of course the answer is yes; therefore it is imperative that even as the Internet and the markets enabled by
the Internet grow in complexity, a countervailing movement towards increased simplicity also gather force.
The wireless grid holds that promise of ease and simplicity for the user, while similarly allowing
developers to write code to a new, very simple, abstraction layer, for the sharing of resources on and off
the Internet. These are questions I have addressed in prior academic articles, for example in IEEE Internet
Computing, and have sought to operationalize through my founding of the Wireless Grids Corporation.
Wireless Grids
The NSF and OECD ask: “Wireless sensor networks are expected to create significant productivity in
supply chains. What are the challenges for integrating commercial and non-commercial wireless networks
with the Internet? Conducting societal risk assessments of possible impacts of mobile wireless and sensor
networks and taking responsibility: Once benefit/risk assessments have been performed, how can all
participants, as appropriate to their role, assume responsibility?”
Wireless sensor networks, and wireless networks in general, are playing a tremendously significant role for
consumer and business uses of the Internet. It is certainly critical that the concomitant risks be assessed,
and to the extent possible mitigated in advance. But the focus of these questions is misplaced, as sensor
networks will be just one more input source into wireless grids which can span and integrate – interoperate – multiple sensor networks as well as other wired and wireless networks. There is no question that
wireless and wired sensor networks will be increasingly ubiquitous, pervasive, and economically valuable.
But the sensor networks themselves are significant but relatively dumb, low bit rate data pipes. The
interesting socio-economic-technical challenges are therefore about the dynamic inter-operation,
integration, and dis-integration of networks, applications, and users, in real time.
Wireless grids are not always wireless, and do not conform to the common definition of a grid as a metanetwork for sharing computational resources. Rather, wireless grids are an emerging abstraction layer,
above and beyond the Internet and the web, wherein many user applications will reside. Hardware,
software, and content is all equally accessible and tradeable across the wireless grid. The concepts of
virtual machines, peer to peer computing, software radio, web services and web 2.0 technologies.
Wireless grids are new social gatherings of people, content, software, devices and networks. Understanding
of user experience on and off the grid will be critical. Hence people and their machines will have a deeper
and mare variegated experience set than is presently the case. Even as the deepening integration of
Internet infrastructure into daily life heightens our inherent social vulnerability from reliance on the
Internet’s ‘best effort’ – which usually is more than good enough.
The good news then is users will control more easily their own stuff on their own machines. The bad news
is the future risks and threats can be still more devastating, as the future hackers and Internet criminals
crash not only your computer, but also your TV, your lights, your home – your life.
These issues will require careful study and analysis as early commercial and experimental wireless grids
emerge over the coming years.
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Internet Governance and Privacy by Design
The NSF and OECD ask: “Ensuring ‘privacy by design’: Can research help in reconciling the conflict
between sharing personal information and safeguarding individual rights, in particular the right to privacy
and the protection of personal data? Can technical solutions help move forward with issues such as
Whois?”
The newest UN institution, the Internet Governance Forum, met in Athens fall 2006. The meeting was by
all accounts a tremendous success, from the point of view of advanced and developing nations alike, as
well as civil society and the business community. The IGF as it is now known, has no decision-making
authority, so could be dismissed as just another ‘talk shop.’
However, it is clear that it is much more than that, it is the forum where critical technical, policy,
economic, business, legal and social issues surrounding the global Internet.
Therefore the specific issue in this setting, building in and protecting privacy by design, was naturally on
the table there, and I expect will be frequently discussed in the future.
Will the challenge be resolved in a way that will enhance privacy from the start?
Maybe, maybe not.
On the one hand, some of the same mechanisms that will enhance privacy may also in certain use settings
create a substantial new risk, so truly doing ‘privacy by design’ is much harder than it sounds: privacy for
whom, when, in which use case. What risks to other’s privacy are created by my own efforts to protect my
privacy?
Further, we may ask: what is privacy, in an era of pervasive computing, ubiquitous networks, and mobile
devices that always know where you are – by design. Social attitudes towards privacy may be changing, as
the popular assumption appears to be that privacy has already been irrevocably eroded. Has it? Conscious
design for the future taking account of privacy is nonetheless the way to go.
Another Problem: The Chaotic Educational Internet
There is no question that the chaotic educational Internet is a major problem for students of all ages. The
problem is not that the Internet is not useful for academic research, whether at the collegiate or elementary
school level. Of course it is, after all the original designers were academics and the first thing they did it
was use it for their own research. But how to integrate Internet into education and training at all levels?
Incoherent school Internet technology and policy is however a serious problem. How can the average
classroom teacher hope to keep up with the ongoing changes in Internet technologies, never mind changing
policies and a plethora of Internet content, which changes daily in real-time? What form of pedagogy
works for the student, and for the ‘instructor’?
On one hand Internet as educational infrastructure is relatively stable, and many students are enrolled in
courses which are offered in whole or in part across the Internet. By that metric, the Internet is already a
huge success for educators, as exemplified by my own School of Information Studies and its many distance
education programs, including innovative consortia across institutions which would be practical if at all
possible in the absence of the Internet.
So is there a problem and if so, is there a solution?
Digital Library Islands
Yes – the National Science Foundation and other agencies in the United States, and similar bodies
elsewhere, have been supportive of the creation of Digital Library Islands – more commonly known just as
digital libraries. The continued support and further development of curricular materials for use in schools
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and at home, or wherever, is something where governments can play a constructive role. Expecting the
classroom teacher to spend many hours each day trolling the Internet randomly for pedagogically
appropriate and truthful content, is just not going to happen.
Suggestions for NSF and OECD
Certainly there is a need for the NSF to support forward-looking research on ‘greenfield’ as well as more
incremental and focused research, at the technical as well as social and economic aspects of the Internet.
Thinking ‘way outside the box’ is what is needed. And new types of research facilities will certainly be
required for future research. The Global Environment for Network Innovations (GENI) will be a very
significant research facility. I prefer Grid Environment for Network Innovations.
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Michelle O’NEILL, The Shrinking Globe – How the Internet has Brought us Together
What can the international community do to protect the integrity of the Internet while facilitating ecommerce and global trade?
The OECD’s Committee on Information, Computer and Communications Policy, working with partners
such as the National Science Foundation’s Global Environment for Network Innovations (GENI), plays an
important role in identifying policies that assist countries and companies in protecting today’s Internet and
in laying the foundation for tomorrow’s global networks. Governmental institutions, the private sector and
civil society all have a role to play in determining how this highly evolved communication tool will further
influence our society and how we live. The Internet’s promise as an engine of growth is jeopardized by
imperfect security protocols, unauthorized access to personal information, and on-line criminal activity.
How governments address these and other issues will have a significant impact on the Internet’s future
power and potential for growth.
Some of the challenges governments face in sustaining the Internet’s integrity and promise include
network security attacks and data privacy breaches. The OECD serves as a neutral platform for
governments to debate issues and seek common ground on Internet-related policies. Such efforts foster
cooperation on several fronts including regional and global cooperation to find and prosecute criminal
activity. The OECD also provides a valuable mechanism to link business, academic, and civil society
interests in order to find the best possible ways to protect the Internet’s integrity while at the same time
balancing diverse interests. The advent of global communications necessitates cooperation among all
concerned parties to cooperate and use many instruments -- including policy guidance, technical solutions,
educational campaigns, and enforcement measures -- to combat online fraud, identity theft, and other
threats yet to emerge.
Several examples of the OECD’s valuable work on these issues include the 2006 Anti-Spam Toolkit, the
2002 Security Guidelines, the 1980 Privacy Guidelines, and ongoing work on identity management. The
Anti-Spam toolkit consists of three key elements: (1) increased public awareness raising of the potential
dangers of spam, (2) continued development of technical solutions to fight spammers, and (3) improved
enforcement cooperation to enhance or implement local and international laws to prevent and stop spam.
In its 2006 Spam Trends Report, Commtouch noted that spammers used millions of broadband connected
computers to drive a 30% increase in spam. Spam is still a serious challenge to Internet users.
The OECD set a precedent in 1980 with its guidelines to protect privacy, and APEC established a solid
privacy framework in 2004. Both are considered groundbreaking policy initiatives exemplifying regional
cooperation on major issues impacting the growth of the Internet. They serve as primary references used
by governments, civil society, corporations and the legal community to craft regional and country-specific
privacy frameworks. In 2002, the OECD called for a new culture of security and revised its Security
Guidelines to focus on increased awareness and protection of information systems and networks.
Currently, the OECD is researching how governments and businesses can securely identify and
authenticate users online while respecting privacy, and a workshop on identity management is planned for
May 2006 in Norway.
Current Challenges to the Online Environment
The Internet has facilitated a convergence of technologies and applications that enables it to be accessed
from anywhere, anytime, and from an increasing variety of devices. Companies continue to develop new
applications and devices at breakneck speed. These are exciting developments that enable us all to
communicate and conduct Internet transactions faster than ever. Unfortunately, this unprecedented
accessibility paves the way for criminals to exploit the weaknesses inherent in open systems and networks.
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It has become clear to policy makers, enforcement officials and corporate executives alike that there is no
one single challenge to the future of the Internet – though security and privacy are both key factors.
Although OECD member countries treat security and privacy differently, all agree on the need to protect
personal and business assets from intrusion and theft.
Security threats to the Internet are increasing. According to the 2006 Threat Report and 2007 Forecast of
Trend Micro, a security software company, digital threats have increased by 163 percent and Web-based
threats have increased by almost 15 percent in the past year. Spyware and adware are heightened, and
some of it is evolving into malware. Gartner forecasts that by the end of 2007, 75 percent of enterprises
will be infected with undetected, financially motivated, targeted malware that evaded their traditional
perimeter and host defenses. Trend Micro reports that on average, more than two-million different pieces
of spam flood the Internet each month and more than 140,000 bots are flagged each month, which
generates even higher amounts of individual spam messages. Without sufficient risk awareness, and safer
online behavior, the future of the Internet could be in question. On privacy, there have been several highprofile compromises of personal information around the world. As a result, in the United States, industry
and government have increased efforts to protect how personal information is stored, transmitted and used.
The International Trade Administration’s (ITA) Role
The Commerce Department is a champion of innovation and encourages the development of technologies
and policies to protect personal information and curb harmful network intrusions. ITA is a bureau of the
Commerce Department, which seeks to promote overall trade and investment by strengthening industry
competitiveness at home and abroad, and works to ensure fair trade practices. ITA views the Internet as a
major contributor to information and communications technology (ICT) growth across sectors, and
dedicates resources to research and export analysis of the ICT industry, and supports a formal high-tech
trade advisory committee.
In support of the President's trade and competitiveness agenda to develop stronger public-private
partnerships, ITA strives to build effective coalitions and ensure that organizations are communicating
about threats and cooperating where possible to avoid creating loopholes for rogue players to exploit. A
recent example was ITA’s market development cooperator grant with the Better Business Bureau Online
(BBBOnline) to promote trust online.
ITA places a high priority on its role in the OECD Working Party on Information Security and Privacy
where we seek consensus on policy guidance to support an accessible and safe Internet, utilizing globally
agreed to approaches to privacy and security. ITA also plays a leading role in the Asia Pacific Economic
Cooperation (APEC) Electronic Commerce Steering Group and encourages multilateral collaboration to
further the goals of global cooperation on Internet policies.
Cooperation to Foster a Safer Internet
Following are some examples of work being done in the United States and international fora outside of the
OECD to promote a safer Internet:
U.S. Efforts to Protect Personally Identifiable Information. To realize the Internet’s promise to
contribute to economic growth, the United States has made preserving the Internet’s integrity a top priority.
In May 2006, President Bush established an Identity Theft Taskforce. Secretary of Commerce Carlos
Gutierrez is a member of the Taskforce. The Taskforce has issued interim recommendations on identity
theft prevention and how to improve government handling of sensitive personal data, authentication
methods, victim assistance, and law enforcement. The Federal Trade Commission will host a workshop on
authentication and identity theft in April to further explore solutions.
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U.S. SAFE WEB ACT: On December 22, 2006, the President signed in to law the US SAFE
WEB ACT, which will better enable the United States and our foreign counterparts to cooperate effectively
to combat spam, spyware, and Internet fraud and deception. The US SAFE WEB Act aims to protect
consumers from cross-border fraud and deception by broadening reciprocal information sharing and
investigative cooperation across borders.
U.S.-EU Safe Harbor: The Department of Commerce leads the Administration’s efforts to
implement the U.S. – EU Safe Harbor Framework, which allows U.S. companies to meet the requirements
of the EU’s Directive on Data Protection when transferring personal data across the Atlantic. This is
critical because it ensures lawful and uninterrupted transfers of personal information worth billions of
dollars.
Council of Europe Convention on Cybercrime (CoC): The Council of Europe’s Convention on
Cybercrime, ratified by the United States in 2006, seeks a common international policy to protect society
from cybercrime, by investigating and prosecuting criminals. The Convention fosters a step in the right
direction for law enforcement cooperation against phishing, hacking, zombies, identity fraud and other
threats to the Internet and e-commerce.
Computer Emergency Response Teams (CERTs): To combat security challenges, CERTs around
the world are working hard to protect Internet related infrastructures, and their efforts should be
coordinated and supported. The Department of Homeland Security created the United States Computer
Emergency Readiness Team in September 2003 to protect the nation’s Internet infrastructure by
coordinating defense against and response to cyber attacks with Federal agencies, the private sector, the
research community, State and local governments, and international entities.
Ideas for Future Action
In conclusion, here are some additional steps the international community should consider to strengthen the
Internet’s integrity, enhance security, and facilitate global access to information.
Review the Convention on Cybercrime in partnership with the private sector with a view towards
implementation.
Educate users on Internet best practices as well as online threats; what to look for, what to avoid, and how
to fix it if it goes wrong.
Create educational programs geared towards business needs that factor in (1) the responsibilities of all
stakeholders, (2) cross-border cooperation and (3) the development of improved technical solutions to
protect privacy and security.
Support industry innovation to create and improve technical solutions; do not stifle developments with
burdensome or undue regulations.
Continue multilateral and bilateral cooperation to craft and implement policies designed to offer
protections against online threats and prosecute rogue operators.
Encourage voluntary adoption of relevant guidelines published by the OECD and APEC on privacy,
security, and spam, as well as related best practices published by government, industry and civil society.
Initiate public-private partnerships to build trust in online transactions.
Offer technical assistance programs to develop legal frameworks which combat on-line fraud.
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Bruce SCHNEIER, Information Security and Externalities
http://www.schneier.com/essay-150.html
ENISA (European Network and Information Security Agency) Quarterly [PDF]
This essay is an update of “Information security: How liable should vendors be?”, Computerworld,
October 28, 2004.
Information insecurity is costing us billions. There are many different ways in which we pay for
information insecurity. We pay for it in theft, such as information theft, financial theft and theft of service.
We pay for it in productivity loss, both when networks stop functioning and in the dozens of minor security
inconveniences we all have to endure on a daily basis. We pay for it when we have to buy security
products and services to reduce those other two losses. We pay for the lack of security, year after year.
Fundamentally, the issue is insecure software. It is a result of bad design, poorly implemented features,
inadequate testing and security vulnerabilities from software bugs. The money we spend on security is to
deal with the myriad effects of insecure software. Unfortunately, the money spent does not improve the
security of that software. We are paying to mitigate the risk rather than fix the problem.
The only way to fix the problem is for vendors to improve their software. They need to design security in
their products from the start and not as an add-on feature. Software vendors need also to institute good
security practices and improve the overall quality of their products. But they will not do this until it is in
their financial best interests to do so. And so far, it is not.
The reason is easy to explain. In a capitalist society, businesses are profit-making ventures, so they make
decisions based on both short- and long-term profitability. This holds true for decisions about product
features and sale prices, but it also holds true for software. Vendors try to balance the costs of more secure
software – extra developers, fewer features, longer time to market – against the costs of insecure software:
expense to patch, occasional bad press, potential loss of sales.
So far, so good. But what the vendors do not look at is the total costs of insecure software; they only look
at what insecure software costs them. And because of that, they miss a lot of the costs: all the money we,
the software product buyers, are spending on security. In economics, this is known as an externality: the
cost of a decision that is borne by people other than those taking the decision.
Normally, you would expect users to respond by favouring secure products over insecure products – after
all, users are also making their buying decisions based on the same capitalist model. Unfortunately, that is
not generally possible. In some cases software monopolies limit the available product choice; in other
cases, the ‘lock-in effect’ created by proprietary file formats or existing infrastructure or compatibility
requirements makes it harder to switch; and in still other cases, none of the competing companies have
made security a differentiating characteristic. In all cases, it is hard for an average buyer to distinguish a
truly secure product from an insecure product with a ‘trust us’ marketing campaign.
Because of all these factors, there are no real consequences to the vendors for having insecure or lowquality software. Even worse, the marketplace often rewards low quality. More precisely, it rewards
additional features and timely release dates, even if they come at the expense of quality. The result is what
we have all witnessed: insecure software. Companies find that it is cheaper to weather the occasional press
storm, spend money on PR campaigns touting good security and fix public problems after the fact, than to
design security in from the beginning.
And so the externality remains…
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If we expect software vendors to reduce features, lengthen development cycles and invest in secure
software development processes, it needs to be in their financial best interests to do so. If we expect
corporations to spend significant resources on their own network security – especially the security of their
customers – it also needs to be in their financial best interests.
Liability law is one way to make it in those organisations’ best interests. If end users could sue software
manufacturers for product defects, then the cost of those defects to the software manufacturers would rise.
Manufacturers would then pay the true economic cost for poor software, and not just a piece of it. So when
they balance the cost of making their software secure versus the cost of leaving their software insecure,
there would be more costs on the latter side. This would provide an incentive for them to make their
software more secure.
Basically, we have to tweak the risk equation in such a way that the Chief Executive Officer (CEO) of a
company cares about actually fixing the problem – and putting pressure on the balance sheet is the best
way to do that. Security is risk management; liability fiddles with the risk equation.
Clearly, liability is not all or nothing. There are many parties involved in a typical software attack. The list
includes:
·

the company that sold the software with the vulnerability in the first place

·

the person who wrote the attack tool

·

the attacker himself, who used the tool to break into a network

·

and finally, the owner of the network, who was entrusted with defending that network.

100% of the liability should not fall on the shoulders of the software vendor, just as 100% should not fall
on the attacker or the network owner. But today, 100% of the cost falls directly on the network owner, and
that just has to stop.
Certainly, making software more secure will cost money, and manufacturers will have to pass those costs
on to users in the form of higher prices. But users are already paying extra costs for insecure software:
costs of third-party security products, costs of consultants and security services companies, direct and
indirect costs of losses. But as long as one is going to pay anyway, it would be better to pay to fix the
problem. Forcing the software vendor to pay to fix the problem and then passing those costs on to users
means that the actual problem might get fixed.
Liability changes everything. Currently, there is no reason for a software company not to offer feature after
feature after feature, without any regard to security. Liability forces software companies to think twice
before changing something. Liability forces companies to protect the data they are entrusted with. Liability
means that those in the best position to fix the problem are actually responsible for the problem.
Information security is not a technological problem. It is an economics problem. And the way to improve
information security is to fix the economics problem. If this is done, companies will come up with the right
technological solutions that vendors will happily implement. Fail to solve the economics problem, and
vendors will not bother implementing or researching any security technologies, regardless of how effective
they are.
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Richard SIMPSON, The Role of Government in the Global Network Economy
How do different governments view their role in balancing the needs and interests of users, service
providers, industry, online content creators, and encouraging an environment that enables innovation,
investment and growth?
The Role of Government
Governments seek to accelerate their country’s transition to the network economy for the benefit of their
citizens, with due respect to the values and the cultures of the country. This requires serving multiple
stakeholder needs and ensuring that all their citizens have access to advanced telecommunications and
information infrastructures and the ability to participate in the networked economy. They do this by
creating a legal and policy environment that serves the public interest and fosters innovation, investment,
productivity and economic growth.
Canada’s public policy for the information economy has been based on an approach that:
is inclusive, participatory and enabling;
relies on multi-stakeholder partnerships and private sector initiatives; and
is trans-national in scope.
In the early 1990’s the Canadian federal government appointed the Information Highway Advisory Board
Council (IHAC) to advise on the policy measures needed to develop the Information Highway in Canada.
In addition to providing a wide range of policy recommendations, IHAC laid out a blueprint for building
an information society in Canada. The IHAC process also helped government develop a deeper
understanding of “public access”, and in turn influenced the design of pioneering programs such as the
Community Access Program and SchoolNet from 1993 to 1999.
The Canadian e-Business Initiative (CeBI) was a voluntary, private sector-led partnership that aimed to
further Canada's e-business success by focusing on productivity, leadership and innovation. CeBI helped to
create the right environment for e-business in Canada by advocating e-business adoption and use, advising
on tax and investment rules, branding strategies for Canada as a tech-savvy country, and benchmarking
Canada’s performance in the digital economy. CeBI produced a series of annual e-report cards grading
Canada's progress in SME e-business adoption.
In 2004, the Government of Canada established the Task Force on Spam to consult Canadians on how to
best achieve the objective of curtailing the growth of unsolicited commercial e-mail. The Task Force
became a catalyst for combined private and public sector initiatives which addressed aspects of the spam
threat, such as network management guidelines. Its final report, Stopping Spam: Creating a Stronger, Safer
Internet, contained a range of recommendations, including more rigorous law enforcement, public
education, policy development and legislation.
In 2005, the government appointed the Telecommunications Policy Review Panel (TPRP) to advise on the
modernization of Canada’s telecommunications policy framework. The Panel recommended that
government should rely primarily on market forces to achieve telecom policy objectives, that it use welltargeted government measures in cases where the market has failed or is likely to do so, and that
government measures be efficient and proportionate to their objectives. It recognized that federal,
provincial and municipal governments may need to continue playing a role in fostering advanced network
connectivity in areas where market forces have failed to operate effectively, as in the case of broadband
access for isolated communities. The Panel also recommended benchmarking against other countries and
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their policies to continue to reap the potential economic and social benefits of evolving communication
technologies.
During the past year government conducted multi-stakeholder consultations on framing a digital content
strategy for Canada. In recognition of existing digital content initiatives in many sectors and jurisdictions
across the country, the consensus was that a distributed strategy involving public-private partnerships for a
digital Canada could maximize Canadian content preservation and public access and use. Demands were
also made for government to provide enhanced access to content it controls or funds.
In conclusion, as a consequence of the convergence of networks and services to the Internet, the emergence
of new societal expectations and the increasing global pressures for competitiveness, governments need to
revisit their country’s legal and policy environment ever more frequently.
Trust and Confidence in a Borderless World
Privacy protection in an online marketplace that is essentially borderless represents a major public policy
challenge.
In the 1998 OECD Ministerial “Declaration on the Protection of Privacy on Global Networks”,
governments strongly endorsed the application of the OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data, issued in 1980. The guidelines are technology neutral and can be
widely used and applied in a variety of social and cultural contexts. National governments have effectively
translated the guidelines into their own legal frameworks for online privacy protection, assigning specific
responsibilities to public and private sector organizations. The Canadian approach consisted in balancing
the need for a private sector-led, self-regulatory model with e-commerce and privacy legislation that built
consumer and business confidence in the new medium. Enforcement efforts require continual
reinforcement due to conflicts of jurisdictions and rapid technological change.
Privacy in “ubiquitous societies”, brought about by pervasive computing and telecommunications, is an
even greater challenge for policy makers. Ubiquitous networking or wireless data transfer and networking
for anyone, any place and whenever, using different devices has become common place and is taken for
granted. Surveillance cameras and sensors can be anywhere, and people increasingly depend on their
always-on mobile phones with Swiss-knife functionality to keep in constant touch with others. Data trails
and data can be retained indefinitely. The OECD has undertaken a review of the applicability of its
privacy guidelines for sensor-based and linked technologies, and already some best practices and
recommendations are emerging to help the designers of sensor based networks and the organizations that
operate such networks ensure adequate privacy protection.
International Partnering
Cross-border law enforcement for online security, privacy and consumer protection depends on
governments adopting better mechanisms for international cooperation. While international legal
frameworks exist, governments need to develop effective methods for information sharing and for crossborder privacy law enforcement. Policy standards for sanctioning the misuse and abuse of the Internet are
also needed. Canada has signed several bilateral and multilateral agreements for cross-border law
enforcement cooperation, and it participates in both APEC and OECD efforts to further develop such
frameworks.
Protecting the integrity of the Internet also requires greater inter-governmental coordination. Key members
of the international community, including the United Nations, the Council of the European Union, APEC
and ASEM have recognised or used the OECD Guidelines for the Security of Information Systems and
Networks: Towards a Culture of Security (2002). Many governments have developed effective national
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policies to address information system security threats and vulnerabilities. For example, the Government of
Canada has increased its capacity to predict and prevent cyber-security attacks against its networks. It has
also set up a national task force, with public and private representation, to develop a National
Cybersecurity Strategy. At the international level, the Canadian Security Establishment maintains close
intelligence relationships with peer organizations to address critical network threats and combat
cybercrime.
In short, shaping the future of the Internet can best be achieved through multi-sector, multi-level and
multilateral international cooperation, with the support of all governments.
Electronic Commerce Branch, Industry Canada, January 2007
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Bill ST. ARNAUD, Most Significant Economic Challenge to the Future of the Internet
The Internet revolution is far from over. It seems like every day there are exciting announcements of new
applications, services and business models. Joost, Web 2.0, SOA (Service Oriented Architecture), grids,
cyber-infrastructure are just a very short list of these many new services and applications.
More importantly we are seeing an evolution of business models as a result of these new applications and
services broadly labeled as “Enterprise 2.0”. Dan Tapscott, the author of the recent book – Wikieconomics
[1] defines Enterprise 2.0 most succinctly as…
“… a defining moment in business history. We are on the threshold of a dramatic shift in the way that
firms are organized, innovate and create value. Information technology and new networked business
structures are removing the sources of friction in our economy... A new breed of open, networked
organization-the Enterprise 2.0-is emerging.
... Collaboration is the new foundation [of this new paradigm]... Normally the term collaboration conjures
up images of office workers interacting effectively together. But the concept is changing. By
"collaboration" we mean the increasing richness of means by which objects (things, people and firms) can
work together enhanced by the medium of the Internet. We have described this as the fundamental
transition of the Internet from being a communications platform to a computation platform.”
In the rapidly changing economic scene of globalization and emergence of manufacturing super powers
such as China and India, a new economic and business paradigm such as Enterprise 2.0 is needed if we
want to maintain our standard of living and national wealth.
At the macro economic level some people have coined this new emerging economic paradigm as the
“Wealth of Networks” in tribute to Adam Smith’s pioneering work “The Wealth of Nations” which defined
the modern economy as we know it today.
It is too early to say whether networks and Enterprise 2.0 will have the same major transformative effect as
were enabled by the critical economic infrastructures in Adam Smith’s time but the impact will be
significant nevertheless.
Just as the steamship, railway and modern roads were fundamental to the last major economic
transformation of 19th and 20th centuries as witnessed by Adam Smith, we must ask the fundamental
question of whether today’s fundamental infrastructure – the network - is up to the task to meet the
challenges of Enterprise 2.0 and the Wealth of Networks?
The current last mile infrastructure is over 50 years old for cable TV and well over 100 years old for
telephony. Both infrastructures were built and optimized for a single application. In the case of cable TV
it was distribution of over the air TV channels and for telephony it was for making telephone calls. Over
the years many new technologies have been adopted to this infrastructure, in particular, to support high
speed Internet to give it capabilities well beyond the designer’s original intent. But the topology and basic
branch and leaf architecture remain fundamentally unchanged.
If we are to enjoy the benefits of the Wealth of Networks and the new business paradigm of Enterprise 2.0,
then not only is ongoing research required into new network protocols and applications as we move from
channels to platforms, but new last mile technologies and business models need to be developed as well.
Video over the Internet is likely to be the next big thing as content providers attempt to bypass the cable
companies in reaching the end customers. In addition new markets of video delivery such as user generated
video like YouTube and Joost will be a burgeoning market. Low cost connectivity as opposed to content
will likely be the big economic driver.
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A good example of this new type of things is a recent report published by a well known Wall Street
Analyst firm -Bernstein Research [2]. Their report claims that the economics of providing dumb pipes to
customers is better than traditional video services offered by cable companies. Their analysis shows claim
if cable operators chose to be effectively relegated to "dumb pipe" status providing raw connectivity
without participation in intellectual property upside from the delivery of video service that the financial
metrics are actually better than their current business today. In this scenario revenues would decline
significantly, but operating expenses would fall more significantly. Capital employed in the business would
also fall sharply yielding much higher ROI and ROE.
The Bernstein Report also argues that a "third network" delivery mechanism (WiFi, 3G, BPL, etc) is very
unlikely if video file distribution becomes one of the major applications on the Internet.
In Canada, we have reached similar conclusions where raw connectivity is far more important then
managed services from a carrier. Almost a decade ago we introduced the concept of condominium and
customer owned fiber networks which radically reduces the cost of Internet connectivity for business,
schools, hospitals and universities.[3]
Condominium fiber networks operate on the same principle of condominium apartment buildings where
individual organizations own their separate strands of fiber within a large fiber optic cable. Specialized
condominium fiber construction companies build and maintain the fiber cable. There are many companies
[4] around the world who specialize in this type of business. CANARIE, in partnership with its research
and business partners has also extended the concept of customer and controlled networks to long haul
optical networks and other facilities through a technology called User Controlled LightPaths (UCLP) [5].
We are now hoping to extend this business model to the last mile. CANARIE is working with a couple
condominium fiber construction companies to identify new fiber to the home (FTTH) construction
techniques and business models to provide raw connectivity to home owners that does not restrict them to
the current service offerings of the telephone and cable companies.
To address the problem of challenges of developing a FTTH business case, especially in existing housing
developments (brownfields), the condominium fiber contractors are in discussion with several/gas electric
companies on a more novel business case to market and sell the fiber.
The basic concept is to bundle FTTH as a premium on a customer's energy or gas bill. If the consumer
reduces their energy consumption, (the higher cost per kwh because of the broadband premium would
serve as an economic incentive to reduce consumption) then they may end up with free broadband and the
added of benefit of lower reduced green house gases. We have nicknamed it "Green broadband" or "Al
Gore broadband"! As well additional revenues can be made in brokering CO2 credits because of telecommuting, and other energy saving ideas.
The energy retailers make money on the arbitrage of the power and selling carbon emission credits. The
FTTH raw connectivity is a loss leader. There is a hell of lot more money to be made on power arbitrage
trading and carbon emission credits then there ever will be with broadband.
Ultimately broadband services and the next generation of the Internet are likely to be free. We are already
seeing this in some jurisdictions with companies like Inuk and Sky (in partnership with Google) offer
telephony, free broadband (up to 2 Mbps) and free cable TV. They make their money by selling eyeballs
to the traditional over the air broadcasters.[6]
The new exciting Joost announcement from the people who developed Skype and Kazaa is another good
example of this approach. They promise to offer far fewer TV commercials with their service, but their real
strength is a backend ad engine that can pinpoint viewers by location, time of day, viewing habits, and
opt-in profile information to serve up a perfect advertisements. In theory, that kind of control will make the
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network much more valuable to advertisers. This offers advertisers targeting they've never dreamed about
in the TV world.
If broadband services like telephony and cable are going to be free, the challenge then is to find a way to
build out and pay for the infrastructure. This is why new business models and architectures such as user
owned and controlled optical networks are important - you don’t want to be in the business of maintaining
service level agreements for services that are free or have high operational costs. The traditional approach
for justifying FTTH is to deliver "premium" services, or services delivered through a QoS channel to
extract additional revenue (and thereby create non-neutral networks). But if the services are free it is going
to be hard to extract that revenue to justify the cost of the network build out.
Governments have a critical role to play to ensure funding is provided to research programs to build the
new Internet network modalities. But just as importantly governments should encourage businesses and
entrepreneurs to explore new business models and architectures that will enable this new economy based
on the Wealth of Networks. But we do not believe this means that governments (at any level) should own
or operate networks, or place conditions on the operation of networks such as network neutrality
provisions. However, they should enable a level playing field by ensuring that the passive infrastructure
such as poles, conduit and messenger wires are accessible to all.
[1] http://www.newparadigm.com/
[2] http://www.bernsteinresearch.com/
[3] http://lists.canarie.ca/pipermail/news/2006/000359.html
[4] http://lists.canarie.ca/pipermail/news/2006/000338.html
[5] www.uclp.ca
[6] www.inuknetworks.com
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Paul TWOMEY, Effect of Multilingualism on the Internet, International Issues that Affect How
Governments and Economies Address Issues Relating to a Global Infrastructure
Dr. Paul Twomey, President and Chief Executive Officer Internet Corporation for Assigned Names and
Numbers
Overview
The term “multilingualism” in the context of the Internet relates primarily to two areas: multilingual online
content, and access to such content by the use of domain names that include non-ASCII characters (called
internationalised domain names, or IDNs) in the Internet’s unique identifier system (in particular, the
domain name system, or DNS). ICANN is responsible for the global coordination of the Internet’s system
of unique identifiers. These include domain names—the names under.org and .museum and under country
codes such as.uk—as well as the addresses used in a variety of Internet protocols. An example of a domain
name is www.icann.org.
The IDNs are available for use at the second level of the domain name system in a multitude of non-ASCII
scripts, including right-to-left scripts, Arabic being the most widespread. They also include languages
based on non-alphabetic scripts, of which the largest contemporary language is Mandarin Chinese. ICANN
is actively involved in the efforts to make these IDNs available at the top level—that is, so that the entire
domain name is rendered in local language characters.
Currently, only about 35 percent of all Internet users are native English speakers, although English
websites continue to dominate, with approximately 68 percent of all sites readable only in English. About
two-thirds of English-language sites are devoted to e-commerce, and fully half of those still originate in
North America. Altogether, e-commerce sites accounted for nearly US$2.4 trillion in business worldwide
in 2006. Once much higher, these numbers have gone through a natural realignment as Internet use
continues to expand geographically. Thus, multilingual content is critical to the Internet’s continued
evolution and use by people from all linguistic backgrounds.
Naturally, people are more comfortable reading the languages and writing the scripts they find most
familiar. It follows that the promise of content on the Internet in a preferred language generates increased
local interest and use. A multilingual Internet will enhance the local Internet experience in large regions of
the world by enabling people to share and access information or use services offered in their own
languages. A modern Internet will also be the impetus behind the growth of translation services and instant
translators such as the ones provided by Google. These facilities are essential to preventing a multilingual
Internet from becoming the infrastructure of a modern Tower of Babel.
Obviously, information available in different languages can enrich awareness about myriad cultures, foster
appreciation of diversity, and perhaps, inspire greater respect and curiosity and decrease fear or animosity
towards an unknown.
Before people around the world can enjoy this experience, however, many political, policy, cost, and
technology issues remain to be resolved through collaboration among Internet stakeholders in all these
realms.
Policy and Political Concerns
For multilingual content, politics and policy challenges arise in two interrelated areas. National laws and
cultural norms differ on what is considered acceptable content, and this directly impacts the kinds of
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content that can be generated for use on the Internet. While some regions offer little governmental
intervention, others have much more restrictive policies governing both content and access to such content.
In all cases, a nation may wish to raise awareness of the importance of generating information in local
languages in order to encourage greater multilingual Internet content and use. For example, the
government of India recently launched a countrywide campaign to encourage its more than one billion
citizens to generate Internet content in many of its 22 official languages. As part of this campaign, it is
providing CDs free of charge that contain instructions for generating content. UNESCO has also launched
similar initiatives in many countries, as is seeing considerable success.
Both developed and developing nations are becoming increasingly reliant on the Internet as a unique and
essential tool with which to communicate, to conduct business, and to store and transmit data. Prudent
political and policy actions affecting this single, globally interoperable medium will continue to lead
towards innovations in commerce and communication, and in our social lives.
How can multilingualism and the fact that many people worldwide do not use ASCII scripts be taken
into account in the design of a future infrastructure?
Born of a 1960s-era project focused on U.S. defense, the original domain name system was based on the
ASCII character sets: the 26 letters a to z, the 10 numerals 0 to 9, and the hyphen. No one could have
foreseen that the domain name system would evolve into its present form or that the ASCII characters
alone would be far too limited, especially in light of today’s demands for global accessibility in localised
scripts.
Driven by the geographic increase in the use of the Internet, the need to deploy internationalised top-level
names has emerged in tandem with other internationalisation efforts. At present, we are witnessing a pushpull dynamic between politics and technology in the implementation of IDNs, with policy issues adding a
further layer of complications.
The governments of many countries continue to push towards the deployment of internationalised top level
names to ensure continued global interoperability of the Internet’s unique identifier system in certain
regions. Technology developers are taking a more deliberate approach that involves rigorous testing at
each level of the system to ensure operational stability and to guard against fragmentation of the Internet.
The challenge facing all three of these drivers—political momentum, technological feasibility, and policy
making—is to ensure that the implementation of IDNs takes place in a manner that does not jeopardise the
Internet’s continued stable, secure, and global interoperability. An unstable Internet serves no region’s
interests and could conceivably lead to fragmentation of the Internet.
The technology community has made significant gains in recent years. IDNs at the second level of a
domain name have been available in test beds since 2001 and in production since 2003. Since then,
ICANN has been actively involved in the efforts to move IDN deployment at the top level forward at the
fastest pace possible.
In 2003, ICANN and leading IDN registries such as cn, info, jp, org, and tw announced the commencement
of global deployment of IDNs in second level domains.
Early in 2004, ICANN approved a preliminary set of procedures to improve the mechanisms for
transferring IDNs between registrars. ICANN also hosted the first of many IDN workshops in Kuala
Lumpur and in Cape Town, South Africa.
During 2005, ICANN released a statement regarding IDN homograph concerns and published a formal call
for papers concerning deployment of internationalised top level domains. That year also saw the
refinement of IDN implementation guidelines to reflect the experience gained during implementation
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testing. The final revision focussed on eliminating spoofing between labels; that is, the use of confusingly
similar looking characters.
In 2006, ICANN and its Generic Names Supporting Organisation (GNSO) worked to develop policies for
the introduction of IDNs. ICANN also engaged Autonomica AB to develop, conduct, and report on the
results of laboratory testing. The laboratory technical tests of the viability of internationalised top level
names and the effect they may have on the DNS are being done before insertion of such labels in the root
servers. The laboratory test focuses solely on a replicate that is as close as possible to the server software
of the various root servers. As such it does not incorporate the end-user perspective or a live root test.
The test design was finalised in December of 2006 and the test results are imminent. Autonomica also
performed a successful feasibility test that same month.
IDN technical tests are divided into two phases, of which the first—laboratory testing to demonstrate root
software and resolver stability—is well under way, as mentioned earlier. The second phase will focus on
replication of the laboratory test but will be performed in the live root system.
Also in 2006, the Internet Engineering Task Force (IETF) began a review of the IDN protocol first
developed in 2003. This review was initiated to enable the use of the additional characters that are entered
in Unicode to be available in IDNs. In addition, the protocol is being reviewed for any necessary changes
based on the implementation experience over the past few years.
The outcome of all this coordinated effort will be internationalised top level domain names that finally
make entire domain names available in local scripts. However, the http:// portion will remain in ASCII, as
this is the protocol prefix and cannot be changed.
What is the ICANN community’s position on multilingualism?
Among ICANN’s core values are preserving and enhancing the operational stability, reliability, security,
and global interoperability of the Internet while respecting the creativity, innovation, and flow of
information made possible by the Internet. These goals can only be met by limiting ICANN’s activities to
those matters within its mission requiring or significantly benefiting from global coordination.
Thus, while ICANN’s narrow mandate does not cover the content space or online content, we applaud
efforts like those of the government of India to add meaningful content in local languages. We also
applaud projects like those undertaken by UNESCO to promote the development of content on a world
scale. We also welcome regional and national efforts to expand access to that content through the
implementation of IDNs as well as through improved connectivity.
On the technical side, ICANN is committed to its responsibilities in the implementation of IDNs, including
working with the technology community on the implementation at both the second level and the top level.
The ICANN community is committed to implementing IDNs in a manner that does not place the global
interoperability of the Internet’s unique identifier system at risk. We are convinced that before IDNs can be
implemented in the root, there are many issues such as stability, intellectual property, and others that must
be resolved before we can take advantage of this advance in Internet accessibility.
ICANN’s current testing efforts are designed to demonstrate any negative impact that the insertion of
internationalised top level domain names may have on the root server system. As mentioned earlier, the
initial feasibility testing of the design of the laboratory setup was conducted in December 2006, and
showed positive results. The root zone tests to follow are expected to show equal success.
Alongside these technical initiatives, ICANN’s supporting organisations and advisory committees,
including the Generic Names Supporting Organisation (GNSO), the Country Code Names Supporting
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Organisation (ccNSO), and the Governmental Advisory Committee (GAC) are working together to
develop policies for the introduction of IDNs. The strict policy development protocols these organisations
follow are aimed at enabling ICANN to implement a process for receiving proposals from applicants
wishing to introduce new top level domains, which could be internationalised top level domains.
Conclusion
There is much work to be done as the Internet evolves, at the technical level and in resolving the
regulatory, cultural, national, and social implications surrounding every innovation. The Internet’s many
stakeholders must work together to bridge the digital divide so that the billions of potential users now
hampered by technical, practical, political, or cost considerations are assured access at the highest speeds
technically feasible.
ICANN considers it important that these broader issues receive the attention they deserve in forums suited
to address them. ICANN will do its part in the areas of its competence, but resolving the issues of
multilingualism in terms of content development and access will require the involvement of governments,
academia, the business and private sectors as well as civil society.
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Bill WOODCOCK, Instrumenting the Internet to Support the Development of Informed Policy
In the Internet’s nascence, its quantitative features were easily grasped. Traffic flowed through a single
well-instrumented backbone, the whole scope of the network was small, and it occupied a well-understood
subset of the world’s institutions. Those institutions were largely research-oriented and were populated, to
no small degree, by people whose attention was devoted to understanding the network. Concerns of
competition, customers, and finance did not exist in the private-sector sense that we would appreciate them
today. The portion of the network, which existed outside of that well-illuminated sphere, was small,
relatively easily estimated, and not terribly significant.
The privatization of the core of the network, as envisioned in the National Information Infrastructure and
carried out in the beginning of the 1990s, turned this on its head. In the years which followed, the Internet
grew through private-sector investment in commercial Internet service providers and carriers, most of
whom had little interest in instrumenting their networks beyond what was needed for immediate network
operations and capacity planning, and no interest whatsoever in sharing or publicizing that information.
Things grew even worse at the end of the decade, when the telecommunications investment bubble arrived,
and huge amounts of new capacity were added to the network in a seat-of-the-pants way, rather than based
upon measurement, needs-analysis and capacity-planning, and these new additions were completely uninstrumented. Indeed, instrumentation, which might reveal less-than-hyperbolic growth, was actively
shunned, and pseudo-scientific pronouncements about the size, growth, and importance of the Internet
strayed further and further from any substantive basis. In the wake of the crash that followed, surviving
carriers found themselves in a virtual ghost-town of overbuilt facilities, and capacity planning was the
second-to-last thing on their minds, just ahead of instrumenting their networks to gather data for capacity
planning.
In the meantime, the Internet has grown to occupy a position of criticality in the developed world, and has
thus moved to the forefront of governmental and economic policy-making consideration. We have passed
the crossing-point of the downward trend of understanding and the upward-trend of needs-to-know, and
this has left us in the most unfortunate position of having a large and unmet need for information, which
simply isn’t being collected.
Because the data in question is transient, every day that goes by is a day’s worth of data, which the world
will never have. Merely instrumenting the Internet now would be sufficient to solve the long-term
problem, since data which has at least been captured, can always be analyzed by those who come later.
That instrumentation need be neither complex nor expensive. It’s already in place in some Internet
exchange points, and all we need to do is encourage the remainder to adopt the best practices of their
industry. This would provide the information we need to assure industry and Internet users at large that
their interests are being looked after, that the magnitude of threats can be determined, that infrastructure
providers will know when to build more capacity, and that policy-makers will have the input they need to
allocate public resources.
Questions, which I propose to address:
1)

How can growth in and means of Internet resource production, and correspondence of sources
and destinations of traffic, be measured on the commercial Internet?

We propose to regularize, institutionalize, and expand the two methods which have proven most successful
to-date: documentation of IXP participation and Netflow sampling. Taken together, these two methods
provide insight into the topology of the Internet, and the size of its parts. By measuring the total volume of
traffic through an IXP, knowing who all of its participants are, and sampling the traffic of a statistically-
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significant set of those participants, one can extrapolate a floor for publicly-exchanged traffic. By
correlating IXP participation and Netflow matrixes with two of the additional datasets which we collect,
observed topology and inferred relationships, one can further begin to extrapolate the volume of Internet
traffic being generated outside the purview of IXPs.
2)

What are the benefits of greater instrumentation, understanding, and transparency to industry,
consumers, policy makers, researchers, and for the future of the Internet?

Presently, the very most basic questions about the Internet are unanswerable. How large is it? How fast is
it growing? Where is it growing? How much of the Internet’s bandwidth is produced at Internet exchange
points, and how much is produced within individual carriers? These questions are the fundamental inputs
to sound policy-making and economic planning. With answers to these questions, public-sector resources
and policy could reinforce accurately-targeted private-sector investment to maximize the growth and value
of the most critical utility of the twenty-first century. Well-informed development will increase the
reliability and speed, and decrease the cost of communications services. This in turn will lubricate the
general economic machine, and allow markets to more transparently and efficiently serve the world’s
peoples. More specifically, network service providers need accurate information to plan infrastructure
expansion; regulators need accurate information to ensure that the effects of competition are optimized;
consumers need accurate information to help them select services and have confidence in the market’s
ability to provide a reliable utility; and the academic community needs broad insight into the workings of
the network in order to make the intellectual leaps necessary to advance the state of the art. None of these
needs are presently served, because none of this information is being collected.
3)

How can the privacy concerns of individuals and industry be balanced with the information
requirements of the public sector and academia?

When new information becomes available, there is always the possibility of overshooting the mark:
releasing proprietary information to those who would abuse it, or who would take advantage of the window
of time in which the new information is not fully distributed and digested, to arbitrage their greater
knowledge to the detriment of the public, or of those who have made the new information available. In the
case of Internet traffic statistics, the principle dangers are competitive and regulatory. If overly-detailed
information about specific individual carriers finds its way into the hands of their competitors, this
information may, if it is unflattering, be used to discredit them in the marketplace, thereby disincentivising
them to make further information available. Likewise, if overly specific information makes its way into
the hands of those who would stifle growth by applying punitive use-based charges and taxes to users or
providers, the Internet would be harmed as well. It is thus critical to collect only the minimum necessary
information about traffic flows, and to aggregate the information of multiple carriers together to anonymize
it, before publication. This is the current best practice at Internet exchange points, and has proved
palatable and safe over the past fifteen years.
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Makoto YOKOZAWA, How Different Governments and Economies Address Issues Relating to a
Global Infrastructure.
USAGE TRENDS
What is the international context of the Internet?
There are two implications. Firstly, the Internet has served as a global media and has brought
borderlessness of communication, culture, economy and business in the world. This fact is relatively wellknown and will continue to exist.
On the other hand, the Ubiquitous Network, which heads to the other direction, is likely to provide the
environment to keep the culture of each region or community in the raw. The trend gives a focus on
intrinsic issues in a region together with global issues. It is found that the policy development of some
OECD countries based such a way of thinking.
It is important to have a context mutually influencing "global" and "local", which often described as
"glocal", and to design policies “glocally” with familiarity and simple structure of communication.
What are the broader social drivers for the development of “ubiquitous societies” or “pervasive
societies” across different cultures?
How to reduce digital divide, how to promote more effective use of knowledge and intellectual property
even among different cultural backgrounds, and how to secure the safe and peaceful social environment
coexisted with different values are discussed regarding the Ubiquitous Network Society. These points will
also be the factor to progress a cross-cultural society in the future of the Internet.
All the technologies have different stage in diffusion, from their early steps to the well-established form as
commodity. And all the countries or regions are on the different stage of the long developing process.
Considering the situation mentioned above, it is required to allow inconsistency or diversity over the
countries when we talk about the future of the Internet.
The strategic plan for telecommunication policies in Japan has a section to discuss "Universal
Communications", which is a conceptual policy design on how new communication technology and its
functionality requirements should look like. This includes the development of cross-cultural
communication utilizing intelligent integration of functions in the Ubiquitous Network. It is essential to go
beyond the negative aspect of cultural differences, and to encourage a beneficial mutual understanding and
innovative collaboration.
ROLE OF GOVERNMENTS AND OF INTERNATIONAL PARTNERSHIPS
How do different governments view their role in balancing the needs and interests of users, service
providers, industry, online content creators, and encouraging an environment that enables innovation,
investment and growth?
Basically and historically, applications on the network which have the power to influence personal life or
culture were formed from unrestricted mind-set of the private sectors. Recent examples are globally
expanded services such as iTune, Google, and eBay who survived from competitions and trial-and-error
process in the market.
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So the role of the government is, first of all, to take an active interest in the application development on the
government market such as e-Government etc. Secondly, it is important to make an effort to fulfill the gap
between the leading-edge research & invention and advanced technology development, so-called
"Darwinian Sea", through publicly supported fundings. Thirdly, the government should have a
coordinating function to facilitate cultural, technological, and industrial exchanges within the same field as
a national representative window. Fourthly, it is necessary to address the negative aspect of technological
industry development, which cannot be (effectively) addressed by private sector alone.
"100 challenges in the Ubiquitous Network Society", which is analyzed by Ministry of Internal Affairs and
Communications, Japan would serve as a useful reference to understand the negative aspect mentioned as
the fourth role. The paper is to reach the common understanding among involved stakeholders from
industry, government, academia and civil society, through listing thoroughly the challenges for the
governance on upcoming issues like spam mails, cyber security, or network privacy. And also this list aims
at facilitating an effective discussion among multi-stakeholders. It is an essential role to open and maintain
the visual whiteboard approach for common challenge for each government and intergovernmental
organizations.
What role for international partnerships between countries and funding agencies in developing new
architectures?
Governmental funding facilitates R&D of new architecture and also its allocation process is a significant
procedure to check, find and evaluate the overlaps of research resource. And also those process can
encourage collaborations with the developments in the other fields or technology layers.
It is adequate to carry out "C: Check" and "A: Act" of Professor Deming’s PDCA cycle on the step of
project selection for the development of new network architecture in order to check if there is a same
project in anywhere in the world or if the project only generates the limited outcome.
It is worth to consider integrating globally-harmonized evaluation procedure into it of each country, having
the respect to country-specific policies.
What role for international co-operation between countries on security, privacy and law enforcement?
It is necessary to examine which challenges cannot be addressed by a certain country alone among "100
Challenges" mentioned above. Depending on each challenge, appropriate international cooperation should
be considered.
To illustrate computer security issue as an example, it is required to cooperate among CERTs/CSIRTs in
all countries. Also it is required to support countries at early stage without corresponding organizations
with knowledge and recourses from well experienced countries.
It is a key to have discussion table for the cross-border management of “privacy” since leaks and undue
use of personal information might happen in various ways due to the difference of network use allowances
in each country.
Unification of intellectual property rules is the most important issue as well as described above. To give
iTunes case as an example, available titles differ in USA and Japan due to the difference of copyright
management, and this lead to the inconvenience of consumers.
It is required to develop a scheme enabling to reflect consumer needs in a faithful manner, with giving
priority to the convenience for customers, in order to stimulate international content distribution..
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What are the political challenges to the Internet as it has evolved?
Although there are many discussions in the field of digital democracy or freedom of speech, it is essential
to look into the success of the multi-stakeholder discussion style in the last year IGF.
Is there a role for long-term technological development in addressing some of today’s concerns in
respect to the Internet?
It is important to seek the technological solution for "100 challenges" mentioned previously.
MULTILINGUALISM
How can multilingualism and the fact that many people worldwide do not use ASCII scripts be taken
into account in the designing of a future infrastructure?
Solely considering technological aspect, there are only limited issue for the multilingualization of domain
name of the Internet. However, it is necessary to have discussion among many experts and intellectuals
including cross-cultural studies and sociologies, because it is required to solve not only the diversity of the
language code for TLD
Besides, multilingualization is definitely not the issue only for target countries or regions, but also for the
other countries in the world maintaining the cooperation and coordination with such countries.
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Jonathan ZITTRAIN, The Future of the Internet – And How to Stop It.
Introduction
I love my TiVo. I’m not the only one. U.S. Federal Communications Commissioner Michael Powell got
one for Christmas in 2002 and declared it “God’s machine.”
A lot of people share our enthusiasm for digital video recorders. Television is the overriding pastime of the
developed world – the average American consumes over four hours each day – and TiVo is a new way of
watching television. For those used to rushing home to catch a program before it starts, or fussing with
VCRs’ blinking 12:00, or enduring commercials every ten minutes – 20,000 commercials per person each
year – TiVo’s seamless ability to record favorite shows, recommend new ones, and fast forward through
commercials represents a life transformation.
Ten years before Michael Powell’s epiphany about the virtues of TiVo, ABC’s Nightline marked the
passage of new cable TV regulations with a panel on the future of television. This was 1992 – there was no
World Wide Web, and “network” still meant ABC, CBS, and NBC rather than “Internet.” Cybervisionary
George Gilder foresaw a world of wired TiVos:
Over the next decade … we’ll have supercomputers in all the nation’s homes, attached to a global fiber
optic network and this will mean that from your own living room you’ll be able to walk through the halls
of the Louvre museum in Paris or you’ll be able to watch any sports event you want to anywhere around
the world. You'll be able to feast on the archives of television programs. … In other words, the viewer will
be in control … Rather than being in charge of a scheduled series of programs, [television networks will]
provide a data base from which viewers can seek whatever programs they want when they want them.
Technology journalist Ken Auletta agreed:
What George is saying, is that you have a situation where the viewer doesn't need a middleman, just as we
lost the middleman in Eastern Europe when they overthrew bureaucracies, socialist bureaucracies there,
and as you have home shopping or home banking or books on order. Well, today the viewer can program
for themselves with that clicker and that's total liberation. So the idea of a network middleman or a large
cable company middleman is passe. And the future, increasingly, with that clicker and with technology, the
viewer will be king, will be their own programmer.
Total liberation. The fall of Communism. Viewers as kings with clickers for scepters. The talking heads of
Nightline were prescient, but their breathless aspirations for homo digitas are actually uninspired, even as
Michael Powell and I confess our own infatuation with the TiVo they saw coming. There is much to love
about TiVo, but there is also much to hate and even fear about the vision of technology that it represents.
Why such ambivalence? Because TiVo is not simply a means to watch television, it is a creature of the
television culture. While its technology is new, its uses are anything but revolutionary. It and its sleek
fellow iPods, Blackberries, Xboxes, and other twenty-first century information appliances reinforce the
idea that their users are simply consumers, that they require a technology environment with no sharp
corners to it, one whose consistency and simplicity are assured because a single entity has the opportunity
to shape and approve the way everything within that environment works. To be sure, TiVo users can feel
liberated compared to their VCR-using (or just plain TV-watching) forebears. And TiVo is perceived as
revolutionary by the suppliers of television programming, too. The fact that viewers can so easily timeshift their viewing and fast-forward through commercials jeopardizes the 55 billion dollar per year
advertising market on which free television is premised. But TiVo is reactionary at its core. The roles of
producer and viewer, established from the earliest days of television as a one-way mass medium, are
unchanged. If anything, TiVo offers content providers new power over their viewers. For example, a
broadcaster can flag a program as premium and assign it an expiration date. A little red flag will then
appear next to it in the viewer’s list of recorded programs. Try to watch the program past its expiration
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date, and the TiVo will refuse to play it. Should the makers of the box (or any government regulators of the
makers) decide, the TiVo can be automatically reprogrammed to prevent or limit fast-forwarding under
certain circumstances, or to limit its hours in use, or to report who watches FOX News and who watches
PBS. TiVos already report this information back to the TiVo mother ship; TiVo has promised not to
release it in personally identifiable form. TiVo is thus technologically very sophisticated, and it cleverly
borrows from the Internet to work its magic. TiVo’s technology is built upon free software, powerful code
that emerges through a collaborative development process involving thousands of programmers around the
world, most of whom work for the fun of working and sharing and none of whom make money from TiVo.
Embedded within TiVo is GNU/Linux, a computer operating system built and licensed to ensure that its
code remains free to be modified and passed along by anyone who encounters it. Yet the TiVo box is a
completely sealed appliance incapable of programming by anyone but TiVo. TiVo offers up a seemingly
unlimited number of channels and programs – but in a crucial respect it offers only one channel, one
activity: TiVo. The viewer’s role is to watch it. The fact is that TiVo exists only to distill existing video
from standard sources into a more concentrated form, just as 1992’s visionaries wanted. What it does, it
does to perfection – just ask those who routinely use it to subject themselves to simultaneously exhilarating
and stultifying marathon viewings of their favorite programs. But if TiVo is ever to do anything else, the
means to do it must come from TiVo itself. So what? If the users of information appliances love them, and
rush to buy them despite any limitations, what’s the problem? It might even be difficult to imagine wanting
these appliances to work any other way – after all, who would complain that a refrigerator or dishwasher or
hair dryer is too easy to use, or that it (and its accessories) emanate from a single vendor? The answers to
these questions can be found by looking at a set of competing technologies, the ways in which they have
developed, and the impact they’ve had on the people who use them – and even those who don’t. Despite
the anticipation of, and fascination with, something like TiVo, the most interesting shifts in mass
communication since 1992 have not taken place along the trajectory from TV to TiVo or telephone to
voicemail. Rather, they’ve happened literally alongside it and the other primary information carriers of that
day. The coaxial cable that carries cable television, the twisted pair copper wires providing telephone
service, and the airwaves plied by radio, television, and satellite signals – each now shares its respective
space with a generic Network that battled other powerful but less-generic networks for dominance. This
Network – the Internet – began and flourished with a completely different design and ethos from that of
television. Unlike broadcast television, satellite, cable, and telephony, the Internet’s design knows nothing
of senders or receivers, but rather simply contains “nodes,” points of presence that are equal to one
another. Its protocols assume nothing about who gains from the movement of data – neither the sender nor
the receiver alone pays for the link; the exchange of data itself is presumed to be of mutual benefit. Any
node can be a transit point where new nodes are added: you can invite a friend to join the network without
materially disrupting your own connection. When that happens, the new arrival is equal to all the others.
This ignorance of senders and receivers, and openness to additional ones, extends to content. The Internet
has been designed not to care whether it will be used to carry images or sounds or text or anything else in
particular. Its contents may be any combination of the above or something entirely different, so long as that
something can be represented by bits. The network might be carrying email one instant, instant messages
the next, then a Web page, then a bootleg of a concert, then a video stream of Times Square or Sea World
or a college lecture or someone’s dorm room – to anyone who wants to receive it. The unpredictability of
what the Internet might be carrying from one moment to the next doesn’t arise only from the fact that
anyone can join the network without permission or coordination from a central authority. It also arises
from the nature of the device most commonly used as people’s gateway to the network: the personal
computer. The PC’s design is as important to what makes the Internet special as the Internet’s own
architecture. A PC can become a cash register, or a piano, or a word processor, or a calculator, or a
telephone, or a television – or anything else that anyone can dream up, whether or not that person has a
partnership with the maker of the PC or its operating system. That’s because the PC was built, like the
Internet, to allow contribution from any quarter. The learning curve to make those contributions can be
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steep, but the kinds of market forces that commercialized radio, television, and telephone for the public at
large now appreciate the Internet’s potential, and they have gone a long way towards packaging an Internet
and PC for anyone to use and build upon, not just those with technical training. Mainstream users might
acquire a PC and Net connection for only a few purposes, but they quickly discover that they can use it for
others. The opportunity for technological innovation among nerds on the PC and the Internet facilitates
innovation among everyone else: flexible technology makes possible new configurations of content and
people. In the past fifteen years these design characteristics of the Internet and PC have provided the
foundation for a renaissance among those who are artistically, politically or socially inclined. Consider the
differences from the end of the twentieth century: Before, large-scale debates on matters of public concern
took place only within venues like Nightline or the New York Times – giving a handful of people on talk
shows seconds-long opportunities to answer questions put to them by a man wearing heavy pancake
makeup, or to place 700 words on an op-ed page, each sentence negotiated between writer and editor.
Today there is a blogosphere where people can scrutinize news photos offered by each other or Reuters or
the New York Times, spotting where they’ve been Photoshopped or miscaptioned. (Both happen with
astonishing frequency.)32 They can discuss issues in ways far more sophisticated and multilateral than a
talk show or letters-to-the-editor page. What emerges from these interactions now helps set the agenda and
substance for Nightline and the New York Times.33
Before, large-scale political awareness and participation took place through 30-second commercials,
centrally orchestrated rallies, or the occasional spontaneous riot. Public dissatisfaction with elected
officials was gleaned through professional polling or coordinated call or letter-writing campaigns to
Congressional offices – often guided by operatives from affected industries. Today there are video hosting
and search services where people share their political views, petty gripes, and romantic woes. Some
contributors achieve higher ratings than the average cable news network. A music swapping service allows
musicians to collaborate on songwriting without having met. Wikipedia, an encyclopedia that’s consulted
by far more people than Britannica, can be edited by anyone in the world in nearly any language. (At last
count there were 229 separate language versions, including Klingon.) Web sites like Meetup and
Pledgebank facilitate collective action on political and social matters, including helping to coordinate
meetings and rallies in real space. Video sharing sites have in their most-viewed lineups an astounding
range of user-submitted (if not always user-created) videos, and some of them affect the political discourse.
Next to cats flushing toilets and anime music videos, one can find key moments and gaffes from press
conferences, interviews, and daily conflicts – including angry bus passengers, scenes from war zones, and
the grainy mobile phone footage of the execution of Saddam Hussein. Some are drawn from television,
others from mobile phone cameras.
Thanks to these innovations, if you ask anyone under 25 about TiVo and you’ll more likely earn a shrug
than a Biblical comparison. Television is quickly becoming irrelevant to an entire generation whose

32

Cite to blog controversies over
<http://www.littlegreenfootballs.com/weblog/?entry=21956_Reuters_Doctoring_Photos_from_Beirut&onl
y> (Reuters photos blatantly Photoshopped),
<http://www.pdnonline.com/pdn/newswire/article_display.jsp?vnu_content_id=1003220382> (New York
Times falsely captions photos of wounded civilians).

33

Two commonly cited examples: the blogosphere’s eruption over comments by Senator Trent Lott at a
birthday party for Senator Strom Thurmond (the mainstream media at first ignored any controversy)
<http://en.wikipedia.org/wiki/Trent_Lott#Controversy_and_resignation>, with more details in Lessig, Free
Culture; and the challenges to news anchor Dan Rather’s offering of documents to back the claim that
President George W. Bush had shirked his National Guard duties during the Vietnam War,
<http://en.wikipedia.org/wiki/Rathergate>.
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parents were immersed in it. The new generation believes that it can catch the best highlights from
Hollywood on a video sharing site or peer-to-peer network.
These new activities, and their opportunities for genuine interactivity, could marvelously democratize the
making, sharing and consuming of ideas. They are potentially real revolutions. But they may be shortlived, and not because of crackdowns based on copyright infringement, defamation or other regulatory
fears about a runaway Internet. Enforcement of such crackdowns has so far been both half-hearted and
ineffective. Instead, the runaway Internet is its own worst enemy.
The openness of the PC and the Internet means that you can have other people’s code running on your
machine within a few seconds of clicking on an icon. This is empowering. It enables your PC to do new
things – including things that others would prefer you didn’t do. But it is also confining, because the
cacophony of available code includes viruses and spyware that can ruin your PC – or make your
experience of it so miserable that you’ll demand a locked-down TiVo. This book will explain why viruses
and spyware aren’t merely annoyances to be ignored as one would tune out loud conversations at nearby
tables in a restaurant. They will not be fixed by simple repairs to inexplicably buggy PC operating systems,
or by, say, switching from Windows to Mac. Rather, they pose a fundamental dilemma: give people
control over the code they run, and that control can be misapplied, especially as the value of corrupting
those decisions – stealing people’s attention, PC processing cycles, or network bandwidth – increases with
the number of people who join the network and the amount of time they spend on it. The same limits of a
PC are true for the open Internet. Sending and receiving messages to and from anyone (or groups of
people) anywhere for free was great, until the discovery of spam. It’s amazing that, with nothing stopping
it, the discovery took so long – over twenty-five years after the Internet’s founding.334
Freedom-as-limit also applies to the non-techie applications built on top of the Internet and PC. Wikipedia
boasts millions of evolving articles on subjects from Aristotle to the umlaut in the names of American
heavy metal bands, and a controversial and widely cited study by Nature has found it about as accurate as
Britannica in its coverage of the sciences.35 However, if you ask someone named John Seigenthaler what
he thinks of that, he’d be unimpressed. He used 700 words in a USA Today op-ed to lambaste Wikipedia
for allowing an entry about him to falsely suggest for months that he was involved in JFK and RFK’s
assassinations, something that was particularly hurtful since he had actually worked for RFK.36 Or ask any
Fortune 500 company, which would be remiss to its shareholders if it did not monitor its Wikipedia entry
and ensure that it says nothing that the company wouldn’t want it to say. That company credits the
importance of Wikipedia as an outlet garnering eyeballs, but does not subscribe to Wikipedia’s ethos of
balance in the way subjects are portrayed. Political blogs run by neophytes may promote new and unusual
voices, but grassroots can easily become Astroturf. Bloggers might be much more readily bought with a
free dinner or video game console than professional journalists, even when the latter sometimes Photoshop
or miscaption their pictures.
The success of the Internet and PC, and much of that which is built on top of them, creates the very
conditions for the demise of what makes them special. The limits of TiVo and most other information
appliances – Blackberries, video game consoles, mobile phones – make them far more reliable and
therefore attractive, precisely because they are not special: they are not open to innovation by anyone but
their makers. These appliances are starting to take on more and more of the current tasks of a PC: many
34

The first widespread commercial junk advertising is largely credited to a pair of lawyers who started
blanketing rigorously topical Internet USENET electronic bulletin boards with ads for green card lottery
assistance. <http://en.wikipedia.org/wiki/Canter_&_Siegel>.

35

<http://www.nature.com/news/2005/051212/full/438900a.html>.

36

<http://www.usatoday.com/news/opinion/editorials/2005-11-29-wikipedia-edit_x.htm>.
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can surf the Internet or send and receive e-mail, even as they maintain a unique link to their vendors and a
refusal to entertain outside code that makes them completely unlike PCs. Steve Jobs introduced Apple’s
iPhone by highlighting why, though it will connect to the Internet, it is not a creature of it:
We define everything that is on the phone … You don’t want your phone to be like a PC. The last thing
you want is to have loaded three apps on your phone and then you go to make a call and it doesn’t work
anymore. These are more like iPods than they are like computers.37
These appliances take the Internet’s innovations and wrap them up neatly and compellingly, and that’s
good – but only if the Internet and PC can remain enough in the center of the digital ecosystem to produce
the next round of innovations and to provide competition for the locked-down appliances. The balance
between the two spheres is precarious, and is slipping towards the appliance. Microsoft’s Xbox 360 video
game console is a powerful computer, but unlike Microsoft’s Windows operating system for PCs, it does
not allow just anyone to write software to run on it. Bill Gates sees it as the future of information
technology:
“It is a general purpose computer. [W]e wouldn’t have done it if it was just a gaming device. We wouldn’t
have gotten into the category at all. It was about strategically being in the living room. [T]his is not some
big secret. Sony says the same things.”38
It’s not easy to imagine the PC going away, and taking with it the possibility of allowing outside code to
run – outside code that is the original source of so much of what we find useful about the Internet. But
along with the rise of information appliances to distill those useful activities while not readily allowing
other new ones, there is the increasing lockdown of the PC itself. PCs may not be competing with
information appliances so much as they are becoming them. The trend is starting in schools, libraries,
cyber cafés, and offices, where the owners of the PCs are not the ones using them. Their interests in
maintaining stable computing environments are naturally aligned with technologies that tame the wildness
of the Internet and PC, at the expense of valuable activities their users would otherwise discover. Should
the security problem worsen, the users themselves will not be far behind.
A technologist reading about these problems may scoff at any downside to the Net’s freedoms or
predictions of its crippling. She knows viruses when she sees them and readily dodges, or thinks that using
a Mac instead of a PC will solve the problem. She chooses software or email providers that effortlessly
filter out her spam. She keeps an eye not only on her own Wikipedia entry but also those of her friends.
Such a Net optimist misses the point. A real revolution in the way we communicate and socially organize,
if it comes at all, ought to be for everyone, and the more widely it is shared, the more valuable it is for
everyone. We ought not to have a world of keyboards for some and keypads and clickers for the rest. The
true success and power of the Internet and PC lie not in their appeal and accessibility to nerds, but in
deployment to everyone.
To maintain a world where creative contributors don’t have to be techies will in part require borrowing and
adapting some of the tools of the very hidebound, consumer-centric culture that many who love the
Internet seek to supplant. The locked-down TiVo’s code is, somewhat paradoxically, built upon free
software produced by Internet users; a free Net may depend on some wisely developed and implemented
locks, along with an induction of its users into the community ethos on which it was built.
If the ways we relate to the Internet do not change, and if the tools to facilitate a new relation are not
developed, today’s unstable equilibrium will tip. On one side is the Internet’s ethos of openness, and the
wild growth the Internet and PC have enjoyed as a result. This success has led to increasing numbers of
37

Jobs NYT. <http://www.nytimes.com/2007/01/11/technology/11cnd-apple.html>
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Engadget interview. <http://www.engadget.com/2007/01/08/a-lunchtime-chat-with-bill-gates-at-ces/>.
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abuses, which in turn will lead to a backlash among those who have embraced it. There must emerge on the
Internet some additional measures of measurement and control – though not necessarily from any of the
world’s governments – for it to survive. The modern Net must achieve some of the information appliances’
predictability and ease of use to truly flourish in the mainstream.
On the other side is television’s ethos of point-and-click simplicity, of mass broadcast, content funded by
billions of dollars, designed to appeal to as many people as possible. These qualities have made it
universally appealing even as it is distressingly asymmetrical: crowning only a comparative handful of
content producers, and evolving slowly, locking in innovations long after they cease to be innovative. TiVo
and other entertainment-oriented appliances are reflecting an appreciation of the value of two-way
interaction with consumers while retaining, indeed reinforcing, control over the choices available to those
consumers.
TiVo represents the comfort and stability of the past fifty years reinforced by new technologies. The PC
and Internet represent the excitement and disruption of the past fifteen. As time goes by the brand names
representing each side will change – TiVo is already seeing dwindling market share due to competition
from boxes provided by the cable industry itself. But the core battle will remain. It will be fought over
information appliances that are, through a network, not just product but service, tuned to the constantlyupdated dictates of their makers. These devices blend the seductiveness of the TiVo with the wildness of
the Net, and the mix they settle into can pose a threat to the Internet and its ethos far more powerful than
the recording industry’s anti-piracy campaigns or China’s content filtering.
In this book I take up the question of what will likely come next – and what we should do about it. The
core of my argument concerns a crucial quality shared by the PC and the Internet. I call it generativity. A
generative technology is, most important, one open to being reworked and built upon by people and
institutions other than the ones who first built it. Such openness includes the ease with which a new builder
can share what he or she invents with others who are not technologically sophisticated, whether for free or
for a fee. These changes often overtake what the original firms themselves build on their own platforms.
Some come from competing firms; many are the result of an amateur culture of tinkering, coming from a
spirit of playfulness and experimentation.39 Generativity also expresses how useful a technology can be for
those who want to build incremental improvements but don’t want to reinvent all of computing, and how
easily people who aren’t themselves experts can still make such improvements.
The PC and Internet are generative, including PCs running proprietary operating systems like Windows,
because anyone with enough skill can produce new software to run on and over them. No assent is required
from any gatekeepers. In the words of noted Linux coder and blogger Doc Searls, “No one owns it.
Everyone can use it. Anyone can improve it.”40 New technologies, many developed by outsiders, have in
turn given rise to new forms of commerce, and new means of artistic, social, and political expression by
amateurs, again without gatekeepers. Generativity at the technical layer can thus breed generativity at other
layers: application, content, society. Many of the contributions made to generative platforms have been
unanticipated, yet they are no less popular once having caught on. These are powerful, even subversive,
engines for advancement, yet today they are at grave risk, ready to be rationally but tragically abandoned
by millions of people who have been their unsuspecting beneficiaries. Regulatory or mercenary pressures
alone will not divert the Internet from its current expansive course. Rather, it is Internet users themselves
who will demand changes, as they increasingly discover the classically tragic counterparts to Searls’s
praise of the Internet as commons: “No one owns it, so no one is responsible for it. Everyone can use it, so
there goes the neighborhood. Anyone can improve it, and anyone can disrupt it.”
39

40

Computer scientist Ed Felton describes the freedom to tinker as being able to “understand, discuss, repair,
and modify the technological devices you own.” <http://www.freedom-to-tinker.com/>.
<http://www.worldofends.com/>.
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If we rewound time and played it back again, there’s little reason to think we’d find ourselves with the
generative Internet and PC at the heart of our information ecology. The Internet is a fluke, one that beat out
non-generative counterparts through a terrific convergence of luck, timing, and lack of vision and
aggression by those pushing non-generative networks. The fluke is a lucky and vitally important one. We
must understand how it came about, the ethos of the people who built it, and the nature of the threats
against it. Then we can prevent its transformation into an instrument that, while useful, is not only no
longer revolutionary, but reactionary: enabling forms of control and limitation that dampen innovation and
disrupt a long-established balance between the freedom of people to act as they please and the desire of
governments to monitor and regulate what they do.
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Increasing numbers of Americans are altering their Internet behavior in response to concerns about identity
theft, privacy, security, online predators, fraud and other problems. 41 As of late 2005, almost a third of
U.S. Web users over 18 (30 percent) said they have reduced overall Internet use and, more specifically, a
quarter (25%) said they have stopped buying things online. 42
It is not difficult to understand why. Current cultural and economic factors have placed a burden on the
home computer user to a degree that he or she must develop significant expertise in complex topics of
computer and information security, information value assessment and media literacy in order to safely and
effectively operate their machine at home. Some have fallen victim to identity theft or fraud, or at the least,
have been annoyed by spam or malware.
Yet a recent national survey shows only 21 percent of U.S. households have installed basic home computer
security measures such as a firewall. 43 Web users frequently proclaim frustration that the Web contains a
lot of information, but not a lot of it particularly valuable, especially on critical matters such as health. The
rise of decentralized, unfiltered media, characterized by blogs, vlogs and community sites such as Flickr,
has dramatically increased options for finding information, entertainment and distractions, while calling
into question the credibility of content created by authors with little or no training in basic principles of
information quality.
As the Canadian newsmagazine Macleans said in a controversial October 2006 article titled, “Pornography,
gambling, lies, theft and terrorism: The Internet sucks – where did we go wrong?”:
The idealists who conceived and pioneered the Web described a kind of enlightened utopia built on mutual
understanding, a world in which knowledge is limited only by one's curiosity. Instead, we have constructed
a virtual Wild West, where the masses indulge their darkest vices, pirates of all kinds troll for victims, and
the rest of us have come to accept that cyberspace isn't the kind of place you'd want to raise your kids. The
great multinational exchange of ideas and goodwill has devolved into a food fight. And the virtual
marketplace is a great place to get robbed. The answers to the great questions of our world may be out
there somewhere, but finding them will require you to first wade through an ocean of misinformation,
trivia and sludge. We have been sold a bill of goods. We're paying for it through automatic monthly
withdrawals from our PayPal accounts.
41

Consumer Reports WebWatch, “Leap of Faith: Using the Internet Despite the Dangers,” Oct. 26, 2005, p.
19. http://www.consumerwebwatch.org/dynamic/web-credibility-reports-princeton.cfm
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Let's put this in terms crude enough for all cyber-dwellers to grasp. The Internet sucks.44
Many have characterized Macleans’ essay as something of a screed. But in the context of the National
Science Foundation/OECD workshop, this point is made: Consumers have endured more than a decade of
hyperbolized promise about the capabilities of the Internet to transform their lives. It is true the Internet has
transformed aspects of modern life in a number of ways, but its full potential has not yet been reached.
Unless some significant changes occur, consumer dissatisfaction and distrust may limit the Web’s
transforming potential to a sort of walled garden for the business and economic elite, while the home user
must fend for him or herself in less desirable real estate.
Three areas need attention:
1. Privacy. Evidence mounts that consumers are surrendering personal information and, concurrently,
privacy, without knowing how and to what degree. 45 At the same time, consumers cite privacy as
a major concern and value. Further, lack of consumer awareness has created a situation in which
consumers tolerate surveillance in the online world they would not tolerate offline. It is not
unrealistic to assume a relentless online collection of data, from mundane behavior cues to
personally identifiable information, could one day create an environment in which several data sets
compiled discretely could easily be aggregated into a single profile, laying bare any number of
attributes no reasonable person would publicly admit. 46 The Center for Digital Democracy and the
U.S. Public Interest Research Group recently published a set of recommendations to the U.S.
Federal Trade Commission to address these issues. We believe they are succinct and appropriate,
broadly applied: Investigate the online marketplace in light of new developments in the field;
expose marketing practices that compromise user privacy; issue the necessary injunctions to halt
current practices that abuse consumers; and create policies and recommend federal legislation that
prevents such abuses in the future. 47 With its extensive experience in cross-border issues, the
OECD can be a force for balancing and harmonizing privacy protections internationally. Consumer
privacy protections in Europe are far more stringent and detailed. At the same time, some
international companies have begun locating server operations in the United States in an attempt to
circumvent European privacy protections. American consumers would benefit from Europeanstyle privacy regulations and organizational or governmental oversight. European consumers
would benefit by retention of privacy protections in place.
2. Meaningful consumer education. Continuing increases in the numbers of consumers defrauded by
phishing, Nigerian 419 and other scams, and the proliferation and increasing virulence of spyware,
demonstrate that current methods of consumer education about online hazards are ineffective. The
average consumer comes armed with little more than a few hastily-typed, poorly formatted “read
me” text documents or quick-start tutorials when purchasing a new piece of hardware or software.
We recommend computer hardware and software manufacturers be encouraged to provide
meaningful and useful “out-of-the-box” education material “in-the-box” with their products. The
materials should be developed in consultation with usability experts and consumer advocates, not
44

Macleans, Oct. 30, 2006.
http://www.macleans.ca/topstories/life/article.jsp?content=20061030_135406_135406
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Turow, Hoofnagle, Mulligan, Good, Grossklages, The FTC and Consumer Privacy in the Coming Decade.
Technical report, November 2006. http://www.truststc.org/pubs/142.html
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http://www.democraticmedia.org/PDFs/FTCadprivacy.pdf
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exploited as a venue for marketing. Consumers buying computers and entering enter the online
world are expected to rapidly gain a depth and breadth of knowledge about machine operations
unprecedented in any other category of consumer product. As points of entry into the home may
become concentrated into a single cable, signal or satellite feed that provides computer,
entertainment and telecommunications services, so should consumer safeguards come built into
hardware and software.
3. Potential access limits by corporate interests. “Net neutrality” must be maintained and enforced,
or else, in theory, broadband providers could block Web sites with political viewpoints they
disagree with, or could slow down sites of companies they are not affiliated with, in order to drive
a casual browser elsewhere. If users want to run certain Web browsers, Internet providers should
not be able to force use of their Web browser. Someone shopping for a refrigerator should not be
limited to an access provider-preferred store. Internet Service Providers should remain neutral. In
the United States, telephone companies are prohibited from discriminating against content offered
over their basic telephone connections. However, those prohibitions might not apply over DSL or
fiber-optic networks. U.S. cable companies are not covered by any requirement. Instead, the U.S.
Federal Communications Commission says Internet freedom principles are statements of their
policy, but the agency has no built-in enforcement mechanism. The Internet should not be held
hostage by broadband giants. Government and other organizations need the ability to enforce
restrictions with substance. For instance, when a small local U.S. telephone company, Madison
River, blocked DSL customers from using Vonage service in 2004, the FCC stepped in. Madison
River stopped the practice and paid a fine. But the regulations that explicitly banned blocking
have since been overturned. Currently, a statement of FCC policy prohibits similar blocking, but it
remains unclear how the FCC might make future enforcement decisions. Other companies, like
ClearWire, a wireless broadband company that serves many customers who can get broadband
nowhere else, blocks Vonage and other VOIP providers, but not their own affiliated VOIP service.
In Canada, the major phone company that dominates the western-half of the country, Telus, was in
the midst of a labor dispute and blocked their customers from visiting a website sympathetic to its
union.48 These types of blocking efforts are bad for consumers and should be considered in any
conceptual discussions of an Internet for the future.

48

HearUsNow.org, Internet Issues. Consumers Union. http://www.hearusnow.org/internet/5/
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Andrea CAMANZI, Commercial decisions and Policy measures to be addressed to foster demand
for innovative services and investment in Next Generation Networks (NGN)
To foster demand for innovative services and investment in Next Generation Networks (NGN):
•

Telecommunications industries are fast becoming low cost industries with high volumes for
product and services based on the IP standard.

•

In order to offset the high costs of investments required, economies of scale will need to be made.

•

NGNs will offer the efficiencies required and reduce the operational costs by unifying the
collection, transport, delivery and control of fixed, mobile and data traffic. Thus, whilst services
will be fully integrated they will need to be offered on a network independent basis on the global
market.

•

In order to achieve the goal of developing NGNs the market should be open, competitive and
driven by private investments sustained by demand from empowered users who will continue to
require highly advanced and new services.

•

This occurred for instance with mobile digital telephony which quickly developed with a high
demand for services such as international roaming, SMS services in a highly secure environment
that empowered users.

•

A constant offer of services that empower the user will ensure the take-up of services and hence
ensure the economies of scale required to recover the NGN investment costs.

•

A combinations of commercial decisions and policy measures will need to be taken to ensure the
empowerment of users, such as:

•

Roaming on fixed networks should be made possible;

•

Users should be allowed, at their own request to pick and choose single services on a stand alone
basis from different operators;

•

Telephone numbers and routing addresses should be allocated directly to the users;

•

Service delivery platforms should be open and interoperable, with interoperable DRMs.
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Ulf DAHLSTEN and Max LEMKE, The European FIRE Initiative of the European Commission
Directorate General Information Society and Media
Ulf Dahlsten, Director Emerging Technologies and Infrastructures and Max Lemke, Deputy Head of Unit
New Infrastructure Paradigms & Experimental Facilities
European Commission, Directorate General Information Society and Media
Within the Seventh Framework Programme (2007 – 2013) of the European Community for research,
technological development and demonstration activities, which has started in the beginning of this year, the
European Commission is preparing the launch of the FIRE "Future Internet Research and
Experimentation" initiative. This new experimentally driven approach of challenging the mainstream
perceptions for the future internet development has two related dimensions:
•

Experimentally-driven long term research on new paradigms for the future internet;

•

Building a large scale experimentation facility by federating existing and new testbeds for future
internet-related technologies.

The new initiative builds on the SAC "Situated Autonomic Communications" Initiative under Future and
Emerging Technologies (FET), which supports a group of research projects with a total funding of around
30 M€; and on the Strategic Objective on Research Networking Testbeds with a total funding of another 30
M€. Both initiatives were started under the Sixth Framework Programme with projects running from 2006
to 2009.
The FIRE Initiative will be launched with a second wave of projects envisaged to start in early 2008 under
the FP7-ICT objective "New Paradigms and Experimental Facilities". The Call is planned to be open from
June to September 2007. The foreseen budget is 40 M€. The Call is focused on advanced networking
approaches to architectures and protocols for the future internet as well as on interconnected testbeds and
experimental facilities.
The FIRE experimental facilities are envisaged to profit from GEANT, the pan-European Gigabit research
network. FIRE will include the development and testing of new security and privacy-enhancing
technologies relevant for the future internet. Close collaboration between FIRE and initiatives in the US
(FIND and GENI) as well as the Far East is planned.
Further details on the FIRE initiative will be made available through its website in the coming months.
http://cordis.europa.eu/fp7/ict/fire
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Tom DALE, Some Possible Public Policy Aspects of the Future of the Internet, Australia
The following framework for research and analysis leading to policy advice and decision-making is
suggested as a simple means of taking the issue forward within governments and elsewhere in the lead-up
to the 2008 OECD Ministerial.
Internet architecture and standards, including structural and institutional arrangements, the domain name
addressing system and the World Wide Web interface.
•

Who (if anyone) is responsible for what.

•

Interoperability: Commercial and non-commercial drivers.

The reliability of the Internet as public and private infrastructure, including the likelihood and
consequences of failure.
•

Mapping critical infrastructure components.

•

Scenarios: Reliability testing and consequences.

Internet-based economic and commercial developments, including new business models and distribution
structures.
•

Productivity impacts.

•

Workforce impacts.

•

Generational change.

•

Skills issues.

Internet-based social developments, including enhanced information and communications access.
•

Workforce impacts.

•

Generational change (including consumer expectations)

•

Social structures.

•

Democratic structures.

Digital content issues including both economic and social aspects.
•

ICT and creative industries.

•

User created content.

The role of the Internet in facilitating innovation and the development of human capital.
•

R&D collaboration (e-research)

•

Intra-firm collaboration : Ideas are more than the sum of their parts
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Tom Dale
tom.dale@dcita.gov.au
Department of Communications, IT & the Arts, AUSTRALIA
Anders HALVORSEN and David OLIVE, WITSA, Position on Next Generation Networks & Policy
Implications

The idea that full productivity potential of information technology only began to be realized when
computers were networked together suggests that communication technology is a key lever to unlocking
the full potential of IT. Without a firm understanding of the fundamental trends associated with this
phenomenon and the challenges that will follow, decision makers in government and industry may fail to
realize the full benefits of Next Generation Networks for society and their companies. Our expectation is
that the widespread networking of IT that began in earnest in the mid-1990 represents just the opening
phase of a phenomenon, which is now being accelerated by Next Generation Networks. NGNs will force
society to confront a number of important challenges, including public policy issues into the future:
Interoperability and reliability across diverse applications – Attaching multiple devices to Next Generation
Networks to perform multiple applications will require sophisticated adherence to standards that support
these multiple uses. Mass-market adoption of services offered over Next Generation Networks will require
more dependability and greater ease of use. Interoperability and standards are key to the success of Next
Generation Networks and the coexistence and cooperation among standards bodies has to be a much higher
priority.
Security- While legacy networks tend to be secure because of their simplicity, as networks migrate to Next
Generation Networks, security challenges are becoming more complex. While industry is working to
address these vulnerabilities, carriers offering network services based on IP will not only need to protect
their infrastructure from attacks, but will also be expected to protect their customers' end-systems.
Standards, such as DNSSEC (DNS Security Extensions Securing the Domain Name System) can improve
security by improving authentication procedures.
Privacy & Spam- Data management or data mining can make recommendations based on past behavior.
However, the same functionality can lead to unanticipated and unwanted disclosure of information.
Consumer expectations will need to be addressed with tools and other options that allow users to enforce
their privacy preferences. Unwanted communication, in the form of spam, or SPIT (Spam over Internet
Telephone) are more than just nuisances. Much, if not most, of this traffic relies on various form of
deception to reach consumers. Strong enforcement and technical tools can help consumers avoid this
problem.
Competition Issues- Policies to promote competition among multiple broadband network operators will
enhance the extent of consumer choice and the scope of the consumer’s right to connect. Such competition
is the best safeguard against discrimination by network operators against the services and applications of
edge providers, for example, through port blocking.
Spectrum Issues- The added mobility that users will benefit from with Next Generation Networks will
depend upon the availability of adequate spectrum – both licensed and unlicensed. Inefficient and
duplicative use of spectrum needs to be phased out to optimize this valuable resource. The Digital TV
transition to is a good example of improved spectrum use.
IPv6 (Internet Protocol Version 6) and ENUM: Marketplace adoption of IPv6 has been slow so far in the
US. ENUM is a related technology protocol that allows the translation of normal telephone numbers into a
format that can be used to store and retrieve Internet addressing information, which can in turn be used to
route communications over the Internet.
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Other issues which have policy impacts are:
Interconnection: new interconnection models will be needed to address new architectures based on new
parameters other than traditional ones.
End-to-End Quality of Service This will include different parameters defined to ensure end-to-end quality
of service within networks or perceived by the customer.
Access to emergency services: This will include the identification of the type of services and the
implementation conditions to ensure access to emergency services in NGN environments.
Role of Universal Service in NGN environments: The universal service concept needs to define the
services covered by universal service obligations and how best to ensure these obligations (i.e.
affordability and accessibility).
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Andrew ODLYZKO, The (un)predictability of technology

Digital
Technology
Center,
http://www.dtc.umn.edu/»odlyzko

University

of

Minnesota,

odlyzko@umn.edu,

The growing importance of the Internet makes it imperative to study the myriad factors that will influence
its future. But while doing that, it might be worthwhile recalling just how hard it is to predict the effects of
social, economic, regulatory, or technological developments. It is not just that technological developments
are often surprises, but, in addition, people react in unpredictable ways.
It is well known that the Internet bubble developed out of unrealistically high expectations for the spread of
technology. But very often expectations for novel goods or services have been too low, as was certainly
true in most of the telecom industry in the early 1990s, when the Internet was dismissed as an insignificant
playground for researchers. And one of the key mistakes in the history of AT&T was to take seriously
consultants' predictions that by the year 2000 there would be only 800,000 cellular subscribers in the
United States.
Furthermore, it is not just industry that has repeatedly been wrong, academic researchers have not done any
better in predicting which technologies would succeed. (Just witness the fate of techniques such as RSVP,
multicast, and many others, which absorbed so much effort over the years.)
Such faulty predictions are not exceptions, but rather the rule. As an example, in the early days of
railroads, both opponents and advocates of that revolutionary new technology expected that many fewer
horses would be needed. (The opponents regarded this as a serious defect of the new system, the
proponents as an advantage.) As it turned out, both sides were wrong, as demand for horses grew
vigorously, in order to cope with the “first mile” problem that railroads had. (Rail transport was great once
you got to the rail, but you had to get there by some other means, as rails were not ubiquitous.) More
recently, the “paperless office” has been a surprise through its stubborn refusal to appear.
It is common even for the inventors and promoters of new technologies to not understand how they are
going to be used, and “stumbling to success” may be said to be the usual pattern. A few forecasting
mistakes are systematic, and have been repeated for centuries (such as the overvaluation of content, and the
under appreciation of the importance of locality), even in the face of contrary evidence and explicit
arguments. Others are more baffling, apparently the results of mysterious workings of human psychology
and network effects (as in the popularity of Orkut in Brazil but not in the United States).
It is worth keeping such examples in mind, for many of the policy choices we face have historical
precedents. As one example, our recent concern about “net neutrality” was preceded by attempts to impose
what we might call “rail neutrality.” An understanding of how previous predictions and policies went
wrong might provide some humility in attempting to predict and shape the evolution of the Internet.
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Manon RESS, Consumer Project on Technology (CPTech)

The Internet was developed with open standards to allow for interoperability, that is, the ability of all
hardware and software to interact efficiently. To avoid market segmentation and as a consequence, web
fragmentation, the standards for web languages and protocols are open, i.e. non-proprietary. The strength
and attractiveness of the Internet is largely based upon the "network effect," where users “work together to
provide a benefit that is greater than the simple sum of their parts" (2 August 2006 IGF Submission:
CPTech, Sun Microsystems, IPJustice, Professor Ghosh, and EFF). The catalyst of this network effect in
the world of ICT is best executed and maintained through an environment of open and interoperable ICT
standards.
For this GENI/OECD workshop, we propose to examine the relationship between the "openness” of ICT
standards, economic and social development, and government policy making to help governments to better
understand the tension between intellectual property rights holders in ICT standards and the public. We
will explore how levels of “openness” affect economic development and social goals and how
governments concerned about improving information access can make informed policy decisions on ICT
standardization, particularly through government procurements.
A good illustration of the issue is a comparison between hypertext and document format. Web pages are
built upon the foundation of open format, called HTML for hypertext mark-up language. The standards for
HTML, determined by the World Wide Web Consortium are open, well documented, and designed to work
with different software and hardware. It has been the most influential and important data standard in the
history of publishing. There are now many high quality and innovative tools to author web pages. This is
not the case for the dominant “desktop” document formats. However, by using the example of the
OpenDocument Format standard, we propose to highlight the positive impact open ICT standards can have
on information access. ODF is an open specification for the formats of common documents created by
word processors, such as texts, spreadsheets and presentation graphics programs. If governments select to
use and promote this new open standard, they will achieve a number of important public policy objectives,
including create more competition among software developers, improve the ability to manage archives of
data, and enhanced ability to use and re-purpose data contained in documents.
There are also quite important discussions about the need for more open formats for audio visual content,
particularly as the Internet becomes a more important platform for publishing audio and video works,
including works that involved “user” generated content, and record important public events and
collaborations involving internet linked communities.
The development and use of open, interoperable, non-discriminatory and demand-driven standards that
take into account needs of users is a basic element for the growth and diffusion of ICTs and for more
affordable access to them. We believe the requirement for open IT standards that promote affordable
access is important for the future of the Internet and should be discussed at the workshop to help inform
and prioritize key areas of focus for the organizers’ programs of work on Internet-related policy issues, in
view of an OECD Ministerial meeting to take place in June 2008.
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