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The rate of the population aged 65 years and over
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Source 1: Prepared by MIC based on data culled from “World Population Prospects: The 2012 Revision” by the United Nations. Note that data for Japan
up to 2012 is based on the “2010 National Census” by MIC.
Source 2: Prepared by MIC based on date from “An Aging Australia: Preparing for the Future by Australian Government Productivity Commission
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Challenge we face in Medical Field

 Increase in health care costs
 Increase in burden of medical worker
 A shortage and uneven distribution of doctors in
rural areas

What can we do with ICT ?

Strategy for ICT in health care Field
Japan Revitalization Strategy 2016 -Towards fourth industrialization（Cabinet Decision July 2, 2016）

Key Policy Measures
2. Toward a world leading healthcare country
1) Providing diagnosis support and
innovative new drugs and medical device
by using Big Data
2) Providing personalized healthcare services
using IoT
3) Improving the quality and productivity of
nursing care by utilizing technologies such
as robot and sensors.

ICT utilization in Medical Field in Japan
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ICT in Medical Field
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Demonstration of Telemedicine Model Utilizing Mobile Terminals
Cooperating medical institution

Patient

Engaru-Kosei General Hospital,
Furano Hospital., Japanese Red Cross Kitami
Hospital, Fukagawa Municipal Hospital,
and Rumoi City Hospital

Medical Institution
Asahikawa Medical University Hospital

Doctor on
call

①
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specialist
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Non-medical
specialist

Only displayed on terminals with
no downloading (not saved).

Guidelines between the
cloud and each hospital
(e.g., VPN guidelines).

[Current status]
No security standards between
the cloud and mobile terminals.

Cloud
Establishing security standards
through the demonstration.

Tele-health for chronic disease in Singapore
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* NFC: Near Field Communication

Use Case of Personal Health Records (PHR)
Local
government

Insurer (under a health
insurance plan, such as
including National Health
Insurance)

EHR
(Via each medical institutions,
long-term care facilities, etc.)

1) Disaster/Emergency rescue

2) Medical institutions of the
destination of the move.

3) Private insurance company
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Obtaining applications of their life stage
[Collecting and utilizing medical and personal health information in chronical order with apps used]

Using Handbook Culture in Japan for PHR
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Each individuals manage and use own medical info. In choronicle order

Regulatory Issues

Promoting use of Medical and Health Data
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Security Issues for Medical and Health Data
Amended Act on the Protection of Personal Information

(Definitions)
Article 2
(1) The term "personal information" as used in this Act means information about a
living individual, and falls under one of the following items:
(i) information that can be used to identify that specific individual due to its inclusion
of a name, date of birth, or other description contained (any and all matters (that
excludes individual identification codes) written, recorded or otherwise expressed
using voice, movement or other methods in documents, drawings or electromagnetic
records (meaning records made by electromagnetic format (electronic, magnetic or
any other format that cannot be recognized through the human senses; the same
applies in next paragraph, item (ii)); the same applies in Article 18, paragraph (2); the
same applies hereinafter) in such information (this includes any information that can
be cross-checked against other information and thereby used to identify that specific
individual).
(ii) Information that contains individual identification codes

Security Issues for Medical and Health Data
Amended Act on the Protection of Personal Information

Article 2
(3) The term “sensitive personal information” used in this Act means a personal
information that contains descriptions that have been specified by Cabinet Order to
require special consideration in handling so as to avoid any unfair discrimination,
prejudice or other disadvantage to an individual based on person's race, creed, social
status, medical history, criminal records or the fact that a person has incurred
damages through an offense, etc.

Security Issues for Medical and Health Data
Amended Act on the Protection of Personal Information

Article 2
(9) The term “the de-identified information” as used in this Act, according to the
categories of personal information set forth below, means information regarding an
individual that is gained from processing personal information so as to prevent the
identification of a specific individual taking measures prescribed by the items below,
and that do not allow restoring of said personal information.
(i) The deletion of a part of descriptions that contains personal information falling
under paragraph (1), item (i) above (this includes replacing said part of descriptions
with other descriptions through methods that do not allow for the restoring of said
part of descriptions).
(ii) The deletion of all personal identification codes that contain personal information
falling under paragraph (1), item (i) above (this includes replacing said personal
identification code with other descriptions through methods that do not allow for the
restoring of said part of personal identification codes).

To balance out, we will need

+ Security Standard for the network / code etc…
+ Rules to follow for those handling the personal information

Protection
of Personal
Information

Promoting
Medical Data
Application

ARIGATO!!!
( Thank you very much!!! )

If you have a further question… you can reach me at,
Yoko NAKATA (Ms.)
Information Application Promotion Office,
Information and Communications Bureau
Ministry of Internal Affairs and Communications
Japan
TEL:+81-3-5253-5751
E-maill: y.nakata@soumu.go.jp

