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Foreword

The increased reliance on digital technologies has led to increasing digital security and privacy risks and
the emergence of a cyber insurance market to provide policyholders with financial protection against many
of those risks. The stand-alone cyber insurance market has grown rapidly in recent years and surveys
have found an increase in take-up among both large and small businesses. However, despite the growth
in premium volume and take-up, the affirmative cyber insurance market remains small relative to other
commercial insurance business lines.
In 2018, the OECD organised a Conference on Unleashing the potential of the cyber insurance market1
with a view to building some consensus around how different stakeholders could contribute to addressing
the main challenges to the market's development. The inability to adequately quantify exposure to cyber
risks is commonly understood to be one of the most significant impediments to the development of the
cyber insurance market. This limits both insurance buyers’ understanding of their insurance needs and
insurance companies’ willingness to extend significant coverage for cyber risks.
This report examines the impact of legislation, regulation, guidance and other public policy measures
(henceforth referred to as “public policy and regulation”) on the lack of data on past incidents necessary
for underwriting, including the role of governments in facilitating information sharing on cyber threats and
incidents and addressing any legal impediments to information sharing. The development of this report
has been informed by responses to a questionnaire provided by OECD member and non-member
authorities as well as informal consultations with (re)insurance industry representatives undertaken in
September and October of 2019. Responses to the questionnaire were received from Argentina, Austria,
Belgium, Bermuda, Brazil, Chile, Colombia, Estonia, France, Germany, Italy, Japan, Latvia, Lithuania,
Portugal, Russian Federation, Slovak Republic, Slovenia, South Africa, Switzerland, the United Kingdom
and the United States.
Encouraging clarity in cyber insurance coverage: The Role of Public Policy and Regulation is a
complementary report focusing on ways to address some of the most common policyholder
misunderstandings around insurance coverage for cyber risks. Insurance Coverage for Cyber Terrorism in
Australia assesses the potential gaps in insurance coverage for cyber-terrorism and other politicallymotivated and destructive attacks, both in Australia and internationally.
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1 The implications of public policy
and regulation on claims data
sharing

Data on past incidents is a critical input across many lines of business for estimating the likely frequency
and magnitude of claims and for calibrating the models that are often used for premium pricing and capital
allocation. For other perils, underwriting is usually based on actual past losses and claims which allow for
estimates of probability and severity – or, for lower frequency risks, dedicated models that estimate loss
probability based on the interaction between hazard frequency and magnitude, exposure and vulnerability
(often calibrated using data on past losses and claims).
Public policy and regulation could potentially have an impact on the ability of insurance companies to share
information on past cyber incidents affecting their policyholders (or, specifically, information on claims).
Insurance companies may not be able to share this information as a result of specific insurance legislation.
In addition, public policy or regulation in other areas, such as privacy or anti-trust requirements, could
constrain the ability of insurance companies to share (some types of) policyholder information or to
collaborate with other insurance companies.
However, only two of the countries that responded to the OECD’s questionnaire identified a specific public
policy or regulatory constraint to the development of a repository or other form of information sharing on
past cyber incidents (although a number of others noted the potential for issues to be raised by privacy
regulation). In addition, the Federal Ministry of Finance of Austria indicated that data protection
requirements as well as practical impediments such as reporting requirements, administrative burden and
liability issues would likely impede the ability to develop a cyber incident repository.

Anti-trust considerations
Competition or anti-trust public policy and regulation aims to promote market competition by restraining
anti-competitive practices. The sharing of sensitive commercial information among competitors is normally
considered to be anti-competitive to the extent that it restricts competition. For example, exchanging
information on business objectives or pricing strategies could lead companies to adapt their strategies to
account for the practices of competitors (as in a cartel), and therefore distort normal market competition.
Within the insurance sector, information on past claims or claims experience is a critical input to
underwriting and pricing which, if shared, could provide competitors with some insight into pricing
approaches. However, the aggregation of data on past claims across many companies can also provide
efficiency gains as more comprehensive data could support more accurate pricing of risk. As a result,
competition policy and regulation in a number of jurisdictions allows (or has allowed) some cooperation
among insurance companies in the area of information exchange related to past claims and losses:


In the European Union, a Communication from the Commission in 2011 provides guidance on the
application of competition law to “horizontal co-operation agreements” including agreements that
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involve information exchange (a specific exemption for such arrangements expired in 2017 2). The
guidelines suggest that information that is aggregated without the ability to decipher the source
company and that is historic is less likely to have restrictive effects on competition (European
Commission, 2011[1]). A recently announced European Commission investigation into the pooling
of motor vehicle claims data in Ireland affirmed that competition authorities in the European
Commission recognise the potential for data pooling arrangements to contribute to effective
competition (European Commission, 2019[2]).3


In the United States, data pooling arrangements could be considered a violation of anti-trust
requirements. However, the McCarran Ferguson Act, which aims to ensure the pre-eminence of
state regulation of insurance, provides a limited exemption for insurance companies from Federal
anti-trust requirements in areas (such as premium ratings) where states have enacted legislation
(Nordman, 2017[3]).4

In addition to the potential efficiency gains from information exchange for the pricing of risk, the sharing
and aggregation of data on past claims might enhance competition by facilitating market entry by new
insurers and supporting a more level playing field between insurers with different levels of claims
experience (large vs. small, incumbents vs. new entrants) (Insurance Information Institute, 2019[4]). A
number of (re)insurance companies consulted during the development of this report suggested that cyber
insurance claims data sharing could support competition in the market as there are a few large providers
of cyber insurance who may benefit from a competitive advantage as a result of their significantly greater
access to past claims data (which may also be an impediment to data sharing – see below). Some
suggested that greater access to claims data through information exchange might also lead to a more
sustainable market as new entrants without historical experience would have a firmer basis for underwriting
their coverage.
The rationale for allowing cooperation among insurers may be greater for risks that are new or that
transpire less frequently (such as cyber risk) where there is more limited experience, higher levels of
uncertainty or other challenges to the insurability of those risks. Insurance associations (e.g. Insurance
Council of Australia) and private sector entities (e.g. Insurance Services Office and Property Claims
Service, Perils) collect and publish aggregate insured loss data for significant catastrophe events. In
France and Norway, insurance companies share geo-coded claims data related to natural catastrophe
losses (see Box 1.1). In Germany, the German Insurance Association (GDV) collects a range of statistics,
including for loss experience. GDV member companies provide this data on a voluntary basis and the
results are available to those that contribute data.

Box 1.1. Sharing of catastrophe claims data (France and Norway)
In France and Norway, the insurance associations play a role in collecting and aggregating data on
catastrophe claims in order to support the availability of information on disaster risks. In Norway, the
banking and insurance association (Finans Norge) collects data on water-related claims at the level of
individual addresses and shares that data with municipalities in order to inform investments in disaster
risk reduction. In France, the insurance association (Fédération Française de l'Assurance) established
an organisation (Mission risques naturels) to collect and aggregate claims data from natural
catastrophes and make risk assessment tools available for insurance companies and the general
public through a public-private partnership with the national government (Observatoire National des
Risques Naturels).

ENHANCING THE AVAILABILITY OF DATA FOR CYBER INSURANCE UNDERWRITING © OECD 2020

7

Privacy/confidentiality requirements
The ability of (re)insurance companies to provide claims or other data to a data repository could be
impeded by legal requirements imposed under privacy or insurance legislation or regulation or as a result
of contractual commitments made to policyholders (or ceding insurers).
Similar to other legal entities, insurance companies must comply with privacy protection regulations related
to the collection, use and disclosure of personal information that they collect from entities applying for
insurance, acquiring insurance coverage and making claims under their insurance coverage. However,
privacy protection requirements, which have been established in most (if not all) OECD countries, are
generally targeted at the collection of “personal information”. 5 Generally, the definition of personal
information would not apply to information related to the legal persons/corporate entities that are the main
acquirers of cyber insurance coverage.
Insurance companies would also need to comply with any specific requirements imposed by insurance
regulators or supervisors related to the handling of personal or confidential information. In Portugal,
legislation governing insurance contracts imposes a general obligation on insurance companies to
maintain the secrecy of all information that is disclosed as part of the execution of the insurance policy. In
Latvia, all insurance contract details are required to be kept confidential. In the United States, the National
Association of Insurance Commissioners has developed an Insurance Data Security Model Law for
implementation by state insurance commissions. The Model Law requires insurance companies to
maintain the confidentiality of “nonpublic information” which includes both personal information 6 as well as
business information of an insurance company or intermediary that, if disclosed, would cause a material
adverse impact to its business. The business information of a corporate policyholder does not appear to
be captured within the scope of nonpublic information to which the confidentiality requirements apply.
In addition to complying with regulatory requirements established by privacy or insurance authorities,
(re)insurance companies may enter into a contractual agreement with policyholders (or ceding insurers) to
maintain the confidentiality of the information they collect, including any information on claims (for example,
through non-disclosure agreements that may be established in the aftermath of major incidents).
Some insurance companies include a specific statement of their privacy policy or obligations to their
policyholder in their policy wordings. For example, many of the cyber insurance policies reviewed for
Australian policyholders include a specific statement on privacy commitments in policy documentation,
including the types of information that is collected, how it will be used and to whom it may be disclosed 7
(including whether information might be disclosed to an entity in a third country). This practice seems to
be less common in other jurisdictions although at least one example was found in a policy offered to
European policyholders.
The privacy-related obligations of – and commitments made by - insurance companies are normally
applicable to any entity providing “personal information” through their website or more generally. In most
cases, a plain-language assessment of the commitments that insurance companies have made to their
policyholders seems to preclude the sharing of “personal information” with a third party non-governmental
entity mandated to collect and share data on past incidents and claims (with a few exceptions 8). However,
the use of personal information for data analytics is likely only to be necessary (or relevant) in certain lines
of personal insurance business (e.g. health, life, motor vehicle, property). It is not clear that personal
information would be necessary for the analysis of past cyber incidents and claims affecting legal rather
than natural persons (and even if it were, it may be possible to seek permission to share that data for public
interest purposes).9
That some insurance companies are sharing cyber claims information (in some form) with third parties
(such as NetDiligence) – without specifically naming or describing them as entities receiving personal
information in privacy policies/statements– suggests that such sharing may not constitute a breach of
privacy protection requirements or commitments (otherwise, those insurance companies would be in
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breach of their regulatory obligation) – either because the information that is being shared is not (protected)
personal information or the sharing of that information is allowed. In France, where information on natural
catastrophe claims is shared with a dedicated organisation related to the insurance association (see
Box 1.1), insurance companies do indicate that personal information may be disclosed to professional
organisations (e.g. authorised professional organisations, professional or insurance organisations). 10

2 Market developments and
perspectives

There have been a number of efforts to collect and make available general information on past incidents
by both government agencies and commercial firms. Computer security incident response teams, privacy
protection authorities and sectoral regulators often publish information on the number and type of incidents
that have been reported to them. A variety of commercial research and cyber security firms publish
statistics on the occurrence of data breaches, malware infections, denial-of-service attacks and other cyber
incidents. Financial institutions also share technical information on operational incidents that they have
encountered, including cyber incidents, through dedicated platforms aimed at supporting better
management and quantification of operational risks.
There have also been a number of efforts within the insurance sector to make information on past cyber
losses and claims available. The CRO Forum, a group of insurance and reinsurance companies, leveraged
an industry operational risk platform to undertake a pilot exercise to share anonymised information on
incidents affecting member companies based on a shared taxonomy (CRO Forum, 2018[5]). Some
insurance companies are providing information on the cyber-related claims that they have incurred, either
in their own marketing and educational publications or through companies that consolidate that data. One
annual analytical report on claims data (NetDiligence) achieved a 50% increase in the number of insurance
industry contributors, a 450% increase in the number of claims analysed and an almost 300% increase in
insured loss estimates between 2013 and 2017 (NetDiligence, 2014[6]), (NetDiligence, 2018[7]) – although
this likely still only accounts for less than 10% of all cyber-related claims payments. Verisk, in the United
States, has also launched an initiative to pool data among willing companies on premiums, insuring
agreements and claims (including attack characteristics and losses (Verisk Analytics, n.d.[8]). The Verisk
Cyber Data Exchange will provide aggregated data to contributing insurers beginning in the first quarter of
2020 and has reportedly received commitments or expressions of interest from more than 10 providers of
cyber insurance. The German Insurance Association is collecting, on a voluntary basis, basic data on
premiums, coverage, policyholder sector and losses from insurance companies underwriting cyber
insurance. The Ministry of Finance of the Slovak Republic indicated that an insurance claims register
focused on motor vehicle claims is also used for claims related to cyber incidents.
There has also been significant improvements in the availability of models for managing cyber risk. The
two major commercial catastrophe modelling firms released probabilistic cyber models for use in
underwriting in 2018 (AIR Worldwide, 2018[9]), (RMS, 2018[10]). A number of specialised modelling firms
have also emerged to provide analytics for underwriting cyber risk (OECD, 2018[11]).
The (re)insurance companies consulted during the development of this study indicated that all of these
types of data sources (incident data from external parties, claims data - particularly own data - and models)
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contribute to underwriting the cyber insurance coverage that they provide. None of these data sources on
their own provide sufficient information for underwriting coverage as incident data is seen to be incomplete,
historical experience covers too few claims and models are relatively new and untested.
There is general agreement that the lack of data on cyber incidents and claims is a challenge for cyber
insurance underwriting and that a repository of incident and claims data that leverages the experience of
multiple (re)insurers (potentially from multiple countries) would provide an improved basis for underwriting
cyber insurance coverage.
The insurance sector and insurance regulators and supervisors are continuing to work on improving the
availability of past cyber claims and incident data. The Geneva Association has been examining data
sharing mechanisms and potential options to facilitate or promote an enhancement in the access and
quality of data and recently announced that the Cyber Incident Data Exchange and Repository (CIDER)
would be implemented by a consortium of insurers and reinsurers (The Geneva Association, 2020[12]). In
the United Kingdom, insurers are discussing the possibility of accessing data related to data breach
notifications made to the Information Commissioner (ABI, 2019[13]) (although there is some concern about
the value of this data as it is self-reported). The Insurance Council of New Zealand has recently
recommended the establishment of a register of data breaches (ICNZ, 2019[14]). The European Insurance
and Occupational Pensions Authority (EIOPA) recently suggested that a European-wide cyber incident
reporting database could support the development of the European cyber insurance market (EIOPA,
2019[15]) (also a recommendation made by the International Underwriting Association in 2018 (IUA,
2018[16])) while international collaboration on improving the availability of cyber incident data has been part
of the EU-U.S. Insurance Dialogue Project.11 In its response to a recommendation on improving the
availability of cyber incident data for cyber insurance underwriting, the Bank of England has committed to
working with HM Treasury and other authorities to encourage greater cyber-incident data sharing (Bank of
England, 2019[17]).
The (re)insurance companies and intermediaries consulted during the development of this report indicated
that achieving consistency with anti-trust obligations would be the most challenging public policy issue to
address for a data repository. However, it is recognised that there are a number of existing examples and
mechanisms that provide an approach to addressing anti-trust concerns (e.g. Insurance Services Office in
the United States). These claims sharing examples (including the cyber-specific examples noted above,
such as NetDiligence), suggest that the sharing of claims data is not necessarily counter to
competition/anti-trust public policy and regulation (or at least that any anti-trust concerns related to
information exchange agreements can be overcome).
Privacy protection regulation is not considered to be a significant constraint to sharing information on past
cyber claims as most of the data collected during the claims handling process would not be protected
personal information referring to a natural person. However, the ability of (re)insurance companies to share
information on policyholder incidents and claims could be constrained by non-disclosure commitments that
have been made to policyholders (whether the corporate policyholders of direct insurers or cedant
policyholders of reinsurers). If the incident or claims data shared by a (re)insurer were to become
attributable to a specific policyholder (e.g. through ineffective anonymisation), the (re)insurer that provided
that data would likely face a damaged customer relationship if not a financial liability. Companies operating
in jurisdictions where there are confidentiality requirements that apply to insurance contracts would also
be impeded from sharing data on policyholder incidents and claims.
A more significant impediment could be the willingness of large underwriters to participate in any incident
or claims data sharing initiative as the benefits would be greatest for those insurers with more limited claims
experience. Many of the largest underwriters of cyber insurance have invested significantly in becoming
market leaders and consider their claims experience to be a source of competitive advantage and part of
their intellectual property. Among the major underwriters consulted, there were important differences in
terms of the willingness to participate voluntarily in an incident or claims data sharing initiative.
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3 The potential role of regulators and
supervisors

The development of an incident and claims data sharing initiative for cyber risks could address one of the
most significant challenges to the development of the cyber insurance market. There do not appear to be
significant legal or regulatory impediments to the development of an incident or claims data sharing
initiative in most jurisdictions. Anti-trust legislation does not generally preclude the establishment of data
sharing arrangements in the insurance sector (although any initiative will need to be carefully designed to
ensure compliance with anti-trust law) while the information to be exchanged would normally only involve
legal persons not covered by privacy regulations. However, such an arrangement would likely not be
possible in jurisdictions that have legal requirements on the confidentiality of information related to
insurance contracts. The most significant impediment is likely to be the willingness of (re)insurance
companies to participate in an incident and claims data sharing initiative, due to confidentiality
commitments made to policyholders (and the potential liability that could result from disclosure),
uncertainty about whether the value of data sharing outweighs the costs or a desire to maintain their
competitive position.
In many existing cases, claims data sharing initiatives have been led by the industry – and particularly by
insurance associations – rather than by regulators or supervisors. These initiatives have generally been
established to support better risk management (including underwriting in some cases). Therefore, an
approach that widely shares the benefits of incident and claims experience might be more acceptable to
all stakeholders involved. For example, corporate policyholders might be willing to allow disclosure to a
repository of the incidents that have affected them if useful cybersecurity lessons can be derived (and
shared) as a result or if the greater availability of data would lead to reduced uncertainty in premium-setting
and a consequent reduction in premiums. In addition, the large underwriters may see more benefit in
contributing to a repository that ultimately supports greater cyber resilience of policyholders (or avoids less
responsible underwriting practices in the market).
Regulators and supervisors will need to carefully consider whether there is a public policy rationale for
requiring the (re)insurance companies that they oversee to participate in any incident or claims data sharing
initiative (whether established at the national or international level):
Such an initiative could conceivably improve the contestability of the cyber insurance market by providing
smaller companies and new entrants with an improved basis for underwriting coverage. However, in many
countries, the cyber insurance market is already highly-competitive with many entrants. For example, in
the United States, the number of insurance companies underwriting cyber insurance increased from 471
in 2017 to 528 in 2018 (Insurance Journal, 2019[18]).
Access to a larger incident and claims dataset could also potentially improve the quality of underwriting,
particularly among underwriters with more limited historical experience. If there are regulatory or
supervisory concerns about the quality of cyber insurance underwriting, regulators or supervisors could
consider compelling participation in an incident and claims data repository. In a competitive market, all
(re)insurance companies should benefit from sound underwriting across the market.
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However, any regulatory or supervisory effort to support the establishment and operation of an incident
and claims data repository would also need to consider whether the repository would sufficiently improve
underwriting quality in the context of a risk that is constantly evolving. Some of the (re)insurance companies
consulted questioned the value of a repository given the changing nature of the threat and security
environment – although others suggested that aggregated today would facilitate a quicker identification of
loss trends.

Box 3.1. Enhancing the availability of data for cyber insurance underwriting: recommendations


Insurance regulators and supervisors should remove any insurance legislation or regulation that
impedes the sharing of data on cyber insurance incidents and claims (e.g. confidentiality
requirements applied to information related to insurance contracts).



Given the potential reluctance of some (re)insurers to be involved in voluntary data sharing
initiatives, governments should consider encouraging industry associations (insurance
associations and risk management associations) to establish mechanisms for the sharing of
incident and claims data and emphasise the critical contribution of better data to supporting risk
management, sound underwriting and a competitive market for cyber insurance.



International collaboration would support the development of a broader and deeper dataset and
enhance the benefits of data sharing. Therefore, it will be critical for governments to encourage
coordination among national insurance and risk management associations.
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Notes
1

www.oecd.org/finance/insurance/2018-oecd-conference-cyber-insurance-market.htm.

2

The Insurance Block Exemption Regulation (IBER) provided an exception to competition law requirements for
arrangements for the sharing and/or aggregation of data in statistics and studies and for the operation of co-insurance
pools aimed at sharing certain types of risks. The IBER protections were not renewed at their expiry in March 2017
(Lloyd’s Market Association, 2017[23]).
3

The Commission’s investigation in this case is focused on whether the conditions placed on access to the data pool
may have placed companies without access at a competitive disadvantage (European Commission, 2019[2]).
4

Proposed federal legislation to eliminate the general exemption from federal anti-trust laws for health insurance
providers makes an exception to allow for arrangements to “collect, compile, or disseminate historical loss data” to be
maintained, suggesting that the pooling of loss data may not be perceived as a significant impediment to competitive
markets (United States Congress (115th, 2017[24]).
5

The regulatory definition of “personal information” varies across jurisdictions although jurisdictions often apply two
tests for defining whether information is personal information: (i) that the information relates to an identifiable (natural)
person; and (ii) that the information allows for the identification of that individual. In the European Union, for example,
personal data means “any information relating to an identified or identifiable natural person who can be identified
directly or indirectly with that information” (European Union, 2016[25]) The Recommendation of the OECD Council
concerning Guidelines governing the Protection of Privacy and Transborder Flows of Personal Data (2013 defines
personal data as “any information relating to an identified or identifiable individual (data subject)” (OECD, 2013[26]).
6

The Model Law specifically refers to “information concerning a Consumer” and that can be used to identify a
Consumer where a “Consumer” refers to an individual resident of the given state (NAIC, 2017[27]).
7The

lists of entities to which personal information may be disclosed generally include entities that are part of the same
corporate group as the insurer, business partners, other insurers, reinsurers and intermediaries involved in the
provision of coverage, various types of service providers and government and regulatory authorities. Most lists of
service providers include entities such as IT services and marketing providers, contractors related to loss adjustment,
accountants, lawyers, actuaries and banks and other financial institutions. A few privacy policies also indicate that
personal information could be shared with organisations involved in fraud detection.
8

In one policy offered in Europe, the list of entities to whom personal information may be disclosed includes research
and survey organisations. In Australia, two policies list the possibility of disclosing personal information to third party
providers of data analytics functions.
9 For example, we

understand from Finans Norge, the organisation that collects and aggregates the catastrophe claims
data (including addresses, which are considered personal information), that permission was sought from the data
protection authority to share this information for a public interest purpose.
10

In Norway, only one privacy policy was reviewed as other companies only provided their policies in Norwegian. The
privacy policy reviewed indicates the possibility of disclosing personal information to specific joint registers related to
health and life insurance through the insurance association although a specific mention of the catastrophe claim
information sharing arrangement was not found.
11

The EU-U.S. Insurance Dialogue Project Steering Committee identified Cybersecurity Risk and Cyber Insurance
Market as one three areas for continued work from 2018 (EU-US Insurance Dialogue Project Steering Committee,
2018[28]). In its response to the OECD questionnaire, the National Association of Insurance Commissioners and the
Federal Insurance Office indicated that information sharing on past cyber incidents is one of the project work streams.
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