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EXECUTIVE SUMMARY

As the cost of data collection, storage and processing continues to decline dramatically and computing power
increases, social and economic activities are increasingly migrating to the Internet. Technologies, smart
applications and other innovations in the digital economy can improve services and help address policy
challenges in a wide range of areas, including health, agriculture, public governance, tax, transport, education,
and the environment, among others. Information and communication technologies (ICTs) contribute not just
to innovation in products, but also to innovation in processes and organisational arrangements.

As well as a catalyst for growth, digital technologies may be disruptive, with far-reaching effects on
productivity, employment and well-being. While new technologies create opportunities for businesses
(especially SMEs), workers and citizens to engage in economic activity, these technologies are also likely to
displace workers doing specific tasks and may further increase existing gaps in access and use, resulting in new
digital divides and greater inequality.

This report provides an assessment of G20 economies’ performance with respect to digitalisation (Part I) and
examines some of the most pressing policy challenges in areas spanning from access to digital infrastructures
to digital security to legal frameworks (Part Il). Part Ill includes a set of 11 core policy recommendations that
could underpin a comprehensive G20 digital agenda. Overall, the report aims to help identify the policy mix
that will enable G20 economies to best maximise the benefits of an increasingly digitalised global economy,
and one in which governments, trading partners, and individuals are all engaged together to ensure that the
digital transformation is inclusive.

The following is a brief description of the content of the report. It must be read in conjunction with the key
policy recommendations in Part Il1.

Assessing digitalisation in G20 economies

A set of indicators on digital infrastructure, access to and use of digital technologies, innovation in the digital
economy, the skills needed to participate effectively in the digital economy, and metrics around trust, illustrate
G20 economies’ performance with respect to digitalisation. While G20 countries’ performance varies
significantly, in part linked to each economy’s stage of development, it is clear that those economies that do
not have strong digital infrastructures do not perform as well in many of the other areas, in part because
digital infrastructures are a foundational element. G20 economies that are relatively isolated geographically
tend to engage strongly online, as shown by web presence and e-commerce transactions. With respect to
innovation, a relatively small number of G20 economies dominate. An important gap in cross-country
comparable metrics on trust is also evident. G20 economies can usefully work together to further develop
cross-country comparable metrics in areas such as e-commerce and business use of sophisticated digital
technologies (e.g. cloud computing and big data analytics, among others). New areas, such as trust and the loT,
are the next frontier. All countries need to work together to fill the data gaps and in doing so enabling better
benchmarking, evidence building, policy development, and the identification and prioritisation of reforms,
taking into account each G20 economy’s level of development.

6 © OECD, 2017
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Access to digital technologies and services

Despite the rapid spread and uptake of digital technologies, adoption and use vary among G20 economies by
demographic categories, industries and firm size, raising concerns about the inclusiveness of the digital
transformation. Barriers to the access and effective use of digital technologies typically include some
combination of a lack of high-quality and affordable infrastructure; a lack of trust in digital technologies and
activities; a shortage of the skills needed to succeed in the digital economy; a more reactive than proactive
approach to the openness of the Internet; services trade barriers; high costs and poor access to financing for
smaller firms; barriers to the reallocation of resources across firms and sectors; and a lack of interoperability of
standards. These barriers can be ameliorated by developing and implementing comprehensive national digital
strategies that would encompass actions to enhance competition in telecommunication markets and improve
Internet access for disadvantaged groups, SMEs and regions; elevate the importance and clarify the objectives
of policies and practices to address digital security and privacy risks; reduce firm-level barriers and enable
complementary investments; ensure life-long learning mechanisms to improve workers' skills; ensure Internet
openness and cross-border data flows; and foster firm dynamics within the economy.

Digital infrastructures

It is essential that G20 economies continually invest in the development of digital infrastructures to meet
existing and future demand. They provide the foundation for many new services, applications and business
models. They are also crucial in underpinning and enabling the digital innovations that are transforming
production, including in the context of Industrie 4.0. Key barriers to the deployment of high-speed networks
and services include the nature of the infrastructure itself (monopolies, duopolies), which can give rise to high
barriers to entry. In addition, geography, administrative barriers, regulatory uncertainty, and high capital
expenditure, access to spectrum, and in some countries, a lack of basic infrastructure (e.g. electricity)
particularly in rural areas, can be stumbling blocks. An important area for policy action involves establishing
national broadband plans with well-defined targets and reviewing them regularly. These plans should ideally
address the key barriers to the deployment of high-speed networks and services and include measurable
targets to address the policy challenges associated with ensuring competition and investment. It is also
important that these plans include targets associated with the important technical enablers, such as access to
Internet exchange points and spectrum, among others.

Financing digital infrastructures and new business models

Further investments in digital infrastructures, especially high-speed broadband networks, are essential to
supporting vibrant, innovative and inclusive digital G20 economies. Financing hurdles related to digital
infrastructure investment include high capital costs, susceptibility to changes in market conditions, low rates of
return in rural and remote areas, and a lack of accurate data for making informed investment decisions.
Encouraging investments in and sharing of data — itself an important 21st-century infrastructure — is also
needed. Challenges related to financing digital infrastructures include issues linked to data curation and
investment incentives, trust (privacy and digital security risk management), data evaluation, pricing, data
ownership and intellectual property rights (IPRs). Access to finance is also a key challenge for innovative
enterprises that are seeking to implement new business models based on digital technologies. There are a
number of areas in which the G20 could play a role to help address some of these concerns, including by
strengthening infrastructure deployment through public and private financing; improving framework policies
to foster financing of digital infrastructures and new business models; exchanging experiences and good
practices on national initiatives aimed at creating a more entrepreneurial culture; and encouraging investor
participation in crowdfunding platforms.

© OECD, 2017 7
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Developing standards for a digital world

Open, voluntary standards, grounded in bottom-up and market-led approaches, are an important tool in the
context of fast-developing technologies. Such standards and related guidelines are needed to maintain current
levels of safety, ensure trust based on enhanced levels of digital security and privacy, improve energy and
resource efficiency, and address emerging social and organisational challenges brought about by the digital
transformation. The development of standards and standards-based interoperability are critical for the
development of Industrie 4.0 and the loT, including smart cities and smart mobility. The key to success lies in
inclusive standards development, built on collaboration and co-operation among the many players that make
up the standards ecosystem. Advanced governance frameworks — building upon both existing public- and
private-sector-led processes and new multi-stakeholder initiatives for the benefit of all — are necessary to
effectively address the complexity of today’s interlinked issues in successful Industrie 4.0 development and
deployment. G20 leaders could support the adoption of best practices and policies that enable all relevant
actors, including SMEs, to more effectively work together to help foster an interoperable environment in
support of the 10T and Industrie 4.0.

Regulation of the ICT sector

The convergence of fixed-line communications, wireless communications and broadcasting over the Internet
has created a need for countries to review their regulatory frameworks and public policy objectives to ensure
that all market participants have incentives to continue to innovate, compete and invest. Ensuring a 21st-
century approach to the ICT sector involves removing regulation where it is no longer necessary or extending
the scope of regulation to new service providers. It may also entail creating converged regulators and/or
adjusting regulatory powers so they can oversee all elements of bundled services and ensure consistent
consumer protection. Promoting competition in the converged communications environment is another
important challenge. At the G20 level, a comparative analysis of the effects of convergence on competition
and innovation across countries would help to further inform policy actions. The analysis could include
elements such as the regulatory environment, mergers and acquisitions, investment and revenue, access paths
(fixed, mobile and machine-to-machine (M2M)) and network neutrality rules among others. The development
of a “converged analytical framework” to benchmark G20 countries could contribute to a more informed
debate on the effects of specific policy actions.

Digital security

Digital security risk has traditionally been approached as a technical problem but the changing nature and
scale of digital security risk is driving G20 economies to re-evaluate their strategies and policies in this area. In
recent years, many governments and stakeholders have emphasised the importance of considering digital
security risk from an economic and social perspective. G20 economies could develop strategies, supported at
the highest level of government, to create the conditions for all stakeholders — including SMEs — to manage
digital security risk to economic and social activities and to foster trust and confidence in the digital
environment. G20 economies could also initiate international arrangements that promote effective privacy
and data protection across jurisdictions, including through the development of national privacy strategies that
would foster interoperability among frameworks. Such privacy strategies should incorporate a whole-of-
society perspective that adjudicates across competing priorities while providing the flexibility needed to take
advantage of digital technologies for the benefit of all. To address the need for better evidence on digital
security and privacy risk, G20 economies could explore opportunities for strengthening co-operation and
international arrangements that promote greater sharing of good practices and information.

8 © OECD, 2017
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Skills and the digital economy

To ensure that all people can engage in and benefit from the digital economy and adapt rapidly to new and
unexpected occupations and skill needs, education and training systems in G20 economies should place a
stronger emphasis on promoting ICT generic skills, ICT specialist skills, and ICT-complementary skills, including
foundational skills, digital literacy, higher-order critical thinking skills as well as social and emotional skills.
Greater efforts are also needed to raise the skills of those adults with weak literacy, numeracy and digital skills
to enable them to fully participate in the digital economy and society. At the same time, digital technologies
are creating new opportunities for skills development. Seizing these opportunities requires a process of
institutional learning, where actors are given sufficient scope to experiment with new tools and systematic
assessment of outcomes leads to the selection of the most effective practices. Barriers to access these new
technologies must be addressed, as well as concerns about the quality of online education and the lack of
recognition for learning outcomes. The development of more effective strategies in G20 economies that
enable all people to adapt to and excel in the digital economy, including through the use of ICTs and other
technologies to upgrade skills, is essential.

Digitalisation, SMEs, start-ups and dynamism

Important differences in ICT adoption and usage exist between large and small firms, with SMEs facing several
barriers to adopting ICTs and digital technologies in their operational activities, in particular in having the
resources to acquire the necessary complementary knowledge-based assets, such as organisational and
human capital. It is essential to help promote adoption of these digital technologies among SMEs because they
can help overcome some of the traditional barriers to investing in digital technologies, including the often
high, upfront sunk costs of these investments, and allow them to switch more rapidly from one technology to
another to avoid being locked in. Comprehensive national digital strategies that take into account SMEs,
policies that facilitate access to finance, and SME engagement with competency centres and/or technology
diffusion extension services, can be helpful in this regard. Moreover, business dynamism in many G20
economies has declined, especially following the crisis and particularly in ICT-producing and ICT-using sectors,
raising concerns about innovation. Policies that can help boost business dynamism include facilitating access to
finance, building on the G20/OECD High-level Principles on SME Financing. Pro-competitive product market
regulations and employment protection legislation that is not overly stringent can also foster dynamism and
the adoption of certain digital technologies. Policies that facilitate the mobility of workers as well as training
and skills development are important to help smaller firms compete with larger, established incumbents.

Consumer rights in the digital era

Despite the steady increase business-to-consumer e-commerce, there remains considerable untapped
potential. Well-tailored consumer protections and competitive markets are essential to build the trust needed
to further develop these markets for the benefit of consumers and businesses alike. More effective
implementation of consumer rights is essential for e-commerce to reach its full potential. Policy frameworks in
the OECD and UN offer an excellent starting place, but likewise require a greater implementation commitment
by governments. Cross-border and cross-sectoral enforcement co-operation is but one area for further work.
In an increasingly data-centric environment, approaches like data portability offer promise but require further
study to ensure that they work for both consumers and businesses. At the same time, G20 economies could
usefully explore the issue of platforms and consumer trust with a view to assessing if concerted G20 action
could help strengthen consumer trust. Consumer choices in this information-intensive environment are
impaired by challenges relating to complexity and uncertainty, sometimes compounded by misleading or
fraudulent business practices. The expanding reach of platforms — including peer platforms — poses special
challenges to consumer trust, while at the same time opening up new opportunities.

© OECD, 2017 9
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Digitalisation and legal frameworks

Digitalisation is changing the world faster than many laws have evolved. G20 economies should develop
mechanisms to periodically review their legal frameworks and, where appropriate, update them to ensure that
they are well-suited to the increasingly digitalised world. Designing and implementing a whole-of-government
approach to digitalisation is crucial in this regard because advances in one area can be mitigated by retaining
the status quo in another. One important legal area that is being affected by digitalisation is competition,
which may need to undergo some adjustments in the digitalised context, such as a shift towards looking at
data as the most vital competitive asset in some markets, different approaches to market definition and
market power, and a greater focus on international co-operation and co-ordination among competition
authorities. The G20 may wish to develop tools for assessing the particular complexities of competition in the
digital era. Online platforms create new markets and opportunities, but also raise a range of economic and
social challenges. Governments should consider updating laws to address factors that unnecessarily make
working through online platforms less attractive, the lack of clarity in certain regulations, tax issues that
emerge with the proliferation of small revenues earned via platforms, and consumer and privacy protection of
online market participants. More broadly, G20 economies could undertake analysis of the opportunities and
challenges raised by online platforms and how different policies may help address them.

The ongoing digitalisation of our economies and societies will only expand and deepen; the G20 must be ready
to make the most of it. This report has helped chart an innovative, ambitious, and pro-active digital agenda, for
the G20 and beyond. It is essential that the G20 work together to build a brighter common future, using the
multi-stakeholder model that has served so well. Only by taking a pro-active, 21st-century approach to the
digital economy will the G20 maximise the enormous potential the digital economy holds for our economies
and well-being.

10 © OECD, 2017
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INTRODUCTION

The digital shifts underway are reshaping economies and societies today and will continue to do so in the
future. The ongoing digitalisation of the economy and society holds many promises to spur innovation,
generate efficiencies, and improve services throughout the economy. Moreover, the successful transition to a
digital economy is a necessary condition for boosting more inclusive and sustainable growth and enhancing
overall well-being.

At the same time, digitalisation can be disruptive. It transforms how individuals interact with one another and
with society more broadly and changes the structure and business models of the economy. In doing so,
digitalisation raises important policy challenges including privacy, security, consumer policy, competition,
innovation, jobs and skills, among others. Failure to adequately address these issues could lead to economic
inefficiencies, reactionary policies, a worsening of inequalities and a further erosion of the social fabric, as well
as slower growth.

The challenge for policy makers is to identify the policy mix that will enable their economies to best maximise
the benefits of an increasingly digitalised global economy and adequately address the resulting challenges. To
do so, it is essential to ensure access to, and participation in, the digital economy for everyone in all countries;
maximise the contribution of technological and ICT innovations to productivity and inclusive growth, job
creation and well-being; and build trust and resiliency for networks and users. Given the inherently global
nature of the Internet, and the strengthened interconnections it has created, collaboration among and within
G20 economies across a wide range of policy areas is critical.

This report aims to help G20 economies assess how they can best work together to foster a vibrant and
innovative digital economy. To do so, the report highlights the degree to which digitalisation has impacted
economies and societies across the G20 (Part 1), identifies some of the key policy issues raised by digitalisation
(Part 11), and outlines policy recommendations for the G20 in these areas (Part Ill).
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Assessment of digitalisation in G20 economies

It is useful to start with a brief overview of empirical work undertaken to establish the relationships between
digitalisation and productivity growth, and between digitalisation, employment, well-being and development.

Productivity and digitalisation

A large body of evidence has emerged on the relationship between digital technologies and productivity
growth. Early studies on the impact of digital technologies on growth failed to establish a robust relationship
with productivity (Loveman 1994; Strassmann 1990). That is the reason why in 1987, Robert Solow wrote: “You
can see the computer age everywhere but in the productivity statistics.” Stimulated by the “Productivity
Paradox”, a rich body of new literature emerged during the early years of the 1990s. Thanks to more advanced
econometric techniques and better data, the second generation of studies almost unanimously found positive
returns to investment in digital technologies (Brynjolfsson, 1993, 1996; Bresnahan, 1999; Brynjolfsson and Hitt,
1995, 1996, 1997; Oliner and Sichel, 2000; Jorgenson, 2001; Jorgenson and Stiroh, 2000).

Some of these studies emphasised new channels through which digital technologies foster economic growth.
For instance, important complementarities have been discovered between investments in digital technologies
and other assets, such as human capital, organisational changes and process innovations, i.e. knowledge-based
assets (OECD, 2004; Pilat, 2005). Moreover, ICT-related changes in firms are typically part of a process of
search and experimentation, where some firms succeed and grow and others fail and disappear. Countries
with a business environment that enables this process of creative destruction may be better able to seize the
benefits from ICTs than countries where such changes are more difficult and slow to occur. Brynjolfsson and
Hitt (1995) and Van Reenen et al. (2010) also find that due to positive “spillover effects” that benefit other
sectors, digital technologies tend to exhibit excess returns, both within and across sectors.

The relationship between digital technologies and growth, however, has been found to vary substantially
across countries, with stronger effects observed in countries such as the United States and the United
Kingdom compared to continental Europe. The existence of such heterogeneity suggests an important role for
institutions in determining the effective contribution of digital technologies to productivity. Subsequent
studies have found that regulation in labour and product markets tends to reduce incentives to invest both in
digital technologies and other complementary assets, such as organisational capital.

While the most prominent studies on the issue are at the firm level, industry-level studies tend to confirm their
findings, namely that digital technologies increase labour productivity and foster economic growth. The effect
is stronger in manufacturing sectors than in services, although that is possibly due to the important
measurement issues linked to services sector productivity. Investment in digital technologies is also found to
have important effects in the digital technology-producing sector, due to technological upgrading, scientific
discoveries and the production of advanced semiconductors.

Also at the country level, investment in digital technologies is found to be associated with better economic
performance. For instance, a significant positive effect is found by Schreyer (2000), Colecchia and Schreyer
(2002), Van Ark et al. (2002), Daveri (2002) and Jorgenson (2003). However, the slowdown in productivity
growth over the last decades has induced some authors (e.g. Gordon, 2004) to argue that digital technologies
will not be able to generate sustained economic growth, at least to the same extent that other great
innovations, such as electricity, did in the past. A less pessimistic view can be found in OECD (2015a), where
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structural factors associated with the decline in business start-up rates observed in many OECD economies, are
thought to be responsible for the decline in aggregate productivity growth.

More recent analysis shows that new and emerging digital technologies affect productivity through
mechanisms that are many and varied (OECD, 2016a). For instance:

e By being faster, stronger, more precise and consistent than workers, robots have vastly raised
productivity on assembly lines in the automotive industry. They will do so again in an expanding range of
sectors and processes.

e The combination of new sensors and actuators, big data analytics, cloud computing and the loT is
enabling autonomous productivity-enhancing machines and intelligent systems.

e Automated maintenance scheduling, enabled by new sensors, artificial intelligence and machine-to-
machine (M2M) communications, will reduce disruptions to production caused by breakdowns.

e 3D printing can remove the need for assembly in some stages of production by printing already-
assembled mechanisms.

e  Progress in materials science and computation will permit a simulation-driven approach to developing
new materials. This will reduce time and cost as companies perform less repetitive analysis.

At the same time, the technologies considered in this report have more to contribute to productivity than they
currently do (Box 1). Often, their use is predominantly in larger firms, although even in larger firms many
potential applications are underused. This can reflect such factors as skills constraints, the novelty of the
technologies, incomplete understanding of a technology’s potential uses, and institutional inertia. Unexploited
opportunities exist throughout industry. For instance, robotics could improve logistics and reduce the price of
food and other goods by several percent (CCC/CRA, 2009). Manufacturers see unmet opportunities for
automation in skilled and less skilled fields, from manufacturing parts, to machine loading, packaging,
palletisation and assembly (Rigby, 2015).

BOX 1. HOW LARGE ARE THE PRODUCTIVITY EFFECTS?

Evidence on productivity impacts from new production technologies come mainly from firm- and technology-
specific studies. A sample of these studies is provided below. These studies suggest sizeable potential
productivity impacts. However, the studies follow a variety of methodological approaches, and often report
results from a few, early-adopting technology users, making aggregate estimates difficult to derive.

e Inthe United States, output and productivity in firms that adopt data-driven decision making are 5% to 6%
higher than expected given those firms’ other investments in ICTs (Brynjolfsson, Hitt and Kim, 2011).

e Improving data quality and access by 10% — i.e. presenting data more concisely and consistently across
platforms and allowing them to be more easily manipulated — would increase labour productivity by 14%
on average, but with significant cross-industry variations (Barua, Mani and Mukherjee, 2013).

e Autonomous mine haulage trucks could in some cases increase output by 15% to 20%, lower fuel
consumption by 10% to 15% and reduce maintenance costs by 8% (Citigroup-Oxford Martin School, 2015).

e  Autonomous drill rigs can increase productivity by 30% to 60% (Citigroup-Oxford Martin School, 2015).

e By raising productivity new technologies can also improve financial performance among adopters. A recent
case study shows that by developing a significant loT and data analytics capability, a leading United States
automaker has saved around USD 2 billion over the past five years (2011-14 and most of 2015). A 1%
increase in maintenance efficiency in the aviation industry, brought about by the industrial Internet, could
save commercial airlines globally around USD 2 billion per year (Evans and Anninziata, 2012).
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In the past, there has also been unrealistic enthusiasm regarding timescales for the delivery of some industrial
technologies. Sometimes, this reflected miscalculation of the technical challenges. In terms of adoption,
advanced ICTs remain below potential. Cloud computing, for instance, was first commercialised in the 1990s,
but is still not widely adopted in G20 economies. And the mere availability of a technology is not a sufficient
condition for its uptake and successful use. Realising the benefits of a technology often requires that it be
bundled with investments in complementary assets such as new skills and organisational forms and that new,
better adapted, business models are invented that channel income to innovators (OECD, 2013a).

The aggregate impacts of ICTs on productivity are often obscured by the large differences in impact across
firms. Recent analysis points to a growing dispersion in productivity performance between leading firms and
their non-frontier counterparts within countries and sectors (OECD, 2015a; Andrews, Criscuolo and Gal, 2016).
For instances, the 2000s saw labour productivity at the global technological frontier increase at an average
annual rate of 3.5% in the manufacturing sector, compared to just 0.5% for non-frontier firms. The gap was
even more pronounced in the services sector.

There are several, possibly complementary, explanations for this dispersion in productivity growth. Possible
contributing factors include: the growing capture of rents by frontier firms, e.g. in the ICT sector; the ability of
these firms to attract the limited pool of highly skilled workers with new sets of horizontal skills required to
cope with the rapid pace of innovation, and the lingering presence of poorly performing firms, that have
remained in the market rather than close down, trapping valuable resources in unproductive activities. All of
these may have contributed to the slowdown in the pace of diffusion from the productivity frontier to the rest
of the economy. Structural settings limiting competition, discouraging firm entry and exit, and leading to skills
mismatch may have contributed to each of these phenomena. Turning digitalisation into productivity growth
will therefore require a comprehensive approach that considers these elements in turn.

Another strand of literature questions whether the productivity slowdown could be due to mismeasurement.
For instance, Ahmad and Schreyer (2016) analyse whether existing concepts for the measurement of gross
domestic product (GDP) could be inappropriate given that many new goods and services have a preponderant
digital component. While they suggest that overall the current accounting framework seems still appropriate,
they discuss a number of measurement issues.

Digitalisation and employment

Recent OECD findings suggest that so far, while leading to restructuring and reallocation, ICTs have not led to
greater unemployment over time. If adopted successfully, i.e. if combined with organisational changes and
good managerial practices (Brynjolfsson and Hitt, 2000; OECD, 2004), ICTs can contribute to increased
productivity, which progressively translates into lower prices and/or new products, higher final demand and
higher employment, thus compensating for the initial job displacement. There is indeed evidence that ICTs
have — thus far — not produced an increase in technological unemployment (OECD, 2015b).

Skill-biased technological change (SBTC), a manifestation of productivity-enhancing technological change, has
been a main factor linked to growth over recent decades. Most new technologies have required higher levels
of skill to use than those they displace. This is a long-standing trend. Analysis suggests that the faster the rate
of technological change, the wider the increase in wage dispersion, the greater the increase in the supply of
skilled labour, and the slower the increase in wage dispersion (OECD, 2011a).

The SBTC hypothesis is successful in explaining the rise in the employment share of workers in high-skill jobs
over the past three decades. For example, in the United States, the employment share of workers in high-skill
occupations increased by 11 percentage points from 26% in 1983 to 37% in 2012 (Tlizemen and Willis, 2013).
However, a simple version of the SBTC hypothesis suggests that the share of low-skilled jobs should have
fallen. Instead, the employment share of low-skilled occupations rose from 15% in 1983 to 18% in 2012 in the
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United States. This pattern of an increasing share of low-skilled jobs has been mirrored in other countries. Such
trends do not necessarily disprove the SBTC hypothesis; it is possible that some jobs require a higher level of
skills than in the past (car mechanics now often need to have ICT skills, for example).

Nevertheless, attention has turned to another possible link between technological change, productivity and
inequality — the job polarisation hypothesis. Developments in artificial intelligence, unprecedented computer
power, the loT and big data, among other technological advancements may change the nature of the link
between technology and jobs. Some studies suggest that digitalisation may make it possible that, in the near
future, a large proportion of tasks or even entire occupations currently carried out by workers could be
performed by machines (Frey and Osborne, 2013) enhancing the fear that computers and many are bound to lose
(Brynjolfsson and McAfee, 2011). Recent analysis suggests that on average across countries, 9% of jobs are at
high risk of being automated, while for another 25% more jobs, 50% of the tasks will change significantly
because of automation (Arntz, Gregory and Zierahn, 2016). A key question remains whether digitalisation
increases the pace or nature of hollowing-out, with implications on jobs.

Those jobs relying on a high proportion of automatable tasks are at high risk of being substituted for by new
technologies. Computers and algorithms mainly substitute for easily codifiable, conceptual jobs on the highly
skilled end of the skill distribution, or manual jobs at the bottom end of the skill distribution. But the
implications for job changes will only take place if these technologies are taken up by firms, or firms that do
not use these technologies exit the market. If this occurs, however, the gains to overall productivity would also
be limited.

The extent and permanence of hollowing-out remains controversial. Estimates such as Frey and Osborne
(2013) have been criticised on the basis that rather than occupations it is specific tasks that are at risk of
automation, while occupations are more likely to evolve to accommodate the penetration of technology
rather than face complete substitution (Bessen, 2015). Workers with the skills to adapt to changes in the
workplace are less at risk of being left behind. Also, with the productivity gains and the adoption of
technology, new and complementary jobs are likely to be created (Autor, 2015; Moretti, 2010; Goos, Konings
and Vandeweyer, 2015). Overall, however, these studies find evidence that the share of middle wage jobs,
characterised by routine tasks, has declined and the wage share of the middle-skilled has also contracted,
which has contributed to increased inequality. Evidence of temporary job polarisation is also supported by
OECD findings (OECD, 2015c) which suggest that in periods where labour demand decreases due to ICTs, the
decrease is stronger for medium-skilled workers than for their high- and low-skilled counterparts.

Workers will need different skills, not just more skills. Regardless of the precise number of jobs at risk of
automation, continued hollowing-out will continue to disrupt the labour market. Up-skilling will be part of the
solution, but workers will also need a different sort of skill-set. Data from the OECD Survey of Adult Skills show
that on average across the 22 countries that implemented the survey, 55% of workers lack basic problem-
solving skills in technology-rich environments, suggesting weak prospects for capitalising on the opportunities
offered by the digital economy (OECD, 2013b).

Digitalisation is also changing the way work is organised. The “platform economy” (referring broadly to the
”gig”, “sharing”, and “on-demand” economies), though still small in scale, is growing quickly across many
sectors since it lowers the transaction costs of businesses accessing a larger pool of potential workers and
suppliers, with workers increasingly engaged as independent contract workers. This has benefits for some
workers, providing them with greater flexibility, and allowing people to earn additional income and access
work, sometimes for the first time. At the same time, these jobs rely mostly on non-standard work
arrangements (e.g. self-employment) that may limit access to regular jobs; it may also offer less promising
employment trajectories and lower access to social protection or training opportunities; and it could also limit

worker’s access to union representation and wage-setting mechanisms.
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Digitalisation and well-being

Having established a positive relationship between digital technologies, productivity and growth, the literature
has more recently moved to study how digital technologies can affect well-being. For example, Atkinson and
McKay (2007) argue that digital technologies are improving healthcare, access to education, the monitoring of
the environmental quality, and that they are giving consumers the possibility of interacting more fluidly with
business and governments. The digital economy also has huge potential to enhance social well-being.

Inequality, by definition, means that people do not have the same access to scarce resources, and that some
do not have any access. New technologies in some cases can eliminate that scarcity. For example, new
technologies can leverage human brain capacities and cognitive skills in similar ways to earlier breakthrough
technologies, such as steam power and electricity, which magnified human physical strength. This holds the
promise of similar or even greater increases in living standards, considering that digitised information can be
reproduced at low cost and used simultaneously thus being far less subject to scarcity.

Digital technologies can also promote social inclusion by creating better access to quality education and offering
new opportunities for skills development (OECD, 2014a). Digital learning environments can enhance education
in multiple ways, for example by expanding access to content to people from low-income backgrounds or
disadvantaged areas, supporting new pedagogies with learners as active participants, fostering collaboration
between educators and between students, and enabling faster and more detailed feedback on the learning process.
Similarly, several authors argue that digital technologies have enormous potential to innovate and improve the
quality of teaching, and more in general the learning experience (Yusuf, 2005; Jhurree, 2005; Hepp et al.,
2004).

New digital technologies are particularly important to better connect disadvantaged groups (OECD, 2016b).
For example, mobile connectivity is helping reach remote populations as well as those with lower incomes,
due to its low costs. Pantea and Martens (2014) find that low-income users spend even more time on the
Internet than the average, browsing websites that deal with education, career opportunities, health and
nutrition themes and online sales platforms. Potential benefits for low-income groups also relate to improved
access to free or very low-cost knowledge and information; services that allow consumers to negotiate better
prices for products (as well as identify better quality products); as well new consumption opportunities offered
by Internet-based platforms.

Technological innovations in the financial and health sectors can also promote social inclusion. Digital lending
innovations and innovative financing like peer-to-peer lending and crowdfunding platforms have the potential
to fill a bank lending gap and improve access to finance for both households and small enterprises, allowing for
the participation of small investors. Financial innovations will, however, require an appropriate regulatory and
legal framework ensuring transparency and accountability. Tailored financial education programmes can help
enable individuals and small businesses to make use of these new opportunities and help them make informed
choices. In the health sector, a study by Deloitte (2015) also finds that digital technologies enable patients,
carers and healthcare professionals to access data and information more easily and improve the quality of
outcomes of both health and social care.

Digitalisation and development

Following the rapid spread of digital networks across the world, a large body of evidence is now emerging that
shows that digitalisation does not only contribute to productivity and efficiency, but also to broader socio-
economic development. It can give rise to a more inclusive society and better governance arrangements;
enhance access to key services such as health, education and banking; improve the quality and coverage of
public services and political participation; expand the way that individuals collaborate and create content; and
enable them to benefit from a greater diversity and choice in products and from lower prices.
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The role of digital networks as an accelerator of development has been recognised globally, and due to its

critical importance to the three pillars of development — economic development, social inclusion and

environmental protection — the task of making the Internet universal and affordable was approved as a target
(Target 9.c) of the Sustainable Development Goals (SDGs), echoing the objective already elaborated by the
United Nation’s Broadband Commission for Sustainable Development. Policies that explore the full potential of

ICTs can accelerate progress towards the attainment of the SDGs. Table 1 summarises the ICT components

already set as targets in the SDGs and includes other possible ICTs components that can contribute to the

remaining goals.
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Table 1. Sustainable Development Goals (SDGs) and ICTs

Target 1.4. By 2030, ensure that all men and women, in
particular the poor and the vulnerable, have equal
rights to economic resources, as well as access to basic
services [...], appropriate new technology and

financial services, including microfinance.”

Target 2.a. Increase investment [ ...] in rural
infrastructure, agricultural research and extension
services, technology development and plant and
livestock gene banks [...]."/ Target 2.c. Adopt
measures to ensure the proper functioning of food
commodity markets [...] and facilitate timely access to
market information, including on food reserves, in
order to help limit extreme food price volatility.

The use of ICTs in the health sector can result in higher
quality, safer and more responsive to patient’s needs.
E-Health can be particularly important in rural and
remote areas by enabling innovative models of care
delivery, such as by telemedicine and mobile health.

Target 4.b. By 2020, substantially expand globally the
number of scholarships available to developing
countries [ ...] for enrolment in higher education,
including vocational training and information and
communications technology, technical, engineering
and scientific programmes, in developed countries and
other developing countries.

Target 5.b. Enhance the use of
enabling technology, in
particular information and
communications technology, to
promote the empowerment of
women.

1 CLIMATE
ACTION

\ ¥ 2

ICTs can contribute to improving
water and energy access by using
mobile solutions, smart grids
and meters to advance
efficiency, manage demand and
develop new ways to expand
access.

Target 8.2. Achieve higher levels of economic
productivity through diversification, technological
upgrading and innovation. / Target 8.3. Promote
development-oriented policies that support productive
activities, decent job creation, entrepreneurship,
creativity and innovation, and encourage the
formalisation and growth of micro-, small- and
medium-sized enterprises, including through access to
financial services.

INDUSTRY, INNOVATION
AND INFRASTRUGTURE

1 REDUCED
INEQUALITIES

12 RESPONSIBLE
CONSUMPTION
AND PRODUCTION

O

14 o
AAAA

®

1 PEAGE, JUSTICE
AND STRONG
INSTITUTIONS

1 PARTNERSHIPS
FOR THE GOALS

Target 9.c. Significantly increase access to
information and communications
technology and strive to provide universal
and affordable access to the Internet in
least developed countries by 2020.

ICTs, and especially through mobile-based
services, can contribute to reducing
inequality by drastically expanding access
to information, hence contributing to
individual empowerment and social
inclusion of individuals that used to fall
outside of the reach of traditional services.

. ICTs can be leveraged to organise cities and

communities more efficiently. Smart cities
use ICTs and big data to improve public
service delivery and to advance wide policy
outcomes such as energy saving, safety,
urban mobility and sustainable
development.

ICTs, and especially broadband, has
connected consumers and producers directly
and given rise to “on demand” markets of
products that can be customised and
localised, which can save time, reduce
transportation costs and contribute to a more
efficient and sustainable consumption.

The use of Internet of
Things can contribute
to making
environment-
monitoring tasks
cheaper, faster and
more convenient.

1 LIFE
ON LAND

The use of ICTs in the public sector can
improve the offer and uptake of digital
government services; strengthen the
performance of public institutions and
improve transparency and citizen’s
participation.

Target 17.8. Fully operationalise the
technology bank and science, technology
and innovation capacity-building
mechanism for least developed countries by
2017 and enhance the use of enabling
technology, in particular information and
communications technology.

Note: Not all SDGs had an ICT component officially included in a corresponding target by the UN. In those cases, identified

by (*), examples were identified by the OECD to depict how ICT could contribute to that particular goal.

Sources: United Nations General Assembly (2015), “Transforming our world: the 2030 Agenda for Sustainable
Development”, https://sustainabledevelopment.un.org/post2015/transformingourworld; OECD.
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However, despite the rapid spread of the Internet and the increasing agreement on the opportunities it brings,
nearly 60% of the world’s population, or four billion people, remain offline. These gaps in the availability and
penetration of the Internet persist and a large portion of the population is still unable to directly reap digital
dividends. Enhancing access to infrastructure, as discussed throughout this report, is therefore a major task for
developing economies. The task of closing the access and usage gaps is a multifaceted one. It involves major
‘supply-side’ challenges, notably of encouraging investment and competition, extending broadband
infrastructure outside of urban areas into rural and remote areas, and upgrading networks to match rising
demand. Additionally, demand-side issues such as low levels of income, education and local content
production add new challenges to improving affordability and relevance of services to users.

As the challenges are often substantial and the stakes so high, designing and implementing sound broadband
policies is crucial. Policy makers and regulators have at their disposal a large variety of tools that can be used
to stimulate and encourage investment, competition and network deployment, and contribute to making
services more affordable, relevant, usable and safer for individuals and businesses.

Not all the challenges for extending access to the Internet use can be addressed by policy makers and
regulators alone and other broader structural challenges present in developing economies, such as lack of
basic electricity and road infrastructure in remote areas need to be considered. That being said, improved
communication can also help to address and potentially substitute for deficiencies in essential services, such as
enabling business models for off-grid energy availability (e.g. pre-paid solar energy) or overcoming distances or
transport barriers to the delivery of public services and exchange of commerce. Critically, successfully
implemented broadband policies, articulated towards improving social inclusion, productivity, and governance
can act as catalysts for expanding the digital dividends of broadband access and use throughout the whole
economy and society. Experience shows that well-designed regulatory tools and ambitious digital strategies
and broadband policies that harness the potential of individuals, business and governments can make a
substantial difference on fostering broadband deployment, investment, competition and use.

Select indicators of digitalisation in G20 economies

This section provides indicators to illustrate G20 economies’ performance with respect to digitalisation.
Indicators are presented at the individual country level and are shaded to highlight four regions:

Regional classification:

I Europe M North and South America Asia, Middle East and Oceania [ Africa

The indicators are grouped into five broad categories: digital infrastructure, access to and use of digital
technologies, innovation in the digital economy, the skills needed to participate effectively in the digital
economy, and metrics around trust.

Digital infrastructure

Efficient and reliable communication networks and services are the foundation on which the digital economy is
based. It is critical that governments promote investment and competition in the provision of high-speed
networks and services, ensuring that key enablers are in place (e.g. sufficient spectrum and increasing uptake
of IPv6 Internet addresses), as well as encourage investments data itself to realise the full potential of the
digital economy.

Broadband is an essential digital infrastructure. The demands for faster broadband are increasing due to the
use of the Internet in providing a range of communication services, rapidly increasing volumes of Internet
video traffic, increasing numbers of smartphone and other mobile devices, the connection of billions of smart
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objects through the 10T, and access to applications and data stored remotely. Broadband infrastructure needs
to keep pace with these growing demands for broadband Internet access. This applies to both terrestrial (e.g.
fibre) and wireless or mobile broadband which are closely interrelated as terrestrial networks provide essential
“back haul” that link the edges to the main (backbone) network.

Among the G20, France has the highest average fixed (wired) broadband penetration (almost 40.5
subscriptions per 100 inhabitants), closely followed by Korea, the United Kingdom and Germany, although
large differences exist across countries, pointing to significant potential for emerging economies to catch up
(Figure 1).

Figure 1. Fixed broadband subscriptions per 100 inhabitants
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Note: EU data are for July 2015.

Sources: OECD for OECD G20 economies; European Commission (DG CONNECT) for European Union; ITU for other G20 economies.

Given the increasing importance of connectivity on-the-go and with the progressive deepening of the IoT,
mobile broadband is another key digital infrastructure. At 139 subscriptions per 100 inhabitants, Japan leads
the G20 in mobile broadband penetration, although the variation across countries is more mixed between
developed and emerging economies, which points to potential leapfrogging in some cases (Figure 2).
Expanding mobile broadband will become even more important with the evolving IoT in which more and more
mobile devices will require an Internet connection over mobile networks.
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Figure 2. Mobile broadband subscriptions per 100 inhabitants
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Note: EU data are for July 2015.

Sources: OECD for OECD G20 economies; European Commission (DG CONNECT) for EU; ITU for other G20 economies.

A key enabler of the Internet is the Internet Protocol (IP) system that routes information across the Internet.
The transition from the current Internet addressing system (IPv4) to the latest version of the IP (IPv6) is
essential as IPv4 addresses have almost run out, and the future growth of the Internet depends on the
availability of a new pool of addresses. Part of this growth will come from the loT and the Industrial Internet,
as both paradigms demanding more addressing space. The United States leads the G20 with uptake of IPv6 at
about 29% with Germany (25%) close behind (Figure 3).

Figure 3. Availability of end-to-end IPv6 connectivity among Google users in the G20
2016

% Magnified

Source: Google (2016).

One way of measuring the 10T is the number of SIM cards and phone numbers allocated to M2M communication
devices on mobile networks, which account for a growing segment of mobile data subscriptions. Current data
show brisk market growth in SIM cards and phone numbers in many countries. In 2015, there were 162 million
SIM cards for M2M communication in the 13 countries for which data is available, with the United States leading
the reporting G20 economies with just over 49 million M2M SIM cards in circulation, followed closely by the
People’s Republic of China (hereafter “China”) (43 million) (Figure 4).
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Figure 4. Penetration of machine-to-machine (M2M) SIM cards
December 2015
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Note: For Korea, provided data does not include some devices (personal navigation devices etc.) as they are based on different
technologies rather than SIM cards.

Sources: OECD for OECD G20 economies; ITU for other G20 economies.

Access to and use of digital technologies and services

Individuals and businesses, including SMEs, need reliable and widespread access to digital networks and
services to benefit from digital opportunities and boost growth and well-being. This is also important for
ensuring that the global digital divide does not grow wider, and would help people in low- and middle-income
countries, those in rural areas and other disadvantaged groups, to benefit from the education, employment
and health opportunities that are enabled by the Internet. This section illustrates some measures of ICT
adoption, with others included in Chapter 1 on access and use of digital technologies.

Access to the Internet has improved significantly in the past decade, with all G20 economies seeing significant gains,
albeit some from a low base. Access is almost universal in Korea, Japan and Saudi Arabia, and is very high in much
of the G20, with those countries lagging behind also having lower levels of broadband penetration (Figure 5).
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Figure 5. Households with Internet access at home

As a percentage of total households
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Sources: ITU World Telecommunication/ICT Indicators Database; Eurostat Information Society Statistics Database, November 2016.

Internet usage varies considerably across G20 economies, ranging from 22% of all individuals (Indonesia) to
93% (Japan). In addition to Japan, many other G20 economies show very high rates of Internet use, including
the United Kingdom, Korea, and Canada, although some G20 economies show a significant gap in Internet
users, due in large part to lower levels of broadband penetration and other digital infrastructures (Figure 6).
Other differences in uptake are due primarily to age and education, often intertwined with income levels. In many
countries, uptake by young people is almost universal, but there are large differences for older generations.

Figure 6. Individuals using the Internet

As a percentage of total individuals
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Note: Please note that the number of total individuals may vary across countries depending on age intervals.
Sources: ITU World Telecommunication/ICT Indicators Database; Eurostat Information Society Statistics Database, November 2016.
The Internet opens up new opportunities on domestic and global markets for consumers and businesses. To take

advantage of these opportunities, a web presence is essential. More than half of all firms had a web presence in
most G20 economies, and web presence among firms has increased across the board in the last decade (Figure 7).
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Figure 7. Businesses with a web presence

As a percentage of total businesses
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Note: For Argentina and the Russian Federation, no recent data is available.

Sources: Eurostat; OECD; UNCTAD, November 2016.

Cloud computing — a service model for renting computing services — has been a particularly transformative
digital technology. Since cloud computing transforms computing into a service, firms can turn their capital
expenditures into operating expenses. Firms more frequently invest in cloud computing services with a high
degree of sophistication, such as financial and accounting software, customer relationship management
software and raw computing power, rather than in less sophisticated services, such as email, office software or
file storage. The diffusion of cloud computing among firms has accelerated in recent years, with Italy leading
the G20 reporting economies with 40% of all firms indicating use of cloud computing services (Figure 8).
However, there remains a substantial gap between large firms and SMEs in the use of more advanced ICT
applications such as cloud computing, where SMEs lag larger firms across all countries.

Figure 8. Enterprises using cloud computing services, by size, 2015
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Sources: OECD, ICT Database; Eurostat, Information Society Statistics Database, April 2016.

Firms are increasingly using the Internet to engage in e-commerce. In Australia, for example, about 45% of
enterprises reported making sales via e-commerce in 2015, compared to about one in ten firms in Italy
(Figure 9). All reporting G20 economies increased their sales via e-commerce during this period, with Australian
firms leading the group and Indonesian and Brazilian firms close behind. Data for a smaller sample of countries
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show that large firms have much greater uptake than small firms, highlighting the importance of promoting the
diffusion of digital technologies to SMEs.

Figure 9. Businesses engaged in sales via e-commerce
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Sources: Eurostat; OECD; UNCTAD, November 2016.

At the same time, firms are increasingly placing orders over the Internet. About 70% of all Australian firms placed
orders over the Internet in 2015, an increase of 26 percentage points in a decade (Figure 10). Only in Germany and
the United Kingdom did firms slightly decrease their use of the Internet to place orders over the 2005-15 period.

Figure 10. Businesses placing orders over the Internet
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Sources: Eurostat; OECD; UNCTAD, November 2016.

Innovation in the digital economy

Technologies, smart applications and other innovations in the digital economy can improve services and help
address policy challenges in a wide range of areas, including health, agriculture, public governance, tax,
transport, education, and the environment, among others. ICTs contribute not just to innovation in products,
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but also to innovation in processes and organisational arrangements. Digital innovations also facilitate co-
operation within and among countries.

Investment in ICT goods and services is an important driver of growth in the long-term, with two-thirds of ICT
investment devoted to computer software and databases. Since 2004, ICT investment has declined in almost
all of the G20 economies for which data are available (Figure 11). This slowdown is in part due to a rapid
decrease in prices, particularly for IT equipment, as well the fact that many firms are now buying IT services
instead through the cloud, which means that at least a proportion of business ICT expenditures are not being
capitalised and included in ICT investment.

Figure 11. ICT investment
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Source: OECD, Annual National Accounts, May 2016.

Trademarks provide a measure of the relevance of branding in particular product areas, conditional on the
need to protect these brands against counterfeiting. The distribution of ICT-related trademarks offers a
distinctive perspective on the competitive position of economies vis-a-vis digitalisation, especially in terms of
innovation in ICT services. The data show that Korea leads the G20 in registrations of ICT-related trademarks,
with 57% of all of its trademark applications to the European Union Intellectual Property Office (EUIPO) and
36% of its trademark applications to the United States Patent and Trademark Office (USPTO) in ICT-related
areas, and these shares have increased significantly in recent years in Korea, Turkey and China (Figure 12).
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Figure 12. ICT-related trademarks

As a percentage of applicants' total trademark registrations at EUIPO and USPTO
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Further innovations in ICTs are essential to addressing the grand challenges we face such as providing healthcare
to aging populations, reducing inequalities and preserving the environment. Patenting in ICTs grew by almost 60%
between 2000-03 and 2010-13 among G20 economies (Figure 13). Since 2000, ICT-related patents as a share of
total patents grew markedly in China and India, by almost 30 and 25 percentage points, respectively.

Figure 13. ICT-related patents
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Source: OECD, STI Micro-data Lab: Intellectual Property Database, http://oe.cd/ipstats, October 2016.

Innovation in digital technologies underpins future growth of the Internet and Internet-based applications.
These technologies often do not develop linearly, with rapid growth followed by periods of slower activity.
Inventive loT grew throughout 2006-12 (Figure 14). Quantum computing and telecommunication activities
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seemingly established the basis for the development of other ICTs: patenting in the field peaked in 2006, fell
and then stabilised. EU member states, especially the United Kingdom, led developments in quantum
computing, whereas the United States led developments in both big data and the IoT. China increased its share
of patents in both of these areas significantly over the period (Figure 15).

Figure 14. Patents in new generation of ICTs
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Figure 15. Top players in IoT, big data and quantum computing technologies, 2005-07 and 2010-12
Economies' share of IP5 patent families filed at USPTO and EPO, selected ICTs
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Digital technologies and services play an important role in the manufacturing sector, contributing to
innovations. Figure 16 shows the value-added of ICT goods and services in total manufacturing exports, broken
down into the domestic and foreign components (the latter is subsequently further decomposed into the
regions from which the value added of ICT goods and services originate). The domestic value added
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component may include repatriated income (profits) from multinational enterprises (MNEs). These data show
that in value-added terms, ICT goods and services represent between 2% (Saudi Arabia) to 13% (Japan) of total
manufacturing exports in G20 economies. Japan, Korea, China, and the United States are particularly strong
exporters of manufacturing goods with significant ICT-related content.

Figure 16. Value-added of ICT goods and services in total manufactured exports

By country or region of value-added origin, 2011

@ Domestic ENAFTA DOEU28 EEast and S.E. Asia @ Rest of the world

Notes: ICT goods and services are approximated by ISIC Rev.3 Divisions 30, 32 and 33 for goods and 64 and 72 for services. EU28 excludes
intra-EU28 exports. For EU28, domestic = EU28 origin. East and Southeast Asia comprises Brunei Darussalam, Cambodia, China, Chinese
Taipei, Hong Kong (China), Japan, Korea, Indonesia, Malaysia, Philippines, Singapore, Thailand and Viet Nam.

Source: OECD, Trade in Value-Added (TiVA) database, “Origin of value-added in gross exports (by source country and industry)”,
http://oe.cd/tiva, 2015.

Skills needed to participate in the digital economy

New approaches to education, training, re-skilling, skills use throughout the economy, and adjustment
assistance to meet the fast-changing demand for new skills, will be key to maximising the benefits of a digital
and inclusive economy and society today and in the future. Basic skills will be important, as will digital and
science, technology, engineering and mathematics (STEM) skills and variants such as data analytics,
programming and network deployment and maintenance, and softer skills associated with content creation,
design, organisational change and entrepreneurial creativity.

With respect to basic skills, evidence suggests that overall science, reading and mathematics performance
differs significantly across G20 economies. Performance in mathematics is significantly above reading and
science performance for some G20 economies, including China, Indonesia, Korea and Japan, and slightly higher
in several others, including Germany, Canada, the United Kingdom, Italy and the Russian Federation. For many
others, all three indicators are broadly aligned, albeit with differences across countries, in part linked to levels
of overall economic development (Figure 17).
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Figure 17. Science, reading and mathematics proficiency at age 15, 2015
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As people move up the education ladder towards more specialised skills, evidence shows that all countries
produce relatively more tertiary graduates in natural sciences and engineering than they do computer science
graduates. Germany leads at 35% of all tertiary graduates in natural sciences and engineering, followed by
Korea (31%) and Mexico (28%). With respect to computer sciences, Indonesia leads at almost 10% of all
tertiary graduates, followed by the Russian Federation and Germany, both at around 4.5% (Figure 18).

Figure 18. Tertiary education graduates in natural sciences and engineering, 2014
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Source: OECD, Education Database, November 2016.

As digitalisation deepens, computer skills become increasingly important. On average, only a quarter of all
workers use office software daily (Figure 19). Of these, according to the OECD Survey of Adult Skills (PIAAC), a
considerable share of workers may lack the skills to use these tools effectively. This could be worrisome unless
better software and artificial intelligence help overcome these problems and reduce barriers to computer use
as there is no plausible future in which computer use will decline (indeed, it is more likely that reliance on
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computers will rather increase). At the same time, “digital natives” are on the rise. On average, 15-year-olds in
a range of G20 economies spend about three hours per day on the Internet on a typical weekday.

Figure 19. Workers using office software at work every day, 2012

m All users Of which users with insufficient ICT skills

%
40 ¢

Notes: Problem Solving in Technology Rich Environments (PSTRE) assessment data for France, Italy and Spain are not available and not
included in the average. Individuals in the following categories of the PSTRE assessment are excluded from the analysis: “No computer
experience”; “Opted out of computer based assessment”; “Failed ICT core/Missing”.

Source: OECD, based on PIAAC Database, January 2016.

Trust in the digital economy

To realise the potential of the digital transformation for growth and well-being, greater co-operation in
developing coherent strategies for digital privacy and security, and implementing privacy and security risk
management frameworks, are essential, as is the protection of consumers engaged in the digital economy
through e-commerce and other activities. Issues around access to data, use and ownership of data, as well as
safety, are particularly relevant as the loT, and with it billions of interconnected devices, becomes a reality.

Denial-of-service (DoS) attacks are a well-publicised and relatively common form of cyber-attack. These attacks
aim to make machines or network resources unavailable by interrupting or suspending the services of a host
connected to the Internet by flooding the host site using multiple machines, often remotely controlled via
malware. In general, large firms are more prone to DoS attacks. At the global level and in absolute terms,
China, the United States and the Russian Federation lead both in terms of DoS attacks originating from or
targeting each geographical area (Figure 20). These measures are highly correlated, suggesting to some extent
the domestic nature of many attacks. Exceptions include Canada, Italy, and Spain, which receive many more
attacks than they originate.
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Figure 20. Distributed denial-of-service attacks originating from or targeting
each geographical area, April 2014
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Another trust-related metric includes the share of firms that that have a formally defined policy that deals with
digital security. On average, just over 30% of all EU firms had such a policy in place, compared to just over 20%
in Turkey (Figure 21). While currently available only for some European countries and Turkey, this data
underscores that while challenging, it is possible to develop trust metrics with the active support of
governments in carrying out the relevant firm-level surveys (see Box 2).

Figure 21. Businesses with a formally defined ICT security policy, 2015
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BOX 2. MEASURING TRUST IN THE DIGITAL ECONOMY

The risk related to cybercrime and digital security incidents moved into the top five global business risks in
2015 (in 2014, cyber risks ranked 8th and in 2013 just 15th), according to the fourth annual Allianz Risk
Barometer Survey (Allianz, 2015). In the World Economic Forum’s Global Risks 2015 report, digital risk is
firmly positioned as a major risk in terms of likelihood and effect (WEF, 2015a). It is recognised as one of the
top commercial risks along with geopolitics, the environment, and the economy.

Digital security risk is a concern that the entire business community shares, but it represents an especially
serious threat to smaller businesses. While large businesses and organisations may have the institutional and
financial capacity to develop appropriate digital security risk management, studies in a number of countries
suggest that SMEs, and particularly micro-enterprises, face managerial and financial resource constraints that
make the implementation of digital security risk management practices often a secondary preoccupation.

Data limitations, definitional problems and the lack of appropriate sets of indicators are thus a severe
constraint in measuring digital security and privacy risks today. In particular, for many of the hypothesised
modes by which firms’ “bottom line” might be affected by a digital security incident, there is little or no
available data which is sufficiently robust and comprehensive to be used with a high degree of confidence for
public policy making. Where international surveys exist, they do not take account of how businesses are
managing digital security risks or the effectiveness of digital security risk management practices.

While there is a need to develop new and better metrics to better understand the digital economy, the
security and privacy areas are particularly urgent. The OECD aims to help address this gap by undertaking
work to better measure security and privacy over the 2017-18 period.
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1. ACCESS TO DIGITAL TECHNOLOGIES AND SERVICES

e Despite the rapid spread and uptake of digital technologies, adoption and use vary among G20 economies,
demographics, industries and by firm size, raising concerns about the inclusiveness of the digital
transformation.

e  While G20 economies vary, barriers to the access and effective use of digital technologies typically include
some combination of a lack of high-quality and affordable infrastructure; a lack of trust in digital
technologies and activities; a shortage of the skills needed to succeed in the digital economy; a more
reactive than proactive approach to the openness of the Internet; services trade barriers; high costs and
poor access to financing for smaller firms; barriers to the reallocation of resources across firms and sectors;
and a lack of interoperability of standards.

e These barriers can be overcome or ameliorated by developing and implementing comprehensive national
digital strategies; enhancing competition in telecommunication markets and improving Internet access for
disadvantaged groups, SMEs and regions; elevating the importance and clarifying the objectives of policies
and practices to address digital security and privacy risks; reducing firm-level barriers and enabling
complementary investments; ensuring life-long learning mechanisms to improve workers' skills; ensuring
Internet openness and cross-border data flows; and fostering robust firm dynamics within the economy.

1.1. The policy challenge

Digital technologies have spread rapidly over the past 20 years, with a large share of the population in G20
economies now having access to fixed or mobile broadband networks, and firms often using several digital
applications throughout their businesses (see Part | on digitalisation indicators). Developments in mobile
technologies have also enabled people to conduct daily personal computing and communications activities on-
the-go. Nevertheless, there is still considerable variation across and within G20 economies in the access of
people and firms to digital technologies and services.

The variation within G20 economies across different population groups appears largely linked to incomes,
levels of education, age, and region, with gender differences typically playing a more limited role. Many
lagging G20 economies have made strong progress in reducing these gaps in the past decade, in large part due
to advances in mobile broadband availability. Data on Internet access by income quartiles also show that the
diffusion process has also advanced substantially for low-income households in many countries (OECD, 2016c).
As the benefits of digital technologies increase with the number of people and firms connected, increasing
access and ensuring that all are able to benefit from these technologies and their many applications and
services is an important challenge for policy makers.

Within countries, differences across firms appear mainly linked to firm size, but they are also affected by the
sectoral composition of the economy. Moreover, while broadband access and basic applications such as
websites are common among most firms, more advanced applications, such as enterprise resource planning
(ERP) software and radio-frequency identification (RFID) are used by a much smaller share of firms (Figure 22),
perhaps in part because a lack of workers with the skills to use these technologies effectively, but also as these
applications require a much greater transformation of business processes.
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Figure 22. Diffusion of selected ICT tools and activities in enterprises, 2015
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Sources: OECD, ICT Database; Eurostat, Information Society Statistics Database; national sources, April 2016.

As highlighted in Part | on digitalisation indicators, the uptake of digital technologies remains particularly low
among small firms even for technologies that seem particularly relevant for SMEs, such as cloud computing, or
for particular industries, such as ERP in manufacturing.

1.2. Potential benefits from enhanced access to and use of digital technologies

As discussed in Part 1 of this report, enhancing access for households and individuals is related to the
significant potential of digital technologies to increase incomes and social well-being, and promote social
inclusion. Digital technologies can create better access to quality education and offer new opportunities for
skills development, for example by expanding access to knowledge for people from low-income backgrounds
or disadvantaged areas, supporting new pedagogies with learners as active participants, fostering
collaboration between educators and between students, and enabling faster and more detailed feedback on
the learning process (OECD, 2014a).

Digital technologies can be particularly important to help connect disadvantaged groups (OECD, 2016d). For
example, mobile connectivity is helping reach remote populations as well as those with lower incomes due to
its low costs. Pantea and Martens (2014) find that low-income users spend even more time on the Internet
than the average, browsing websites that deal with education, career opportunities, health and nutrition, and
e-commerce platforms. Potential benefits for low-income groups also relate to improved access to free or low-
cost knowledge and information; services that allow consumers to negotiate better prices for products (as well
as identify better quality products); as well new consumption opportunities offered by Internet-based
platforms, such as peer-to-peer platforms that lower the barriers for individuals to rent, swap, share, barter,
lend, exchange and sell goods and services among themselves.

Digital technologies also offer new opportunities for firms, including in lowering important barriers to entry.
For example, digital technologies can facilitate cross-border e-commerce and participation in global value
chains (GVCs) (e.g. Skype for communications, Google and Dropbox for file sharing, LinkedIn for finding talent,
PayPal for transactions, and Alibaba and Amazon for sales). Enhancing access to networks and enabling SMEs
to engage in e-commerce can be an effective way for small firms to go global and even grow across borders
where they can become competitors in niche markets. For example, M-Pesa, a Kenyan mobile-money service,
is now active across Africa as well as South Asia and Eastern Europe.
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Digital technologies are also transforming industrial production. They make the sector more productive
through automation and robotics, can help reduce disruptions caused by the breakdown of machines (e.g.
through automated maintenance) and reduce the need for assembly at some stages (e.g. through 3D printing)
(OECD, 2016c). One US provider of laboratory services estimated that “predictive maintenance of assets [can
save] up to 12% over scheduled repairs, reducing overall maintenance costs up to 30% and eliminating
breakdowns up to 70%” (Sullivan et al., 2010; cited in Daugherty et al. 2015). And more prolific use of digital
technologies within production is moving this sector increasingly into service provision, creating new business
opportunities. For example, Rolls-Royce has shifted from a product, time and service to a service model that
has been trademarked “Power by the Hour” (OECD, 2016a).

The Internet also enables firms, particularly SMEs, to maximise the benefits of digital technologies. For
example, the Internet helps firms access markets they could not have otherwise reached, find workers with
the particular skills they need, engage in new forms of financing (e.g. crowdfunding), and access technologies
they may not have been able to buy directly (e.g. via cloud computing), among others. Chapter 8 on SMEs
discusses in more detail the benefits of digital technologies for SMEs.

1.3. Key barriers to access and use

Despite the many potential benefits for firms, households and individuals, the uptake and use of digital
technologies still lags for many groups and in many countries. This is due to a range of barriers, some of which
can be ameliorated by policy action, both at a national and global level.

Quality and cost of accessing networks

For both firms and households, the spread of high-quality broadband networks and the quality and cost of
accessing these networks are particularly important. This is linked to the state and diffusion of broadband
networks in a country and the degree of competition in the market. Policies that help encourage the diffusion
of networks to all regions and households and that encourage competition are therefore essential." The
relative restrictiveness of regulation in the telecommunication sector is important in this regard. Data suggest
considerable remaining differences in the degree of regulation in the telecommunications sector across G20
economies, although the restrictiveness of regulation has fallen in many countries over the past years (Figure
23).

Figure 23. Sectoral regulation in the telecommunications sector, 2008 and 2013

Index scale of 0 to 6 from least to most restrictive

u2013 ©2008
6 -
5 F
4t
o
3 L
) <o
B SR
o HE v
<o it
Ty o S B
o g i
0 . . . . . | G | . .
& » e S Ng » & & & o S &) g N g
® © IS & @ Ny N S & & @ & & N &
b@% & & Q Q)@ R R W A\ o\’“‘& <
N & @
NN S

Source: OECD, Product Market Regulation Database; Koske et al. (2015).
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Research has shown that the availability and quality of telecommunications and transport services are strongly
related to competitiveness in manufacturing. For instance, more Internet connections are associated with
more exports of branded goods at higher prices in several manufacturing sectors, most notably electronics.
Estimates suggest that an increase in telecoms density of 10% is associated with between 2% and 4% higher
export prices in the electronics sector, and an increase in intra-industry trade in the sector by between 7% and
9%, depending on the initial density (OECD, 2014c). Research using the OECD Services Trade Restrictiveness
Index shows considerable differences across G20 economies, in both Telecommunications and Computer
Services (Figure 24). The analysis of this data suggests a strong relationship between the services trade
restrictions in the telecommunications sector and performance. By implication, more open and better
regulated telecommunications result in more competitive manufacturing (OECD, 2014c).

Figure 24. Services Trade Restrictiveness Index, 2015
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b) Computer services
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Source: OECD, Services Trade Restrictiveness Index Database, www.oecd.org/tad/services-trade/services-trade-restrictiveness-index.htm.

Management

Another challenge at the firm level is management, including the ability of managers to take risks and engage
in restructuring. Research shows that implementing and realising the full productivity benefits from new
technologies (such as ICT) entails significant organisational restructuring, which requires considerable
managerial skill (Bloom et al., 2014). Higher managerial quality raises within-firm productivity (Bloom, Sadun
and Van Reenen, 2012) while better managed firms may also be better able to address skills challenges within
the firms, e.g. in screening job applicants, developing new work practices, internally reallocating overskilled
workers, and retraining or removing under-skilled workers. Competition and product market regulations are a
key determinant of managerial quality, but competition may be less effective at facilitating the exit of poorly
managed family-owned firms to the extent that they may be subsidised by their family owners through cheap
capital (Bloom et al., 2014). Available estimates show considerable variation in management scores across G20
economies (Figure 25).
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Figure 25. Average management scores for G20 economies

Notes: Unweighted average management scores, survey waves pooled (2004-2014). The scores can range from 1 (lowest management
score) to 5 (highest).

Source: Bloom, Sadun and Van Reenen (2016).

Privacy and security

Increasing connectivity and data-intensive economic activities — in particular those that rely on large streams
of data (big data) and the emerging loT — have the potential to foster innovation in products, processes,
services and markets and help address social and global challenges. For example, in the manufacturing sector,
sensor data is being used to monitor and analyse the efficiency of machines to optimise their operations and
to provide after-sale services, including preventive maintenance (OECD, 2016e). But these developments are
accompanied by a change in the scale and scope of digital security and privacy risk with potential significant
impacts on social and economic activities.

The growth of digital security risks to economic and social activities, including risks to the security of data
assets, as well as concerns that privacy and personal data protection is being violated, reinforces the
importance of lack of trust in digital technologies and activities as another barrier to adoption and use of
digital technologies by firms, households and across society. These concerns will only become stronger with
the introduction of newer, more advanced technologies and processes (e.g. cloud computing, data analytics,
IoT) that will in turn raise additional challenges — most notably related to safety and liability.

Skills, education and complementary assets

Skills and education also matter in how digital technologies are used. For households and individuals, activities
such as sending emails, searching product information, or social networking show little variation across
countries. However, the shares of Internet users performing activities usually associated with a higher level of
education (e.g. those with cultural elements or more sophisticated service infrastructures) tend to show larger
cross-country variability. This is the case, for example, for e-banking, online purchases, news reading and e-
government. While users with tertiary education perform on average 7.3 different activities, those with lower
secondary education perform only 4.6 activities (OECD, 2016f). Education therefore plays a key role in shaping
the range of activities on the Internet.

Available evidence for G20 economies shows that there are large differences in the degree of complementary
investment in training and process improvements, compared with investment in ICTs (World Bank, 2016)
(Figure 26). More recent estimates for OECD countries (OECD, 2015d) show that the share of investment in
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these complimentary knowledge-based assets has continued to grow in many countries, and that such

investment showed great resilience during the economic crisis.

Figure 26. Investment in ICTs relative to complementary investment, 2006
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Particular barriers for SMEs

At the firm level, where many large firms use digital technologies quite widely, barriers to access and use are

particularly prevalent for SMEs. SMEs lag large firms in their use of digital technologies at every level of

economic development (Figure 27). For these firms, the cost of digital technologies, combined with a lack of

adequate financing, are important barriers that help explain why they are less likely to adopt digital

technologies. Such costs do not just involve the digital technologies themselves, but also the associated costs

and investments needed to ensure successful implementation, e.g. costs of related services, investment in

training and in process innovation.

Figure 27. Large firms use the Internet more intensively across all income groups, 2006-14
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Recent research points to a set of additional challenges for smaller firms: (i) reluctance of managers to adapt
to technological change, possibly due to a lack of knowledge, time or mistrust; (ii) a view of the Internet mainly
as a tool for cutting costs rather than for expanding markets and commercial opportunities; and (iii) lack of ICT
skills and expertise, including lacking motivation or resources to train employees or to recruit specialists
(Bordonada, Lucia-Palacios and Polo-Redondo, 2012; Consoli, 2012; OECD, 2010a; Tompson et. al., 2011).

Analysis of the uptake of e-commerce among SMEs, in particular across borders, confirms these barriers and
highlights some additional ones. One-third of Internet users in the European Union cite worries about security
as their primary concern (OECD, 2014b), with the legal and regulatory framework influencing the level of trust
online (UNCTAD, 2016). Consumer mistrust also stands in the way of cross-border purchases, confirming the
importance of trust for tapping into the great potential of cross-border e-commerce. In addition, several
supply-side obstacles are important, notably trade and regulatory barriers. Some of the most common barriers
to foreign market access, including via e-commerce include:

e High customs administration and shipping costs, which obstruct in particular long-tail economic
transactions, and thus affect the ability of SMEs to engage in electronic commerce (although they may
have less impact on digital goods and services),

e Inadequate property right protection, including copyrights, patents and trademarks, and

e Shortage of working capital to finance exports, information to locate and analyse markets, and
managerial time, skills and knowledge (OECD, 2009, 2016g).

Policy measures to reduce these barriers will especially benefit SMEs, which tend to have limited resources
and skills to tackle obstacles. At present, SMEs rely increasingly on e-commerce intermediaries and
marketplaces such as Alibaba or Amazon. While these intermediaries make it easier for SMEs to access foreign
markets and benefit from large network effects and economies of scale, the key role of online intermediaries
in online and mobile markets may result in SMEs becoming dependent on such players. Moreover, this risks
limiting the potential impact of digital technologies on business transformation. The G20 Trade and Investment
Working Group, when discussing the potential of digital trade, will also pay special attention to particular
barriers for SMEs.

The openness of the Internet and cross-border data flows

Approaches to dealing with Internet openness also play an important role in enabling access to the full
spectrum of goods, services and information available through the Internet (OECD, 2016f). Openness
underpins the ability of the Internet to act as a connector on a massive scale. This is what provides
opportunities to share, access and co-ordinate knowledge, leverage platforms for new ventures, and source
inputs ranging from finance to professional services. Countries and other stakeholders may have different
preferences concerning Internet openness, depending on their objectives and their assessment of the benefits
and challenges that come with preserving openness. Broad public policy objectives that can affect Internet
openness in one way or another include protecting competition, consumers and privacy, and promoting
economic development, cultural preservation and Internet access.

Ensuring the free flow of data across border is also important since data can now be accessed from almost any
location. Trans-border data flows over the Internet enable firms to co-ordinate their participation in global
value chains and have empowered even micro firms to engage in trade. Data show that the now defunct Safe
Harbor framework governing data flows between the European Union and the United States was used by a
wide variety of firms, with firms from 103 different industries certifying to Safe Harbor at some point from
2000 to mid-2015 (OECD, 2016f). Over half the firms had fewer than 100 employees, highlighting how data
flows matter for SMEs (OECD, 2016f).
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Recent technological developments have radically altered current data flows. In examining international data
transfers that occur today, three main changes can be noted: change in scale, change in processing and a
change in management. The role of the individual in these flows has also evolved. Whereas in the past, data
transfers tended to be business-to-business or government-to-government, changes in technology and
practices have increased the scale of those transactions, and have fostered new business-to-consumer,
government-to-consumer, and even consumer-to-consumer relationships. Individuals going about their day-
to-day activities online may routinely, and often unknowingly, generate transborder data flows. Organisations
offer storage and processing services at a distance to individuals, migrating e-mail, pictures, videos, and
documents away from the personal computer and to third-party servers. This allows individuals to have
convenient access anywhere in the world where there is Internet access, but it also highlights the costs of
barriers to cross-border data flows.

Barriers specific to Industrie 4.0 and the IoT

Challenges highlighted in this chapter, for example access to high-quality infrastructure and skilled labour, are
relevant to the digitalisation of production systems, commonly referred to as the Industrial Internet or
Industrie 4.0. To be successful, given that adoption of more sophisticated digital technologies (e.g. ERP, RFID)
lags more universal applications such as websites, more needs to be done to encourage investments in
complementary knowledge-based assets, such as new skills, organisational changes and new business models.
In turn, this may require the realignment of framework policies, including product market regulations.

Beyond improving the overall diffusion of digital technologies across production industries, policy measures to
address inconsistent data governance frameworks and barriers to interoperability and standards should be
considered. Regulations, and their implementation, could also be reviewed to assess their capacity to deal with
the complexity of new issues related to liability, competition, privacy and consumer protection (OECD, 2016c).
Chapter 4 will discuss in more detail the issues around standards, particularly with respect to Industrie 4.0, and
Chapter 6 will look at digital security and data protection more closely.

1.4. Key areas for policy action

The discussion in the preceding section points to some productive areas for policy actions that could help
enhance access and use of digital technologies. The following areas are particularly important.

Enhancing competition in telecommunications markets

Lack of access to digital infrastructures at competitive prices is often the first key barrier for firms to access
and use digital technologies. In particular, access to digital technologies such as (mobile) broadband, including
in rural and remote areas, as well as access to data which are becoming an infrastructure for data-driven
innovation, are crucial. High-speed broadband is the underlying infrastructure for the free flow of data that
enables and fuels digital services. Mobile broadband is essential, as smart mobile devices are becoming a key
platform for digital innovation. Moreover, high-speed mobile broadband is especially important to further
improve connectivity in remote and less developed regions. The drop in mobile access prices, mainly thanks to
enhanced competition, is the prime factor behind the explosion of mobile subscriptions, and calls for
continuous efforts to strengthen competition in the telecommunication services markets (OECD, 2014d,
2016d).

The most effective way for policy to facilitate the use of networks by SMEs is improving access, which requires
sound policies in the telecommunication area, with a strong focus on competition and fair access. Specifically it
is critical to stimulate investments in broadband, smart infrastructure and the loT as well as in data and
analytics with a strong focus on SMEs and high value-added services (i.e. data analytic and data-driven
services). Governments should promote digital technologies as general-purpose platforms for innovation and
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knowledge sharing by upholding the open, free, decentralised and dynamic nature of the Internet. At the same
time, policy makers must assess market concentration and barriers to competition. ICT-driven innovation is
challenging traditional approaches to ensuring competition.

Developing and implementing comprehensive national digital strategies

Over the last decade, governments have recognised the importance of addressing the digital economy in a
more holistic manner through the development of national digital strategies. National strategies have the
flexibility of being able to address both the supply and demand sides of the digital economy through mixes of
policies and programmes. Effective strategies generally aim to promote and grow the ICT sector, strengthen
trust and e-government, advance e-inclusion and the adoption of digital technologies, improve digital skills and
education as well as tackle global challenges such as Internet governance, climate change and development
co-operation (OECD, 2015a).

These strategies often exist in parallel with other, more targeted national strategies. For example, while good
telecommunications policies are at the core of many of these strategies, many governments also have national
broadband strategies more specifically aimed at connecting remote areas and lagging groups in the
populations. Such policies can enable such regions and groups to participate and benefit from the digital
economy. Another example is national cybersecurity strategies or currently developed national digital security
risk management strategies. The development of national privacy strategies in the future may also respond to
the specific need to adopt a whole-of-society approach to ensuring privacy and data protection while providing
the flexibility needed to take advantage of digital technologies for the benefit of all.

National digital strategies are focused on enabling the positive economic and social conditions necessary for
development and growth. As such, they are cross-sectoral by nature and in many instances are designed to
boost countries’ competitiveness, economic growth and social well-being (OECD, 2015e). They allow
governments to set targets, generally related to infrastructure deployment or growth of a sector, and
objectives, generally more aspirational, which drive the deployment of digital technologies and infrastructure
throughout the economy. These targets and objectives can be set at both the national and international levels.
Consistency with broader international digital agendas, such as the G20, reinforces a country’s domestic
agenda and increases the possibility of meeting these targets.

Addressing privacy and security

The rapid spread of digital technologies has been accompanied by a change in the scale and scope of digital
security and privacy risks with potential significant impacts on social and economic activities. These
developments underscore the need for an evolution in policies and practices to build and maintain trust
(OECD, 2016c). SMEs and early-stage start-ups in particular face distinct challenges in managing digital security
and privacy risk. A digital security incident that can result in a loss of consumer trust, damage to reputation, or
a drop in revenue, may be more damaging for SMEs than for larger companies because they are more likely to
find it difficult to weather a temporary loss of customers or revenue. As well, they may not have the resources
or expertise to effectively assess and manage risk.

On the positive side, SMEs that are aware of the risk and can demonstrate that they have robust digital
security and privacy practices may have a competitive advantage when seeking partnership opportunities with
larger organisations. In order to help SMEs realise these opportunities, it is essential to increase SMEs
awareness and promote adoption of good practice. Useful approaches include the development of SME-
specific risk management guidance tools and incentives, for example, by leveraging digital risk insurance.
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Reducing firm-level barriers and enabling complementary investments

There are also several barriers at the firm level that affect the access and use of digital technologies. The
effective use of digital technologies typically requires additional investments in complementary knowledge-
based capital, in particular in (organisation-specific) skills and know-how, and in organisational change
including new business models and processes. Many businesses, and in particular SMEs, therefore lack the
necessary skills and know-how, and the financial resources to take advantage of digital technologies, and to
introduce the changes needed for their productive use in businesses and across society.

Finance is a particularly important barriers for SMEs, who may not always have access to the necessary finance
to make investments in digital technologies, although new sources of finance, including Internet-based
financing, and the buying of Internet-based services (including cloud computing) can help mitigate this
problem. Policies that strengthen SME financing, developed further in Chapter 3, can therefore play a useful
role in strengthening access and use of digital technologies by firms.

Improving skills

Skills are clearly an important factor in the uptake and effective use of ICTs. Evidence suggests that despite
increasing diffusion of digital technologies in business, a large proportion of people do not effectively use
digital technologies at work or do not have adequate ICT skills (OECD 2015g, 2016g). On average, only 25% of
individuals use simple office software, e.g. word processors and spreadsheets, every day at work. Among
them, over 40% do not appear to have sufficient ICT skills to use these tools effectively, according to the OECD
Survey of Adult Skills (PIAAC). Low proficiency in ICT skills risks limiting individuals’ access to many basic
services, better-paying and more-rewarding jobs, and the possibility of participating in further education and
training. At the national level, if large proportions of the adult population have low proficiency in information-
processing skills, the introduction and adoption of productivity-improving technologies and work organisation
may be hampered. That, in turn, could stall improvements in productivity diffusion and living standards. These
life-long learning skills will also be essential for navigating the digital transformation and structural changes it
will induce.

Ensuring that everyone has the relevant skills is therefore key to enhancing the uptake and use of digital
technologies and turning it into innovation, productivity and inclusive growth. However, what is becoming
increasingly clear is that specialist technical skills are not enough to drive innovation. They need to be coupled
with a range of other skills such as entrepreneurship, organisational know-how and design. At the same time,
the take-up and diffusion of innovation needs people — as workers and as consumers — to have general skill
levels that enable them to make the most of the benefits that innovation generates. This requires not only
foundation skills such as literacy, numeracy and problem solving in technology-rich environments but also
complementary socio-emotional skills such as openness to new experiences, adaptability, resilience,
communication and teamwork, and ability to learn new skills. These same skills are also important to enable
people to adjust to the possible negative impacts of innovation on their jobs and not only cope, but thrive, in a
rapidly changing world. Addressing the skills challenge requires a broad strategy, that can be inspired by the
OECD’s Skills Strategy (2013), but that needs to be tailored to the specific needs of each country, and to the
challenges that they face.

Ensuring firm dynamics within the economy

Slow overall take-up of digital technologies in an economy can also be affected by a lack of firm dynamics,
which can lead to the coexistence of poorly performing firms, with very low levels of digital technology use,
and star performers. This can result from a number of factors, such as barriers to firm exit and skill mismatch
(OECD, 2016d). The opportunity cost of such barriers and mismatch can be large as at least in the short-to-
medium-run, ICT-driven activities draw from a scarce and fixed pool of contestable resources, particularly
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skilled labour. Thus, trapping resources in firms that are not able to turn ICTs into growth can hinder the
growth prospects of more ICT-based firms (Acemoglu, et al., 2013). Costly delays and slow exit of such poorly
performing firms, sometimes supported by government guarantees, and compounded by financial institutions
that do not want to realise non-performing loans on their balance sheets, creates a particularly unfavourable
environment for effective digital technology use in an economy, and will slow down the impact of ICTs on
growth and productivity.
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2. DIGITAL INFRASTRUCTURES

e |t is essential that G20 economies continually invest in the development of digital infrastructures to meet
existing and future demand. They provide the foundation for many new services, applications and business
models. They are also crucial in underpinning and enabling the digital innovations that are transforming
production, including in the context of Industrie 4.0.

e Key barriers to the deployment of high-speed networks and services include the nature of the
infrastructure itself (monopolies, duopolies), which can give rise to high barriers to entry. In addition,
geography, administrative barriers, regulatory uncertainty, and high capital expenditure, access to
spectrum, and in some countries, a lack of basic infrastructure (e.g. electricity) particularly in rural areas,
can be stumbling blocks.

e An important area for policy action involves establishing national broadband plans with well-defined
targets and reviewing them regularly. These plans should ideally address all of the key barriers to the
deployment of high-speed networks and services identified in the chapter, and include measurable targets
to address the policy challenges associated with ensuring competition and investment and that the
important technical enablers, such as access to Internet exchange points, spectrum, and take-up of IPv6,
are in place.

2.1. The policy challenge

High-speed infrastructures are one of the main building blocks for digital economies, alongside content and
applications. These infrastructures are composed of a multitude of local, national and global networks owned
by different entities. They provide the foundation for many new services, applications and business models.
They are also crucial in underpinning and enabling the innovation that is transforming production, including in
the context of Industrie 4.0.

Moreover, the access afforded by Internet infrastructures brings societal gains, enabling new collaborative
scientific and social networks, and supporting the free flow of information and knowledge, the freedom of
expression, association and assembly, and hence the protection of individual liberties. Collectively, this
infrastructure is increasingly a critical component of a democratic society and cultural diversity. For all these
reasons, digital infrastructures need to be of high quality, accessible to all and available at competitive prices.
It is essential that countries continually invest in the development of digital infrastructures to meet existing
and future demand.

Demand for digital infrastructures

The increasingly central role of digital infrastructures to people’s lives can be seen in the growth in global
Internet traffic. According to Cisco’s Virtual Networking Index, by 2020 global Internet traffic will be 92 times
greater than in 2005 (Cisco, 2016). Traffic on broadband mobile networks is also rapidly increasing around the
world. In OECD countries, the volume of mobile broadband data grew 71% between 2014 and 2015 (OECD,
forthcoming a). Alongside access via cellular wireless networks, many users shift seamlessly to fixed
connections during their day, with up to 80% of their additional smartphone data usage occurring over a Wi-Fi
connection.

This underlines the complimentary nature of fixed and wireless digital infrastructures. Because all wireless
access is at its core an extension of fixed networks or, conversely, fixed networks provide the backhaul® for
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wireless access, the two technologies need to be developed together. This is a challenge for countries with less
developed digital infrastructures because even when backbone networks are established, it is still necessary to
ensure there is sufficient fixed network backhaul via intermediate links. This enables better performance over
mobile cellular access and more efficient use of scarce spectrum.

As shown in Part | (digitalisation indicators), there is a range of networks, differences in the reach of these
facilities, and extensive demand still to be met in G20 economies. Historically, some countries built broadband
networks based on existing telecommunication or cable television infrastructures. During this period, higher
penetration rates for telephony and cable television subscriptions in these countries enabled faster take-up of
Internet access and subsequently the ability to more rapidly meet growing demand for fixed broadband
access. Factors including population density, such as in Korea and Japan, or the challenge of providing services
in an archipelago, such as Indonesia, also play a role.

While the gap between developed and emerging countries for 2G mobile services was overcome with
unprecedented speed, new differences emerged as cellular wireless networks further developed to 3G and
then 4G. Each of these generations required more backhaul to meet growing demand for data usage. This was
easier where backhaul existed or could be upgraded based on demand from both fixed and wireless
subscriptions. While an international standard is yet to be agreed for so-called 5G, it is widely expected that
cells will be smaller and the need for improved backhaul even more essential than in previous generations.

Today, increased data usage is due to existing users downloading more data as well as more and more devices
being connected to networks. In many G20 economies, a long-term decline in traditional fixed telephony
subscriptions has been more than offset by growth in broadband connections for fixed, mobile and, more
recently, M2M services, such as the ones used by smart meters and the automotive industry. The total figure
for these telecommunication access paths in OECD countries reached 2.3 billion in 2015, an increase of 6.9%
since 2013 (OECD, forthcoming a). While fixed and mobile broadband subscriptions increased in that two-year
period in the OECD area (7.8% and 9.5% respectively), the most notable growth was the 47.8% increase in
M2M subscriptions (OECD, forthcoming a).

Much of the future growth in demand for devices connected to digital infrastructures is expected to come
from the IoT. Cisco’s Visual Networking Index projects that M2M devices globally will grow from 4.9 billion in
2015 to 20 billion by 2020, i.e. more than 400% in five years (Cisco, 2016). The automotive industry is a case in
point regarding 10T use and increased data generation. In-car Wi-Fi hotspots connected with 4G LTE have been
introduced in a growing number of countries. In the United States, Chevrolet customers consumed more than
3 million GB of data in the two years to June 2016 (Chevrolet, 2016). While average US use per vehicle is
currently less than the overall average per subscription to smartphones, this may not be so in the future.

Sensors are being used on board modern vehicles, for loT communication between devices, to share
information such as traffic and road conditions or parking spaces. Some of the data needs to be transmitted in
real time, while other data can be offloaded to a fixed connection using Wi-Fi when a vehicle is garaged. The
volume of data produced by semi-autonomous vehicles suggests that such loT data usage will only increase
with the advent of driverless cars. This automotive example is just one reason why the dramatic growth of loT
underlines the need for further developments in infrastructure to support them if policy makers are to achieve
the goals they have in these areas.

A second promising area in relation to digital infrastructures and the loT is the digitalisation of industrial
production methods, including manufacturing plants (smart factories) and the way in which people,
equipment, machines, logistic systems and products communicate and co-operate with each other (Platform
Industrie 4.0, 2016). The digitalisation of supply chains and the availability of comprehensive, real-time
information systems will enable companies to make manufacturing more efficient and flexible. Therefore,
digital infrastructures that enable different forms of real-time communication are also key.
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The state of digital networks

As end-user demand for capacity increases, the response of fixed Internet service providers (ISPs), whether
their networks are based on coaxial cable or copper technologies, is reasonably clear — to build fibre backhaul
closer to businesses and homes. At the maximum extent, this approach takes fibre all the way to the premises
(often called fibre to the home [FTTH]), but there are many points along a network to which the fibre could be
extended, such as the node (FTTN) or the street cabinet (FTTC). While different operators are following
different approaches depending on a range of factors and may not agree on which point to take fibre to in any
given network, they are uniform in deploying fibre deeper into their networks. This is why any fibre
deployment is regarded as being “future-proof” because, however the final connections evolve, fibre is
needed to ensure effective backhaul.

Deepening the deployment of fibre is not just for fixed networks, but also for wireless networks, which use
wireline capacity for backhaul connectivity. In addition, expanding capacity over the “first mile” (between the
user and the cell site) means the building of new cell sites and/or the expansion of the amount of spectrum
available for wireless broadband. The development of mobile networks, and particularly the success of 5G, will
therefore rely on access to spectrum and developments to both mobile network infrastructure and fixed
backhaul networks. Thus, even with individuals increasingly accessing the Internet via wireless devices, fixed-
line networks will continue to play a crucial role in digital infrastructures.

The transition from copper (DSL) and cable to fibre is occurring at a gradual pace, despite increasing adoption
of FTTH technology in some countries. By 2015, DSL made up 45.7% of fixed broadband subscriptions in the
OECD area as it continues to be gradually replaced by fibre, by then accounting for 19.4% of subscriptions, up
from 16.2% in December 2014 (Figure 28). Cable (32%) made up most of the rest. Among G20 economies,
Japan and Korea have the highest shares of fibre in fixed-line broadband at 73% and 71%, respectively.

Figure 28. OECD fixed and mobile broadband subscriptions, by technology
December 2010 December 2015

Cable modem
32.0%

Cable modem
29.0%

Fibre + LAN
19.4%

Fibre + LAN
12.3%
DSL
56.5%

DSL
45.7%
Satellite

0.6%

Other Fixed terrestrial
0.7% 1.6%

Satellite
0.5%

Other  Fixed terrestrial
0.6% 1.1%

Source: OECD Broadband Portal, www.oecd.org/sti/broadband/oecdbroadbandportal.htm.

2.2. Key barriers to the deployment of high-speed networks and services

There are a range of obstacles to the deployment of high-speed networks and services, some pertinent to both
fixed and wireless infrastructure, and some more relevant to one or the other. A basic obstacle for both fixed
and wireless can be that the nature of the infrastructure itself can give rise to high barriers to entry. For fixed
networks in particular, this is partly because of the historical legacy that networks generally began life in the
20th century as government-owned or state-sanctioned monopolies. Nonetheless, both fixed and mobile
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network infrastructure sometimes has certain features akin to a natural monopoly, such as it not being
practical or economical for particular assets to be duplicated by new entrants.

Geography can also be an obstacle when it comes to rural and sparsely populated areas. The longer distances
and sometimes-challenging topography make it more expensive to roll out infrastructure and the smaller
number of potential users makes it less profitable to serve these communities. Furthermore, because of the
challenges and reduced economic incentives to serve these locations, there are generally fewer connectivity
providers, which often results in lower levels of competition. In some countries, this problem is addressed by
public initiatives that provide funding or incentives to invest in underserved areas, and to the extent
practicable for this infrastructure to be open to the use of competitive service providers. At the same time,
policy makers must also pay attention to a potential resulting obstacle that publicly funded infrastructure
might crowd out commercial roll-out of high-speed networks. Wherever possible it is better to encourage such
private investment given scarce public resources.

High capital expenditure is of the main barriers to the deployment of digital infrastructure. This is an issue for
mobile networks, with the costs of passive infrastructure, such as masts and backhaul capacity. It is particularly
challenging for fibre roll-out, where the capital costs of FTTH deployment typically exceed USD 1 000 per home
served in urban areas.

Telecommunication markets also need long-term investment, and this requires that all stakeholders know in
advance the applicable rules and regulations. Regulatory uncertainty can therefore be an obstacle to
infrastructure roll-out in both fixed and mobile networks, making it important that regulatory frameworks are
designed and reviewed to ensure they promote stability and predictability of regulation and its
implementation.

A further significant obstacle involves administrative barriers faced by those seeking to deploy infrastructure,
such as complicated or outdated rules and procedures to get licenses for deploying networks and the
necessary approvals from municipal authorities. Again, while this can be an issue in mobile (e.g. compliance
with planning rules for new masts), it is particularly challenging for building out new fixed infrastructure,
where operators are often faced with the complexity and cost of obtaining rights of way to deploy new
equipment or install new street cabinets. A related obstacle can be challenges in gaining access to passive
infrastructure, whether that is for companies deploying fibre to obtain access to the infrastructure of public
utilities such as railways and energy companies, or other telecommunication providers seeking access to
passive infrastructure owned by telecommunication operators themselves (e.g. dark fibre, ducts, masts).

There are also some obstacles specific to the mobile market. One of the highest barriers to entry is access to
spectrum due to limited availability of frequency bands and the time it can take for administrations to carry
out assignment processes for the available spectrum. The scarcity of spectrum and its value in deploying new
high-speed networks is particularly pertinent in remote areas where fixed infrastructure sometimes struggles
to reach. Finally, some G20 economies may also face challenges of the lack of basic infrastructure (e.g.
electricity) in rural areas, which cannot be solved by policy measures specific to broadband. This means that
concurrent public policies in other areas must be considered at the same time to promote the deployment of
broadband infrastructure.

2.3. Promoting competition and investment in a converged environment

Policy makers and regulators must recognise and harness the relationship between investment, competition
and innovation. This is a particularly complex task in an increasingly converging market. Competition between
communication networks and service providers generally leads to greater consumer choice, better quality
communication services and lower prices. However, some argue that over-the-top (OTT) provision of voice and
video services discourages infrastructure operators from investing in further network expansion and content
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creation. Others believe that it spurs innovation, competition in communication markets and generates traffic
and demand for broadband services, and hence collectively encourages more investment. A dynamic interplay
of competition, investment and innovation is essential to create a virtuous circle. This section will consider the
impact of convergence on infrastructure, and then suggest the ways in which investment and competition can
be promoted and sustained.

Convergence

Few sectors have experienced more change in recent years than the communication industry, with much more
set to come. Business models that were built on separate fixed, wireless and broadcasting infrastructure have
converged, services provided over different networks are now offered over a single pathway — the Internet.
While these single-purpose networks dedicated to telephony or television used to be offered by distinct
companies, market players are now able to offer combinations of voice, data and television, including
providers that have no local access infrastructure.

This convergence has resulted from infrastructure investment and technological developments leading to
broadband Internet networks capable of supporting multiple platforms, services, and market participants. It
has been facilitated by the IP in which “bits” are the building blocks for transmission of all applications, content
and services. This process of convergence is steadily deepening as technology evolves and as more and more
economic activity shifts online.

There is convergence between fixed and mobile networks, with the ability to shift data from the wireless
networks with scarce spectrum, to fixed networks with lower costs for network operators, relieving pressure
on mobile networks and improving performance for users. At the same time, mobile provides competition to
fixed-line services, in both voice and broadband markets. Finally, the rise of M2M connections in recent years
also shows the convergence of the Internet with other areas of the economy, such as automotive, logistics or
healthcare delivery.

The issue of how to promote competition while fostering innovation and investment remains crucial for policy
makers and regulators. In a converged scenario, however, traditional approaches for assessing and regulating
telecommunication and television markets may not be optimal. For example, industry consolidation, including
mergers between communication, applications and content providers, is raising new challenges for
competition. In addition, bundles and market concentration may reduce competition, especially if some
providers cannot replicate the bundles offered by merged companies (e.g. a bundle containing premium
television content). Finally, convergence of markets and business models has also led to the convergence of
regulators across the world, which is discussed in Chapter 5 on ICT regulation. Convergence is therefore
changing the dynamics and relationships between competition, innovation and investment.

Investment

Capital markets apply the same criteria for investment across the economy — fundamentally, their willingness
to finance investments, and the terms they give, will depend on the risks and rewards associated with the
investment. The role of regulators is not to second-guess markets but rather to provide clear decision-making
processes and outcomes against broader goals set by policy makers.

For investment in high-speed networks, the market structure is a key component in assessing risk and reward,
and will therefore influence levels and types of investment. There have been a number of different approaches
taken by countries with respect to market structure in this area, strongly influenced by the structure of the
legacy networks. For example, in some countries the structure is focused on competition between different
technology infrastructures, such as a provider of broadband over copper lines competing with a cable provider
— known as facilities-based or infrastructure-based competition. Elsewhere, market structure is focused on the
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separation of infrastructure and services, which generally entails high levels of regulation for the infrastructure
component where the barriers to market entry are high. In competitive markets, investors expect higher rates
of return from firms with seamless provision of infrastructure and service.

Governments can take a longer-term and broader view of investment returns than the private sector, and
might identify positive societal externalities not taken into account by private investors in investment
decisions. Some countries have, therefore, concluded that there will not be sufficient private investment to
build high-speed networks in a way that meets public policy objectives, such as speed or coverage, and have
made public infrastructure investments, either directly or in partnership with private investors. Others believe
that they should enable the private sector to do as much of the “heavy lifting” as possible, promote
infrastructure competition and use public funds only when there is a demonstrated market failure.

There is no single solution for encouraging investment in high-speed infrastructure — the best approach will
depend on an assessment of the levels of competition, taking into account the market structures and inherited
infrastructures, as improved networks are deployed. Investment in network infrastructure has remained stable
in recent years in most G20 economies and information on current levels of investment can be found in
Chapter 3 on financing.

Competition

Investment and pricing decisions are clearly influenced by the degree of competition among ISPs. Competition
is also important for driving up the overall quality and speeds of broadband offers. In general, the wireless
broadband space is characterised by greater competition than fixed broadband. Some countries have just one
fixed infrastructure; a few, such as Korea, have several. Others, such as the United States, are served by two
wireline infrastructures, one based on the telephone network and one based on cable television operators.

Despite increasing coverage of fibre networks, most fixed broadband subscribers still rely on copper. Cable
broadband networks can be upgraded with DOCSIS 3.1 technology,3 making it a potential substitute to fibre
networks and providing an important source of competition in high-speed networks in countries with
widespread cable coverage. The challenge for policy makers and regulators is to ensure that the market is
responsive to demand by ensuring effective competition between end-to-end infrastructure providers or
ensuring that wholesale providers maximise the ability of retailers to respond to demand in the same manner
as end-to-end providers in a competitive market.

In fixed networks, open access policies — in the form of mandated regulated access, such as local loop
unbundling or other wholesale access products — undeniably play a leading role in the development of
competition in countries where these markets are liberalised. They will continue to have a role in promoting
competition in the market for fixed high-speed Internet access, particularly where there is insufficient
infrastructure competition. However, some wholesale access products will be different for fibre technologies
and some of them (e.g. dark fibre, access to ducts or in-building wiring) may be more technically difficult or
less economically viable for entrants to use. Regulators will need to be conscious of the potential implications
for competition if access for alternative providers becomes more difficult with fibre networks. Municipal
networks can provide alternative high-speed infrastructure to open up retail ISP markets and boost
competition, but the impact of publicly funded networks on investment decisions should be taken into account
— see he discussion on role of public-private partnerships (PPPs) below.

There are a number of competition issues associated with wireless networks. In recent years, there has been a
trend towards industry consolidation, especially in mobile communications. Regulators and competition
authorities in G20 economies have assessed the pros and cons of industry consolidation in mobile markets,
especially with regard to merger cases. For mobile markets, the higher the number of mobile network
operators (MNOs), the higher the likelihood of more competitive and innovative services being introduced and
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maintained. Few feel that more consolidation would improve competition, but in some cases authorities have
obtained commitments from merging parties aimed at facilitating the presence of mobile virtual network
operators (MVNOs) or a more equitable distribution of spectrum resources among operators, to address the
reduction in the number of competitors.

Another competition issue in the mobile sector relates to commercial dealings among market players, whereby
MNOs have been found to set unreasonable technical or pricing conditions or unfair limitations to make it
harder for MVNOs to compete. This could be addressed by prohibiting restrictive provisions in wholesale
roaming arrangements and allowing full MVNOs to acquire mobile network codes. Mandating MNOs to host
MVNOs is another way to improve the level of competition in national mobile markets.

A final competition issue in the mobile sector involves international mobile roaming. For many years, roaming
prices were very high with resulting low levels of usage of mobile devices when traveling. The OECD adopted a
Council Recommendation in 2012 outlining various potential ways to reduce roaming prices, and has since
seen significant progress in this area for a number of reasons. Regulation has played a role, certainly in the
European Union, where regulated pricing caps have been introduced and progressively reduced for voice, SMS
and data roaming between European Union countries. The extent of the European Union’s initiatives is unique,
but there have been other governmental initiatives aimed at reducing prices, such as bilateral agreements
between countries to regulate mobile roaming rates, including between Australia and New Zealand (2013) and
within the Australia-Singapore free trade agreement (2016), and ongoing discussions about agreements
between countries in Latin America.

Demand has played a role, with more people expecting to use mobile devices abroad. One of the first
countries to experience substantial changes in the prices for international mobile roaming was China.
Alongside increased travel and growing demand, China’s mobile operators negotiated lower wholesale rates
and passed these reductions on to their customers. In addition, competition has also been a factor, both from
some MNOs in countries such as Mexico and the United States, and MVNOs offering “Roam Like at Home”
(RLAH) plans with which a subscriber uses their domestic mobile package when abroad, and from alternative
IP-based platforms for voice and SMS, such as Skype, FaceTime and WhatsApp.

Backhaul Internet connectivity markets play a critical role in guaranteeing competitive prices for users of both
fixed and mobile broadband services. The Internet is a decentralised network of networks, with each network
an autonomous system (AS) bearing its own costs to reach the rest of the Internet. The Internet’s model for
traffic exchange works extremely well and has been a major ingredient in enabling it to scale so rapidly and
pervasively.

2.4. Ensuring that the key technical enablers are in place

In addition to promoting competition and investment in a converged environment, it is also critical consider
some technical enablers, such as access to Internet exchange points, spectrum, and take-up of IPv6, to ensure
high-quality and affordable access to digital infrastructure.

Internet exchange points

At its core, every user of the Internet pays for his or her own access. In turn, their ISP undertakes to provide
connectivity to the rest of the Internet either through peering (direct interconnection, often without a fee) or
paying for transit. The purchase of transit enables an ISP to reach all networks around the world. Peering
enables two ISPs to directly exchange traffic while bypassing the transit providers. Through the use of peering,
ISPs can reduce their costs, as they do not need to purchase transit for that traffic. This system enables global
connectivity and the ability of each of over 55 000 ASs on the Internet not to have to negotiate with every
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other network on the Internet (CIDR, 2016). The Internet has thus achieved global interconnection without the
development of any international regulatory regime.

To save costs and improve performance, ISPs establish or make use of Internet exchange points (IXPs), where
they can peer with multiple networks at the same time. Recent OECD analysis of 4 300 networks, representing
140 000 direct exchanges of traffic on the Internet, found that 99.5% of “peering agreements” were made on a
handshake basis, with no written contracts, and exchange of data occurring with no money changing hands
(Weller and Woodcock, 2013). Moreover, on many IXPs, multilateral agreements are in place, using a so-called
route server where hundreds of networks accept to exchange traffic for free with any network that joins the
agreement.

Under the current voluntary system, operators have an incentive to invest and expand their network to reach
new peers, and to co-operate with other networks to establish new IXPs in areas where there are none,
because they save on transit costs. Expanding the number of IXPs helps to keep local traffic local, unburdens
interregional links and stimulates investment in local networks. For this reason, it is important to encourage
countries to develop and use IXPs.

In 2016, from the 464 active IXPs worldwide, 275 are operating in G20 economies. A closer look of the number
of IXPs shows significant differences among G20 economies (Figure 29). The United States is the country with
the highest number of Internet exchange points, representing a very densely populated mesh of
interconnections between ISPs. Brazil, Germany and the Russian Federation are next due to different factors.
Brazil and Russia are geographically vast countries that require IXPs to reduce transit costs and latency.
Germany, with a high population density and the largest IXP by traffic exchanged, is a strong net exporter of
Internet bandwidth. Following the lead group, there are a number of countries that have several exchanges
per country, generally one per capital city and main urban areas such as in France, Japan, Australia, Argentina,
Canada and the United Kingdom. Such groups have well-functioning exchanges that produce roughly enough
bandwidth to meet the local demand. Lastly, some countries have only a few exchanges that produce very
little Internet bandwidth and hence bandwidth will have to be imported, to the extent that domestic traffic is
exchanged in foreign countries.

Figure 29. Internet exchange points in G20 economies
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Note: It is important to note that even though most IXPs adhering to best practices provide statistics on the number of networks
connected and the traffic exchanged, some data might be missing or inaccurate.

Source: Packet Clearing House (2016).
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The amount of bandwidth produced domestically per country can be useful to indicate the development of
Internet-related infrastructure at large, including data centres, cloud services and more generally ICT services
(Figure 30). If Internet bandwidth is treated as a commodity, some countries will be net importers or net
exporters depending on their ability to satisfy domestic demand. In Germany, for example, a portion of the
bandwidth produced will be exported and consumed in neighbouring countries. Statistics gathered from IXPs,
however, do not reveal all data exchanged in a country. This is because many network operators have private
peering arrangements in addition to or instead of using the main switching fabric. Such is the case of the
United States, where many networks have established direct interconnections.

Figure 30. One day of Internet traffic exchanged at IXPs in G20 economies,
11 September 2016
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Source: Packet Clearing House (2016).

While the system of Internet traffic exchange itself works well, and many G20 economies are relatively well-
served, with the presence of multiple international routes and intense competition, other regions — especially
those outside major international routes — sometimes need public support for the deployment of backhaul
and international connectivity infrastructure. Once infrastructure is in place, countries must implement and
monitor open access policies to ensure that international connectivity routes, which often require significant
investment, are provided by a sufficient number of market players.

Spectrum

Spectrum is a scarce natural resource, which is essential for providing wireless services, among many other
things (e.g. broadcasting, aviation, defence). The allocation and use of spectrum is therefore tied up with
important social and economic trade-offs that need to be carefully considered. Due to the increase of mobile
voice and data traffic as well as the growing market for smartphones and smart devices, such as sensors and
RFID tags, the need for an efficient allocation of spectrum is becoming more acute. There are a number of
ways in which spectrum could be more efficiently managed to enable deployment of more and better high-
speed wireless services.

Spectrum inventories are an important tool for the governments and regulators that manage spectrum to
identify spectrum that is underused or could be potentially shared, or could be reallocated to different uses
(spectrum “refarming”). In carrying out these inventories, it is important to carefully evaluate the potential
uses of spectrum that will be released and balance multiple factors regarding investments, competition issues
and consumer choice before decisions are taken on defining the particular use of released spectrum.
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Certain policies promote good use of spectrum, such as transparency in terms of assignment procedures,
conditions of use and renewal, and statistics on actual use, allocating spectrum in a way that promotes
competition (e.g. providing a level playing field for competition through a balanced assignment of spectrum
between different market players). Another includes allowing for the flexible use of spectrum to avoid
hampering competition and innovation, i.e. service and technological neutrality so long as the use is
compatible with the spectrum band. The allocation of spectrum can also be used to meet important policy
objectives, such as conditions requiring a certain amount of coverage by mobile operators as one of the
conditions for acquiring spectrum to better connect underserved areas.

Using a market-based approach has proven effective in maximising public value and efficient use of spectrum.
One example is permitting spectrum trading and the development of secondary markets, allowing spectrum to
be transferred to those that value it the most. Using auctions is an important way to capture the market value
when allocating spectrum. One way of promoting more efficient use of such spectrum is to create incentives
that mimic market-based incentives, a good example of which is an “administered (or administrative) incentive
pricing” regime, where fees are replaced by prices set by a regulatory authority attempting to reflect the
opportunity cost of the spectrum.

Finally, spectrum agencies should increase the efficiency of spectrum management through various means.
Sharing of spectrum is a valuable and fairly recent development. It can be done through licensed-shared
access, which allows spectrum that has been licensed to be used by more than one entity, introducing
additional users on a given band to unlock spectrum capacity. Another promising innovation uses under-
utilised spectrum, known as “white spaces”. These intentionally unused parts of spectrum had been important
historically to avoid interference, but technological developments are enabling the use and sharing of these
white spaces.

IPv6

IP defines the address space for the Internet. The number of addresses defined by Internet Protocol version 4
(IPv4), the version of IP that has been used since the start of the commercialisation of the Internet, has almost
run out (the African Regional Internet Registry is the last to hold IPv4 addresses and these are projected to be
depleted by 2018).

A successor to IPv4, known as Internet Protocol version 6 (IPv6), has been available since 1998, but the uptake
of IPv6 has been very slow. The worldwide traffic over IPv6 stood at 13.60% in September 2016, compared to
3.91% two years earlier (Google, 2016). As noted in Part | (Figure 3), there are significant differences among
G20 economies. While only two countries had a user penetration higher than 20%, eight countries had less
than 2% penetration. As of October 2016, the United States is the leading G20 country with 28.78% of IPv6
adoption, followed by Germany and the United Kingdom with 24.83% and 14.60% respectively. Overall, the
slow uptake among G20 economies is an ongoing concern, as they should have a leadership role in its
deployment.

An encouraging development in recent years includes ambitious deployment initiatives by different players
over a number of years. These include governments, NGOs and the technical community facilitating the
transition by encouraging IPv6 deployment through sharing good practices for IPv6 implementation, publishing
information about levels of IPv6 deployment and including IPv6-related conditions for public procurement. It
also results from actions of the part of industry, with much of the infrastructure of the network, including
backbone transmission paths and the domain name system infrastructure, also IPv6-capable, and support for
IPv6 in the operating systems provided by the Windows, Mac and Linux operating systems.

However, the incentives are not so clear-cut for ISPs, which face economic and technical challenges in
converting large numbers of interconnected IP networks to IPv6. While some ISPs have made substantial
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efforts to extend IPv6 services through their access networks, many are not deploying IPv6 infrastructure in
their mainstream product set, and instead focusing on technologies that conserve their remaining IPv4 address
stocks by deploying address-sharing middleware (e.g. Carrier Grade Network Address Translation) to share
IPv4 addresses across multiple customers. The resulting effect of parts of the network using different
communications protocols is not desirable if the Internet is to continue functioning as an open, decentralised
network where any end user can reach any other.

2.5. Mechanisms to foster investment in digital infrastructures

There are a range of tools and other mechanisms to foster investment in digital infrastructures. This section
focuses on two important elements: national broadband plans and the involvement of digital platforms in
infrastructure development.

National broadband plans

National broadband plans are an important tool for creating a policy environment conducive to promoting
digital infrastructure development and deployment. In September 2016, the United Nation’s Broadband
Commission for Sustainable Development reported that over 80% of countries have established or are
planning to introduce national broadband plans or digital strategies. These are generally set in terms of speed
of service offered and percentage of coverage, penetration and specific groups contemplated. Such plans
should set measurable targets and broadband coverage maps are an important tool for identifying current
gaps and measuring progress towards access availability and speed targets.

National broadband plans have increasingly played a role in infrastructure policy in recent years and targets
are being reviewed and updated. In September 2016, the European Commission proposed new targets for a
European Gigabit Society by 2025. Under these proposals, all schools, transport hubs, main providers of public
services and digitally intensive enterprises should have access to Internet connections with download/upload
speeds of 1 Gigabit of data per second (Gbps). In addition, all European households should have access to
networks offering a download speed of at least 100 Mbps, and all urban areas as well as major roads and
railways should have uninterrupted 5G wireless broadband coverage.

The United States aims for 100 Megabits per second (Mbps) to 100 million homes by 2020, while Canada’s
plan is focused on boosting coverage in underserved areas by investing CDN 500 million over 5 years. In Asia,
Korea’s goal is 1 Gbps to 90% of urban areas (85 cities) and 100 Mbps to 100% of households (including rural
areas with 50 households) by 2017, while, by 2020, Australia aims for speeds of 50 Mbps to 90% of households
and businesses, and at least 25 Mbps to the whole population.

As well as setting targets, many national broadband plans also include plans for public investment in
infrastructure projects. As discussed above, in certain cases public support and investment may be needed to
ensure the greatest practical availability of high-speed networks, or to solve critical bottlenecks, such as
addressing the availability of high-speed backbones or backhaul infrastructure, when they cannot be
addressed adequately by private initiatives. However, such public intervention should support market
competition and promote private investment initiatives.

While private investment has been the overwhelming source of finance for high-speed networks in developed
countries, public authorities have acted in various degrees to complement these investments. This ranges from
publicly owned operators constructing networks in Australia, New Zealand and Singapore to, in other
countries, subsidies from governments to fill gaps in rural and remote areas where private financing had not
been attracted based on an assessment of likely returns. Municipal authorities or utilities have also played a
key role in these developments by either initiating their own networks or attracting new entrants, such as
Google’s fibre and wireless projects in a growing number of cities in the United States. The “Broadband for San
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Francisco Project”, for example, aims to establish speeds of 1 Gbps for every subscriber in the city by 2018,
with the municipal authority to announce in early 2017 whether this will be achieved through a public, private
or public-private model of funding (Sabatini, 2016).

Many of these examples of national or municipal government involvement take the form of PPPs, a
contractual agreement whereby the private party agrees to design, build or operate an asset (often an
infrastructure asset) and to bear some of the risk associated with these activities. That being said, caution is
necessary as public involvement can have implications for private investment and distort competition — the
OECD Council Recommendation on Broadband recognised the primary role of the private sector in the
expansion of coverage and the use of broadband, with complementary government initiatives that take care
not to distort the market. Overall, policy makers need to strike a balance between four key objectives when
relying on public investments: improving connectivity, increasing competition, stimulating innovation and
growth and increasing well-being.

It is also important that there is co-operation between the funding authority and the telecommunication
regulator, to guarantee coherence between ex-ante regulation, competition law and public funding schemes
for broadband networks. This would leverage the expertise of telecommunication regulators and ensure a
consistent approach at all levels.

Involving digital platforms in infrastructure development

Digital platforms play a key role in providing choice and spurring competition in communication services, such
as Voice over Internet Protocol (VolP) as an alternative to fixed and mobile telephony or the many video-on-
demand providers that compete with traditional broadcasting and cable television. Sometimes their
applications come embedded with a purchased device, such as a smartphone, or using an application, which
users add to a device. Often the latter are called OTT services. For their part the user pays their ISP to provide
them access to the Internet and use of that connection and much of demand for this connectivity is to use
digital platforms or access OTT services.

On the Internet, all of these entities have their own networks with which they carry their traffic to the
networks of users of their services. Some of the larger digital platform or OTTs have their own extensive fibre
networks to carry this traffic to points where they interconnect with networks that provide Internet access for
their own customers. If they do not have such facilities, they pay other networks to provide transit or content
distribution (i.e. transit or content distribution networks (CDNs)). All of these endeavours -- over their own
networks or when they pay others to store or carry traffic for them -- are aimed to take OTT services closer to
their users.

For their part, ISPs carry the traffic from the networks of the digital platforms or OTT (or their transit/CDN
provider) to their own customer. Some ISPs provide their own transit or CDN services to OTTs delivering the
traffic to their own end customers or carrying it to other ISPs for them to deliver to their customers. In this
way each of the 55 000 ASs on the Internet contribute by investing in their own digital infrastructure or paying
others to deliver that traffic. At the same time, each end user pays for their own access to the Internet via their
ISP and that should be the main source of investment funds for building access.

In commercial negotiations between networks each party has an assessment of the value of what they and
others bring to the table. They all take into account the potential for competitors to supplant their own role in
part of a value chain, the demand of their own customers, the prices they can charge them and so forth. These
dynamics have been remarkably successful in expanding the Internet while at the same time encouraging all
users to reduce their costs by peering or purchasing transit depending on what provides the best outcome for
their relations with specific networks or the rest of the Internet. This does not mean that all players will be
satisfied from such negotiations, but the system has enabled the Internet to scale in a manner that would not
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have been possible if this sector was regulated in a similar manner to traditional telephony markets in the 20"
century.

Some players involved on the Internet as digital platforms are working on initiatives to fill gaps in the
infrastructure and extend connectivity to people in rural and remote areas, e.g. Google's Project Loon is a
network of balloons traveling on the edge of space, Facebook’s Connectivity Labs is looking at deploying
satellites and drones, and Microsoft has been involved in research into the dynamic use of spectrum in
television white spaces to provide Internet access in underserved areas. In addition, digital platforms are
investing in backbone infrastructure. Amazon, Facebook, Google and Microsoft have all made recent and
substantial investments in submarine cable construction projects, working with other companies to improve
infrastructure capacity across the Atlantic and Pacific oceans.

Nonetheless, the primary way digital platforms or OTTs contribute to stimulating infrastructure development is
by creating demand for Internet access and use. All ISPs benefit from this increased demand and this is
reflected in the success of the Internet’s model for traffic exchange and growth. This works best when, in a
competitive market, ISPs structure pricing in a way that leverages increasing demand for infrastructure
development. In Finland and Switzerland, for example, some mobile providers charge by the tier of speed
users elect rather than the amount of data they download. The mobile providers in these countries therefore
welcome digital platforms and OTT services because they stimulate demand for faster services with higher
charges. At the same time, ISPs increasingly offer their own services that mirror those of OTTs, such as video-
on-demand services, growing the entire market.

These various involvements of digital platforms in infrastructure development can all be welcomed as ways to
increase competition in the provision of networks, to bring in more investment, or sometimes even to address
gaps in the infrastructure. The evolving technological and market trends behind this increasing involvement of
digital platforms in infrastructure development, however, have caused some ISPs and policy makers to raise
questions about a level playing field in the regulatory framework, which is discussed further in Chapter 5 on
ICT regulation. In addition, some content or platform providers, ISPs or policy makers, have raised the question
of whether the revenue received by a particular part of a value chain fairly compensates or encourages
investment in the creation of that content, service or its delivery.

Experience shows, however, that allowing market forces to take precedent is the best way to encourage
investment in digital infrastructures. Nonetheless, if market forces are not meeting policy objectives,
governments or their authorities have options at their disposal, such as public investment in locations without
sufficient access or increasing competition. Examples, where public investment is involved, include national
broadband networks, municipal networks, PPPs or subsidies to private players. Such initiatives often entail
open access requirements for other network providers to ensure competitive choice.

2.6. Key areas for policy action

Given the importance of digital infrastructures for economic and social development, it is crucial that
governments 