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Highlights  
• All countries can improve their health information systems and make better use of data for 

quality, safety and performance gains and to advance medical treatments and practices. 
• Many countries are at the beginning of a complex journey to encourage the development 

and safe use of health data. 
• Only with strong health data governance frameworks can governments safely enable data 

use to improve health care quality and performance. 
• Eight key data governance mechanisms support strengthening national health information 

systems and enabling multi-country projects to improve the public’s health. 
 
 

Managing the safe use of health data is a 
major concern across the OECD  

 
OECD countries are ageing and increasing 
shares of our populations are living longer 
with multiple chronic and disabling 
conditions. This health shift has important 
implications for how care is best organised 
and provided; where new treatment 
innovations can be expected; and future cost 
pressures. To address the burden of chronic 
conditions, medicine must focus on 
preventing their on-set and controlling their 
progression. At the same time, health systems 
must focus on improvements in care 
co-ordination and efficient care delivery and 
on finding new ways to make systems more 
productive and sustainable. 
 
The need to more actively manage health 
system outcomes will drive health systems 
toward greater use of clinical and 
administrative data to assess the comparative 
effectiveness of therapies and services. This 
data will also be needed to support re-
designing and evaluating new models of 
health care service delivery and will 
contribute to the discovery and evaluation of 
new treatments.  
 
There has already been tremendous growth in 
the range of health data that is being 

collected, including clinical, administrative, 
genetic, behavioural and environmental data. 
At the same time, the potential to process and 
analyse these emerging streams and volumes 
of data – big data – and to link and integrate 
them is growing.  
 
However, in the absence of a national strategy 
to promote safe data use and without a 
strong health data governance framework, 
many countries will miss the opportunity to 
safely enable data use to improve health care 
quality and performance. 
 
While all countries are investing in health data 
infrastructure, there are significant cross-
country differences in data availability and 
use, with some countries standing out with 
significant progress and innovative practices 
enabling privacy-protective data use; and 
others falling behind with insufficient data 
and restrictions that limit access to and use of 
data, even by government itself.  
 

Health data should provide a picture of the 
care pathway, linking different datasets 

 
Essential to health care quality and 
performance assessment is the ability to track 
patients as they progress back and forth 
through the health care system from primary 
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health care, to specialty care, hospital care, 
long-term care, home care and hospice care. 
 
This data should also provide information 
about underlying patient characteristics, 
illnesses, medications, therapies, tests and 
images, and deaths. This type of follow-up 
permits a comprehensive view of health care 
services provided and the health outcomes of 
those services; and it permits uncovering 
medical errors, adverse drug reactions, fraud, 
adherence to clinical guidelines, effective 
treatments, optimal care paths and optimal 
responders to treatment.   
 
Understanding pathways often requires 
linking datasets at the patient level, as current 
health data are usually collected in silos such 
as primary health care datasets, datasets of 
in-patient hospitalisations, long-term care 
datasets, disease registries, pharmaceutical 
datasets and death registries. As a result, 
datasets must have sufficient detail to enable 
valid and reliable dataset linkages. 
 
The capacity to construct accurate data to 
assess pathways, outcomes and costs is 
increasing rapidly as health care systems 
adopt and use information technologies. The 
use of data from electronic health records, in 
particular, has the potential to enable a 
quantum leap in health care quality and 
performance assessment because such 
records can become part of an electronic 
health record system that captures data about 
patient’s health care pathways and outcomes. 
 
Few countries are linking data across the 
pathways of health care to regularly monitor 
health care quality and health system 
performance. Among 22 countries surveyed, 
the health information systems with the 
greatest data availability, maturity and use 
were found in Denmark, Finland, Iceland, 
Israel, Korea, New Zealand, Norway, 
Singapore, Sweden and the United Kingdom.  
 

Thirteen countries are regularly linking data 
from at least four key national datasets to 
follow health care pathways and assess 
outcomes. Key reasons for approving these 
linkages are to develop health care quality 
and system performance indicators; to 
measure care co-ordination and outcomes of 
care pathways; to measure compliance with 
national health care guidelines; to produce 
indicators of health care utilisation and costs; 
to measure disease prevalence; and to 
measure health and health care by socio-
economic status. 
 
At the same time, five countries reported very 
few or no regular data linkage projects with 
national datasets.  
 
Further, in most countries, key areas of health 
care including primary care, long-term care 
and prescription medicines are not being 
included in data linkages to regularly monitor 
quality and health system performance 
(Figure 1).  
 
 

Concerns about protecting patient privacy 
have limited sharing of personal health data 

 
Health data that can be linked to measure 
pathways and outcomes is often both 
personal and sensitive. It is personal because 
there is information that identifies individuals; 
and it is sensitive because it is about aspects 
of individual’s health and health care 
treatments and services.  
 
Throughout the OECD, the legal framework 
for the protection of personal data recognises 
health data as sensitive data and therefore 
requires a high level of protection. To date, 
there is high variability across OECD countries 
in data availability and use. This is due to 
concerns and uncertainty about how best to 
protect patient’s rights to privacy and to 
preserve the security of health data when 
data is shared, linked and analysed (OECD, 
2013a).  
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To better understand how countries manage 
the use of personal data in health, an OECD 
survey has looked into different data 
accessibility factors that are directly linked to 
legislative frameworks and their 
interpretation in practice. These factors 
include whether or not identifiable national  
personal health data are ever shared among 
data custodians or government entities and 
whether personal health data, after 
de-identification, can be approved for access 
by applicants from different sectors of society 
and by foreign applicants. Overall, data 
sharing and accessibility is greatest in 
New Zealand, Sweden and the United 
Kingdom (Figure 2). 
 
Nine countries, however, do not permit the 
sharing of personal data among national 
dataset holders for all or most of the key 
national datasets. In many of these countries, 
this results in data linkages not taking place. 
Some countries, such as Canada and the 
United States, report lengthy processes to 
negotiate data sharing arrangements between 

state, regional or provincial authorities and 
national authorities.  
 
Further, even after data has been 
de-identified, two countries have no 
mechanism to permit academic researchers to 
analyse it; seven countries have no 
mechanism for applicants from the 
commercial sector to analyse it, even if their 
work has a public benefit; and five countries 
have no mechanism for applicants from a 
foreign country to analyse it, even if the 
project has public benefits nationally and 
internationally. Strengthening governance 
mechanisms around the safe use of personal 
health data so as to make possible use of data 
for improving research and quality of care is 
therefore an urgent priority.  
 

Assessing the risks and benefits of use of 
personal data in health 

 
 Countries that develop a data governance 
framework that enables privacy-protective 
data use will not only have the information 
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needed to promote health care quality and 
health system performance, but they will also 
become a more attractive centre for medical 
research and will have opportunities to build 
public-private partnerships. 
 
Decision making about potential statistical or 
research uses of personal health data should 
be taken after considering both societal risks 
from the data use and societal benefits from 
the data use (Figure 3).  If both dimensions 
are not evaluated, then decision making is 
likely to be sub-optimal for society.  
 
Benefits that may arise from data uses include 
promoting individuals’ rights to health 
through improved therapies and higher 
quality and more efficient health care 
services; producing research and evidence 
that responds to societal values regarding 
health and well-being, safe and effective 
health care, scientific discovery and 
innovation, and efficient, accessible, 

affordable and co-ordinated health care 
services; and producing positive economic 
outcomes for health system actors, 
governments and the economy through 
efficiency gains, returns to discovery and 
innovation and savings in data collection 
costs. Risks that may arise from data uses 
include infringements upon individuals’ rights 
to privacy; decisions and processes that fail to 
respond to societal values regarding privacy 
and data sharing; exposures of individuals to 
lost privacy and other harms, such as 
discrimination, social stratification leading to 
class disparities; and decisions and processes 
that weaken societal trust in health care 
providers and governments. 
 
A data governance framework with 
mechanisms and best practices to protect 
health data privacy at all stages of data 
development and use is the best way forward 
to create an environment within which the 
benefits of safe data use can be realised.
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Key elements of a good governance 
framework for personal health data 

 
Health Ministry leadership is necessary to 
ensure that delivering the data to manage this 
important sector is at the forefront of 
government policy and action. Optimal 
decision making about potential statistical and 
research uses of personal health data can only 
be achieved if there is an overarching data 
governance framework in the country that has 
been aligned to minimise societal risks and to 
maximise societal benefits from data uses.   
 
After examining the current situation in OECD 
countries, a multi-disciplinary body of experts 
identified eight data governance mechanisms 
to maximise benefits to patients and to 
societies from the use of health data and 
minimise risks to patients’ privacy, public trust 
and confidence in health care providers and 
governments (OECD, 2015). These 
mechanisms are designed to work together to 
support countries in developing data 
governance frameworks and engaging in 
legislative reforms, including those necessary 
as the result of the anticipated EU Data 
Protection Regulation. 
 
These mechanisms build forward from 
existing efforts, such as the OECD Privacy 
Framework (OECD, 2013b) and the European 

Data Protection Directive (95-46-EC), to begin 
to address an unmet need for an international 
consensus about effective practices in the 
protection of privacy in the use of personal 
health data, so that we may facilitate greater 
harmonisation of privacy-protective 
monitoring and research activities. 
 
The eight key data governance mechanisms 
that support privacy-protective data use are 
summarised here. Please see the full report 
for the complete description of each 
mechanism. 
 
1. The health information system supports 

the monitoring and improvement of 
health care quality and system 
performance, as well as research 
innovations for better health care and 
outcomes. 

 
Such systems are accessible for statistics and 
research, subject to safeguards specified in 
the legislative framework. They are developed 
within a data governance framework that 
protects health information privacy and 
reflects societal values regarding rights to 
privacy and to health. They are developed by 
establishing information priorities, data 
collection requirements and data content 
standards through formal and open 
consultation with key stakeholders. 

 

 

Figure 3. Data use decisions should be taken by weighing societal benefits and 
risks within a data governance framework that maximises benefits and minimise 
risks 

 

 

Data governance framework is aligned to maximise benefits and minimise 
risks:

1. Health information 
system
2. Legal framework
3. Public communication
4. Certification or 
accreditation  of 
processors
5. Project approval 
process
6. Data de- identification
7. Data security and 
management
8. Data governance 
review cycle

Benefits and risks of proposed data uses are 
evaluated: 

Benefits: Rights to health, Societal 
values toward health, health care 
quality & efficiency, and scientific 
discovery & innovation,  & Benefits to 
individuals

Risks: Rights to privacy, Societal trust  
in government & institutions, Societal 
values toward privacy & sharing data,  
& Harms to individuals

Informed decisions 
to process personal 
health data are 
taken 
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2. The processing and the secondary use of 
data for public health, research and 
statistical purposes are permitted, subject 
to safeguards specified in the legislative 
framework for data protection. 

 
Such legislative frameworks reflect the basic 
principles for privacy protection outlined in 
the OECD Privacy Framework (OECD, 2013b). 
They cover all data sources and all data 
custodians and processors. They require a fair 
and transparent project approval process 
including an independent, multi-disciplinary 
project approval body. They permit the use of 
personal health data for public health, 
research and statistics in the public interest, 
subject to the approval process. 
 
3. The public are consulted upon and 

informed about the collection and 
processing of personal health data. 

 
This includes regular, clear and transparent 
communication with the public about the 
collection and processing of personal health 
datasets including the benefits of the 
processing, the risks of the processing and the 
risk mitigations.  
 
4. A certification/accreditation process for 

the processing of health data for research 
and statistics is implemented. 

 
This process limits processing of identifiable 
data and data linkages to certified/accredited 
data custodians and processors. It requires 
those certified or accredited to comply with 
norms for data governance. 
 
5. The project approval process is fair and 

transparent and decision making is 
supported by an independent, 
multidisciplinary project review body. 

 
This process follows a criteria for project 
approval that considers both societal risks and 
societal benefits of proposed data uses, such 
as the risk-benefit evaluation tool included in 
this OECD report. 
 

6. Best practices in data de-identification 
are applied to protect patient data 
privacy. 

 
This includes documenting data 
de-identification methods, involving a data 
privacy expert in the development or review 
of de-identification methods; and defining 
identifiers and deleting them or, where 
necessary, creating pseudonyms. 
 
7. Best practices in data security and 

management are applied to reduce 
re-identification and breach risks. 

 
This includes controlling and monitoring 
physical and IT data security within data 
custodians and processors; limiting data 
transfers to secure channels; and offering 
alternatives to transferring data, such as 
providing data access within a research data 
centre or through a secure data portal. 
 
8.  Governance mechanisms are periodically 

reviewed at an international level to 
maximise societal benefits and minimise 
societal risks as new data sources and 
new technologies are introduced. 

 
Best practices in data governance require 
continual assessment and renewal. This is 
because the volume, velocity and variety of 
health data are growing rapidly and the 
technologies used to communicate, process 
and store data are evolving, including, for 
example, cloud computing services. This 
creates a dynamic environment where data 
re-identification and data security risks are 
evolving. 
 
Further, legal frameworks continue to be 
renewed to reflect societal values and to 
address the requirements of a changing 
health information landscape. On-going 
collaboration among stakeholders in the 
development and use of health data, including 
legal experts, regulators, statisticians, IT 
professionals, policy makers, researchers, 
providers and patients, is essential to 
developing balanced policy decisions that can 
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reach the goal of maximising societal benefits 
and minimising societal risks.  
 
International collaboration in this dynamic 
area is also essential. Sharing information 
about best practices and lessons learned in 

health data governance needs to circulate 
widely; and movement toward common best 
practices should be supported, so that multi-
country statistical and research projects that 
benefit the public’s health are feasible. 

 

More international collaboration is needed, in particular to: 

• Support countries in developing the norms necessary for governments to certify or accredit 
health data processors. 

• Develop guidance for the implementation of approval bodies for project requiring the use of 
personal health data. 

• Ensure that there are sufficient agreed international standards for health data coding and 
interoperability. 

• Support countries to evaluate which national legal frameworks for the protection of health 
information privacy provide adequate protections to facilitate multi-country statistical and 
research projects. 

• Review current practices in patient consent and in waivers to consent to reach a common 
understanding about mechanisms that are privacy protective. 

• Review developments in health data security risks and threats and mechanisms to address 
them. 

• Explore mechanisms to engage the public in discussion about personal health data and its 
governance to ensure that there is good public awareness of health data, the benefits of its use, 
its protection, and the rights of data subjects. 
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Examples of good data governance practices 

 
• Ten countries have 70% or more of the national datasets necessary for understanding health 

care pathways and outcomes. 

• Eight countries have independent research ethics review boards advise on decisions to 
process personal health data. 

• Finland and Iceland publish approval decisions for individual data linkage projects on a 
website. 

• Australia and United Kingdom (Scotland) have accreditation for health data processors that 
ensures high data protection standards are met. 

• Nine countries provide a website where the process to follow to become approved to access 
to de-identified linked data is explained. 

• The United States and the United Kingdom (England) consider the data security environment 
and the data use when deciding the degree of data de-identification required. 

• Switzerland, the United States and the United Kingdom provide examples of engaging 
external experts to test data security. 

• Secure, real-time, remote data access systems are available in Canada (Ontario), the United 
Kingdom (Scotland and Wales), Netherlands and the United States and are being developed 
in Denmark and Korea. 

• Secure research data centres are in use in Canada, Japan, Singapore, the Netherlands and 
the United States. 

• Fourteen countries require a signed obligation to legally bind data recipients to the rules to 
be followed to protect the data. 

• A fine or criminal conviction can be imposed for deliberate misuse of data in Korea, Norway 
and the United Kingdom, and among statistical authorities in Canada and the United States. 
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