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Scope
This TοR provides a description of the purpose and structure of the proposed
corruption control and risk management and audit planning E-Platform project,
including stakeholder roles and responsibilities.
The objective is to provide a documented basis for making future decisions
regarding the development and implementation of an E-Platform for corruption
control and risk assessment.
What has to be achieved?

(i.e. project vision, objectives, scope and deliverables)

Who will take part?

(i.e. stakeholders, roles and responsibilities)

How it will be achieved?

(i.e. required activities and associated resources)

When it will be achieved?

(i.e. work breakdown structure and schedule)

What are the success factors, risks, and mitigating strategies?
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Methodology
The methodology used to develop
the Terms of Reference included:

1. Individual interviews with stakeholders
– As part of the OECD’s mapping and gap
analysis on internal audit, questions
regarding core business needs and potential
scope and roles for the E-Platform were
posed in interviews with 26 organisations
involving over 60 individuals.
2. Interactive needs assessment workshop
– In a consultation workshop in December
2016, an interactive session was held with 60
participants representing 23 organisations.
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Methodology (continued)
The following methods were used to collect quantitative data
and inputs from experts:
3. Written questionnaire administered to 24
organisations to identify priorities for the EPlatform
4. Literature and document review
– Existing software applications.
– Approaches used by selected countries
and international organisations (US, EU,
Canada, and Greece).
5. Consultations with Hellenic Ministry of
Finance – General Secretariat of
Information Systems; Office of the
Ombudsman; local IT experts.
6. Review of proposed approach (Internal
Audit and IT specialists from Government of
Canada).
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Methodology (continued)
The needs assessment addressed the following issues:

Business needs?

Content options?

• What should be available
• What priority business
needs should drive the E- on the E-Platform?
For example: Audit and
Platform?
For example:
- information sharing
- communication tool
- professional development
- risk management and audit
planning
- complaints management

investigations repository? Audit
tools? Risk indicators and
associated data sets for
benchmarking risk mitigation
measures?

• How are data obtained
for the E-Platform and
who should maintain
data?

System access?

• Should it be secure or
open?
• Who should have access
(i.e. open just to
government or citizens?)
• Password protected? If
so, how to administer
passwords?
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Methodology (continued)
Consultation Workshop

The needs assessment addressed:

Break Out Consultation Sessions

Group 1: Identifying E-platform and Modernizing Internal Audit: Needs
Assessments
Facilitator: Mr. Terry Hunt, OECD

Software
requirements?

Implementation?

• What would a realistic •
development and
• Searchability,
implementation
operability and
timeline look like?
interoperability?
•
(i.e. what key items • Who would be
should be searchable responsible for it?
• What is the
and should the
configuration effort?
system link to any
other systems? How
easily could data be
exchanged with other
systems?)

Other?
Are there any
privacy issues
that should be
considered?
What about
maintenance
issues?

A key deliverable of Outcome #1 is the preparation of terms of reference for an EPlatform. This session undertook a needs assessment of both of these activities.
Workshop participants were broken into four teams.
Team#1 identified the business needs of the E-Platform including: sharing of tools and
resources; automating work processes to increase efficiency; collecting and extracting
information; triaging complaints, risk measurement and assessment; and managing
investigation and audit follow-up.
Team #2 discussed potential content for
the E-Platform, including: database of
relevant laws and regulations; detailed
audit manual, which would include
suggested audit steps according to the type
of audit; audit and investigation reports
accessible to all organizations; best
practices, as well as those to avoid; and
finally, the inclusion of findings,
recommendations and follow-up.
Team #3 discussed access and software
issues noting the need for access to an eplatform which would contain complaints
A group of participants discussing
and audit reports. It would import complaints,
as well categorize and prioritize complaints.
Access would be internal to government auditors and inspectors, with access to the public
given in the form of statistics about complaints, audits etc.
Team #4 addressed implementation. It was suggested the General Secretariat Against
Corruption and the General Secretariat of Information Systems would determine
specifications. This would include market research to determine the cost; system
development and recording of needs; release of a trial version; training to users, including
a Manual that would be updated by the General Secretariat Against Corruption who would
be responsible for maintaining the E-Platform.
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Key findings
The following business needs/priorities for the E-Platform were identified by
project authorities and stakeholders:

1. Complaints management
Complaints management was identified by stakeholders as the single largest priority. The
ability to collect and manage complaints across the multiple bodies involved in complaints
management and investigation, as well as the ability to triage, track and follow-up is viewed
as a key way to improve services and quality, while reducing duplication. It was also noted that
such a system could provide valuable information for risk and audit planning purposes.

2. Investigation and audit report repository
information sharing
The second largest priority was to share investigation and audit reports in order to enhance
reporting quality and improve efficiency and effectiveness by enabling auditors and
investigators to build upon past findings. In addition, these reports were viewed as providing a
valuable source of information for risk and audit planning purposes.
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Key findings (continued)
The following business needs/priorities for the E-Platform were identified by
project authorities and stakeholders: *

3. Risk identification and audit planning tool
The third priority was the provision of information to assist in the identification of risk for the
purposes of supporting risk-based audit planning. To this end, the first two components were
viewed as providing key information for such purposes (i.e. complaints information and the
number and scope of investigations and audit reports would provide valuable risk information
regarding gaps and risk areas, as well as assist in benchmarking risk measures.)

4. Professional development
The final priority was a website where auditors and investigators could go to obtain
professional development and technical assistance regarding the provision of audit manuals,
audit resources, etc.

*A final priority area was mentioned by some respondents who suggested a system to assist in undertaking audit reports. This
priority is not recommended at this time given the lack of expertise to use it, and the costs associated with its introduction.
Several off-the shelf software packages exist for this purpose and thus any development work is not necessary.
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21 organisations identified their priorities
for the E-Platform
Priorities for E-Platform
Follow up on recommendation
implementation
Track how complaints are being handled
Record the receipt of complaints
Provide access to inspection reports
Provide access to audit reports
76

78

80

82

84

86

88

90

92

94

96

Percentage responding
•

21 out of 24 organisations responded, representing a 90% response rate
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Key facts
• Respondents identified the need for an integrated,
multi-purpose E-Platform focusing on: complaints
management; sharing investigation and audit
reports; enabling risk management and audit
planning; and supporting professional development.
• No single portal currently exists for citizens and
government employees to submit complaints.
• Most investigations and audits are triggered by
complaints submitted by citizens or government
employees.
• There is no overarching management system that
enables the triage, management, and follow-up of
complaints to ensure efficient and effective
management and support ongoing improvement.
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Key facts (continued)
• All respondents identified the need for
better management of the 5638 complaints
submitted in 2015 involving over 12
Hellenic investigatory bodies to reduce
existing duplication, inefficiency and
ineffectiveness.
• Respondents also identified the need to
access investigation and audit reports as
well as be able to capture key data from
these reports to better inform risk
management and future audit planning.
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Key facts (continued)
• Respondents identified
the need to create a
“one-stop” website
where they could obtain
professional
development tools, such
as audit manuals, and
the sharing of audit
programmes and
resources.

The Annual Report of the General
Secretariat Against Corruption, 2015
identified the need for:
• Establishing an open
communication network
between inspection, audit, and
control bodies.
• Ensuring the exchange of
knowledge, experience, and the
transmission of reports.
• Sharing evidence falling within
the competence of each
organisation.
• Promoting the adoption of good
practices.
Source: GSAC (2016), Annual Report 2015-2016, General Secretariat
Against Corruption, p. 182.
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Why an integrated solution?
Addressing stakeholder IT needs in an integrated, end-to-end process that tracks
complaints from their inception, management, reporting and ultimate follow-up,
thereby providing key information to assist in risk management and audit planning.
Independent operations, most of which are
non-digitised…
Whistle
blowing
Capacity
Building
Risk
Information

Receiving
Complaints
Complaints
Management
Complaints
Follow up

Audit
Reports
Investigation
Reports
Complaints
Tracking

…manually produced responses with multiple answers
to the same question.

To an integrated, digitised reporting system…
Whistle
blowing
Capacity
Building
Risk
Information

Receiving
Complaints
Complaints
Management

Complaints
Follow up

Audit
Reports
Investigation
Reports
Complaints
Tracking

…able to report on complaints as they enter and
progress through the Greek public service. Provide
platform for risk identification and include a centre of
excellence for information sharing and capacity
building.
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Overview of the E-Platform
The E-Platform is an integrated solution consisting of six components:

Prioritisation
Complaints
portal

Tracking

Audit and
investigation
reports

Reporting
cube

Electronic
Resource
Centre

Follow-up
Information collected from each component feeds the reporting cube

System governance, user training, and involvement

It links people, process and technology to aid in corruption control and risk-based
audit planning.
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1. Complaints portal
A centralised web page that allows citizens and/or public servants to make a
complaint or provide whistleblower information

Complaints
portal

The page also provides educational information regarding:
• The whistleblowing process
• Associated legislation
• Rights and protections

One source of data, many windows
Each relevant organisation would have their websites linked with
this one access portal that collects complaints information in the
Greek public administration so that there is only one, single source
of data, with many access points.
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2.1 Complaints prioritisation
Once received, the complaint needs to be formerly entered into a
database, prioritised, and forwarded to the appropriate organisation

Complaints
prioritisation

A formal database that is accessible by the web, but only allows
access to inspection bodies.

Upon entering the complaint in the database, a drop-down list of
prescribed indicators would be filled out so that a risk ranking could
be developed.
Once entered into the system the complaint can be tracked in terms
of how it is processed and if any follow-up is deemed necessary.
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2.2 Complaints tracking
Once transferred to the appropriate inspectorate body, lead investigators will be
responsible for updating the system on progress achieved to facilitate the efficient
and effective management of complaints.

Complaints
tracking

This component is security protected and enables ongoing
management of the complaints process.
Tracking complaints enables the possibility of reducing overlap and
supports improved management of the complaints process.
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2.3 Complaints follow-up
Once investigation completed, the competent investigators will be asked to followup on the results of their investigation and report on outcomes

Complaints
follow-up

A secure portal accessible by investigators across the various
inspectorate bodies.
At the end of an investigation, the investigators will be asked to
enter data regarding the follow-up status of the investigation.
For investigations forwarded to prosecution offices, investigators
will regularly follow-up with the prosecution offices to identify
what, if any, follow up occurred to individual cases and report on
this in the system. This will involve the collection of very basic
information relying upon drop-down menus.
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3. Audit and investigation reports
Access to audit and investigation reports was universally identified as a necessary
activity to promote increased efficiencies in how audits and investigations are
undertaken, while ensuring no duplication of effort.

Audit and
Investigation
Reports

Whenever an audit or investigation is undertaken, it is critical that
the first step is to examine what, if any, audit or investigation
activities have been, or are being, undertaken in the area under
examination. Access to past reports greatly enhances the quality,
efficiency and effectiveness of investigation and audit engagements.
Most important, access to key information, such as the type of
audits or investigation undertaken, areas addressed, and findings,
are critical for enabling future risk-based audit planning.

20

4. Reporting cube
A reporting cube could provide high-level statistics that use data from other
components of the E-Platform to aid risk-based audit planning.

Reporting
Cube

The five preceding components of the E-Platform contain important
information such as: number of complaints submitted, types of
complaints, government services and policy areas involved, as well
as findings of audit and investigation reports.
This summary data would provide useful information at both the
organisational and government-wide levels in terms of future riskbased audit planning.
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5. Electronic Resource Centre
A number of respondents identified the need for a website where they can obtain
professional tools and assistance in terms of how to undertake investigations and
audits.

Electronic
Resource
Centre

This site would be regularly loaded with tools, such as audit
manuals, and link to other government and external audit
development sites.
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Proposed structure for Electronic Resource Centre
GSAC Centre of Excellence for Audit and Investigations ...
Governance
• Legal framework
• Internal audit charters
• Roles and responsibilities within Greek
oversight and control structure
• General Secretariat Against Corruption
• General Secretaries
• Ministry audit committee
• Chief audit executive

Management of audit function
• Managing internal audit as a function of
government
• Performance measurement and reporting
• Ministry audit committee annual report
• Assurance services provided
• Access to information and privacy

Phases of the audit
• Planning phase
• Examination phase
• Reporting phase
• Follow-up phase

Human resources
• Ιnstitutional human resources planning
• Resource utilisation
• Model organisational arrangements and job
descriptions
• Succession planning and staff rotation
• Professional certification
• Recruitment and evaluation of chief audit executive
• Listing of audit contractors in Greece
• IIA HR Resources
• Links to HR resources in other countries

Professional practices
• Quality assurance and improvement programme
• Practice inspection (external assessment)
• Co-ordination with other service providers
• Risk-based audit planning - Ministry audit plan
• Proficiency and due professional care
• Professional membership
• Roles and responsibilities of internal audit
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What is Business Intelligence for public
Sector?
Business intelligence (BI) includes applications, infrastructure and tools, and
best practices that enable access to and analysis of information to improve and
optimise decisions and performance.
BI Involves a two-way reporting
relationship with ministries , Ιnformation
is submitted, and then provided back to
them in a summarised, value-added
format.

BI enables organisations to:
• more efficiently plan, predict,
solve problems and innovate
• inform policy decision making
• avoid duplication in responding
to questions
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Who else is doing this?
Case studies of other jurisdictions identified
benefits and lessons for managing BI development:
• Research links business intelligence to an
organisation’s capacity to make informed and timely
decisions through the effective management of data.
• If properly implemented, benefits identified include
improved timeliness, quality of decision making,
improved relationships with users of the services, and
cost savings.
• Key success factors for developing BI:
 using an incremental approach
 ensuring buy-in and commitment
 building cross functional teams with mixed skills
 scalable, flexible projects
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Business intelligence in Greece:
Case study
• The Annual Report of the General Secretary Against Corruption (GSAC) 2015
identified the following case study:
– The Head of the Internal Audit Directorate of the Secretariat-General for
Public Revenue of the Ministry of Finance used an information system of
the Ministry of Finance entitled the “Elenxis” application.
– Elenxis is an electronic tool that permits the monitoring of activities
carried out and supported during audits and investigation.
– GSAC notes this as a “best practice of a modern and efficient internal
audit unit in the Greek public administration”.
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Technical options
The OECD, GSAC and the General Secretary for Information Systems (GSIS) examined
several options including:
•

Use an existing system already being used by a Greek institution (such as the Ministry
of Finance or the Office of the Ombudsman) and tailor it to the needs of GSAC. (GSIS
is willing to provide a cost estimate if this approach is taken.)

•

Use an “off-the-shelf” software solution (COTS) and have GSIS modify it to meet the
needs of GSAC.

•

Consider using a case management software solution. Bidding should include vendors
such as Microsoft MS Dynamic 365, which has been adopted by many governments.*

*A list of vendors can be found in the additional resources section of this presentation.

27

Technical options (continued)
•

Project team should adopt a matrix approach
of IT technical staff and GSAC subject matter
experts. Project planning should include
technical staff (system experts and training
experts) to do maintenance and
enhancements.

•

Anticipate a large component of the project
to be devoted to change management since
this is the most critical aspect of introducing
a new system.

•

Schedule project planning and
implementation for a nine month to one year
period, including configuration training and
post implementation support.

Compliance and oversight solutions

Source: Kim, E. and J. Wheatman (2016), Market Guide for Corporate
Compliance and Oversight Solutions, Gartner Group.
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Implementation plan and timelines (Ι)
The E-Platform project addresses five implementation considerations, divided into
three phases and occurring over a two-year period
2017
Planning

Phase I
Development

2018
Phase II
Implementation

Phase III
Ongoing maintenance

People

Data &
information
IT infrastructure

Organisation & process
Management framework Reporting & governance structure
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Implementation plan and timelines (ΙΙ)
2017
Phase I
Planning & development
Data & information

IT infrastructure

Organisation
&
process

2018
Phase II
Implementation

Phase III
Ongoing
maintenance

• Identify data elements to be collected
• Identify automated reports

• Confirm frequency of
reporting and users
• Identify data quality
processes and associated
services standards

• Ensure ongoing
maintenance of
reporting and data
quality

• Secure necessary IT resources (i.e. Create
a memorandum of understanding (MoU)
with the Hellenic Ministry of Finance General Secretariat of Information
Systems)
• Commission the IT system architecture
and have it formally approved through
governance structure
• Initiate subsequent development of the IT
platform

• Undertake testing prior to
full implementation
• Ensure appropriate level of
support during roll-out
• Ensure ongoing technical
support and communicate
how to access

• Ensure ongoing technical
support

• Obtain organisational (i.e. interministerial) buy-in
• Identify necessary security protocols

• Implement security protocols
and password maintenance

• Maintain password
allocation and security
protocols
30

Implementation plan and timelines (ΙΙΙ)
2018

2017

People

Management framework

Phase I
Planning & development

Phase II Implementation

Phase III
Ongoing
maintenance

• Create a guide outlining roles and
responsibilities
• Develop necessary training materials
and MoU with the national centre for
PA for the delivery of training

• Undertake ongoing training or make
e-training available online

• Monitor usage of the
system and ensure
organisations use the
system

• Secure necessary resources
• Initiate an inter-ministerial steering
committee to assist in project
development, implementation, and
ongoing maintenance

• Maintain governance structure
throughout implementation phase

• No need for ongoing
governance once steady
state maintenance achieved
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Examples of data to be collected
Complaints
Entry portal

Prioritisation

Tracking

Follow-up

Audit and
investigation
reports

Number of
complaints
received

Type of complaint (i.e.
administrative or penal?)

Name of instigation
body

Whether a report was
prepared

Repository of audit reports

Response to the
complaint

Characteristics of
administrative complaints
(Ministry, type of
program/service, etc.)

Name of
investigator

What administrative
activities were
undertaken to address
complaint

Repository of investigation
reports

Characteristics of penal
complaints (fraud, bribery,
conflict of interest, etc.)

Whether
investigation is
undertaken or not

If complaint went to
prosecutor:
a) Did it go to court and
if so what was the
success rate?
b) If it did not go to
court, why?

Key characteristics of audit or
investigation reports
• Listing of government
ministry, and programme
or services audited or
investigated
• Listing of control areas
audited or investigated*
• Listing of control failures
found

Level of priority (high,
medium or low) based upon
predetermined table (e.g.
potential financial impacts,
health and safety)

*Definition of Control Areas based upon COSO definition.

Risk indicators
identified for
audit and
investigation
planning

Was there follow-up
with complainant?
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Examples of risk indicators for audit
planning purposes
Risk Indicators
Annually
Government wide
By ministry or
investigatory body

•
•
•
•
•
•

Number of complaints
Types of complaints
(administrative versus
penal)
Completion rates
Success rates of penal
prosecutions by type
of complaint
Types of investigation
undertaken
Types of audit
undertaken

Trend over time
• Percentage change over
time
• Audit and investigation
coverage over time
• Completion rates over time
by type of complaint
• Success rates over time by
type of prosecution

Benchmarking between
ministries
• Number of investigations
or audits undertaken
• Complaints received
• Completion rates by type
of complaint
• Success rates of
complaints submitted to
prosecutions
• Audit or investigation
coverage and existing
gaps

Benchmarking between
Greek government and
other governments
• Audit or investigation
coverage and existing
gaps
• Number of investigations
or audits undertaken
• Complaints
• Completion rates
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Project risks that need to be mitigated
People

• System is underutilised People do not submit data
into the system.
• Lack of training so that
people are intimidated to
participate.
• Data fields not universally
understood/defined the
same way, which results in
measurement issues.

Process

Technology

• Central
administrator does
not maintain
system.
• Security systems
too complicated
and passwords not
distributed, tracked
and maintained.

• System is too
complicated and
not easy to use
• Automated
reporting is
complicated and
requires too much
manual data
manipulation.

Principle cross cutting risk
Risks are all related to cultural resistance and change management. It's easy to find
the system, a little more difficult to configure the system, but very difficult to get it
accepted and used.
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Success factors
• Strong central agency (GSAC) direction and
oversight on the importance of the system.
• Usage of the system to promote audit
planning.
• Sufficient resources to ensure development
and maintenance.
• Dedicated ongoing technical support.
• Clearly defined security protocols and
password management maintenance.
• Inter-ministerial buy-in to ensure system
usage.
35

Next steps
It is recommended that GSAC begin by
developing the two priority modules for
this project:
1.

A website whereby ministry personnel
can access audit resource materials.

2.

A website whereby ministry personnel
can access audit and investigation
reports (or just report summaries) that
contain no private information.
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Additional resources
Pratap, K. and M.T. Stamper (2017), Market Guide for Audit Management Solutions, Gartner Group.

Kim, E. and J. Wheatman (2016), Market Guide for Corporate Compliance and Oversight Solutions,
Gartner Group.
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ANNEX 1 – PEOPLE, PROCESS, AND
TECHNOLOGY CONSIDERATIONS FOR EACH
COMPONENT

1. Complaints portal
The E-Platform allows complaints to be captured via a single portal
People

Complaints
portal

• Available to the
public.
• Also provides
information to help
educate the public
about corruption,
whistleblowing and
associated laws and
processes.

Process

• Ongoing monitoring by
a single office.
• Links with any existing
individual
organisational
processes.
• On government’s main
webpage, as well as
website of each
oversight body.
• Any call centre would
use the same system to
file in the complaint.

Technology

• Simple website with
data and text capture
• Text-based with an
optional drop-down
questionnaire to help
obtain additional
information about the
complaint.
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2.1 Complaints prioritisation
The E-Platform allows complaints to be captured via a single portal
People
Complaints
prioritisation

• Available only to
inspectorate
bodies.
• Password
protected, high
security given
sensitive, personal
information.

Process

• Data inputting and
processing by one
single office.
• Once entered,
complaint is forwarded
to the appropriate
iinspection and audit
body.

Technology

• Web-based database.
• Drop-down questions
for data capture.
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2.2 Complaints tracking
The complaints tracking component enables the status of complaints to be
monitored and reported on
People
Complaints
tracking

• Access is security
protected, yet
summary statistics
can be provided to
the public.

Process

• Enables ongoing
monitoring by
individual inspectorqte,
as well as governmentwide management and
reporting on the status
of complaints.

Technology

• Simple website with
data and text capture.
• Text-based with an
optional drop-down
questionnaire to help
obtain additional
information about the
complaint.

41

2.3 Complaints follow-up
Being able to learn from results achieved was identified by respondents as enabling
continuous improvement for future investigations and audits
People
Complaints
follow-up

• Ιnvestigators
required to report
on any results of
investigations, such
as whether
prosecutions
occurred, and if so,
what were the
outcomes.

Process

• Access by all
investigatory bodies
and individual
investigators.
• Requires ongoing
contact between
senior investigators
and prosecutors’
offices in order to
report on outcomes.

Technology

• Simple website with
data and text capture.
• Text-based with an
optional drop-down
questionnaire to help
obtain additional
information about the
complaint.
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3. Audit and investigation reports
Access to audit and investigation reports can be kept in a secure e-environment or
de-personalised prior to placing on system
People

Audit and
investigation
reports

• De-personalised
reports could be
made available to
the public.
• Or reports could
just be available to
investigation bodies
in a secure
environment.

Process

• Key data points could
be collected when
the reports are
submitted for online
access to facilitate
future risk-based
audit planning.
• Single office would be
required to review all
submissions and
maintain site.

Technology

• Simple website with
data and text capture.
• Text-based with an
optional drop-down
questionnaire to help
obtain additional
information about the
complaint.
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4. Reporting cube
The E-Platform could include automated reporting to inform future risk-based audit
planning
People

Reporting
Cube

• A secure
environment, only
available within
government.
• Allows high level,
automated reporting
of identified risks.
• Uses data inputted
into the preceding EPlatform
components.

Process

• Ongoing data analysis
and maintenance
conducted by a single
office.
• Informs any existing
individual
organisational
reporting processes.

Technology

• Automated, graphically
based reporting.
• Data is searchable and
can be presented by a
number of variables,
such as year,
organisation or policy
area.

44

5. Electronic Resource Centre
Centre of excellence for internal audit and investigation
People

Electronic
Resource
Centre

• Available to the
public and/or
government
investigators and
auditors.

Process

• Ongoing maintenance
by a single office.
• Inform and link with
any existing individual
organisational
professional
development sites.

Technology

• Simple website with
access to pdf or HTML
information and links to
other relevant sites.
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oecd.org/corruption
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