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What are the key emerging extreme risks that require greater attention by governments?

What are the key policy actions that governments should be taking now to better understand 
and address these risks?

What implications and recommendations are there in particular for the government risk 
management community? What role could the government risk management community 
ideally play in the overall government approach to these issues?
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1. What are the key emerging 
extreme risks that require 
greater attention by 
governments?



  
Artificial intelligence

The first of these is Artificial intelligence, 

including risks arising from unethical uses of AI, 

from AI systems behaving in unintended ways 

in high-stakes domains, and from the broader 

impacts of AI on the economy and society. 

Emerging Extreme Risks

At the Centre for Long-Term Resilience, we focus on two areas of 

risk where effective governance today could substantially mitigate 

both current and future threats:

  
Biosecurity

The second is Biosecurity, including risks arising 

from naturally-occurring pandemics, laboratory 

leaks, bioweapons   and ‘dual-use’ research 

(advances that can be used for harm as well as 

good). 

  
Risk Management

A resilient world is one which has systems in 

place to anticipate, mitigate and respond to all 

extreme risks. To help build this resilience, we 

also focus on Risk Management more broadly.
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Emerging Extreme 
Risks

Biosecurity

Artificial Intelligence

Artificial Intelligence

  

Artificial Intelligence is already being applied 
in many important sectors in society, such as 
healthcare, finance, and policing. 

While this progress in AI could help us develop 
new solutions to important problems - from 
disease to climate change - we’re also seeing 
how applications of AI can cause harm in 
unintended ways - self-driving car crashes, 
algorithmic bias, and privacy intrusions to 
name a few.

AI research is seeing rapid progress. And as 
increasingly capable systems are integrated 
into more fundamental parts of society, the 
risks will get much bigger.

First there is a risk that humans will lose the 
ability to intervene in high-stakes domains, 
with potentially catastrophic consequences. 

Second, advances in AI could make it easier 
for malign actors to cause large amounts of 
damage to society.

Third, AI development could shift the balance 
of power in society with extremely 
destabilizing impacts.

Finally, in developing AI we have to contend 
with the possibility of there being another 
source of intelligence in the world that 
might possibly meet or surpass our own.
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Emerging Extreme 
Risks

Biosecurity

Artificial Intelligence

Biosecurity
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The second sphere we believe has 
disproportionate relevance when considering 
existential risks is the field of biosecurity. 

COVID-19 has illustrated the potential for 
diseases to spread rapidly across the globe, 
despite our best efforts to control it.

But it is the current global landscape, 
including our advancing biotechnological 
capacity and various geopolitical tensions, that 
make artificial biological threats extremely 
dangerous and increasingly likely:

The devastation of the Covid pandemic 
exposed a vulnerability in the UK—and 
worldwide—to biological threats.

The release of highly dangerous 
engineered pathogens may not even 
result from the work of malicious actors.

Finally, the threat posed by biological risks 
is further compounded by the 
democratisation and advances of 
technology in the spheres of synthetic 
biology and other life sciences.

  

These naturally emerging pandemics 
should remain a growing concern, because 
the likelihood of further jumps by viruses into 
humans is set to rise in the face of increasing 
globalization and climate change.



2. What are the key policy 
actions that governments 
should be taking now to 
better understand and 
address these risks?
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Future Proof

Biosecurity

Artificial Intelligence

Artificial Intelligence

  

To ensure Artificial Intelligence is developed 
and used safely and responsibly, governments 
need to be thinking about “three Cs”: 
competence, caution, and cooperation. 

I’ll expand on each of these in turn:

First, governments need to invest in building 
high levels of AI competence, to ensure that 
AI systems, their impacts, risks, and policy 
implications are well understood. 

Second, governments need to establish 
norms, processes and structures which 
promote caution in AI development and 
deployment, to ensure that potential risks 
and harms are caught and can be addressed 
early. 

Third, governments should work to facilitate 
international cooperation around safe, 
responsible and socially beneficial AI, to 
enable sharing of best practices and to 
mitigate potentially harmful effects of 
competitive dynamics.
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Future Proof

Biosecurity

Artificial Intelligence

Biosecurity
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To mitigate the risk posed by biological 
threats, governments should be bolstering 
our capabilities to prevent, detect and 
respond to the full spectrum of biological 
risks, be they natural, accidental or deliberate 
in origin.

  
With a view to preventing deliberate 
catastrophic biological risks, governments 
firstly need to raise the barrier of access to 
potentially dangerous pathogens.

  

Secondly, the UK government should increase 
their global and domestic focus on biological 
weapons as a threat to national security. 

Thirdly, governments should establish norms 
and build systems to prevent lapses in 
biosafety in labs working with potentially 
dangerous pathogens.

And finally, given efforts to prevent the 
materialisation of these threats may fail, 
governments should capitalise on the 
opportunity to invest in our nation’s 
technological capacity to detect and 
rapidly respond to biological threats. 



3. What implications and 
recommendations are there 
in particular for the 
government risk 
management community? 



WEF Global Risks Report
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In this year’s Global Risks Report from the World Economic Forum, a 

remarkable 89% of risk experts and global leaders perceive the 

short-term outlook to be volatile, fractured, or increasingly catastrophic. 

Toby Ord, the Oxford university risk expert and author of The Precipice, 

estimates that there is now roughly a one in six chance of existential 

catastrophe in the next 100 years from extreme risks such as natural or 

engineered pandemics, extreme climate change scenarios, nuclear 

conflict, and the creation of an unaligned general artificial intelligence. 

These are the same odds as Russian Roulette. Even if Toby is roughly 

right in his estimate, this is an unsustainably high level of risk.

It’s clear that the government risk management community has both a 

challenge and a major opportunity post-Covid to improve resilience.

We’re excited the private sector offers a best practice model for how this 

can be done. I’ll focus on three areas: the governance of risk 

management, process and methodology, and a global risk management 

approach.
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Governance

The private sector has learnt from various crises over the past thirty plus 

years that risk is best approached using a risk management framework 

based on the ‘three lines of defence’.

This model separates the ownership of risk within first line departments 

from oversight of risk on the second line, often headed up by a Chief Risk 

Officer to provide a single point of accountability for the risk 

management process, and an independent risk assurance function on 

the third line to ensure the process works. 

Siloed risk management with blurred accountabilities simply won’t cope 

with the volatility and the complexity of challenges now facing all 

governments.

Systemic risk requires a systematic management model. 

This was effectively recommended in a paper on risk management from 

the OECD back in 2009. 

Interestingly the paper cited the role of Chief Risk Officers in the private 

sector and suggested they be adopted in government and titled ‘Country 

Risk Officers’. 
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Process and Methodology

A properly-implemented cross-cutting risk management framework will 

facilitate more effective risk identification, assessment and prevention or 

mitigation. 

The second line would support the first as well as holding it accountable 

to make this happen. 

Let me give you three additional points related to the risk management 

process:

1. More robust and dynamic risk registers are clearly 

required, with longer time horizons

2. Risk registers need to be kept dynamic rather than static

3. There’s clearly a need for more use of vulnerability 

assessment in compiling risk registers, alongside the 

assessment of likelihood.
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Moving towards a global risk 
management approach

The extreme risks we’re talking about today are global in nature, and 

therefore demand an effective global response to boost global 

resilience to them. 

Countries which introduce a ‘three lines’ risk management 

framework could come together to encourage this approach on an 

international level. 

Meetings of government Chief Risk Officers could be organised 

annually, to allow the sharing of information and risk assessments.

A set of light structures and processes for UN member states to 

address extreme risks could be put into place, led by like minded nations 

perhaps initially, and form a stepping stone to a formal Treaty on Risks to 

the Future of Humanity, with a series of UN Security Council resolutions 

to place the new framework on the strongest legal footing. 

The UN’s Summit of the Future next year may provide a suitable forum 

to drive progress on this.
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Conclusion

Out of the wreckage of the Second World War, much of  the world transformed itself.

The UK rebuilt its shattered economy. 

And it helped establish international institutions like the UN. 

There are rare moments where transformative change is possible — where decades’ worth of progress can be achieved in a matter of 

months. 

Such an opportunity for transformative change may now be upon us. 

This in effect is our 1945 moment. 

We’ve had the global tragedy of Covid-19, and now there is this rare, valuable — and all too short — window of opportunity to make 

transformational progress. 

We do not know which extreme risk event will come next — it might be another pandemic, or it might be something completely different. 

But we do know what many of the most extreme risks are, and how best to prepare for them.
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Contact us for 
advice & information
Meet the experts, discuss their recommendations, 

or schedule a policy workshop. 

Get in touch
info@longtermresilience.org
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