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• Emerging risks lack historical precedent and can be challenging to predict and manage
• Depending on how close a risk is to emerging, it could either be a specific threat or a 

condition ripe for exploitation
• As opposed to traditional risks, which are familiar and have well calibrated strategies, 

Emerging Risks are defined by the need for a new approach to manage them
– Evolving: familiar, but changes require updated strategies
– New: novel, requires entirely new strategies

How do We Define Emerging Risks?

Emerging risks are either new risks or familiar risks that evolved due to new or 
unfamiliar conditions in technology or changes in the threat environment

Thought experiment: What will be the next Cybersecurity?
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• Management of all risks requires an alignment of
– Knowledge: Understanding the risks’ properties, likelihood of appearance, and 

potential consequences
– Responsibility: Knowing which entities are accountable for managing  all aspects of 

the risk and its potential consequences, including prevention, mitigation, response, 
and recovery

– Authorities: Empowering responsible entities with the legal and policy authorities 
needed to manage the risk

– Capabilities: Building and maintaining the tools and talent required to manage all 
aspects of the legal and policy authorities

How are Emerging Risks Similar to Traditional Risks?

Successful management of risk requires an alignment of expectations between the general 
public, all branches of government, and the entities responsible for managing the risks
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How are the Gaps in Emerging Risks Different from 
those in Traditional Risks?

Emerging Risks are more likely to have gaps in knowledge and responsibility, areas that 
may be mature for traditional risks

Emerging Risk Traditional Risk
Knowledge Frequently lacks basic details about the 

risk, its likelihood and its consequences
Typically understands at least basic 
details about the risk, may struggle to 
fully operationalize them

Responsibility May be unclear which entities are 
responsible for managing each aspect of 
the risk

Usually understand broad responsibility 
and work to refine coordination across 
responsible entities

Authorities Typically lack specific authorities to 
manage the risk, may seek to apply 
relevant authorities from other risks

Clearly defined authorities, with small 
scenario specific coverage gaps

Capabilities Usually lack specific capabilities to 
manage the risk, will rely on existing all-
hazards capabilities

Existing capabilities were likely built to 
manage these risks, gaps exist around the 
margins
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• A successful approach to managing emerging risk should:
– Be as low burden as possible
– Leverage existing risk management tools to support emerging risk management goals
– Focus on low-cost strategies that build a foundation for future investment, such as 

authorities, policies, strategies, plans, and exercises
– Identify commonalities across emerging risks that can be managed collectively, rather than 

individually
– Embrace priorities that build resilience for both emerging risks and risks that are already 

here

What are Hallmarks of a Successful Approach?

5

A successful emerging risk program must be built with the understanding that leaders 
will rarely prioritize risks that aren’t here yet over those that already are



Unclassified//For Official Use Only 6

• To develop a repeatable process that helps the Department:
– Understand the most significant risks likely to emerge over the short and medium term 
– Understand how those risks may challenge the Nation and the Department  
– Lay a foundation of authorities and strategies that will prepare the Department to manage 

those challenges once they emerge

6

Repeatable Emerging Risk Management Process

Step 0: Development of Emerging Risk 
Management Framework

Work with responsible organizations to identify goals and process for evaluating and 
managing emerging risks, to create buy-in and clarify expectations

Step 1: Identify New and Evolving Risks Conduct horizon scanning for any new risks to be added to research agenda for 
assessment

Step 2: Assess and Share Information About 
Emerging Risks

Assess risks on research agenda to characterize the risk and understand likely timeline 
for emergence and impacts if it does emerge; share with responsible organizations

Step 3: Assess/Track Management Maturity Assess knowledge, responsibility, authorities, and capabilities for all risks identified to 
understand management maturity and gaps

Step 4: Develop and Prioritize recommendations Based on identified gaps, develop recommendations for each risk, targeting where in 
the maturity model their largest gap lies

Step 5: Implement Recommendations Work to close identified gaps

Step 6: Emerging Risk Exercise Series Use tabletop exercise to discuss emergence of the risk and what actions can be taken in 
advance to reduce future consequences

Step 7: Develop and Update Emerging Risk 
Playbook

Develop a playbook identifying standard actions to be taken based on timeline for 
emergence, such as development of authorities, budget requests, and hiring and 
training; pair with identified timelines for emergence in the assessments to determine 
courses of action

Where Should We Start?
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Step 3: Assess and Track Management Maturity

• Conduct a basic survey for all assessed emerging risks that that characterizes where in the process 
and mission areas the gaps begin.

Goal: To understand where gaps exist for each identified risk across knowledge, 
responsibility, authorities, and capabilities

Knowledge Responsibility Authorities Capabilities
Does your component understand the risk this 
threat currently poses to the Nation and the likely 
impacts to the Nation and your component's 
mission?

Is your component responsible for managing some 
aspect of this risk?

Does your component have the necessary 
authorities for managing those aspects of the 
current risk landscape?

Does your component have enough capability to 
manage this risk (in its current form)?

Is your component able to identify and understand 
any future changes to this risk and the likely 
impacts to the Nation and your components 
mission?

Mitigation
Does your component have the necessary 
authorities for managing future changes to this 
risk?

Does your component have enough capability to 
manage future changes to this risk? 

Response
Focusing on the most important capabilities that 
your component is missing, how accessible are 
they?

Recovery

Are there aspects of the risk that your component 
is not responsible for managing, but should be?
To your knowledge, is there another federal 
agency that is the lead for managing this risk?
In your opinion, how well is this risk currently 
managed by the USG?
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Step 6: Emerging Risk Exercise Series

• Exercise has two phases
– Phase 1: Indication of near-imminent emergence (Preparedness)
– Phase 2: Emergence (Response)

• Phase 1
– Participants discuss what steps can be taken in the short-run to prepare for and mitigate the 

near-imminent emergence of a risk
– This discussion should focus on knowledge acquisition, management responsibility, legal and 

policy authorities, and building capabilities
• Phase 2

– Risk becomes incident sooner than expected and participants discuss immediate steps that can 
be taken with existing capabilities to manage an incident

– This discussion will focus on response and recovery capabilities
• Lessons learned from the exercise should be used to inform preparedness recommendations

Goal: To test our ability to respond to a newly emerged risk
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Step 7: Develop Emerging Risk Playbook

• Identifies and chronologically arranges the basic requirements for managing all risks
• Places those requirements on a time scale, based on approximate time to complete the step
• Is aligned to the scale used to describe the likely timing of emergence in the risk assessments
• Because risk assessments share common language, they can be compared against the survey results 

and laid over top of the plan to inform next steps

• The playbook would also include a base-plan for managing the sudden emergency of any risk, 
including responsibility, coordination structures, and surge capabilities

Goal: To chronologically identify critical elements of risk management to serve as a 
roadmap for managing future risks.

10 Years Out 5 Years Out 3 Years Out 1 Year Out

Increase focus on 
assessment and 
development of analysis 
capabilities

Assign responsibility for 
management and develop 
legal and policy authorities 
in support

Request budget for required 
capabilities to manage the 
risk

Develop capabilities, assign 
and train staff, develop 
plans, and exercise 
capabilities and plans
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• Focus on core all-hazards resilience strategies
– Cyber hygiene
– All-hazards planning
– Crisis management coordination

• Identify, document, exercise, and plan to use existing authorities to surge capability
– Create new capabilities

• Defense Production Act – provides the U.S. Government tools to work with the private sector to 
increase development of key capabilities
– Used to develop additional PPE during COVID-19

– Increase speed
• Emergency Use Authorization – enables companies to bypass time consuming processes for the 

development of medicines and vaccines when in the public interest
– Used to accelerate development of COVID-19 vaccine and therapeutics

– Redirect existing capabilities
• DHS Surge Capacity Force – allows DHS to deploy staff from their steady-state missions to support 

emergency operations
– Used in support of southwest border operations and Operation Allies Welcome

How Can We Build Resilience for Emerging and 
Traditional Risks at the same time?
Expect that we will be caught off-guard and prepare for it
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Thank You!
Alfred Bender
Deputy Director for Risk Policy
(202) 961-4387
Alfred.Bender@hq.dhs.gov


