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1.  Background 9 

One of the fundamental purposes of the Principles of Good Laboratory Practice (GLP) is to promote the 10 
quality and integrity of test data related to non-clinical safety studies. 11 
 12 
The way in which regulatory data, which supports human, animal and environmental safety assessment, is 13 
generated, handled, reported and archived has continued to evolve in line with the introduction and ongoing 14 
development of supporting technologies. This includes the increasing use of electronic data capture, 15 
automation of systems and use of remote technologies and the increased complexity in ways of working, 16 
for example, via third party service providers. Systems can range from manual processes with paper records 17 
to the use of fully computerised systems. However, the main purpose of the regulatory requirements 18 
remains the same: having confidence in the quality and the integrity of the data and being able to 19 
reconstruct activities performed during the conduct of non-clinical safety studies. 20 
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2.  Introduction 21 

2.1  This document provides guidance for test facilities that conduct GLP studies.  22 
 23 
 24 

2.2 The guidance aims to promote a risk-based approach to the management of data which includes 25 
data risk, criticality and lifecycle. Users of this paper need to understand their data flows (as a 26 
lifecycle) to identify data which is likely to impact on GLP compliance. In turn, this will allow 27 
the identification of the most effective and efficient risk-based controls.   28 

 29 
2.3  Data integrity is the degree to which data are complete, consistent, accurate, trustworthy and 30 

reliable and that these characteristics of the data are maintained throughout the data life cycle. 31 
The data should be collected and maintained in a secure manner, such that is attributable, 32 
legible, contemporaneously recorded, original or a true copy and accurate. The guidance 33 
addresses data integrity and not data quality since the controls required for integrity do not 34 
guarantee the quality of the data (see also definitions in chapters 7.5 and 7.6).  Data integrity 35 
provides control over the data (i.e., whether it can be trusted), whereas data quality refers to the 36 
assurance that data produced are generated in compliance with applicable standards and can be 37 
used for its intended purpose. 38 

 39 
2.4 The principles described in this guidance are primarily focused on electronic data, but these 40 

could equally be applied to the control of other data types and formats. 41 
 42 
2.5 The guidance refers to the acronym ALCOA being Attributable, Legible, Contemporaneous, 43 

Original, and Accurate. ALCOA has historically been regarded as the attributes of data quality 44 
which are suitable for regulatory purposes. ALCOA+ has been referred to in more recent times 45 
to emphasise the additional attributes Complete, Consistent, Enduring, and Available. There is 46 
no difference between the expectations related to data integrity for both these terms since data 47 
governance measures should ensure that data are complete, consistent, enduring and available 48 
throughout the (data) lifecycle.  49 

 50 
2.6 This guidance should be read in conjunction with OECD Documents No 1 (OECD Principles 51 

on Good Laboratory Practice), 15 (Establishment and Control of Archives that Operate in 52 
Compliance with the Principles of GLP) and 17 (Application of GLP Principles to 53 
Computerised Systems) and applicable national regulations. The references to the GLP 54 
Principles about data integrity can be found in chapters 1.2.2.f, 1.4.3, 3.4, 7.1, 7.4.3, 8.2.6, 55 
8.3.3, 8.3.4, 8.3.5, 10.1 of OECD Document No 1. Where relevant complementary information 56 
is contained in both this document and Document No 17 then reference is made within the text. 57 

      58 
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3.  GLP Responsibilities on data, from generation to archive  59 

Study Personnel 60 
All study personnel are responsible for recording raw data promptly and accurately and in compliance with 61 
the Principles of GLP and they are responsible for the quality of their data. 62 
 63 
Study Director 64 
The study director should ensure that: all raw data are fully documented and recorded; computerised 65 
systems used in the study have been validated (including requirements associated with data integrity); and 66 
after completion (including termination) of the study, the study plan, the study report, raw data and 67 
supporting material are archived. The study director should also ensure all the data needed to reconstruct 68 
their studies is available and ensure that all systems apparatus used are fit for purpose.  69 
 70 
Archivist 71 
Archivist is the individual responsible for the management, operations and procedures for archiving in 72 
accordance with established Standard Operating Procedures (SOPs), and the Principles of GLP (including 73 
archiving of data, physically or electronically). 74 
 75 
Test Facility Management 76 
Test Facility Management (TFM) is responsible for the organisation and functioning of the facility where 77 
data are generated. TFM should: 78 
 79 

• Ensure that a sufficient number of qualified personnel, appropriate facilities, equipment, and 80 
materials are available for the timely and proper conduct of the study (including resources to ensure 81 
data governance);  82 

• Ensure the maintenance of a record of the qualifications, training, experience and job description 83 
for each professional and technical individual;  84 

• Ensure that personnel clearly understand the functions they are to perform and, where necessary, 85 
provide training for these functions (including training on data integrity);  86 

• Ensure that appropriate and technically valid SOPs are established and followed, and approve all 87 
original and revised SOPs (including those relating to the data governance system);  88 

• Ensure that an individual is identified as responsible for the management of the archives (including 89 
data, paper and electronic archiving); and 90 

• Establish procedures to ensure that computerised systems are suitable for their intended purpose, 91 
and are validated, operated and maintained in accordance with the Principles of GLP (including 92 
functionalities associated with data integrity). 93 

 94 
Quality Assurance Personnel 95 
Quality Assurance Personnel should conduct inspections to determine if all studies are conducted in 96 
accordance with the Principles of GLP (including periodic review or surveillance of data governance 97 
measures). 98 
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4.  The principles of data integrity 99 

4.1 TFM should ensure that systems implemented within the test facility produce data that are 100 
attributable, legible, contemporaneous, original, accurate, complete, consistent, enduring and 101 
available in all its forms, i.e. paper and electronic.  102 

 103 
4.2 Arrangements in place within the test facility with respect to people, systems and facilities 104 

should be designed, operated and where appropriate adapted to support a suitable working 105 
environment, i.e. creating the right environment to enable data integrity controls to be effective. 106 

  107 
4.3  Approaches used for the management of data governance (e.g. standard operating procedures) 108 

should always be endorsed by TFM. The effectiveness of the data governance approach should 109 
be monitored and assessed on a regular basis. 110 

 111 
4.4  TFM is expected to implement a fully documented system that provides an acceptable state of 112 

control based on the data integrity risk with supporting rationale. An example of a suitable 113 
approach is to perform a data integrity risk assessment where the processes that produce, modify 114 
or store data are mapped out and each of the formats and their controls are identified and the 115 
data criticality, inherent risks and appropriate mitigations documented. Other documented 116 
approaches to the identification and control of data integrity risks are also considered 117 
acceptable.  118 

 119 
4.5 Systems should maintain appropriate levels of control and wider data governance measures 120 

should ensure that the quality assurance programme can detect opportunities for data integrity 121 
failures within the test facility’s systems. 122 

 123 
 4.6  The effort and resource applied to assure the integrity of the data should be commensurate with 124 

the risk and impact of a data integrity failure.   125 
 126 

4.7  Test facilities should be aware that appropriate data integrity controls are necessary for 127 
computerised systems as well as paper-based manual systems, although the controls may not 128 
be the same. Hybrid systems may be used if their ability to ensure data integrity is demonstrated. 129 
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5.  Establishing data criticality and inherent integrity risk 130 

5.1  Data, depending on what it is, have varying importance on safety decisions. Data criticality 131 
may be determined by considering how the data impacts on the aims of studies as detailed in 132 
the study plan and how ultimately the data influences the regulatory decision-making process. 133 

 134 
5.2  The risks to data are reflected in its potential to be deleted, amended or excluded without 135 

authorisation along with a lack of opportunity for detection of such activities and events. The 136 
risks to data may be increased by complex or inconsistent processes, with open-ended and 137 
subjective outcomes compared to simple tasks that are undertaken consistently, are well defined 138 
and have a clear objective.  139 

 140 
5.3  Data may be captured and recorded by: 141 
 142 

(i) documentation, on paper, of a manual observation or of an activity;   143 
(ii) electronic means, using equipment that range from simple instruments through to 144 

complex highly configurable computerised systems;   145 
(iii) using a hybrid system where both paper-based and electronic records constitute 146 

the original record;  147 
(iv) other means such as photography, imagery, chromatography plates, etc.  148 

 149 
Paper 150 
Data recorded manually on paper may require independent verification based on a data 151 
integrity risk assessment or by other requirements.  Examples include contemporaneous 152 
(or timely) second person verification of data entry or cross-checks of related information 153 
sources (for example, equipment logbooks, test system data, etc.). 154 

 155 
Electronic media 156 
The risks related to data integrity may depend on the degree to which equipment or 157 
computerised systems that capture, generate or use data can be configured, and the 158 
potential for manipulation during transfer of data between computerised systems.  159 

 160 
Hybrid  161 
A hybrid system may include combinations of paper (or other non-electronic media) and 162 
electronic records.  163 
 164 
Where hybrid systems are required to be used, this should be clearly documented as to 165 
what constitutes the whole data set. All records that are defined by the data set should be 166 
reviewed by an appropriately qualified person and retained.  167 

 168 
Other 169 
Where the data are captured by a photograph or imagery (or other media), the requirements 170 
for storage of that format throughout its lifecycle should follow the same considerations 171 
as for the other formats, considering any additional controls required for that format. 172 
Where the original format cannot be retained due to degradation issues, alternative 173 
mechanisms for recording (e.g. photography or digitisation) and subsequent storage may 174 
be considered, and the selection rationale documented (e.g. thin layer chromatography). 175 
 176 
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Where raw data are supported by electronic communication methods, for example email 177 
(see also section 7.13), electronic messaging and social media networks, consideration 178 
should be given to mechanisms for the collation (including ensuring that the records are 179 
complete, and integrity is intact), retention and subsequent archiving of such records. 180 
Where possible these should be retained in their original format but if this is not possible 181 
then TFM should implement processes for faithful transcription in a retainable format. 182 

 183 
5.4  A data integrity risk assessment should consider all factors required to follow a process or 184 

perform a function. It is expected to consider not only the computerised system in isolation but 185 
also all supporting activities and functions such as: guidance, process, human intervention, 186 
training and quality systems. Automation or the use of a ‘validated system' may lower but not 187 
eliminate the risk to data integrity. Where there is human intervention, particularly influencing 188 
how or what data are recorded or reported, there may be an increased risk from poor 189 
organisational controls or data verification due to overreliance on the system's validated state. 190 

 191 
5.5  Where the data integrity risk assessment has highlighted areas for remediation prioritisation of 192 

actions, including acceptance of an appropriate level of residual risk should be documented, 193 
communicated to TFM, and kept under review. In situations where long-term remediation 194 
actions are identified, risk-reducing short-term measures should be implemented to provide 195 
acceptable data governance until a more permanent solution is implemented. 196 
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6.  Designing systems and processes to assure data integrity. 197 

 6.1 Systems and processes, designed to maintain data integrity may include (list is not exhaustive):  198 
 199 

• Accessibility of templates or forms at locations where activities take place so that data 200 
are recorded promptly, accurately and legibly. 201 

• Access to blank paper proformas for raw/source data recording should be controlled 202 
where this is appropriate. Reconciliation, or the use of controlled books with 203 
numbered pages, may be necessary to prevent recreation of a record.  204 

• User access rights that prevent (or audit trail with suitable controls, if prevention is 205 
not possible) unauthorised data entries or amendments. Use of external devices or 206 
system interfacing methods that eliminate manual data entries and human interaction 207 
with the computerised system, such as barcode scanners, ID card readers, or printers.  208 

• The provision of a work environment (such as adequate space, sufficient time for 209 
tasks, and properly functioning equipment) that permit performance of tasks and 210 
recording of data as required.  211 

• Access to original records for staff performing data review activities. 212 
• Access to data systems for quality assurance personnel performing audits. 213 
• Reconciliation of controlled printouts. 214 
• Sufficient training in data integrity principles provided to all appropriate staff 215 

(including TFM). 216 
• Subject matter experts are included in the risk assessment process.  217 

 218 
  219 

6.2  The use of scribes to record activity on behalf of another operator can be considered where 220 
justified, for example: 221 

 222 
• The act of contemporaneous recording compromises the activity (e.g. documenting 223 

test item preparation under sterile conditions by study personnel). 224 
• In-life examination of test systems etc. 225 

 226 
    The recording by the second person should be contemporaneous with the task being 227 

performed and the records should identify both the study personnel performing the task 228 
and the person completing the record. The study personnel performing the task should 229 
countersign the record wherever possible, although it is accepted that this countersigning 230 
step will be retrospective. The process for supervisory (scribe) documentation completion 231 
should be described in an approved procedure, which should also specify the activities to 232 
which the process applies. 233 
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7.  Definition of terms and interpretation of requirements 234 

7.1 Data 235 
 236 

Facts, figures and statistics collected together for reference or analysis. All original records and 237 
true or verified copies of original records, including source data and metadata and all subsequent 238 
transformations and reports of these data, which are generated or recorded at the time of the GLP 239 
activity and allow full and complete reconstruction and evaluation of the GLP activity.  240 

 241 
Data should be: 242 

 243 
A - attributable to the person generating the data 244 
L – legible and permanent 245 
C – contemporaneous 246 
O – original record (or certified true copy) 247 
A - accurate 248 

 249 
Data governance measures should also ensure that data are complete, consistent, enduring and 250 
available throughout the lifecycle, where: 251 

 252 
Complete – the data must be whole, a complete set  253 

 254 
Consistent - the data must be self-consistent and free from self-contradiction  255 

 256 
Enduring – lasting throughout the data lifecycle 257 

 258 
Available – readily available for inspection purposes 259 

 260 
Data generated should be identified at the time of recording by the individual(s) responsible for 261 
direct data entries. Computerised system design should always provide for the retention of full 262 
audit trails to show all changes to the data without obscuring the original data. It should be possible 263 
to associate all changes to data with the persons having made those changes, for example, by use 264 
of timed and dated (electronic) signatures. Reason for changes should be given. 265 

  266 
 267 

7.2 Raw Data 268 
  269 

The Principles of GLP define raw data as all original test facility records and documentation, or 270 
verified copies thereof, which are the result of the original observations and activities in a study. 271 
Raw data also may include, for example, photographs, microfilm or microfiche copies, computer 272 
readable media, dictated observations, recorded data from automated instruments, or any other 273 
data storage medium that has been recognised as capable of providing secure storage of 274 
information for a time period. 275 
 276 
Raw data generated during the conduct of the study should be recorded directly, promptly and 277 
accurately. Where data are generated as a result of direct computer input (e.g. typing a value) by 278 
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an individual then this should be identified at the time of data input by the person responsible for 279 
the entry.   280 

 281 
Raw data must permit the full reconstruction of the study activities. Where this has been captured 282 
in a dynamic state and generated electronically, paper copies cannot usually be considered as ‘raw 283 
data’ due to the absence of associated metadata. Information that is captured in a dynamic state 284 
should remain available in that state. 285 

 286 
In the case of basic electronic equipment which does not store electronic data or provides only a 287 
printed data output (e.g. certain balances or pH meters), then the printout can constitute the raw 288 
data. Where the basic electronic equipment does store electronic data but only holds a certain 289 
volume before overwriting it, all efforts should be made to extract and control the data as electronic 290 
data.  291 

 292 
In all definitions, the term 'data' includes raw data. 293 
 294 
 295 

7.3 Derived Data 296 
 297 
Derived data are obtained and reconstructed from raw data (e.g. final concentrations as calculated 298 
by a spreadsheet relying on raw data obtained from an instrument; result tables as summarised by 299 
a LIMS, etc.). 300 

 301 
 302 

7.4 Metadata 303 
 304 
Metadata are any information used for the identification, description, and relationships of 305 
electronic records or their elements. Metadata give data meaning, provides context, defines 306 
structure, and enables retrievability across systems, and usability, authenticity, and auditability 307 
across time. 308 

 309 
Metadata form an integral part of the original record. Without the context provided by metadata, 310 
the data have no meaning. The degree of metadata missing reduces the ability to interpret the data. 311 

 312 
 313 
7.5 Data Integrity 314 

 315 
Data integrity is the degree to which data are complete, consistent, accurate, trustworthy and 316 
reliable and that these characteristics of the data are maintained throughout the data life cycle. The 317 
data should be collected and maintained in a secure manner, such that they are attributable, legible, 318 
contemporaneously recorded, original or a true copy and accurate. Assuring data integrity requires 319 
appropriate quality and risk management systems, including adherence to sound scientific 320 
principles and good documentation practices. 321 

 322 
 323 

7.6 Data Quality 324 
 325 
Data quality is the assurance that the data produced are generated according to applicable standards 326 
and fit for intended purpose in regard to the meaning of the data and the context that supports it. 327 
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Data quality affects the value and overall acceptability of the data in regard to decision-making or 328 
onward use. 329 

 330 
 331 

7.7 Data Governance 332 
 333 

Data governance is the sum total of arrangements to ensure that data (irrespective of the format in 334 
which they are generated, recorded, processed, retained and used) are complete, consistent and 335 
accurate records throughout its lifecycle. 336 

 337 
Data governance should address data ownership and accountability throughout the lifecycle, and 338 
consider the design, operation and monitoring of processes/systems in order to comply with data 339 
integrity requirements, including control over all changes to data.  340 

 341 
Data governance systems should include staff training in the importance of data integrity concepts 342 
and the creation of a working environment that enables visibility, and actively encourages 343 
reporting of errors, omissions and aberrant results. 344 

 345 
TFM should be accountable for the implementation of systems and procedures to minimise the 346 
potential risk to data integrity, and for identifying the residual risk, using risk management 347 
techniques.  348 

 349 
Data governance systems should also ensure that data are readily available and directly accessible 350 
on request from national competent (monitoring or receiving) authorities. Electronic data should 351 
be available in human-readable form.  352 

 353 
  354 

7.8 Data Lifecycle 355 
 356 

Data lifecycle includes all phases in the life of the data from generation and recording through 357 
processing (including analysis, transformation or migration), use, data retention, archive/retrieval 358 
and destruction. 359 

 360 
Data governance, as described in the previous section, must be applied across the whole data 361 
lifecycle to provide assurance of data integrity. Data should be retained securely, under the control 362 
of the archivist, including where relevant an appropriate electronic repository whether this is on 363 
the original system, subject to suitable controls or in a stand-alone electronic archive.  364 

 365 
7.9 Recording and Collection of Data 366 

 367 
Test facilities should have an appropriate level of process understanding and technical knowledge 368 
of systems used for data recording and collection, including their capabilities, limitations and 369 
vulnerabilities. 370 

 371 
The selected method should ensure that data of appropriate accuracy, completeness, content and 372 
meaning are collected and retained for its intended use. Systems that generate dynamic data should 373 
allow the dynamic nature of the data to be retained. Retention of static (printed/manual) data 374 
generated from dynamic data is not appropriate. 375 
 376 
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As data are required to allow the full reconstruction of activities the amount and the resolution of 377 
data to be collected should be justified.   378 

 379 
If used, blank forms (including, but not limited to, worksheets and laboratory notebooks) should 380 
be controlled by documented procedures. For example, numbered sets of blank forms may be 381 
issued as appropriate and should be reconciled upon completion of all issued forms. Similarly, 382 
bound paginated notebooks, stamped for official use by a document control group, allow for 383 
detection of unofficial notebooks as well as of any gaps in notebook pages. 384 

 385 
 386 

7.10 Data Transfer/Migration   387 
 388 

Data transfer or migration is the process of moving data between different data storage types, 389 
computerised systems, or simply the transition of data from one state to another. This may include 390 
changing the format of data, but not the content or meaning, to make it usable or visible on an 391 
alternative computerised system. 392 

 393 
 394 

Data transfer/migration procedures should include a rationale and be robustly designed and 395 
validated to ensure that data integrity is maintained during the data lifecycle. Careful consideration 396 
should be given to understanding the data format and the potential for alteration at each stage of 397 
data generation, transfer, migration and subsequent storage.  398 
 399 
The challenges of transferring and migrating data is often underestimated, particularly regarding 400 
maintaining the full meaning and integrity of the records, including associated metadata. 401 

 402 
(See also section 2.8 of OECD Document 17) 403 
  404 

 405 
7.11 Data Processing  406 

 407 
A sequence of operations performed on data in order to extract, present or obtain information in a 408 
defined format. Examples might include statistical analysis of individual test system data to present 409 
trends or conversion of a raw electronic signal to a chromatogram and subsequently a calculated 410 
numerical result. 411 

 412 
There should be adequate traceability of any user-defined parameters used within data processing 413 
activities to the raw data, including attribution to who performed the activity examples include the 414 
selection and application of chromatography integration parameters or selection of gating 415 
parameters for analysis of a flow cytometry assay.  416 

 417 
The original raw data and audit trails should be retained. Retained records should allow 418 
reconstruction of all data processing activities regardless of whether the output of that processing 419 
is subsequently reported. If data processing has been repeated with progressive modification of 420 
processing parameters this should be visible to ensure that the processing parameters are not being 421 
manipulated to achieve a more desirable end point. 422 

 423 
 424 

7.12 Invalidating Data 425 
 426 
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Data may only be invalidated where it can be demonstrated through sound scientific or technical 427 
justification that the data are not representative of the quantity measured, sampled or acquired. For 428 
example, failure during system suitability checks.  429 
 430 
In all cases, this justification should be documented and considered during data review and 431 
reporting. All data (even if invalidated) should be retained with the original data set and be 432 
available for review in a format that allows the validity of the decision to exclude the data to be 433 
confirmed. 434 

 435 
 436 

7.13  Original Record and True Copy  437 
 438 
 7.13.1. Original record (see also raw data definition) 439 
 440 

The first or source capture of data or information e.g. original paper record of manual 441 
observation, or electronic raw data file from a computerised system and all subsequent data 442 
required to fully reconstruct the conduct of the GLP activity. Original records can be Static 443 
or Dynamic.  444 
 445 
Static Records 446 
A static record format, such as a paper or electronic record, is one that is fixed and allows 447 
little or no interaction between the user and the record content. For example, a paper record 448 
of a clinical observation of an animal, dated and signed is a static record.  449 
 450 
Dynamic Records 451 
Records in a dynamic state, such as electronic records, allow for an interactive relationship 452 
between the user and the record content. For example, electronic records in database formats 453 
allow the user to track, trend and query data; chromatography records maintained as 454 
electronic records allow the user (with proper access permissions) to reprocess the data and 455 
expand the baseline to view the integration more clearly or to view links between data points, 456 
audit trails and technical parameters. 457 
 458 
Chromatography records maintained as electronic records contain instrument and 459 
experimental information 460 
 461 
Email 462 
Relevant email that allows verification of activities and responsibilities should be retained 463 
in their original format. Email could have different roles in the reconstruction of the GLP 464 
study. An assessment should be conducted to define if emails and their attached documents 465 
are raw data. If emails are raw data, consideration should be given to mechanisms to 466 
maintain the attributability and integrity of the email (such as ensuring that the sender and 467 
receiver can be determined alongside appropriate dates and times. Processes for the collation 468 
of email should be established (including ensuring that the records are complete and 469 
integrity is intact), for example, attachments should remain associated with the 470 
corresponding email and email ‘chains’ are preserved. 471 
  472 
Manual Observations 473 
Where the data obtained requires manual observation to record it, such as a measurement of 474 
a weight or pH value where the instrument does not have any means of output, the process 475 
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should be risk assessed and additional  actions might be considered  to demonstrate  data 476 
integrity (such as image capture or presence of a witness). 477 
 478 
7.13.2 True Copy (synonymous with ‘verified copy’ as used in the GLP principles) 479 
 480 
A true copy (irrespective of the type of media used) of the original record that has been 481 
verified (i.e., by a dated signature or by generation through a validated process) to have the 482 
same information, including data that describe the context, content, and structure, as the 483 
original. 484 
 485 
A true copy may be stored in a different format or document type to the original record if 486 
required. If the true copy is electronic it must retain the metadata and audit trail required to 487 
ensure that the full meaning of the data (e.g. date formats, context, layout, electronic 488 
signatures and authorisations) is kept and its history, including the creation of the true copy, 489 
may be reconstructed.  490 
 491 
Original records and true copies must preserve the integrity (accuracy, completeness, 492 
content and meaning) of the record. True copies of original records may be retained in place 493 
of the original record (e.g. scan of a paper record), provided that a documented system is in 494 
place to verify and record the integrity of the copy. Consideration should be given to any 495 
risk associated with the destruction of original records. It should be recognised that some 496 
competent authorities require that original records are retained in the format in which they 497 
were generated. 498 
 499 
It should be possible to create a true copy of electronic data, including relevant metadata, 500 
for the purposes of review, backup and archival. Consideration should be given to the 501 
dynamic functionality of a ‘true copy’ throughout the retention period (see ‘archive’). 502 
 503 
Data must be retained in a dynamic form where this is critical to its integrity or verification 504 
for example moving images used to demonstrate an activity cannot be reduced to a single 505 
static image. If the computer system cannot be maintained, e.g., if it is no longer supported, 506 
then records will be archived according to a documented archiving strategy prior to 507 
decommissioning the computer system. It is conceivable for some data generated by 508 
electronic means to be retained in an acceptable paper or electronic format, where it can be 509 
justified that a static record maintains the integrity of the original data. However, the data 510 
retention process must be shown to include verified copies of all raw data, metadata, relevant 511 
audit trail and result files, any variable software/system configuration settings specific to 512 
each record, and all data processing runs (including methods and audit trails) necessary for 513 
reconstruction of a given raw data set.  It would also require a validated means to verify that 514 
the printed records were an accurate representation.  515 

 516 
 517 

7.14 Transcription 518 
 519 

Transcription is the process where a written copy of an original record is made. Transcription 520 
should be avoided wherever possible. Where manual transcriptions occur, it is advisable that they 521 
are verified by a second person or validated system. The original records should be regarded as 522 
raw data and should be retained.  523 

 524 
 525 
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7.15 Computer System Transactions: 526 
 527 

A computer system transaction is a single operation or sequence of operations performed as a single 528 
logical ‘unit of work’. The operation(s) that makes a transaction may not be saved as a permanent 529 
record on durable storage until the user commits the transaction through a deliberate act (e.g. 530 
pressing a save button), or until the system forces the saving of data. 531 

 532 
The metadata (e.g. username, date, and time) are not captured in the system audit trail until the user 533 
saves the transaction to durable storage. In computerised systems, an electronic signature may be 534 
required for the record to be saved and become permanent. 535 

 536 
A critical step is computer system transaction where a parameter must be within a defined limit, 537 
range, or distribution to ensure the quality of the data. Computer systems should be designed to 538 
ensure that the execution of critical steps is recorded contemporaneously. Where transactional 539 
systems are used, the combination of multiple unit operations into a combined single transaction 540 
should be avoided, and the time intervals before saving of data should be minimised. Systems 541 
should be designed to require saving data to permanent memory before prompting users to make 542 
changes.   543 

 544 
The test facility should define during the development of the system (e.g. via the user requirements 545 
specification) what critical steps are appropriate for that system based on the functionality of the 546 
system and the level of risk associated with the system. Critical steps should be documented with 547 
process controls that consider system design (prevention), together with monitoring and review 548 
processes. Oversight of activities should alert to failures that are not addressed by the process 549 
design. Surveillance activities of critical steps should be considered as part of the quality assurance 550 
programme. 551 

 552 
 553 

7.16 Audit Trail 554 
 555 

The audit trail is a form of metadata that contains information associated with actions that relate 556 
to the creation, modification or deletion of GLP records. An audit trail provides a secure automated 557 
way of recording life-cycle details such as creation, additions, deletions or alterations of 558 
information in a record, either paper or electronic, without obscuring or overwriting the original 559 
record. An audit trail facilitates the reconstruction of the history of such events relating to the 560 
record regardless of its medium, including the ‘who, what, when and why’ of the action. 561 

 562 
Where computerised systems are used to capture, process, modify, report, store or archive data 563 
electronically, system design should always provide for the retention of audit trails to show all 564 
changes to, or deletion of, the data while retaining previous and original data. It should be possible 565 
to associate all data and changes to data with the persons making those changes, and changes 566 
should be dated and time stamped (time and including, where applicable, the time zone). The 567 
reason for the change, where applicable, should also be recorded. The items included in the audit 568 
trail should be those of relevance to permit reconstruction of the process or activity.   569 

 570 
Audit trails should be switched on. Any personnel involved in a study (study directors, heads of 571 
analytical departments, analysts etc.) should not have the ability to amend or switch off the audit 572 
trail functionality. Where a system administrator amends or switches off the audit trail 573 
functionality, the audit trail should record this automatically recording any changes made. 574 

 575 
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The relevance of data retained in audit trails should be considered by the test facility to permit 576 
robust data review/verification. It is not necessary for audit trail review to include every system 577 
activity (e.g. user log on/off, keystrokes etc.) and should be achieved by review of appropriately 578 
designed and validated system reports.  579 

 580 
Where relevant audit trail functionality does not exist (e.g. within legacy systems) and another 581 
technical solution is not easily available alternative levels of control can be implemented. 582 
Alternative levels of control may be achieved by, for example the use of logbooks or monitoring 583 
of access. Alternative controls should be proven to be effective and defined within an SOP. 584 

  585 
Where an add-on software or a compliant system does not currently exist, this should be justified 586 
by evidence that a compliant solution is being worked upon and what mitigation temporarily 587 
supports the continued use. 588 

 589 
Routine data review should include a documented audit trail review as appropriate as determined 590 
by a risk assessment. When designing a system for review of audit trails, this may be limited to 591 
those with GLP relevance (e.g. relating to data creation, processing, modification and deletion etc). 592 
Audit trails may be reviewed as a list of relevant data, or by an ‘exception reporting' process.  An 593 
exception report is a validated search tool that identifies and documents predetermined ‘abnormal’ 594 
data or actions, which requires further attention or investigation by the data reviewer.  595 

Reviewers should have sufficient knowledge and system access to review relevant audit trails, raw 596 
data and metadata. Review of data from hybrid systems should be clearly defined and described 597 
so that it is possible to determine the actual data sources reviewed.  See also ‘data governance’. 598 

Where systems do not meet the audit trail and individual user account expectations, demonstrated 599 
progress should be available to address these shortcomings. This should either be through add-on 600 
software which provides these additional functions or by an upgrade to a compliant system. Where 601 
remediation has not been identified or implemented in a timely manner, a deficiency may be cited. 602 
 603 
The necessary access (including to records, audit trails and system functionality), permissions and 604 
training should be available to support quality assurance inspection to determine if all studies are 605 
conducted in accordance with the Principles of GLP. 606 

 607 
 608 

7.17 Electronic Signatures  609 
 610 

A signature in digital form that represents the hand-written (‘wet’) signatory. The electronic 611 
signature should be equivalent in legal terms to the handwritten signature of the signatory and may 612 
be used to signify approval, authorisation or verification of specific data entries. 613 

 614 
In order to ensure data integrity, the use of electronic signatures should be appropriately controlled 615 
with consideration given to: 616 
 617 

- how the signature is attributable to an individual and to the purpose it is being used for 618 
(e.g. approval, verification, acknowledgement); 619 

- how the act of ‘signing’ is recorded within the system so that it cannot be altered or 620 
manipulated without invalidating the signature or status of the entry; 621 

- how the record of the signature will be associated with the entry made and how this can 622 
be verified; and 623 
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- the security of the electronic signature i.e. so that it can only be applied by the ‘owner’ 624 
of that signature. 625 

 626 
Where a paper or pdf copy of an electronically signed document is produced, the metadata 627 
associated with the electronic signature should be maintained. 628 

 629 
An inserted image of a signature or a footnote indicating that the document has been electronically 630 
signed (where this has been entered by a means other than the validated electronic signature 631 
process) is not sufficient. Where a document is electronically signed then the metadata associated 632 
with the signature should be electronically retained. A document that is signed electronically is 633 
only valid when retained electronically unless the paper print out retains all associated metadata. 634 
 635 
If, in connection with an electronic signature functionality, a traditional authentication consisting 636 
of a user ID and a secret password is replaced by biometric authentication (e.g. fingerprint, hand, 637 
face or iris scanner), the implemented solution should be thoroughly validated and documented.  638 

 639 
For printed copies of electronically signed documents refer to True Copy section. 640 

 641 
 (see also section 3.9 of OECD Document 17) 642 
 643 
 644 

7.18 Data Review and Approval 645 
 646 

The approach to reviewing specific record content, such as critical data fields and metadata such 647 
as cross-outs on paper records and audit trails in electronic records, should meet all applicable 648 
regulatory requirements and be risk-based.  649 

 650 
There should be a procedure that describes the process for the review and approval of data. Data 651 
review should also include a review of relevant metadata, including audit trails or elements of 652 
them. Data review should be documented and may be risk based. The record of the review should 653 
include any issues found, the date that review was performed and the signatures of those 654 
performing the review.  655 

 656 
A procedure should describe the actions to be taken if data review identifies an error or omission. 657 
This procedure should enable data corrections or clarifications to provide visibility of the original 658 
record, and audit trailed traceability of the correction, using ALCOA principles (see ‘data’ 659 
definition). 660 

 661 
Many software packages allow configuration of customised reports. Key actions may be 662 
incorporated into such reports with report validation proving this is done accurately. Validation 663 
and locking of automated reporting tools and reports may also be used reduce the checks required 664 
to verify the integrity of the data.  665 

 666 
 667 

7.19 Computerised System User Access/System Administrator Roles 668 
 669 

Full use should be made of access controls to ensure that people have access only to functionality 670 
that is appropriate for their job role, and that actions are attributable to a specific individual. Test 671 
facilities must be able to demonstrate the access levels granted to individual staff members and 672 
ensure that historical information regarding user access level is available. Where the system does 673 
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not capture these data, then a paper record should be available. Controls should be applied to both 674 
the operating system and application levels. Individual login at operating system level may not be 675 
required if appropriate controls are in place to ensure data integrity (e.g. no modification of data 676 
outside the application possible). 677 

 678 
For systems generating, amending or storing GLP data shared logins or generic user access should 679 
not be used. Where the computerised system design supports individual user access, this function 680 
must be used. This may require the purchase of additional licences. Systems which are not used in 681 
their entirety for GLP purposes but do have elements within them, such as approved suppliers, 682 
stock status, location and transaction histories that are GLP applicable require appropriate 683 
assessment.  684 

 685 
It is acknowledged that some computerised systems support only a single user login or limited 686 
numbers of user logins. Where no suitable alternative computerised system is available, equivalent 687 
control may be provided by third-party software or a paper-based method of providing traceability 688 
(with version control). The suitability of alternative systems should be justified and documented. 689 
Increased data review is likely to be required for hybrid systems because they are vulnerable to 690 
non-attributable data changes. It is expected that test facilities should be implementing systems 691 
which comply with current regulatory expectations.   692 

 693 
System administrator access should be restricted to the minimum number of people possible taking 694 
account of the size and nature of the test facility. The generic system administrator account should 695 
not be available for routine use. Personnel with system administrator access should log in with 696 
unique credentials that allow actions in the audit trail(s) to be attributed to a specific individual. 697 
The intent of this is to prevent giving access to users with potentially a conflict of interest so that 698 
they can make unauthorised changes that would not be traceable to that person. 699 

 700 
System administrator rights (permitting activities such as data deletion, database amendment or 701 
system configuration changes) should not be assigned to individuals with a direct interest in the 702 
data (data generation, data review or approval).  703 

 704 
Where an independent system administrator cannot be assigned (e.g. in very small test facilities), 705 
a similar level of control may be achieved using dual user accounts with different privileges with 706 
all changes performed under system administrator access subject to appropriate review and 707 
approval. 708 

 709 
The individual should log in using the account with the appropriate access rights for the given task 710 
e.g. a laboratory technician performing data checking should not log in as system administrator 711 
where a more appropriate level of access exists for that task. The suitability of such an arrangement 712 
should be periodically reviewed and will be subject to review during competent authority 713 
inspection. 714 

 715 
(see also sections 1.3.1 and 3.7 of OECD Document 17) 716 

 717 
 718 

7.20 Data Retention 719 
  720 

Data retention may be for the purpose of archiving (protected data for long-term storage) or backup 721 
(data for the purposes of disaster recovery).  722 

 723 



20 │ 7 AUGUST 2020 
 

OECD DRAFT ADVISORY DOCUMENT ON GLP DATA INTEGRITY 
      

Data and document retention arrangements should ensure the protection of records from deliberate 724 
or inadvertent alteration or loss. Secure controls must be in place to ensure the data integrity of the 725 
record throughout the retention period. See also data transfer/migration.  726 

 727 
Data (or a true copy thereof) generated in paper format may be retained for example by using a 728 
validated scanner, provided that there is a process in place to ensure that the outcome is a true copy 729 
(see also ‘true copy’).  730 

 731 
The procedures for destruction of data should consider data criticality and where applicable 732 
legislative retention requirements. The destruction of data should only be carried out with the 733 
approval of the TFM and if applicable, the Sponsor)  734 

 735 
 736 

7.21 Backup 737 
 738 

Provisions made for the recovery of data files or software, for the restart of processing, or for the 739 
use of alternative computer equipment following a system failure or disaster. 740 
 741 
A copy of current (editable) data, metadata and system configuration settings (variable settings 742 
which relate to a record or analytical run) maintained for the purpose of recovery including disaster 743 
recovery before archiving. 744 

 745 
Backup and recovery processes for electronic data should be periodically tested. Each back up 746 
should be verified to ensure that it has functioned correctly e.g. by confirming that the data size 747 
transferred matches that of the original record. 748 
 749 
The backup procedures should be described in an SOP, and backup activities should be 750 
documented and signed and dated by the responsible personnel.  751 

 752 
Back-ups for recovery purposes do not replace the need for archiving of data and metadata for the 753 
purposes of verification of the study activity. 754 
 755 
 756 

7.22 Archive  757 
 758 

A designated area or facility (e.g. cabinet, room, building or computerised system) for the secure 759 
storage and retention of records and materials.   760 
 761 
The Principles of GLP for archiving must be applied consistently to electronic and non-electronic 762 
data. It is therefore important that electronic data are stored with the same levels of access control, 763 
indexing and expedient ‘retrieval’ as non-electronic data. 764 
 765 
Archived records may be the original record or a ‘true copy' and should be protected such that they 766 
cannot be altered or deleted without detection. 767 

  768 
Archive arrangements must be designed to permit recovery and readability of the data and 769 
metadata throughout the required retention period.  770 

 771 
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When legacy systems can no longer be supported, consideration should be given to maintaining 772 
the software for data accessibility purposes as long as reasonably practicable. This may be 773 
achieved by maintaining software in a virtual environment.  774 
 775 
Migration to an alternative file format which retains as much as possible of the ‘true copy’ 776 
attributes of the data may be necessary with increasing age of the legacy data. Where migration 777 
with full original data functionality is not technically possible, selection from the options available 778 
would have to be based on risk and importance of data over time. The migration file format should 779 
be selected taking into account the balance of risk between long-term accessibility versus the 780 
possibility of reduced dynamic data functionality (e.g. data interrogation, trending, re-processing 781 
etc). It is recognised that the need to maintain accessibility may require migration to a file format 782 
that loses some attributes and/or dynamic data functionality. See also ‘data transfer/migration’.  783 

 784 
 (see also section 3.11 of OECD Document 17) 785 
 786 
 787 

7.23 File Structure 788 
 789 

The way in which most of the data are structured within the GLP environment will depend on what 790 
the data will be used for and the end user will almost always have this dictated to them by what 791 
software / computerised system is available. There is an inherently greater data integrity risk with 792 
flat files when compared to data contained within a relational database in that they are easier to 793 
manipulate and delete as a single file.  794 

 795 
Relational databases are a collection of tables linked together using a common piece of data, such 796 
as a study number, and can be arranged to highlight specific information for ad hoc queries. A 797 
relational database is a scalable and query friendly tool that provides the ability to capture a wide 798 
variety of data types. 799 

 800 
7.23.1 Flat Files 801 
 802 
A flat file consists of a single table of data, has no internal hierarchy and allows the user to specify 803 
data attributes i.e. its data structure is self-contained and limited.  804 

 805 
Flat files can be thought of as being similar to the files in a file cabinet drawer, a collection of 806 
single records each containing standalone data. The most commonly known flat file would be a 807 
.csv or .xls file or a Microsoft Word text only document. The resulting file contains records but 808 
limited metadata.  809 

 810 
Flat files may carry basic metadata relating to file creation and date of the last amendment but may 811 
not provide an audit trail. When creating flat file reports from electronic data the metadata and 812 
audit trails relating to the generation of the raw data may be lost, unless these are retained as a 813 
‘true copy’.  814 

 815 
In terms of systems with flat files, the risks can be reduced if the flat file can be encrypted and/or 816 
the system can use a technical safeguard to detect if the file was modified outside the application.  817 
Additional security controls can be implemented to limit access to the flat file location (e.g. file 818 
repository in a server with control access or block the access to the operating system level in 819 
standalone systems). 820 

 821 
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Consideration also needs to be given to the ‘dynamic’ nature of the data, where appropriate (see 822 
‘original and true copy’ definition). 823 

  824 
7.23.2 Relational Database 825 

 826 
Relational databases store different components of associated data and metadata in different 827 
places. Each individual record is created and retrieved by compiling the data and metadata for 828 
review using a database reporting tool.  829 

 830 
Relational databases are inherently more secure than a flat file, as the data are held in a file format 831 
which preserves the relationship between data and metadata.  832 

 833 
Retrieval of information from a relational database requires a database reporting tool or the original 834 
application which created the record.  835 
 836 
Amendments to data should not be performed via the ‘back door’ i.e. directly into the database 837 
fields but should be via the originator software package wherever possible so that appropriate audit 838 
trail entries and controls remain in place. If a ‘back end’ data change is required then this should 839 
be carefully controlled, well documented and have TFM approval. 840 

 841 
Access rights for database entry or amendment should be controlled, and consistent with the 842 
requirements for computerised system user access/system administrator roles.  843 
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