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I. Introduction 

Greek companies have a crucial role to play in implementing this reform agenda. 
First of all, they should ensure compliance with legally binding anti-corruption 
standards and prohibit through enterprise policy any form of bribery as well as 
other types of corruption. In addition, companies are strongly advised to adopt 
measures to protect themselves. Drawing upon international standards and best 
practices and taking into consideration the Greek context, the OECD Greece 
Technical Assistance Project has produced the “Best-Practices Paper and 
Guidelines: Promoting Compliance, Effective Internal Controls and Ethics in Greek 
Companies to Tackle Corruption, which identifies thirteen essential elements to 
design or improve  an anti-corruption programme: 

 Undertaking corruption risk assessments  

 Leadership and commitment / Devising a clear headline message 

 Defining corruption and particular areas of risk 

 Protecting whistleblowers 

 Handling bribery solicitation  

 Addressing violations 

 Mitigating third party corruption risks  

 Maintaining accurate books and records 

 Training your employees 

 Communication  

 Oversight, monitoring and review of the policy  

 Promoting compliant behaviours 

 Engaging in collective actions 

Corruption risk assessment is an on-going and proactive process that forms the 
basis for the development and update of an enterprise’s anti-corruption 
programme. It allows an enterprise to tailor mitigating policy responses to specific, 
identified corruption risks that are contingent upon circumstances and other 
factors such as operational size, location, structure and sector interactions.1 For 
instance, larger Greek companies that have most of their operations outside Greece 
have a different risk profile than smaller Greek companies that conduct  business at 
a local level. Those specialized in selling financial services may not face the same 
corruption risks as others that produce olive oil, or as those specialised in maritime 

                                                      
1 OECD, UNODC and World Bank (2013), Anti-Corruption Ethics and Compliance Handbook 

for Business, U.S. Department of Justice (2017) Criminal Division Fraud Section, Evaluation 
of Corporate Compliance Programmes. 

http://www.oecd.org/fr/corruption/anti-corruption-ethics-and-compliance-handbook-for-business.htm
http://www.oecd.org/fr/corruption/anti-corruption-ethics-and-compliance-handbook-for-business.htm
https://www.justice.gov/criminal-fraud/page/file/937501/download
https://www.justice.gov/criminal-fraud/page/file/937501/download
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transport. Understanding where and how your company may be subject to 
corruption risks and schemes will help your company’s management make 
informed decisions when developing tailored and effective internal controls, ethics, 
and compliance programmes or measures for preventing and detecting corruption. 
The more comprehensive your risk assessment, the better your company will be 
protected against corruption. Additionally, a tailored corruption risk assessment 
sends a strong message to third parties such as business partners and regulators 
that your company takes corruption seriously and is committed to preventing its 
occurrence at all levels. Taking such a stance on corruption can play a crucial role in 
convincing investors concerned about anti-corruption regulation and can in fact 
create attractive business opportunities. Finally, a tailored risk assessment will 
allow your company to expend its activity into challenging processes and markets 
with greater confidence. 

To assess the Greek private sector’s use of corporate compliance programmes and 
risk assessments, the OECD researched and analysed the existing legal and policy 
frameworks in Greece addressing these issues. An online anonymous Stakeholder 
Survey was then disseminated to Greek companies, business organisations, 
professional associations, governmental bodies, and civil society organisations in 
order to identify the corruption risks facing Greek companies as well as existing 
good practices regarding corruption risk assessment in these companies. Between 
December 2016 and April 2017, 357 companies, 139 business organisations and 
professional associations took part in the survey. An overwhelming majority of the 
companies were located in Athens or Thessaloniki. Most operated in 
manufacturing; professional, scientific and technical activities; wholesale and retail 
trade; and information and communication, financial and insurance activities. Large 
private companies comprised one quarter while the rest were small- and medium-
sized enterprises (SMEs).  

A series of Consultation Meetings were held in February 2017 with Greek 
stakeholders in Thessaloniki and Athens to further discuss issues raised in the 
survey responses and research.  

The Survey indicates that only 38% of Greek companies actually conduct regular 
corruption risk assessment and a bit more than half do so by using an established 
set of factors. During the consultations, some companies mentioned that they do 
not follow a formalized risks assessment process but nevertheless tried to identify 
where and how their companies were exposed to corruption and to take relevant 
steps to counter those risks. Only a small minority of Survey respondents publicise 
their corruption risk assessments, perhaps because risk assessments are not carried 
out at all or are very basic. Alternatively, companies may consider it to be an 
internal preliminary process whose details should not be publicly disclosed. 
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set of factors in order to calculate the
risk of corruption?

Is your company obliged by law to
conduct internal corruption risk
assessments?
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Internal corruption risk assessment programs 

12.44%
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7.62%

38.10%

Against this backdrop, the key focus of this current document “Greek Industry 
Corruption Risk Review and Risk Assessment Guidelines” is to analyse corruption 
risks in the Greek industry and help Greek companies to successfully conduct a risk 
assessment and implement effective anti-corruption measures based on the 
results.  

This document is divided into three sections. The first section overviews the 
corruption risks facing Greek companies. The purpose of this part is to identify risk 
areas to which companies should be alert when conducting their risk analyses. The 
second section provides practical and concise guidelines to Greek companies for 
conducting corruption risk assessments. The final section provides 
recommendations on how the use of corruption risk assessments can be further 
strengthened in Greece. 
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II. Risks of Corruption and Bribery in the Greek Industry 

This chapter examines company features that affect exposure to corruption risks. 
The factors that affect Greek companies’ exposure to corruption risks concern the 
company’s (1) size; (2) location; (3) interactions with key counterparts, and 
involvement in specific processes such as tax-related formalities, public 
procurement, business with state-owned enterprises, conflicts of interests, 
interactions with politics; and (4) industrial sector of operation.  

 Size, turnover and structure of the company  

The size, the turnover and the structure of a company are very important factors 
for understanding the type and extent of corruption risks that the company may 
face.  

Figure II. Average corruption (bribes as percentage of annual sales) 

and firm size in Greece 

The OECD Stakeholder Survey shows that smaller companies are more likely to 
declare that corruption is a problem for doing business in Greece and less likely to 
declare the same for doing business abroad. A Europe-wide survey also found that 
smaller companies tend to say that corruption is widespread and to declare that 



      
    

patronage and nepotism are problems for them when doing business.2 These 
results are consistent with several articles that found small firms, and especially 
those having 11-49 employees in Greece (see figure 1),3 are the most affected by 
bribe payments.4 Large firms’ growth, power and experience could allow them to 
better overcome operational barriers for their business such as corruption. Hence, 
the bargaining power of firms is directly related to its ability to relocate or to alter 
activity that requires less contact with problematic counterparts; from this 
perspective big multinationals appear to be the companies with the highest 
bargaining power.5  

*Score out of 46 

                                                      
2 Flash Eurobarometer 374 “Businesses’ attitude towards corruption in the EU”, pp. 18, 23, 

which found that 74-76% of companies with fewer than 50 employees say that corruption 
is widespread compared 63-65% of companies with 50 or more employees. 

3 “Corruption and firm performance: Evidence from Greek firms”, Daphne Athanasouli, 

Antoine Goujard, Pantelis Sklias, International Journal of Economic Sciences and Applied 
Research 5 (2), 2012, 43-67.p.52. This paper uses the survey Business Environment and 
Enterprise Performance Survey, based on the experience and perceptions of managers.  

4 Svensson, J. 2003. Who must pay bribes and how much? Evidence from a cross-section 

of firms. Quarterly Journal of Economics, 118, 207–230. Svensson found that bribes 
depend on the firm’s bargaining power. UNIDO and UNODOC (2007), World Bank, 
Investment Climate Survey, pp. 2 and 8. This study shows that SMEs report corruption to 
be a more important obstacle for business than large firms and that they report to pay 
higher percentage of annual revenues in bribes.; Transparency International, Countering 
Small Bribes, 2014, p.7. 

5 Forgues-Puccio, G. 2013. Corruption and the Private Sector: A Review of Issues, EPS 

PEAKS, Economics and Private Sector 

6 Apart from “Don’t know”, four options were provided for each question given a weight 

from minor to major importance. After counting the number of answers per option, we 
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https://www.dlapiper.com/~/media/Files/Insights/Publications/2014/09/Countering_Small_Bribes.pdf
https://www.dlapiper.com/~/media/Files/Insights/Publications/2014/09/Countering_Small_Bribes.pdf
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* Score out of 4 

 Location of the company 

The locations in which the organization operates may pose specific corruption risks 
at international and domestic levels.  

a) Highly Exposed Foreign Countries 

Greek companies and business organisations are more likely to say that corruption 
is a significant problem when doing business in Greece than abroad.  

Additionally, regarding interaction with the authorities, both Greek companies and 
business organisations see a much higher risk of corruption for Greek companies 
when interacting with domestic authorities than with foreign authorities. In a 

                                                                                                                                         
calculated the percentage each option represents out of the total number of answers. This 
was then multiplied by one of the numbers 1, 2, 3 and 4 based on the weight of 
importance (i.e. ‘’not significant at all’’ is multiplied by 1, whereas “very significant” is 
multiplied by 4). Finally, all four products were summed. Given that their sum may be a 
number amounting from 1 to 4, the closer the number is to 4, the more positive the 
answer to the question is. 
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recent study7 81% of Greek businessmen continue to consider bribery and 
corruption a significant problem in the Greek business environment, a significantly 
higher percentage that in its neighbouring countries and top exporting destinations 
such as Bulgaria (68%), Turkey (67%) and Romania (31%). 

However, a Greek company based or operating in different countries will have to 
analyse closely the risk of corruption in those different countries and adapt its 
corruption risk management strategy. Some countries are indeed perceived to be 
more corrupt than others. Transparency International’s Corruption Perceptions 
Index (CPI) can be used as a guide in that respect. For the year 2015, countries that 

                                                      
7  EMEIA Fraud Survey, Human Instinct or machine logic- which do you trust most in the 

fight against fraud and corruption?, Ernst and  Young (2017)  
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scored below 50 out of 100 on the CPI received at least 42.72% of Greece’s total 
exports in merchandise and included half of Greece’s top 10 export partners.8 
Greek companies operating in these countries should certainly take into 
consideration the corruption risks they are exposed to and adapt their risk 
management strategy.  

Table 1. Top Greek export destinations in 2015 with a CPI score below 50 
out of 100 

Export 
partner 

Rank 
among 
Greek 
export 

destinations 

Share of 
total 

exports 

CPI Score 
(out of 

100) 

Export 
partner  

Rank 
among 
Greek 
export 

destinations 

Share of 
total 

exports 

CPI Score 
(out of 
100) 

Italy 1 11.37% 47 Serbia 22 0.93% 42 

Turkey 3 6.71% 41 China 24 0.89% 40 

Bulgaria 5 5.01% 41 Russian 
Federation 

26 0.84% 29 

Egypt 8 4.11% 34 Ukraine 27 0.78% 29 

Lebanon 9 3.01% 28 Algeria 28 0.77% 34 

Romania 11 2.76% 48 Mexico 34 0.67% 30 

FYROM 14 2.29% 37 Tunisia 36 0.62% 41 

Albania 18 1.37% 39 Libya 37 0.59% 14 

     TOTAL 42.72%  

From that perspective it is interesting to note that Greek small- and medium-sized 
enterprises (SMEs) have become more active internationally because of the 
economic crisis. The sector accounts for 99.9% of Greek enterprises and 84.8% of 
employment. Because of the recent economic crisis, an estimated 1 500 to 2 000 
SMEs sought to reduce labour costs and expand markets by shifting their activities 
to neighbouring countries including Turkey, Cyprus9 and Romania. SME’s main 
                                                      
8 As a reference, Greece’s CPI score in 2015 was 44. The most significant exports products 

were consumer goods, fuels, intermediate goods, metals and raw materials (See table 7, 
Annex). See World Bank, Greece 2015 Export Partner Share 

9 Note by Turkey: The information in this document with reference to “Cyprus” relates to 

the southern part of the Island. There is no single authority representing both Turkish and 
Greek Cypriot people on the Island. Turkey recognises the Turkish Republic of Northern 
Cyprus (TRNC). Until a lasting and equitable solution is found within the context of United 
Nations, Turkey shall preserve its position concerning the “Cyprus issue”. 

Note by all the European Union Member States of the OECD and the European Union: The 
Republic of Cyprus is recognised by all members of the United Nations with the exception 
of Turkey. The information in this document relates to the area under the effective control 
of the Government of the Republic of Cyprus. 

http://wits.worldbank.org/CountryProfile/en/Country/GRC/Year/LTST/TradeFlow/Export/Partner/all/


      
    

export destinations are Turkey, Italy, Germany, Bulgaria, and Cyprus. The Greek 
government has developed a national strategy to expand exports and FDI.10  

b) Size of City Where Company is Located 

The Stakeholder Survey shows that, at a domestic level, companies and business 
associations consider that the risks of corruption when interacting with the 
authorities are similar at the national, regional and local levels (see Table 3 in the 
Annex). Additionally, companies located in cities with 50 000 to 250 000 inhabitants 
were the most likely to declare that corruption was a problem for doing business in 
Greece.  

 

*Score out of 4 

Greek companies should certainly take into consideration the location where they 
operate, being abroad or in Greece, in order to take into account the specific risks 
of corruption they may face. 

  

                                                      
10 European Commission (2013), SBA Factsheet 2013, pp. 3, 5, 14-15. 
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http://ec.europa.eu/enterprise/policies/sme/facts-figures-analysis/performance-review/files/countries-sheets/2013/greece_en.pdf
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 Engagement with key counterparts and in exposed 
processes 

This section first examines the forms of corruption risks facing Greek businesses 
and the problems associated with the interactions with specific counterparts. It 
then considers specific processes that are particularly at risk for Greek companies. 

Companies and Business Organisations were asked which forms of corruption risks 
were the most serious (See Table 1 in the Annex). They have largely identified the 
same forms of corruption risks. 

One of the corruption risks that causes Greek businesses the most concern is “Legal 
uncertainty and selective application of the law by the law enforcement and 
judiciary”. This shows the difficulty for Greek companies to keep abreast of 
developments of an anti-corruption legal framework that they describe as complex. 
It also demonstrates the inconsistent application of the law by the State. As a 
result, there is a low level of confidence in and reliance on the certainty of the legal 
environment. Other studies underline the vulnerability of the Greek judicial system 
to corruption and political influence.11 Additionally, these results corroborate 
                                                      
11 Country Reports on Human Rights Practices for 2016 United States Department of State, 

Bureau of Democracy, Human Rights and Labor, p.6. 



      
    

surveys that show Greek citizens perceive the judiciary as very corrupt12 and 
businesses’ view that the legal and judicial system lack efficiency.13 

Regarding engagement with counterparts, companies and business organisations 
see similar key risks in interacting with tax bodies, permit-issuing bodies, public 
procurement bodies, politicians and licence-issuing bodies. This correlates with the 
answers to the previous question, regardinginteractions involving public officials 
and political functionaries highly exposed to corruption risks among concerns.  

Business and professional organisations responded quite differently to some 
aspects of the Stakeholder Survey than companies. Most of the companies 
identified interaction with only 2 out of 15 entities as a significant or very significant 
corruption risk, but most organisations identified 11. Business organisations saw 
much higher risks than companies in interactions with “Customs bodies”, “Media”, 
“Sanitary, fire, environment and other inspections”, “Politicians” and “State aid & 
social, structural funds”. These results suggest business organisations may be more 
directly exposed to or aware of certain corruption schemes. Business organisations 
also see greater risk in dealing with permit issuing and customs bodies because of 
perceived subjective approval criteria. 

Taking into account the trends identified above, specific processes can be identified 
as being specifically exposed to corruption in Greece. 

(a) Tax-Related Administration Processes 

Tax evasion is a major problem in Greece and it has clearly been identified that 
massive tax evasion has only been possible thanks to the corruption in the tax 
administration.14 A 2015 study by researchers from the University of Chicago and 

                                                      
12 TI 2013 Global corruption barometer, Greece, in which 6% of the respondents reported 

paying a bribe to the judiciary 66% felt that judiciary was corrupt/extremely corrupt. 
Eurobarometer 374, February 2012, p.45, 62% of the Greek citizen respondents declared 
that the giving and taking of bribes and the abuse of positions of power for personal gain, 
are widespread among the people working in the judicial service. 

13 World Bank Group Flagship Report, Doing Business 2017, Regional Profile 2017, 

European Union. According to research published in 2017, Greece ranked 133rd on the 
ease of enforcing contracts, 42nd on the strength of investor protection index and 52nd 
on the ease of resolving insolvency. 

14 Transparency International, Greece: The cost of a bribe, April 2012. Eurobarometer 374, 

“Businesses’ attitudes towards corruption in the EU”, p.27: 52% Greek companies 
declared that tax fraud or non-payment of VAT was widespread., COM(2014)38 final, 
Annex 8, Greece to the EU Anti-Corruption Report, p.12: “Corrupt practices that facilitate 
tax evasion incur considerable costs for the Greek state.” 

2.74 

http://ec.europa.eu/commfrontoffice/publicopinion/archives/ebs/ebs_374_en.pdf
https://www.transparency.org/news/feature/greece_the_cost_of_a_bribe
http://ec.europa.eu/commfrontoffice/publicopinion/flash/fl_374_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/corruption/anti-corruption-report/docs/2014_acr_greece_chapter_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/corruption/anti-corruption-report/docs/2014_acr_greece_chapter_en.pdf
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Virginia Tech estimated that tax evasion costs Greece about USD 37 billion a year, 
equivalent to nearly 15% of economic output. The authors found that primary tax-
evading industries are professional services including medicine, law, engineering, 
education, and media. They conclude with evidence that contemplates the 
importance of institutions, paper trail and political willpower for the persistence of 
tax evasion.15 

Without surprise, Greek companies and business organisations point out 
interaction with tax authorities as being highly exposed to corruption (Table 2, 
Annex). This is very consistent with the fact that legal uncertainty was ranked first 
among the forms of corruption in the Stakeholder Survey (Table 1, Annex). Hence, 
tax-related legal initiatives and potentially different interpretations of tax laws by 
the state revenue services may represent core challenges and corruption risks for 
businesses. Additionally, other studies show that the time, cost and quality of the 
tax process is burdensome,16 creating a context favourable to corruption. 

Abuse and bribery have been described extensively as common among tax 
officials.17 Some 4% of respondents interviewed by Transparency International 
reported bribing tax officials.18 In 2012, Greek citizens declared that the undue 
advantage received in exchange of the bribes they paid to tax officials was to 
arranging financial audit records or even to issue a document. The amount was 
from 15 000 to 20 000 euros.19  

The media has reported several alleged instances of complicity by tax officials in tax 
evasion.20 In the very emblematic Lagarde list case, the former Greek finance 
minister Giorgos Papakonstantinou was found guilty of removing three of his 
relatives' names from this list of about 2 000 Greek citizens having bank accounts in 
Switzerland and who allegedly evaded taxes.21 

                                                      
15 Measuring Income Tax Evasion using Bank Credit: Evidence from Greece, Chicago Booth 

Research Paper No. 12-25, Fama-Miller Working Paper, Nikolaos T. Artavanis, Adair 
Morse, Margarita Tsoutsoura. 

16 Greece ranked 64th on the ease of paying taxes according to a research published in 

2015 by the World Bank and the International Finance Corporation. 

17 Flash Eurobarometer 374 “Businesses’ attitude towards corruption in the EU” 

18 TI 2013 Global corruption barometer, Greece  

19 Transparency International, Greece: The cost of a bribe, April 2012. 

20 Country Reports on Human Rights Practices for 2016 United States Department of State, 

Bureau of Democracy, Human Rights and Labor, p.20 

21 The Guardian, 24 March 2015. 

https://www.transparency.org/news/feature/greece_the_cost_of_a_bribe
https://www.theguardian.com/business/live/2015/mar/24/greece-reform-plan-uk-inflation-markets-live-updates


      
    

(b) Participation in Public Tender or Public Procurement 

Public procurement refers to the process by which public authorities, at a national 
or local level, purchase work, goods or services from companies. Examples include 
the building of a university, contracting cleaning services for a hospital and 
purchasing furniture for a court.  

The sectors in which companies are most likely to participate in public procurement 
include construction; telecoms/IT sector; financial services; and healthcare.22 
Companies of all size are involved in the process.23 At least half of all companies in 
Greece have taken part in a public tender or public procurement procedure in 
2010-2013 and on more than one occasion.24 Greek companies derive an average of 
63.4% of their turnover from public tender and procurement work, which is a 
considerably larger proportion that companies in other countries. Up to 19 % of 
Greek companies said that all of their turnover came from public procurement.25 
These numbers show that public procurement is crucial to the business of many 
Greek companies. 

Corruption can take place at any stage of the procurement process.26 Risks of 
corruption are often linked to the lack of transparency, inconsistent distribution of 
information to bidders, unclear reasons for the choice of a procurement procedure, 
unjustified use of a non-competitive procedure, unclear evidence of suitability and 
evaluation criteria, or an unjustified award decision. A wide variety of factors can 
increase the level of corruption risk in public procurement, including the size of a 
contract, complexity of the related technology, its connection with a corruption-

                                                      
22 Flash Eurobarometer 374 “Businesses’ attitude towards corruption in the EU”, p.48.  

23 Flash Eurobarometer 374 “Businesses’ attitude towards corruption in the EU”, p.50. The 

smallest companies (1 to 9 employees) are the least likely to have participated in a public 
tender or public procurement process. More than the half of small companies having from 
10 employees as well as medium and large companies have taken part in a public tender 
or a public procurement procedure.  

24 Eurobarometer 374, “Businesses’ attitudes towards corruption in the EU”, p.48. 

25 Eurobarometer 374, “Businesses’ attitudes towards corruption in the EU”, p.48.  

26 U4, Tools to reduce private sector engagement in grand corruption during the award of 

public contracts, concessions and licenses, 2013, p.4: “The awarding of licenses and 
concessions is particularly vulnerable to bribery in the procurement process. Companies 
must interact with public officials who have extensive discretionary powers over lucrative 
contracts, often with little oversight. Bribery risks can therefore occur any time a decision is 
being made in the procurement cycle, ranging from the decision to contract, the details of 
the contract and drafting of the bid, the tendering process and the award of the contract” 

http://ec.europa.eu/commfrontoffice/publicopinion/flash/fl_374_en.pdf
http://ec.europa.eu/commfrontoffice/publicopinion/flash/fl_374_en.pdf
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prone sector, the presence of excessive administrative discretion, a lack of review 
and remedies procedures, lack of financial controls, restricted access to 
information, time pressures, lack of knowledge and experience, and conflicts of 
interest.27  

Greek public procurement law has largely been described as complex, overlapping 
and fragmentary, thereby increasing the risks of ineffective implementation.28 
Greece’s public procurement performance in 2015 was unsatisfactory, according to 
the European Union. For instance, more than 20% of contracts were awarded in 
situations where there was just one bidder, excluding frameworks agreements. The 
public buyer’s decision making in Greece was the slowest among EU countries, 
causing uncertainty for both buyers and companies. Finally, more than 3% of the 
contracts awarded contained no information about the value of the contracts 
awarded, reflecting problem in quality of information provided by public buyers.29 
These factors indicate heightened vulnerability to corruption in Greece’s public 
procurement process. It has been said that corruption in Greece was the most 
acute in the area of public procurement because political influence played a 
significant role in the evaluation of bids.30 In this context, the recent efforts of the 
Greek authorities to enhance the transparency of the public procurement process31 
should certainly be underlined. Law 4412/2106 transposed EU Directives 2014/24 
and 2014/25 in the Greek legal system and implied major changes. For instance, the 
contracting authorities may exclude from participating in a procurement procedure 
all economic operators convicted for corruption. According to Law 4281/2014, all 
the applicants to a public procurement process are required to disclose any kind of 
conflicts with members of the contracting entity. In the case where a conflict of 

                                                      
27 Sigma OECD, Report: Corruption Risk Assessment of the Public Procurement System in 

Jordan, November 2016. 

28 COM(2014)38 final, Annex 8, Greece to the EU Anti-Corruption Report, p.10. 

29 Single Market Scoreboard, Public Procurement, 01/2015 - 12/2015, p.2: In 2014 only 2, 

2% of the national public procurement were advertised to business coming from the 
entire European Economic Area.   

30 US Department of State, Bureau of Economic and Business Affairs, Investment Climate 

Statements, 2016. 

31 COM(2014)38 final, Annex 8, Greece to the EU Anti-Corruption Report, p.11. For instance, since 
2013, all transactions regarding public tenders, public contracts and payments over a value of EUR 1 
000 by any ministry or public agency must be registered and processed through the central 

Electronic Registry Contract (KHDMS). 

http://www.sigmaweb.org/publications/Public-procurement-Jordan-SIGMA-300117.pdf
http://www.sigmaweb.org/publications/Public-procurement-Jordan-SIGMA-300117.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/corruption/anti-corruption-report/docs/2014_acr_greece_chapter_en.pdf
http://ec.europa.eu/internal_market/scoreboard/_docs/2016/public-procurement/2016-scoreboard-public-procurement_en.pdf
https://www.state.gov/e/eb/rls/othr/ics/investmentclimatestatements/index.htm?year=2016&dlid=254369%23wrapper
https://www.state.gov/e/eb/rls/othr/ics/investmentclimatestatements/index.htm?year=2016&dlid=254369%23wrapper
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/corruption/anti-corruption-report/docs/2014_acr_greece_chapter_en.pdf


      
    

interest cannot be effectively remedied the contracting authority can exclude the 
applicant.32  

It is not surprising that Greek companies designate interactions with public 
procurement bodies as the third most exposed to corruption risks (see Table 2, 
Annex). Polls and studies show that in Europe Greek companies were among those 
most likely to say that corruption was widespread in public procurement.33 Among 
all the Europeans, they were also the most likely to say that there is widespread 
conflict of interests in bid evaluation (87%); abuse of negotiated procedures (75%); 
involvement of bidders in the design of specifications (81%); and abuse of 
emergency grounds to justify non-competitive or fast-track procedures (72%). 
Public procurement managed by national (76%) or regional or local authorities 
(94%) are both implicated.34 

(c) Obtaining Permits or Licences 

Bodies issuing permits and licenses rank among the 5 top entities whose 
interactions with companies are at risk of corruption, according to both companies 
and business organizations (see Table 2, Annex).  

In Greece, 43% of companies declared that they had been in contact with public 
authorities regarding vehicle permits or licence plates. 28% of the Greek 
companies have been in contact with public authorities about environmental 
permits, which place them first among all the European countries in that domain. 
25% of the Greek companies have been in contact with the public authorities in 
order to obtain building permits, 16% to obtain business permits, 14% to obtain 
State aid and social, structural funds, 7% to obtain change of land use.35  

Greece ranked 58th on the ease of dealing with construction permit, 141st on the 
ease of registering property according to a research published in 2015 by the World 
Bank and the International Finance Corporation. This reflects that the 

                                                      
32 For more information, See Elisabeth Eleftheriades, Kimon Tsakiris, International 

Comparative Legal Guide to Public Procurement 2017, Chapter 14 (2017), pp.103-104. 

33 Eurobarometer 374, “Businesses’ attitudes towards corruption in the EU”, p.51. 

34 Flash Eurobarometer 374 “Businesses’ attitude towards corruption in the EU”, pp. 7, 48, 

63, 67 and 68; COM(2014)38 final, Annex 8, Greece to the EU Anti-Corruption Report; 
Eurobarometer 374, February 2012, p.53. 62% of the Greek citizen respondents declared 
that the giving and taking of bribes and the abuse of positions of power for personal gain, 
are widespread among the officials awarding public tenders. 

35 For the period 2010-2013, Eurobarometer 374, “Businesses’ attitudes towards 

corruption in the EU”, p.78. 

http://ec.europa.eu/commfrontoffice/publicopinion/flash/fl_374_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/corruption/anti-corruption-report/docs/2014_acr_greece_chapter_en.pdf
http://ec.europa.eu/commfrontoffice/publicopinion/archives/ebs/ebs_374_en.pdf
http://ec.europa.eu/commfrontoffice/publicopinion/flash/fl_374_en.pdf
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administrative process is time consuming, costly and of poor quality.36 7% of the 
respondents interviewed by Transparency International reported paying a bribe to 
the registry and permits services, and 9% to the land service.37 10% of Greek 
companies declared that someone in Greece asked or expected someone from their 
company to pay a bribe for obtaining building permits, 5% for obtaining 
environmental permits including waste and water treatment, 4% for obtaining 
vehicle permits or licence plates, 1% for obtaining business permit.38 In 2012, Greek 
citizens declared that they paid bribes each valued at EUR 15 000 to 20 000 to 
construction license issuing bodies for such licenses or even to allow an illegal 
building to stand.39  

(d) Business with State-Owned Enterprises (SOEs) 

Countries differ with respect to the range of entities that they consider as state-
owned enterprises (SOEs). A definition that has been used by the OECD is that “any 
corporate entity recognised by national law as an enterprise, and in which the state 
exercises ownership, should be considered as an SOE. This includes joint stock 
companies, limited liability companies and partnerships limited by shares. 
Moreover, statutory corporations, with their legal personality established through 
specific legislation, should be considered as SOEs if their purpose and activities, or 
parts of their activities, are of a largely economic nature.”40 

The rationale for targeting business with SOEs41 as a process particularly subject to 
corruption draws from the OECD’s assessment that SOEs may be uniquely exposed 
to integrity risk, due to their proximity to government and elected officials.  Greek 

                                                      
36 World Bank Group Flagship Report, Doing Business 2017, Regional Profile 2017, 

European Union. 

37 TI 2013 Global corruption barometer, Greece. 

38 Eurobarometer 374, “Businesses’ attitudes towards corruption in the EU”, p.81. 

39 Transparency International, Greece: The cost of a bribe, April 2012. 

40 OECD (2015), Guidelines on Corporate Governance of State-Owned Enterprises, p. 15. 

41 A “public enterprise” is any enterprise, regardless of its legal form, over which a 

government, or government may, directly or indirectly, exercise a dominant influence. 
This is deemed to be the case, inter alia, when the government or governments hold the 
majority of the enterprises subscribed capital, control the majority of votes attaching to 
shares issued by the enterprise or an appoint a majority of the members of the 
enterprises administrative or managerial body or supervisory board. Commentary 14, 
Commentaries on the Convention on Combating Bribery of Foreign Public Officials in 
International Business Transactions. 

http://ec.europa.eu/commfrontoffice/publicopinion/flash/fl_374_en.pdf
https://www.transparency.org/news/feature/greece_the_cost_of_a_bribe
http://www.oecd.org/daf/ca/OECD-Guidelines-Corporate-Governance-SOEs-2015.pdf


      
    

state-owned enterprises (SOEs) are active in utilities, transportation, energy, media, 
health, and the defence industry.42 These sectors are considered to be subject to 
high corruption risk exposure because they are regulated by the State and 
companies need to request the public authorities to issue licenses, concessions and 
certificates. Additionally, the risks of SOE being involved in foreign corrupt practices 
also ranked high among concerns of regulatory authorities.43 The Foreign Bribery 
OECD report44 that considered a sample of foreign bribery cases in 1999-2012 
found that nearly a third of the cases and 80.11% of the bribes paid involved SOE 
employees. The boards of the SOEs implicated in many of these cases were 
rendered relatively powerless due to undue government interference in the SOEs’ 
management and operations. This data raises the issue of the integrity of corporate 
governance practices in SOEs and the very importance of effective measures for 
managing conflicts of interest and transparent and accountable SOE procurement 

procedures, as underlined in the sections (b) and (f). 

SOEs play an important role in the Greek economy. Although SOEs do not represent 
a very high proportion of economic activity in Greece, they are active in sectors on 
which large parts of the economy and the general public depend.45 Data submitted 
by Greek authorities to the OECD identified some 55 SOEs with almost 60 000 
employees in total.46 41% of Greek companies declared that the risks of corruption 
were significant or very significant when interacting with SOEs (See Table 1, Annex). 
47  

(e) Political Corruption 

A substantial number of respondents to the Stakeholder Survey also identified 
political corruption as a concern. This refers corruption involving “politicians” at 
large, including members of the executive and legislative branches of Government 
at the local, national or even European levels. Of the SMEs that responded to the 

                                                      
42 Greece Competition from State Owned Enterprises, December 2016.  

43 Greece Competition from State Owned Enterprises, December 2016, pp.35, 119, 153. 

44 OECD (2014) Foreign Bribery Report, An Analysis of the Crime of Bribery of Foreign 

Public Officials, p.8. 

45 OECD (March 2016), Greece Policy Brief - Corporate Governance. 

46 OECD (2014), The Size and Sectoral Distribution of SOEs in OECD and Partner Countries. 

47National Integrity System Greece, 2012, p.26: In 2010, the “National Survey on 

Corruption in Greece” mentioned two Public Enterprises as being the most corruption 
public services: the Public Electricity Corporation (DEI), the Hellenic Organisation of 
Telecommunications (OTE). 

https://www.export.gov/article?id=Greece-Competition-from-State-Owned-Enterprises
https://www.export.gov/article?id=Greece-Competition-from-State-Owned-Enterprises
https://www.oecd.org/policy-briefs/greece-reforming-the-state-owned-enterprises-sector.pdf
http://dx.doi.org/10.1787/9789264215610-en
http://issuu.com/transparencyinternational/docs/greece_nis_en?mode=window
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Stakeholder Survey, 42% declared that financing of political parties by companies, 
political donations and contributions created a significant or very significant 
corruption risk. These findings correlate with the results that 90% of Greek citizens 
declared that political parties are corrupt or extremely corrupt.48 Additionally, 95% 
of Greek companies say that bribery or the abuse of power for personal gain is 
widespread among politicians, party representatives or senior officials at the 
national level and 86% declared that there is insufficient transparency and 
supervision of party funding.49  

A company’s financial support of political parties, party officials, candidates, 
organisations or individuals engaged in politics, with a view to contributing to the 
political development of the entity or the individual are common activities and are 
not illegal per se. However, these activities can be used to influence political 
decision-making in favour of private interests and as such be abused as a 
subterfuge for political corruption. Concerns about this form of corruption in 
Greece seem realistic and Greek companies are strongly encouraged to develop a 
policy, controls and procedures to supervise political donations50.  

In 2015, a Council of Europe Group of States against Corruption (GRECO) report 
stated that Greece had no rules in place for the integrity of parliamentarians, 
pointing out the absence of a regulatory framework “in respect to a variety of areas 
such as: the management of punctual conflicts of interest; circumstances in which 
gifts, hospitality and other benefits can be accepted; how to prevent the misuse of 
information; contacts with third parties and lobbyists; awareness raising, training 
and/or advice on integrity-related matters”.51 Hence, lobbying is currently not 
regulated in Greece and the interactions between lobbyists and political 
functionaries was not subject to any form of registration or declaration.52 According 
to figures mentioned in the report, for the period 2001-2014, 274 requests for the 
lifting of immunities had been made. 137 concerned ministers, and 137 lawmakers, 
but only 15 requests had been accepted. In addition, the report also stated that 
recommendations made to the Greek government regarding the timely publication 

                                                      
48 Greece Transparency International, Global corruption barometer 2013, Greece; US 

Department of State, Bureau of Economic and Business Affairs, Investment Climate 
Statements, 2016: Corruption related to political party funding is also area of concern. 

49 Eurobarometer 374, “Businesses’ attitudes towards corruption in the EU”, p.32. 

50 Best-Practices Paper and Guidelines: Promoting Compliance, Effective Internal Controls and Ethics 
in Greek Companies to Tackle Corruption, p.12. 

51 GRECO Evaluation IV Greece, Corruption Prevention in respect of members of parliament, judges 
and prosecutors, Strasbourg (19 June 2015). 

52 COM(2014)38 final, Annex 8, Greece to the EU Anti-Corruption Report, p. 4. 

https://www.state.gov/e/eb/rls/othr/ics/investmentclimatestatements/index.htm?year=2016&dlid=254369%23wrapper
https://www.state.gov/e/eb/rls/othr/ics/investmentclimatestatements/index.htm?year=2016&dlid=254369%23wrapper
https://www.state.gov/e/eb/rls/othr/ics/investmentclimatestatements/index.htm?year=2016&dlid=254369%23wrapper
http://ec.europa.eu/commfrontoffice/publicopinion/flash/fl_374_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/corruption/anti-corruption-report/docs/2014_acr_greece_chapter_en.pdf


      
    

of private donations to political parties had only been partially implemented. In 
April 2016, a Code of Conduct of the Members of the Greek Parliament was 
adopted by the Plenary Session of the Parliament53. The Code regulates questions 
relative to conflicts of interests of the parliamentarians, gifts, hospitality and other 
benefits, as well as use of confidential information and documents for personal 
benefit.54 However, the Code of Conduct does not make any reference to lobbying.  

Companies also make charitable donations to not-for-profit organisations to gain 
legitimate outreach. However, it is well-known that charities can be used to 
facilitate bribes to third parties, especially public officials. This issue raises particular 
concern when the organisation involves politically-exposed persons. 

The scenario where public officials aim to obtain the income of companies by 
manipulating regulations through legal processes such as lobbying or through illegal 
processes such as favouritism or bribes, etc.55 was considered the biggest and 
second biggest corruption risk by business organisations and companies 
respectively in the Stakeholder Survey.  

Business organisations, however, are more concerned than companies about the 
financing of political parties; political donations and contributions; officials 
manipulating and abusing regulations to obtain economic benefits produced by 
companies; and, business capture by State and political corruption. This may be 
because business organisations and professional associations have more direct 
contact with state institutions and engage in lobbying for potential legislative 
initiatives. Therefore, they could be seen to have accumulated more experience of 
negative interactions with politicians and public officials than companies.  

It should be underlined that the rules governing political financing was significantly 
reformed with Law 4472/2017 which states that private funding can only be 
provided by natural persons and funding exceeding the amount of EUR 500 to 
candidates or elected representatives can only be made through bank account 
deposits. Furthermore, the law also states that private funding of a political party or 
coalition by the same person during the same year may not exceed EUR 20,000, and 
private funding of a candidate and/or elected representative of the Hellenic 
Parliament and of the European Parliament by the same person during the same 
year may not exceed a total of EUR 5,000. These amendments prevent, to a 

                                                      
53 Decision 5370/14.4.2016 of the Plenary Session of the Greek Parliament concerning the Code of 
Conduct of the Members of the Greek Parliament. 

54 «Αυτός είναι ο Κώδικας Δεοντολογίας των Βουλευτών», Lawspot.gr, 18 Απριλίου 2016. 

55 Khan, 2000 ; Lambsdorff, 2002. 

https://www.lawspot.gr/nomika-nea/aytos-einai-o-kodikas-deontologias-ton-voyleyton-fek
http://www.sciencedirect.com/science/article/pii/S0362331916300441#bib0160
http://www.sciencedirect.com/science/article/pii/S0362331916300441#bib0185
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significant extent, affluent businessmen from making donations in his/her personal 
capacity to further business interests. 

(f) Third Party Partnership 

Greek companies operating in both the domestic and foreign domains often 
partner with third parties such as consultants, sales agents, process agents, 
intermediaries, supplier, distributors, service providers etc. For instance, recourse 
to third parties and external consultants is common when specific skillsets are 
needed or to fill temporary staffing shortages. Similarly, entering new markets can 
be a challenging venture for any enterprise. In many cases it requires the hiring of 
consultants and intermediaries to reach local customers as well as business 
practices, cultural norms, and other specialized knowledge that a foreign company 
may not possess. It may also be the case that a company enters into a joint venture 
agreement with another company to establish a new business entity and manage 
its assets. However, while resorting to third parties and intermediaries allows 
companies to expand their business and trade opportunities, these new business 
relationships might also result in increasing the company’s exposure to corruption 
risks.  

Greek companies should take into account that they may be subject to anti-
corruption legislation such as the US FCPA and UK Bribery Act which states that an 
enterprise may be held liable for the actions of its hired agents and may be subject 
to severe financial, legal and reputational repercussions. In that context, Greek 
companies should certainly undertake appropriate due diligence on these business 
partners to assess the corruption risks. For instance, the background of the third 
party and the different factors discussed under Section I of this review will help the 
company to determine the risks of corruption related to a third party. 

(g) Conflicts of Interests 

Under Greek law, conflict of interest is defined as “any case in which the obliged 
person has a personal interest which could improperly affect the performance of 
his/her duties. A conflict of interest does not exist if the obliged person derives 
some benefit only as a member of the general public or of a broader category of 
persons”.56 The law mainly provides for a requirement to declare financial interests 
and assets as well as rules relating to incompatibilities for public officials.57 There 

                                                      
56 Law 4281/2014, Art. 229 par. 1g.  

57 Law 4281/2014, Art. 229 par. 47. Parliamentarians are legally required to declare 

annually a declaration of financial interests; Article 57 of the Constitution. The Prime 
Minister is also subject to incompatibilities under the Constitution; Elected and appointed 
officials are subject to a strict asset disclosure. 



      
    

are no further rules aimed at defining and clarifying how to address conflicts of 
interests in the private sector, though it is a serious area of concern. In the business 
context, conflicts of interest may arise where the private interests of an individual 
or his/her close relatives, friends or business contacts diverge from those of the 
company to which the individual belongs.58 The risk in such a situation is that the 
judgement of the individual is inappropriately influenced when making decisions in 
his or her professional capacity. The impact on such an individual’s ability to decide 
what is best for the company can be significant. If not properly addressed or 
managed, the conflicts of interest between the private interests and professional 
duties of an individual may result in corruption. In consequence, Greek companies 
are strongly encouraged to develop a policy, controls and procedures to manage 
conflicts.59 Conflicts of interests should be even more closely scrutinised when a 
company participates in public procurement or when SOEs work with public 
entities.  

  

                                                      
58 International Chamber of Commerce (2011), Rules on Combating Corruption, Article 7 

(Conflicts of interests). 

59 Best-Practices Paper and Guidelines: Promoting Compliance, Effective Internal Controls 

and Ethics in Greek Companies to Tackle Corruption, p.12. 

http://www.iccwbo.org/advocacy-codes-and-rules/document-centre/2011/icc-rules-on-combating-corruption/
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 Sectors risks 

Some corruption risks are sector-specific.60 Some sectors are considered to be 
subject to higher corruption risk exposure because of specific risk factors, some of 
which are described above. Stakeholder Survey respondents stated that corruption 
is significant or very significant for companies operating in the sectors of public 
administration and defense; professional, scientific and technical activities; 
accommodation and food service; human health and social work activities; water 
supply, sewerage, waste management; and arts, entertainment and recreation (see 
Table 8, Annex). These findings are consistent with an article that observed that the 
frequency and the level of unofficial payments and bribes vary widely across sectors 
in Greece.61 This review does not aim at providing an in-depth sectoral corruption 
risks overview but rather to draw attention of Greek companies that the industry in 
which it operates may pose specific corruption risks that have to be assessed and 
taken into account. 

 

                                                      
60 ACFE’s 2016 “Report to the Nations on Occupational Fraud and Abuse”, p.37. 

61 “Corruption and firm performance: Evidence from Greek firms”, Daphne Athanasouli, 

Antoine Goujard, Pantelis Sklias, International Journal of Economic Sciences and Applied 
Research 5 (2), 2012, 43-67. p.55. 



      
    

                                                      
62 UNCTAD (2016), Review of Maritime Transport, p.37. 

63 https://www.export.gov/article?id=Greece-Shipping-and-Marine-Services, august 2016. 

64 This information was also provided during the Phase 3bis Report on Implementing the 

OECD Anti-Bribery Convention in Greece, par. 9  

65 «Greek Shipping Companies Allegedly Involved in Brazilian Bribery Scandal», Greek 

Reporter, 19 August 2017. 

66 «Brazil: Operation Car Wash Widens to Include US & Greek Firms», OCCRP, 21 August 

2017. 

67 «Έλληνες εφοπλιστές για το σκάνδαλο της Petrobras ψάχνει η εισαγγελέας», 

Dimokratia News, 4 November 2017. 

Focus of specific risks: the shipping industry and foreign bribery 

Greek shipping industry is one of the most dynamic sectors that plays a crucial role 
in the development of the Greek economy. As of January 2016, Greece was the 
largest ship-owning country in the world.62 In 2015 the shipping industry employed 
more than 200 000 people and contributed around 7.5% of Greece’s gross domestic 
product.63 Due to its globalised nature, Greece’s shipping industry is of particular 
interest in the context of foreign bribery. However, several companies that 
participated in the Consultation Meetings acknowledged that the shipping industry is 
susceptible to bribe solicitations by foreign officials, such as customs officials, ports 
State controls or ports authorities, especially in the form of facilitation payments.64 In 
this respect, the Greek shipping industry’s disregard of the risks of foreign bribery of 
is a particular cause for concern. Recent events illustrate the risks, in particular 
involving six Greek shipping companies that allegedly paid bribes to Brazilian 
officials in order to illicitly obtain contracts from a Brazilian SOE.65  Investigations in 
Brazil,66 as well as a preliminary investigation in Greece67, are ongoing. 

https://www.export.gov/article?id=Greece-Shipping-and-Marine-Services
http://world.greekreporter.com/2017/08/19/greek-shipping-companies-allegedly-involved-in-brazilian-bribery-scandal/
http://world.greekreporter.com/2017/08/19/greek-shipping-companies-allegedly-involved-in-brazilian-bribery-scandal/
https://www.occrp.org/en/daily/6887-brazil-operation-car-wash-widens-to-include-us-greek-firms
https://www.occrp.org/en/daily/6887-brazil-operation-car-wash-widens-to-include-us-greek-firms
http://www.dimokratianews.gr/content/79807/ellines-efoplistes-gia-skandalo-tis-petrobras-psahnei-i-eisaggeleas
http://www.dimokratianews.gr/content/79807/ellines-efoplistes-gia-skandalo-tis-petrobras-psahnei-i-eisaggeleas
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III. Risk Assessment Guidelines for Greek companies 

1. Introduction 

The purpose of these guidelines is to inform Greek companies about the imperative 
existing risks and how to assess these risks probability of occurrence and impact on 
the enterprise. The guidelines were prepared by adapting international experience 
in other OECD countries to the Greek context. The document refers to anti-
corruption guidance to business that has been produced by the OECD as well as 
other national and international bodies.68 Information from these sources is then 
adapted with the Greek business reality in mind, having regard that small- and-
medium sized enterprises (SMEs) make up 99.9% of the Greek enterprises and 
employ 87.3% of employment.69 

(a) Corruption Risk Assessment Principles and Guidance in Greece 

Risk assessment is not referenced as a mandatory process for enterprises in Greek 
anti-corruption legislation as it is in certain other national legislations (see below). 
According to Law 3873/2010, companies whose securities are traded in a regulated 
market must include a corporate governance statement in their annual report, 
including risk. There is no specification of corruption risk, however. Furthermore, 
the Greek Code of Corporate Governance for Publicly Traded Companies (2013) 
states that its principles are drawn from the OECD Principles of Corporate 
Governance, which includes risk management but not specifically related to 
corruption.  

(b) International Corruption Risk Assessment Principles and Guidance 

Certain country legislations refer specifically to risk assessment. In 2016, the French 
parliament passed the law Sapin II targeting transparency, anti-corruption and the 
modernization of the economy. One of the key elements is the legally binding 
implementation of compliance programs for certain companies. The law obliges 
companies “to conduct risk mapping, which will be regularly updated and is 
designed to identify, analyse and rank the company’s exposure to any risk-related 
bribery”. Furthermore, it compels them to conduct “an assessment of clients, 

                                                      
68 See Annex II for a list of sources.  

69 European Commission (2016), SBA Fact Sheet: Greece. For the purposes 

of this paper, SMEs are defined as enterprises with not more than 250 
employees, annual turnover of not greater than EUR 50 million, and a 
balance sheet of not exceeding than EUR 43 million. 

http://ec.europa.eu/DocsRoom/documents/21188/attachments/15/translations/en/renditions/native


      
    

providers and intermediaries in light of the risk mapping”, “training of managers 
and employees exposed to the risks of bribery and influence peddling” as well as 
“internal control procedures to assess the efficiency of the compliance program”. 
Sanctions may reach up to EUR 1 million for any company or up to EUR 200,000 for 
any director if the implantation of the above-mentioned provisions are not 
implemented or compliance programs are not improved accordingly.70 

The conduct of risk assessment is a requirement in certain stock exchange and 
corporate governance guidelines and numerous guidelines have been created to 
supplement national anti-corruption legislation.  

The OECD Good Practice Guideline on Internal Controls, Ethics, and Compliance71, 
adopted in 2010, recommends that effective internal controls, ethics and 
compliance measures to prevent and detect foreign bribery be developed on the 
basis of a risk assessment addressing the individual circumstances of an enterprise. 
It further provides that the risk assessment should be regularly monitored, re-
assessed, and adapted as necessary.  

In relation to the US Foreign Corrupt Practices Act of 1977 (FCPA), the US 
Department of Justice and US Securities and Exchange Commission (SEC) produced 
“A Resource Guide to the Foreign Corrupt Practices Act”72 which states that risk 
assessments are an integral component of an enterprise’s compliance program that 
is taken into consideration by the SEC and DOJ when an enterprise’s compliance 
program is under evaluation.  

Similarly, to provide clarification regarding the provisions of the UK Bribery Act, the 
UK Ministry of Justice published Guidance to the UK Bribery Act (2011). Principle 3 
of the document titled Risk Assessment, states: “The commercial organization 
assesses the nature and extent of its exposure to potential external and internal 
risks of bribery on its behalf by persons associated with it. The assessment is 
periodic, informed and documented”.  

                                                      
70 LOI n° 2016-1691 du 9 décembre 2016 relative à la transparence, à la lutte contre la 

corruption et à la modernisation de la vie économique. 

71 Adopted as part of the Recommendation of the OECD Council for Further Combating 

Bribery of Foreign Public Officials in International Business Transactions of 26 November 
2009; OECD Principles of Corporate Governance OECD Guidelines on Corporate 
Governance of State-Owned Enterprises. 

72 A Resource Guide to the US Foreign Corrupt Practices Act, Criminal Division of US 

Department of Justice and the Enforcement Commission of the US Securities and 
Exchange Commission. 

https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000033558528&categorieLien=id
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000033558528&categorieLien=id
http://www.oecd.org/dataoecd/5/51/44884389.pdf
http://www.oecd.org/dataoecd/5/51/44884389.pdf
https://www.sec.gov/spotlight/fcpa/fcpa-resource-guide.pdf
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Other guidelines and regulatory documents highlight the significance for 
enterprises to conduct risk assessments. The King III report of the South Africa 
Stock Exchange states that risk management should be treated as an integral part 
of the enterprise’s strategic and business processes. Similarly, the UK Corporate 
Governance Code produced by the Financial Reporting Council (FRC) specifically 
states: “the board is responsible for determining the nature and extent of the 
significant risks it is willing to take in achieving its strategic objectives. The board 
should maintain sound risk management and internal control systems”.73 With an 
emphasis on an enterprise leadership, the Australian Standard 8001-2008 on Fraud 
and Corruption Control emphasizes that “controlling the risks of fraud and 
corruption is a governance issue which must be given due attention of the 
controllers of all entities”.74 

The anti-bribery management standard ISO 37001 indicates necessary risk 
assessment requirements for enterprises to establish or update their anti-bribery 
programs. The standard sets forth required measures to prevent and detect the risk 
of bribery. Specifically section 4.5 presents an overview risk assessment, the 
process with which the organization overviews its entire business including 
location, transactions and business partners, assessing the overarching bribery risks 
that it faces in each category. Furthermore, section 8.2 of the same standard states 
that when a specific business partner, such as an agent or supplier, falls within a 
more than low risk category as identified through the risk assessment overview, the 
organization will undertake a detailed risk assessment of that transaction and the 
appropriate due diligence of the business partner.75  

Several international initiatives have created principles and guidance tools for 
enterprises on how to address issues of corruption as well as necessary steps for a 
risk assessment. These include the UNODC “An Anticorruption, Ethics and 
Compliance Programme for Business: A Practical Guide, the OECD/UNODC/World 
Bank “Anticorruption Ethics and Compliance Handbook for Business”, the UN 
Global Compact “A Guide for Anticorruption Risk Assessment” and Transparency 
International’s “Diagnosing Bribery Risk” guidelines.76 

                                                      
73 UK Corporate Governance Code (FRC June 2009), Section C Accountability. 

74 AS 8001-2008 Fraud & Corruption Control, Standards, Australia, 2008. 

75 ISO 37001 (2016) Anti-bribery management systems. 

76 See Annex 2. 

https://www.saiglobal.com/PDFTemp/Previews/OSH/AS/AS8000/8000/8001-2008.pdf


      
    

2. Developing your company’s corruption risk assessment programme  

No enterprise is insusceptible to the risks of corruption. It is important that a risk 
assessment is conducted to formulate the basis for the maintenance of an anti-
corruption program by revealing which risks are specific to the enterprise’s 
distinctive operations, geographical location and business characteristics. This will 
enable to prioritize the mitigating responses so that risks are addressed before 
causing negative repercussions. For enterprises that do not have a formal program 
in place, a risk assessment can help detect areas of risk that demand immediate 
action and policy creation.  

The assessment draws on appropriate information from staff, third party partners 
and other external sources that can provide insight on the way the enterprise 
conducts business and the pertinent factors that increase the likelihood of 
corruption to occur in its interactions with both the private and public sectors. The 
risk assessment must be conducted periodically to ensure that all information 
gathered remains current. The prioritization of risk forms the foundation for the 
creation and maintenance of an effective anti-corruption program.  

(a) Evaluating your Company’s Anti-corruption Program / Risk Assessment 
Provisions 

An enterprise should be clear about the reasons for conducting a risk assessment. 
Understanding these objectives can prove to be instrumental in the structure of the 
risk assessment that can serve the objectives. Several objectives may exist in 
addition to understanding the corruption risks that an enterprise faces such as 
evaluating a current anti-corruption program, creating future enterprise objectives 
in regards to anti-corruption, complying with local laws and regulations in new 
markets, increasing revenue, and improving or preserving of the enterprise’s 
reputation.  

A strong anti-corruption program is founded upon a successful risk assessment. The 
questions asked and the results obtained are an opportunity to evaluate your 
existing program in order to identify new policies to incorporate that can enhance 
its effectiveness. It allows an enterprise to question whether or not its existing 
policies adequately reflect the imminent and existing risks or if they simply focus on 
overarching concepts of corruption without being specifically tailored to the needs 
of the enterprise.  

For example, the results of a risk assessment can indicate whether an enterprise 
needs to improve its training program. For Greek SMEs and smaller enterprises with 
limited resources, it can help identify divisions which are at a higher risk who in turn 
can tailor training specifically for targeted personnel.  
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Similarly, an enterprise’s interactions with its third party partners and suppliers can 
also be evaluated in a risk assessment. It can help determine the criteria under 
which a third party partner is selected for collaboration, the contractual guarantees 
and if the enterprise’s anti-corruption policy is effectively communicated to the 
third party. This exercise will allow the enterprise to rank the third party partners 
according to risk, focusing on optimizing mitigation.  

Finally, questions asked can help identify important alterations that need to be 
made so as to optimize the monitoring and oversight processes within an enterprise 
perhaps revealing areas of opportunity that can be supplemented with the hiring of 
external agents or the adoption of improved software.  

(b) Risk Tolerance 

It is important that the level of risk tolerance is predetermined in the early phase of 
the risk assessment. Different enterprises assume varying levels of tolerance for the 
same types of risks. Establishing the risk tolerance can therefore help avoid 
discrepancies between an enterprise’s governance and management, ensuring that 
both perspectives are aligned in regarding risks that are tolerable.  

Since most enterprises’ anti-corruption programs abide by a “zero-tolerance” rule, 
it is imperative that this stance is defined as to what it may or may not encompass, 
what responses are expected to be had in the instance of a corruption case and 
how committed the enterprise is in taking the appropriate measures to mitigate the 
possibility of risk.  

In particular, this exercise prior to the conduct of a risk assessment process is very 
important for Greek SMEs who are unable to pour unlimited resources in a robust 
anti-corruption program. Allowing for the clarification of what types and levels of 
risk are tolerated allows smaller enterprises to prioritize which risks are of primary 
importance to them and that hamper their business objectives so as to allot the 
appropriate resources to address them.  

(c) Leadership and Commitment 

The commitment of an enterprise’s top level governance (i.e. board of governors, 
directors, trustees, advisors etc.) is essential to the success of any anti-corruption 
program and risk assessment process. It is vital that this governing body is cognisant 
of the corruption risks that negatively affect the enterprise and also the mitigating 
policies that can counteract such factors. Their knowledge about the enterprise, 
most often accumulated over years of experience, can prove to be extremely 
valuable feedback to the entire risk exercise. 

In addition to stressing the priority of the process and stimulating staff, it is vital 
that the governing body is actively engaged in the process, for it determines the 



      
    

allocation of resources, both financial and human, that ensures the successful 
conduct of the risk assessment.  

Commonly, it is the Board or other top-level governing bodies that delegate the 
execution of the risk assessment to designated, qualified staff in management 
positions. It is important that the governing body is then informed of the risk 
assessment results and outcomes, incorporating the process and its progress as a 
regular topic for deliberation within the broader context of anti-corruption 
compliance during Board meetings. For Greek enterprises that do not have a 
governing body or Board, the oversight responsibility can be assumed by senior 
executive leaders of the enterprise or even a single person in the case of much 
smaller enterprises. 

(d) Identifying Staff Responsibilities 

After an enterprise’s leadership has expressed its commitment to the anti-
corruption risk assessment process, it is important that the roles and 
responsibilities of all staff and stakeholders involved in the risk assessment are 
identified and that their involvement and tasks are clearly defined.  

A complete risk assessment examines the business activities of the enterprise in its 
entirety. The process should be carried out by qualified individuals. Management 
can consider hiring external professionals to provide further expertise. 

Internal audit divisions often lead the risk assessment process in enterprises, yet 
this is not always the case; sometimes it might be more useful for internal audit to 
preserve its independence and objectivity as it evaluates an enterprise’s internal 
controls. Other divisions that can equally be responsible for overseeing the risk 
assessment can include an enterprise’s compliance, legal or risk management 
divisions.  

Greek SMEs may have fewer human and financial resources to assess risk. However, 
this also has advantages since it may be easier to obtain more direct input from 
staff, and to identify roles and responsibilities in the risk assessment process.  

(e) Collecting Information and Data 

Data can be collected in numerous ways to understand the type of risks and why 
they may occur at enterprise. 

All appropriate information and insight from a vast array of collective knowledge 
must then be obtained by these designated individuals in order to identify all the 
relevant corruption risks. This information can be gathered both internally and 
externally. 
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i. Internally 

This source of information includes individuals who can offer information about the 
immediate experience of conducting business in the environments the enterprise 
operates and who are most likely to be exposed to the risks of corruption. This can 
include management and staff that come into regular contact with customers, 
government stakeholders, third-party business partners and suppliers. Past non-
compliance cases, corruption cases and reports from the whistle blower hotline can 
contribute to identifying risks.  

Furthermore, the divisions of an enterprise that are directly or indirectly involved 
with the enforcement of the enterprise’s anti-corruption program such as the legal, 
human resources, internal audit, compliance, procurement divisions can also offer 
significant information to the data collection process. An example of this is to 
analyse the enterprise’s financial data demonstrating amounts paid as commissions 
to agents, gifts, entertainment and hospitality in various locations where the 
enterprise operates in order to understand the correlation between location and 
probability of risk occurrence. In the case of smaller enterprises the individuals that 
would most likely handle an incident of corruption/bribery may offer information. 

A flexible and inexpensive way to collect insight about corruption both internally 
and from external stakeholders is through surveys. It can be particularly helpful 
when trying to collect insights from a variety of personnel situated in different 
geographical locations and across various roles. The standardization of questions 
asked allow for response uniformity which can help in result interpretation. It is 
important however, that the survey firmly defines the notion of “corruption” so 
that it can be targeted by all operating units of the enterprise globally. For instance, 
the custom of gift and hospitality is well-developed and plays a role in Greek 
business culture. Gifts and entertainment may not even be interpreted as an act of 
corruption in some countries. Nonetheless, Greek companies should only allow gifts 
and hospitality that are reasonable and made in good faith.77  

Another effective method to gather information regarding the corruption risks 
affecting a company are interviews and focus groups. They allow for more detail 
than surveys and allow for the opportunity to ask follow-up and detailed questions. 
With the possibility of being conducted in small group settings or one-on-one, they 
allow for the identification of process-related issues. Personnel in charge of certain 
processes can offer information about regular procedures and offer insight about 

                                                      
77 See OECD-Greece Technical Assistance Project (2017), “Best-Practices 

Paper and Guidelines: Promoting Compliance, Effective Internal Controls 

and Ethics in Greek Companies to Tackle Corruption - Gifts and 

hospitality” at p. 10. 



      
    

the probability of risk each step of the way and offer advice about how to mitigate 
them.  

ii. Externally 

External resources that can help accumulate information can be past legal cases 
relevant to the business, external consultants and NGOs. These can also include 
sources that can offer country profiles on corruption risks of certain sectors and 
market insights, local laws and regulations. Moreover, enterprises (SMEs in 
particular) can collaborate with other enterprises or with chambers of commerce, 
business organisations and trade unions within the geographical region of their 
business practice to obtain information on existing and potential corruption risks.  

(f) Identifying Different Types of Risks 

The purpose of identifying risk is to consider all aspects of an enterprise’s activity 
that may heighten its exposure to corruption. Risk factors (the reasons why a 
probability for corruption exists) can help an enterprise identify risks and schemes 
(where the corrupt acts can occur and in what form). This section examines the 
different categories of risk that should be given detailed consideration during an 
enterprise’s risk assessment.  

i. Process Risk 

Certain processes of an enterprise are more prone to corruption than others due to 
varying opportunities and likelihood of detection such as the affiliation of the 
parties to government, the urgency for the supply of the goods/services and the 
level of transparency in the business deal. Below are some processes with elevated 
risk:  

 Abuse of authority and bribery are frequent activities among tax 
officials for the convenient arrangement of financial audit records 
as well as issuing of documentation. In the OECD Stakeholder 
Survey, Greek companies, business organizations and professional 
associations all declared that the tax administration system posed 
the most significant corruption risk for Greek companies (see p. 14).  

 Obtaining licenses and permits required for the operational 
functioning of an enterprise can elevate risk exposure due to the 
numerous bureaucratic procedures in place and the interaction 
with government officials. Permit issuing and licensing bodies were 
ranked among the top five entities that posed a risk to Greek 
companies, by both companies and business organizations 
participating in the Survey (see p. 18). The risk assessment of this 
particular area should include a comprehensive inventory of these 
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requirements and their frequency as well as their importance to the 
business.  

 Procurement and sourcing goods and services from vendors can be 
prone to bribes and kickbacks. These can be offered by the vendor 
in the forms of travel, entertainment, meals or gifts to an 
enterprise’s employees to secure a contract. Similarly, the 
enterprise’s own employees may solicit bribes that are disguised 
through fake invoices agreed with certain vendors.  

 Selling goods and services to government is also more likely to carry 
a higher risk. Greek companies participating in the Survey 
designated public procurement bodies as the third most exposed to 
corruption risks (see p. 16). An enterprise’s risk assessment must 
therefore identify the frequency and extent of government 
transaction in order to determine the impact that this risk may bear 
on the enterprise. In cases of public tender bidding, gaining access 
to the tender process as well as the bidding process may carry 
heightened level of risk. 

 Charitable contributions can be made by an enterprise as part of a 
wider corporate social responsibility program. Charities can act as a 
channel for bribery payments that can indirectly support local 
politicians or reach government officials’ pockets. Charities should 
be treated just as any other third party business partner, with 
proper due diligence scrutiny to comprehend the purpose and 
beneficiaries of the charitable donation to avoid concealed motives 
(see p. 19). 

 The import/export and transportation of goods may be disposed to 
facilitation payments to government officials at customs or border 
checks to ensure timely delivery. The enterprise’s representative 
may be pressured into paying since the sensitivity of time might be 
exploited by the official, leaving little room for choice. Facilitation 
payments are common in numerous countries but are nevertheless 
illegal under anti-bribery laws (see p. 0). 

 The interaction with state-owned enterprises (SOEs) creates a 
unique exposure to corruption risks due to the SOE employees’ 
proximity to government and their status as public officials as well 
as regulation by the state. 41% of Greek company respondents 
indicated that corruption risks were significant or very significant in 
their interaction with SOEs (see p.19). Requests to issue licenses, 
concessions and certificates may create channels of exchange that 
may create heightened opportunities for corruption.  



      
    

ii. Size and Location Risk 

The locations where an enterprise operates can pose particular risks on a country as 
well as city level. Company respondents to the Stakeholder Survey located in cities 
with 50 000-250 000 inhabitants were most likely to indicate that corruption was a 
problem for doing business in Greece (see p.7). Furthermore, certain countries are 
more corrupt than others, a reality that may affect an enterprise’s risk exposure 
when it operates across different regions. As indicated above on p. 7, Greek 
companies including a large portion of SMEs have become more internationally 
active, even moving their business operations to neighbouring countries to limit 
costs and increase profitability. Many of these countries may have substantial levels 
of corruption. Countries that scored below 50 out of 100 on Transparency 
International’s Corruption Perceptions Index (CPI) received at least 42.72% of 
Greece’s total exports in merchandise and included half of Greece’s top 10 export 
partners (see list of countries at p. 7).  

Furthermore, it is important to note that simply because a country fairs well on an 
index such as CPI, does not mean that corruption risks are not present. Your 
company must assess the numerous factors that contribute to a heightened risk of 
corruption within a country such as the lack of enforcement of anti-bribery laws, 
lack of accountability and transparency in business processes, bureaucratic 
procedures, weak rule of law, pervasiveness of bribes and facilitation payments to 
expedite processes or accomplish tasks, biased judiciary and lack of independent 
media. The country risk assessment can shine light on certain corrupt practices that 
are inherent to the country, but in general it can be used to supplement the 
analysis of other risk categories that an enterprise might be exposed to, since risks 
vary according to different business models and sectors.  

iii. Sectoral Risks 

The probability and types of corruption risks vary according to the sector in which 
the enterprise conducts business. According to the Greek companies that 
responded to the Stakeholder Survey, certain sectors are linked to increased levels 
of bribery risk than others due to specific risk factors such as frequent interaction 
with government stakeholders, high levels of regulation, frequency of public tender 
processes and the pervasiveness of high yielding contracts (see p. 25).  

Examining the sector risks can help an enterprise identify key risk areas. If an 
enterprise operates across more than one sector it is vital that risk assessments are 
conducted in every activity and not solely in its predominant operations. Local and 
international sector-specific associations may provide further information about 
elevated corruption risks as well as media reports that reveal past corruption 
schemes within the sector as well as parties involved.  
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iv. Third Party Partnership Risks 

It is of utmost importance to an enterprise to analyse the relationships it has with 
third party business partners such as intermediaries, joint ventures, suppliers, 
distributors, tax consultants, contractors etc. and to comprehend to what degree 
the third party acts on behalf of the enterprise. The risk based due diligence that 
must be conducted therefore as part of the process is to confirm that existing or 
potential third party business partners have no identifiable corruption risks and to 
gain knowledge of which risks do exist and their degree of severity in order to 
evaluate which mitigating controls may lower the risk of corporate prosecution.  

The first step is to collect data on the existing or potential third party business 
partner. This can be done through internet or media searches for partners that 
pose low risks of corruption, to thorough investigations for medium to high-risk 
business partners with the assistance of specialized personnel in legal or 
compliance departments. External due diligence experts can also significantly 
contribute to data collection by further investigating litigation, bankruptcy records 
and other information pertaining to the past interests of the company and its 
owners. The data collected should reveal information about the third party’s 
structure, ownership, operations, reputation and commitment to ethical conduct. 
The information must then be verified usually through the involvement of a 
specialized department (i.e. legal, compliance etc.) or external experts to identify 
inconsistencies that can be clarified through on-site visits and interviews with the 
third party. 

After the data collection process has concluded, it is up to the enterprise’s 
leadership to determine whether or not to further pursue a business relationship 
with the third party under due diligence. It is important to note that if the 
information gathered suggests that corruption risks exist, it does not mean that the 
relationship should not be further pursued. Instead, an enterprise must evaluate 
whether or not existing or new mitigating controls can limit the amount of risk so 
that its interests are protected. Numerous checklists, questionnaires and guidelines 
exist online that can provide detailed orientation on how to conduct third party due 
diligence.  

Greek SMEs with limited resources may find it overwhelming to grasp the extensive 
compliance procedures of larger partnering enterprises and MNEs. However, in 
order to conduct third party due diligence an SME does not need a specialized legal 
or compliance department. Instead, it can conduct third party due diligence either 
by designating a person to interview existing or potential business partners in 
person, virtually or through a written assessment questioning their attitude 
towards corruption, their understanding of international anti-corruption legislation 
and their enterprise’s measures to avoid such risks.  



      
    

v. Conflicts of Interest 

Conflict of interest issues are very significant at every level of an enterprise. First 
and foremost, on the governance level potential lack of transparency for conflict of 
interest issues can proliferate into legal risks.  

Similarly, conflicts of interest risks are particularly pervasive in the criteria taken 
into consideration for contractual agreements such as the hiring of third parties 
with family or friendship ties to management. This may lead to further risks since 
the enterprise’s compliance policies may be applied more leniently to these 
partners that in turn may pose a significant threat to the enterprise’s operations.  

(g) Rating the Likelihood and Impact of Risk 

Designing appropriate mitigating responses to the corruption risks requires first 
assessing the probability of occurrence of each risk and the impact of its occurrence 
on the enterprise. These assessments should be made in either qualitative or 
quantitative terms, or both. Risks which occur at high and with predictable 
frequency can better be measured in quantitative terms, whereas risks which are 
not as regular or easily forecasted can be assessed more qualitatively. 

i. Rating Likelihood of Risk Occurring 

The likelihood of each identified corruption scheme occurring should be assessed 
without taking into consideration the existing controls the enterprise has in place to 
mitigate such risks. The exercise should estimate the likelihood of a risk occurring in 
the next 12-24 months. A wide range of parameters should be taken into 
consideration when making this assessment such as past incidents of similar 
corruption schemes for the enterprise, presence of corruption schemes in the 
enterprise’s sector, complexity of the corruption scheme as well as the number of 
individuals entangled in the authorizing stages of the transaction.  

ii. Rating the Potential Impact of the Risk 

The impact of occurrence refers to the valuation of all adverse legal, commercial, 
monetary and reputational repercussions. It is more difficult to assess than the 
probability of occurrence because the likely consequences of a corrupt act are not 
easily predicted since they depend on the characteristics of the offence. The 
assessment personnel of an enterprise should take into consideration the various 
operating units within an enterprise, the type of customers they service, the 
locations of operation, impact of past corruption schemes, penalty amounts, 
opportunity costs associated with lost business due to debarment or a freeze on 
business expansion into new markets, potential interruption in the enterprise’s 
ability to produce or obtain other legal permits as well as the reputational 
considerations of customers and employees.  
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iii. Rating Methods 

A quantitative calculation of the risk exposure can then be calculated by combining 
numeric values for the impact of occurrence and the probability of occurrence. 
Various approaches include assuming the frequent presence of any specific risk 
factor as evidence of heightened risk and assigning different weights to some risks 
than others.  

iv. When Risk Evaluations Should Take Place 

The process to determine the level of risk can be done at the same time as the 
collecting data and information stage. Several approaches exist for assessing risks. 
One is to have workshops or group meetings where participants are asked to rate 
each corruption scheme in order to arrive at a consensus rating. Another approach 
is to use online surveys. A third way is to obtain risk scores from each participant in 
the risk assessment process and calculate an average.  

3. Acting on identified corruption risk – putting your results to action 

(a) Identify Weaknesses and Overlaps in your Current Anti-corruption 
Compliance Program 

Anti-corruption risk mitigating controls are not considered during the identification 
of risks throughout the assessment stage. After the assessment is completed, 
however, an enterprise should proceed with evaluating and documenting its 
existing controls in order to determine weaknesses/overlaps of the existing controls 
that are in place to mitigate each corrupt activity and formulate the groundworks 
for future assessments.  

Similar to the risk identification process, identifying and documenting these 
controls will involve numerous personnel within an enterprise. For large MNEs with 
transnational presence, the procedure can involve many stakeholders whereas for 
Greek SMEs this effort can be reduced to simply a few key individuals who are 
aware of all the business processes and controls within the enterprise, keeping in 
mind that formal anti-bribery policies may not exist in writing due to the financial 
and human resources constraints.  

Gathering information about existing controls, just like the risk assessment process, 
can be achieved through conducting interviews or disseminating surveys to all 
personnel and stakeholders who can properly identify the relative existing controls 
as well as confirm whether or not they are functioning appropriately and effectively 
to reflect the anti-corruption policy of the enterprise.  

The information collected can reveal whether or not certain controls that are 
explicitly outlined within formal, written policy may not indeed be practised. It may 
also help to determine whether overlapping controls exist that may cover more 



      
    

than one bribery risk. These all-encompassing controls may be essential to the 
overall success of an enterprise’s anti-corruption program (i.e. training) but may not 
suffice to prevent specific bribery schemes. This is why it’s important to evaluate 
whether the controls and procedures in place are strategically designed to detect 
wrongdoing within an enterprise in anticipation of the behaviour of a potential 
offense instead of general methods used to create an ethical culture within an 
enterprise.  

Most importantly however, the process can uncover the non-existence of sufficient 
controls to address specific risks and bribery schemes, signifying the need for these 
controls to be created and implemented.  

(b) Designing and Implementing Tailored Mitigating Responses to your 
Compliance Program 

The mitigating responses to be included in an enterprise’s revised anti-compliance 
program must take into consideration all the information collected from personnel 
and stakeholders who provided input and recommendations about existing controls 
and opportunities for improvement.  

A good corruption risk mitigating plan should address all identified weaknesses and 
gaps in the existing anti-corruption program. The remedial responses must be 
prioritized with an emphasis placed on the most precarious gaps. Numerous 
existing guidelines classify common mitigating controls and processes and can be 
used as a guidance tool by the leading risk assessment team of an enterprise when 
evaluating their own. The U.S Federal Sentencing Guidelines (FSG)78 and UK Ministry 
of Justice79 categorize common elements an enterprise should incorporate to 
protect itself against bribery risks, including: Proportionate procedures, Top level 
commitment, Program structure and resources, Program oversight, Written 
standards, Due care processes, Training and communication, Monitoring, Review 
and Enforcement.  

After management’s approval of the assessment findings and their relevant 
responses, policy must then be specifically tailored to certain risk schemes or 
general risks. This process of course is subject to the type of risk and respective 
control, each requiring its own procedure, documentation, building of structures, 
communication strategies etc.  

                                                      
78

 U.S Federal Sentencing Guidelines 2015, http://www.ussc.gov/guidelines/2015-guidelines-

manual/2015-chapter-8 

79
 UK Ministry of Justice, Bribery Act 2010, Guidance about procedures which relevant 

commercial organisations can put in place to prevent persons associated with them from 

bribing https://www.justice.gov.uk/downloads/legislation/bribery-act-2010-guidance.pdf 
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An estimation of necessary resources to address each control, including the number 
of personnel involved, financial budget, must be carefully calculated. Additionally, it 
is vital that an implementation time frame is put in place so that the creation of 
controls remains prioritized and long-term objectives are sustained. New policies 
can be introduced gradually and constant implementation coordination must 
ensure that all those affected by the policies abide accordingly.  

If an enterprise chooses not to implement certain controls and accept minor risks it 
is important that the rationale behind such a decision is properly recorded.  

(c) Training and Awareness-raising on Anti-corruption within your 
Company 

Anti-Corruption training is necessary within an effective program. However, the 
need for tailored training may increase after specific schemes and risks are 
identified as a result of the assessment.  

Senior management, specific divisions such as legal, internal audit, sales and 
finance might need to receive customized training tailored to the risk assessment 
findings. Live trainings should be conducted for higher-risk employees and web-
based trainings for all other employees. These trainings should highlight the 
enterprise’s policies and procedures as well as inform employees on how to obtain 
further guidance on areas of risk they are unsure about or do not know how they 
must respond to as well has how to report violations or non-compliance matters.  

Many large companies already conduct such trainings. However, according to the 
OECD Survey results, 88% of Greek SMEs that responded to the Stakeholder Survey 
do not. The inability of smaller Greek companies to incorporate such anti-
corruption training is due in large part to their limited resources. However, most 
smaller enterprises working with third party business partners do not need to be 
trained extensively about anti-corruption legislation; remaining informed of what 
behaviour is expected (i.e. reporting incidents of corruption to higher management 
or the authorities) can suffice.  

There are several other ways for SMEs in Greece to overcome such obstacles: 

 Instead of providing uniform training to all employees, agents and 
contractors, an enterprise can consider tailoring the amount and content of 
training to the level and nature of corruption risks to which each sub-group 
of employees is exposed.  

 Managers who conduct regular employee evaluations should also devote 
part of the meeting to discuss anti-corruption and integrity issues. 
Pamphlets or brochures, especially in electronic form, can also be relatively 
inexpensive to produce and disseminate. 



      
    

 Unlike larger companies that have specialized individuals in their human 
resources department or compliance officers who handle such training 
programmes, smaller companies usually do not have such designated 
personnel. Therefore, an SME should actively seek to invite experts to 
provide training beyond the corporate structure, such as business school 
professors, business chamber representatives, or even the company’s in 
house counsel if there is one, to explain the legal ramifications associated 
with non-compliance and preventive actions that can be implemented.  

 Another effective method involves training senior or middle management 
(i.e. CEO, director, manager) who can then share their knowledge with 
their colleagues and the employees under their authority. To make sure 
that these individuals are aware of all the legal and regulatory changes in 
their sector, it is recommended that they attend conferences and 
workshops conducted by experts in order to keep abreast of developments 
or reforms. This system mitigates the high financial and time costs 
associated with regular training for a large number of individuals.  

Additionally, an enterprise can seek the support and advice of organisations that 
specialize in its area and sector, as said entities often have qualified experts on 
corporate governance who can provide specific fee-based or free consultations on 
domestic laws and regulations, thus helping your company navigate compromising 
solicitations. Such organisations include but are not limited to civil society 
organisations, government directorates, business organisations, and professional 
chambers and associations. Furthermore, international civil society organisations 
and suppliers often provide online training tool-kits and platforms that are available 
free of charge or for purchase online. 

(d) Oversight and Monitoring 

An enterprise’s management is responsible for overseeing the effectiveness of the 
implemented controls and policies in mitigating bribery risks. Those tasked with the 
responsibility of coordinating implementation of the risk mitigation plan must 
report progress to senior management and to the enterprise’s governance. All 
training and communication regarding the risks to all personnel should be enforced 
and reports of bribery and corrupt behaviour should be regularly examined and 
their follow-ups monitored such as whistleblower reports. Methods and processes 
for dealing with such reports and allegations with the Greek private sector will be 
described in the OECD Whistleblower Protection Guidelines for Greek Companies. 
Furthermore, high risk transactions and business partnerships should be closely 
reviewed.  

To address risks posed by third-party relationships (see Section III.2(f)iv on Third 
Party Partnership Risks at p. 37), the application of an anti-corruption program 
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must be extended to an enterprise’s third-party business partnerships through the 
communication of its code of conduct, anti-corruption policies, contractual 
provisions with anti-bribery warranties, vendor certifications, auditing rights over 
the third party business partner, the right to terminate collaboration due to non-
compliance with the above-mentioned terms and the implementation of a special 
approval process for high risk vendors.  

Greek SMEs with limited resources or lack of specific expertise in the area of 
corporate compliance and best practices should seek to designate an individual or a 
group of individuals in charge of developing and monitoring the company’s policy or 
programme, under the direction of higher management. The objective would be for 
such a body to become more specialized and institutionalized over time, thereby 
edifying its presence and purpose within the company. 

(e) Documenting and Reporting Risk Assessment Results 

The results of a risk assessment are documented using a variety of methods, some 
in more detailed format (i.e. risk register) and others more simplified (i.e. heat 
maps) that can be used to communicate findings to all relevant stakeholders and to 
an enterprise’s governance. It is particularly important to record so that progress 
can be compared and evaluated and it can also serve as proof that an enterprise 
has taken all the necessary steps to identify and address its risks. This can be of 
value to SMEs seeking to partner with larger companies who take anti-corruption 
compliance seriously in choosing their third-party business partners. 

i. Risk Registers 

The entire risk assessment process is documented in a risk register. Each risk factor, 
risk, and scheme is included in the register. Moreover, the ratings of each risk and 
scheme and the potential mitigating controls for each are also included in a risk 
register. Details of specific entities involved with certain schemes should also be 
recorded. Risk registers can be created in various geographical locations or 
operational units of the enterprise, allowing for an enterprise-wide assessment of 
risks that are or potentially could impact its business conduct. The results can then 
be consolidated and used for the creation of a risk heat map and summary report of 
the risk assessment.  

ii. Heat Maps 

Heat maps effectively illustrate the results of an anti-corruption risk assessment 
enabling them to be presented in a clear and effective way to senior management 
and to governance within an enterprise as well as third party business partners. The 
heat map demonstrates all identified corruption risks of the enterprise arranged 
according to their probability of their occurrence as well as their potential impact. 



      
    

Each risk is placed against a different colour backdrop or colour shades that reflects 
the varying levels of risk ranging from high-risk to low-risk.  

Risks that are determined from a large amount of data that have several schemes 
associated with them with different estimations before and after the consideration 
of controls and mitigating factors can be fairly complicated to map. This difficulty 
can be addressed by grouping particular schemes together for instance or by 
plotting the map with two different axes, one axis representing the risk before 
controls are considered and the other axis representing the risk after controls are in 
place. This will allow one to visualize the risk in light of possible controls, whether 
existing or remedial.  

Source: An Anticorruption, Ethics and Compliance Programme for Business: OECD, World Bank, 

United Nations Office on Drugs and Crime (UNODC) (2013)  

The simplicity of presentation allows for management and governance to easily 
comprehend the assessment results, reducing the time needed for detailed reading 
and permitting for the discussion of the risks. Just as the entire risk assessment 
process, the heat maps must be created with the involvement and input of 
stakeholders and senior management across the enterprise’s field of business 
conduct. Periodically, the heat maps must be re-assessed and updated to reflect 
the changes made within the enterprise due to the success of mitigating controls as 
well as potential changes of the risks faced.  

iii. Summary Reports and Public Reporting 

The summary report of the risk assessment can be useful for those at higher 
management levels or governance or third party business partners who are not 
interested in the detailed information of the risk register. The summary consists of 
the procedures and approach of the risk assessment, participants and stakeholders 
involved in the information gathering process, the risks identified, existing 

http://www.unodc.org/documents/corruption/Publications/2013/13-84498_Ebook.pdf
http://www.unodc.org/documents/corruption/Publications/2013/13-84498_Ebook.pdf
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mitigating controls, weaknesses and gaps identified in the current anti-corruption 
programme, and proposals to mitigate the risks both in the short and long-run in 
the suggested timeframe.  

Enterprises should publicly report on their anti-corruption efforts and specifically 
on their risk assessment procedures, parties for which their risk assessment has 
been conducted, reports made to the authorities and the results of the remedial 
actions. The actions taken in response to the corruption risks must also be 
communicated within the enterprise such as the results of any investigation taken 
as a result of an allegation, mitigating efforts made in high risk areas and findings 
that occur due to risk area monitoring. For SMEs, it is important that records are 
kept indicating the findings of the risk assessment should any issues in the future 
arise such as a business partner accusation for corruption. Such records will be able 
to show that all steps were taken by the SME to avoid corruption risks, a proof that 
may be a significant mitigating factor.  



      
    

IV. Recommendations to the Greek Public and Private Sectors on 
Further Strengthening the Use of Corruption Risk 

Assessments 

The previous sections are addressed to individual companies on conducting risk 
assessments. This last section, however, is addressed to the Greek government and 
the private sector collectively, and provides recommendations on how the use of 
corruption risk assessments can be further strengthened in Greece. 

1. Follow-up on Implementing Anti-Corruption Risk Assessment: The Risk 
Assessment Workshop that was organised in June 2017 demonstrated the 
strong interest of the Greek private sector participants in corruption risk 
assessment.  

Helping companies that are involved in sectors and processes highly exposed 
to specific risks and forms of corruptions (i.e. shipping, SOEs, shipping, 
exporting companies, public procurement etc.) to better address specific 
mitigating controls and compliance programmes tailored to their identified 
risks should be a priority.  

In that respect, it is highly recommended that follow-up specialized 
workshops be held to help the above-mentioned categories of companies to 
implement the Risk Assessment methodology developed in the “Greek 
Industry Corruption Risk Review and Risk Assessment Guidelines”. Such 
training events would ensure the maximum impact of this project on the 
Greek private sector. 

2. SOEs: Corruption risks in state-owned enterprises should be given special 
attention. During this project, several SOEs declared that they do not 
conduct corruption risks assessments. Corruption risk assessments of state-
owned enterprises should be carried out in order to determine what anti-
corruption measures are needed. 

3. Collective Actions: Drawing upon the finding of the “Greek Industry 
Corruption Risk Review and Risk Assessment Guidelines”, the Greek 
Government, business organisations and companies should initiate collective 
actions to address corruption risks in specific sectors (i.e. shipping, SOEs, 
export etc.) or specific processes (public procurement, obtaining a license, 
tax etc.). 

Collective actions could include in-depth study and survey, specific 
guidelines, discussion forums with key stakeholders from Greek companies, 
civil society, business organisations, and the Greek Government. This would 
allow open discussions to be held and common solutions to be found. 
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4. Academia: Awareness-raising seminars should be organised for business 
students about corruption risks in Greece and the importance of compliance, 
to educate the future business leaders of tomorrow about integrity concerns. 
Anti-corruption risk management should be incorporated as part of the 
curriculum in Greek business schools or at least become part of the academic 
discussion that can help shape Greek future business actors.  



      
    

V. Annex 1. Tables of Survey Results 

This Annex contains the replies to the Survey of Greek Stakeholders (companies, 
and professional associations) conducted in December 2016 to January 2017 to 
identify corruption risks facing the private sector, and existing incentives and 
mechanisms to address corruption risks. 

Table 1. In your opinion, how significant are the following forms of 
corruption risks for your / a Greek company? 

 Companies Companies Business Org Business Org 

Significant or 
very 

significant 

Score (out of 
4) 

Significant or 
very 

significant 

Score (out of 
4) 

1 Legal uncertainty and 
selective application of the 

law by law enforcement 
agencies and the judiciary 

68.06% 2.81 80.89% 
(+12.83%) 

3.02  
(+0.21) 

2 Situation where public 
officials aim to obtain 

economic benefits 
produced by companies by 

manipulating and abusing 
regulations 

63.22% 2.69 79.41% 
(+16.19%) 

3.03  
(+0.34) 

3 Situation where companies 
offer, promise, give or are 

asked to pay bribes to 
public official 

61.20% 2.61 75%  
(+13.8%) 

2.85 

4 Political corruption and 
illegal lobbying 

60.05% 2.59 76.40% 
(+16.35%) 

2.84  
(+0.25) 

5 Business Capture by State 40.06% 2.11 54.41% 
(+14.35%) 

2.38  
(+0.27) 

6 Financing of political 
parties by companies, 
political donations and 

contributions 

39.94% 2.01 61.76% 
(+21.82%) 

2.45  
(+0.44) 

7 Private-to-private 
corruption between 

companies 

36.52% 2.06 48.53% 
(+12.01%) 

2.12  
(+0.06) 

8 Situation where companies 
offer, promise, give or are 

asked to pay bribes to 
foreign public official 

24.93% 1.68 38.42% 
(+13.49%) 

1.74  
(+0.06) 

9 Other 8.03% 0.63 8.77% 0.46 
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Table 2. In your opinion, how significant is the risk of corruption for 
Greek companies when interacting with the following entities? 

 Companies Companies Business Org Business Org 

Significant or 
very 

significant 

Score (out of 
4) 

Significant or 
very 

significant 

Score (out of 
4) 

1 Tax bodies 64.10% 2.74 80.89% 
(+16.79%) 

2.97  

(+0.23) 

2 Permit-issuing bodies 39.94% 2.55 75%  
(+35.06%) 

2.77  

(+0.22) 

3 Public procurement bodies 48.09% 2.31 63.23% 
(14.14%) 

2.41  

(+0.1) 

4 Politicians 46.84% 2.31 71.88% 
(+25.04%) 

2.78  

(+0.47) 

5 Licence-issuing bodies 56.69% 2.28 70.58% 
(+13.89%) 

2.72  

(+0.44) 

6 SOEs 41.35% 2.24 58.83% 
(+17.48%) 

2.37  

(+0.13) 

7 Judiciary 40.23% 2.17 51.47% 
(+11.24%) 

2.24  

(+0.07) 

8 Media 40.59% 2.16 70.58% 
(+29.99%) 

2.71  

(+0.55) 

9 State aid & social, 
structural funds 

39.36% 2.12 66.18% 
(+26.82%) 

2.53  

(+0.41) 

10 Sanitary, fire, 
environmental and other 

inspections 

41.70% 2.07 64.70%  
(+23%) 

2.57  

(+0.50) 

11 Customs bodies 37.93% 2.06 70.59% 
(+32.66%) 

2.65  

(+0.59) 

12 Financial service industry 32.35% 2.04 47.06% 
(+14.71%) 

2.15  

(+0.11) 

13 Police 22.23% 1.79 42.65%  
(+20.42) 

2.09  

(+0.30) 

14 Other private companies 25.15% 1.76 36.76% 
(+11.61%) 

1.85  

(+0.09) 

15 Public services 17.39% 1.71 30.88%  
(+13.49) 

2.03  

(+0.32) 

16 Other (Please specify) 4.76% 0.6 5.17%  
(+0.41%) 

1.85  

(+1.25) 

 



      
    

Table 3. In your opinion, how significant is the risk of corruption for 
Greek companies when interacting with the following levels of public 

entities? 

 Companies Companies Business Org Business Org 

Significant or 
very 

significant 

Score (out of 
4) 

Significant or 
very 

significant 

Score (out of 
4) 

1 Domestic regional and 
local authorities 

55.49% 2.59 75% 
(+19.51%) 

 

2.97 

(+0.38) 

2 Domestic national 
authorities 

53.14% 2.52 76.47% 
(+23.33%) 

2.90 

(+0.38) 

3 Foreign authorities 18.25% 1.54 
(+0.19) 

20.58% 

(+2.33%) 

1.35 

Table 4. How likely do you think the legal consequences below would 
happen to a Greek company or to its directors, managers, officers, 

agents, employees if they engaged in corrupt practices in Greece or 
abroad? 

 Companies Companies Business Org Business Org 

Likely or very 
likely 

Score (out of 
4) 

Likely or very 
likely 

Score (out of 
4) 

1 The company that 
engaged in corruption in 

Greece would be punished 
by the competent Greek 

authorities 

58.67% 2.55 57.35% 2.54 

2 The individual who 
engaged in corruption in 

Greece would be punished 
by the competent Greek 

authorities 

51.58% 2.45 54.41% 2.37 

3 The company that 
engaged in corruption 

abroad would be punished 
by the competent Greek 

authorities 

38.37% 2.05 32.84% 1.93 

4 The individual who 
engaged in corruption 

abroad would be punished 
by the competent Greek 

authorities 

36.05% 2.02 29.41% 1.81 
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Table 5. How serious would the reputational consequences be for a 
Greek company that is exposed as corrupt? 

 Companies Companies Business Org Business Org 

Serious or 
very serious 

Score (out of 
4) 

Serious or 
very serious 

Score (out of 
4) 

1 How serious would the 
reputational consequences 

be for a Greek company 
that is exposed as corrupt? 

85.72% 3.43 61.19% 2.72 

Table 6. Greek companies internal corruption risk assessment 
programme 

 Companies 

Yes No Don't know 

1 Is your company obliged by law 
to conduct internal corruption risk 

assessments? 

12.44% 65.55% 22.01% 

2 Does your company conduct 
corruption assessments on a 
regular basis (at least once a 

year)? 

38.10% 52.86% 9.05% 

3 Does your company have an 
established set of factors in order 

to calculate the risk of 
corruption? (Please specify 

which specific factors) 

23.56% 58.65% 17.79% 

4 Does your company publicly 
report on its corruption risk 

assessments? 

7.62% 79.52% 12.86% 

 



      
    

Box 1. 2015 Greece Exported product groups along with their country 
destination having a CPI score below 50 out of 10080 

In 2015, the top exported product groups to world by Greece along with 
trade value : 

1. Consumer goods (US$ 15,885,895.22 (56.33%))  

The top export destinations include Italy, Turkey Egypt Lebanon, and 
Macedonia 

2. Fuels (US$ 8,432,888.61 (29.90%)  

The top export destinations include Turkey, Egypt, Lebanon, Italy 
Macedonia FYR, Bulgaria and Ukraine. 

3. Intermediate goods (US$ 5,977,323.65 (21.19%))  

The top export destinations include Bulgaria, Turkey, Romania, Egypt, 
Macedonia, Algeria, Serbia and Albania. 

4. Metals (US$ 3,203,219.79 (11.36%)  

The top export destinations include Italy, Romania, Bulgaria, Turkey, 
Algeria, Serbia and Macedonia. 

5. Raw materials (US$ 3,006,111.39 (10.66%)) 

The top export destinations include Italy, Turkey, Bulgaria, China, Romania, 
Egypt, Serbia and Albania. 

6. Capital goods (US$ 2,574,157.69 (9.13%)) 

The top export destinations include Italy, Turkey, Bulgaria, Romania, Mexico 
and the Russian Federation. 

 

 

                                                      
80 

http://wits.worldbank.org/CountryProfile/en/Country/GRC/Year/2015/Trad

eFlow/Export/Partner/all/Product/28-38_Chemicals 
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Table 8. Industry sectors and the significance of corruption problem 
(score out of 4) 

Public administration and defence 3.67 

Professional, scientific and technical 
activities 

3.52 

Accommodation and food service 3.43 

Water supply, sewerage, waste 
management 

3.33 

Human Health and Social Work 
Activities 

3.33 

Agriculture, forestry and fishing 3.2 

Arts, entertainment and recreation 3.2 

Real Estate Activities 3.0 

All sectors 3.0 

Other service activities 2.92 

Administrative and Support Service 
Activities 

2.88 

Transport and storage 2.81 

Financial and Insurance Services 2.77 

Information and communication 2.7 

Construction 2.67 

Manufacturing 2.67 

Education 2.6 

Wholesale and retail trade 2.6 

Electricity, gas, steam and air 
conditioning 

2.6 

Mining and quarrying 2.33 
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An Anticorruption, Ethics and Compliance Programme for Business: OECD, World 
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