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The response needs to strike a balance between the right to 
protection and the right to participation. 

Children’s rights in the “virtual world”



GOING BEYOND CHILD ONLINE PROTECTION 

• Big picture: An exclusively protectionist approach to policy-making 
risks overlooking the bigger picture about how children exercise 
their rights in a digital world. 

• Balance: Protection from violence is a right, and policies must 
balance this against children’s other rights in a digital world. 

• Participation: In order to fully benefit from the opportunities that 
ICTs offer, policies should empower children as active users.

• Integration: There is a need for far greater policy dialogue between 
the child online protection and digital rights communities.

• Business-led: ICT public policy is heavily shaped and influenced by 
the industry, and there are strong incentives to engage.

When we look at children’s rights in a digital world, the policy debate 
has been centered on threats of violence that children face online.



PRIVACY / DATA PROTECTION

Going online may offer children anonymity and confidentiality, but digital 
tracking and supervision put their privacy at great risk of intrusion.

• Following children online: 
Governments monitor 
communications and browsing, 
Businesses collect data to sell or 
advertise, Parents gather / share 
information on social media.

• Unintended consequences: 
Measures to prevent online 
violence may encourage greater 
surveillance, incentive wider data 
collection, create unrealistic 
expectations on parents / 
educators.



FREEDOM OF EXPRESSION / RIGHT TO INFORMATION

The Internet gives children access to a tremendous amount of 
information and a powerful platform for civil engagement.

• Filtering children’s rights: 
Overly broad blocking and 
filtering mechanisms can prevent 
children from learning about 
sexual health, gender, sexual 
orientation.

• Restricting speech: 
Aggressively policing children’s 
digital behavior may dissuade 
open, honest communication and 
miss the chance to promote 
healthy, productive expression.



OPPORTUNITIES TO PROMOTE CHILDREN’S RIGHTS

Article 13 of 
the CRC

The child shall 
have the right to 
freedom of 
expression; this 
right shall include 
freedom to seek, 
receive and 
impart 
information and 
ideas of all kinds, 
regardless of 
frontiers, either 
orally, in writing or 
in print, in the 
form of art, or 
through any other 
media of the 
child’s choice. 

Technologies 
can help 

children to:

Express their 
opinions and 

views

Bring forward 
problems and 

needs

Demand 
government 

accountability

Access 
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about their 

rights

Access 
educational 
content and 

job 
opportunities

Innovate and 
create 

solutions

Participate in 
digitized 

social 
functions  

Companies can facilitate children’s positive use of ICTs. 



Guidance and tools
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UNICEF ITU Guidelines for Industry 

on Child Online Protection:

 A blueprint that can be adapted locally for 

various industry players

 Establishing a benchmark for 

recommended actions 

 Guidance on identifying, preventing and 

mitigating risks

 Guidance on supporting children’s rights

Partnering to protect and empower children in the digital 
world 



Policies and 
management 

processes 

Child sexual 
abuse material

Safer and age 
appropriate 
environment

Educate 
children, parents 

and teachers

Promote 
positive use of 

ICTS

Integrate 
children’s 
rights in 
policies and 
management 
processes

Develop 
processes for 
handling child 
sexual abuse 
material

Create safer 
and age 
appropriate 
online 
environments

Educate 
children, 
parents and 
teachers on 
child online 
safety 

Promote 
digital 
technology as 
a mode to 
further civic 
engagement

UNICEF/ITU Guidelines for Industry on Child Online Protection

The Guidelines outline five key areas for protecting and promoting 
children’s rights in the online environment

They are relevant and important  for companies that develop, provide 
or make use of information and communication technologies



Working with industry, experts, NGO’s and other partners UNICEF 
has developed a tool that can be used for child rights due diligence

The Child Online Safety Assessment (COSA) Tool

• Based on the COP Guidelines and multi-stakeholder inputs

• Launched in 2016, it guides technology companies in assessing how 

the rights of children online can be further integrated into their business

The purpose of the COSA Tool and Guidance is to:
 Ensure companies understand the core issues and impacts to consider 

when assessing their management of child rights and the internet
 Offer an easy-to-use and comprehensive self-assessment of a 

company's management of and impact on child rights and the internet 
 Uncover strengths and weaknesses in managing child rights and the 

internet
 Build prioritised corrective action plans to advance management 

practices and to address the highest risk areas 



The tool consists of a guidance document and an xls assessment 
mechanism structured by business departments

Introduction to the Child Online Safety Assessment Tool

• The PDF companion guide

• Used in the assessment 
preparation, completion and for 
action planning

• The Excel-based questionnaire 

• Designed to make it easy to:
– Assess your performance against the criteria 

– Store the results and related evidence 
generated during the self-assessment

– Complete a risk assessment 

– Create a prioritized action plan assigned to 
individuals 

Example screenshot below:



Discussion paper series & Working Groups

Starting point of series: How to empower children 
as active digital rights-holders 

Privacy and data collection
Freedom of expression, access to information and 
participation 
Access to the Internet, education and digital 
literacy 
Digital advertising and marketing (Q1 2018)
Parental controls (2019)
Online gaming (4Q 2018)

Working Groups

Collaboration with companies to share technical 
expertise, develop industry guidance and standards, 
and pilot child rights approaches



NON-DISCRIMINATION / EDUCATION

Children’s rights represent universal values in a digital world, but 
informed access to technology / the Internet and is far from global.

• Unequal access:
Children in developing countries, 
underprivileged communities 
face barriers to getting online and 
a growing digital divide.

• Digital citizenship: 
Internet access must be 
accompanied with digital skills 
training to ensure that children, 
parents and educators appreciate 
and enjoy the full benefits of 
responsible online activity.









Internet access in India (IAMAI 2018)

500+ million internet subscribers out of 1.3 billion 
population 
94% mobile 
internet users 
6% wired 
internet



Global implications and issues...

• Access to technology 

• Gender implications

• Co-relation between 
literacy and online safety

• Local capacity building 
and engagement

– Care givers

– Industry

– Judiciary

– Law enforcement

– Government



Thank you


