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It is my honour to provide a perspective from APEC, the Asia Pacific Economic Co-
operation. 
 
I have been a member of the APEC Data Privacy Subgroup since 2003 and a participant 
in the APEC Privacy Pathfinder Group from 2007.  I am also a co-Administrator of the 
APEC Cross Border Privacy Enforcement Arrangement.  However, my remarks should 
not be taken as an “official” APEC position but rather as a personal perspective of 
someone who has been engaged in the APEC work off and on for a number of years.   
 
In this presentation I will provide a quick scan of APEC’s work in privacy, offer an update 
on the latest developments and say something about the future.   
 
APEC  
 
The APEC region encompasses a  great diversity of economies across the vast Pacific 
Ocean. 
 
To illustrate the economic significance of the forum, these charts compare the 21 APEC 
member economies with the rest of the world.   
 
APEC member economies account for:  

 40% of the world’s population or nearly 2.7 billion people 

 44% of world trade and  

 55% of world GDP. 
 
APEC is the premier Asia Pacific economic forum.  Its goal is to support sustainable 
economic growth and prosperity.   
 
APEC’s mission statement – which I shall not read - is focused upon building free and 
open trade and investment and facilitating a favourable and sustainable business 
environment.   
 
This is what drives APEC in the privacy space.   
 
APEC’s privacy activity – 2003 to today 
 
 
The origins of APEC’s active privacy work can be traced from about 1998 when it set up 
the Electronic Commerce Steering Group.  It realised that consumer trust could be a 
barrier to or an enabler of electronic commerce.  For consumer trust to flourish attention 
needed to be paid to privacy.   
 



In 2003 the Data Privacy Subgroup was established to develop a privacy framework.  
That major task was completed in 2005 and APEC focused upon domestic 
implementation and capacity building.  In 2007 the Subgroup turned its attention to 
international implementation.  A Data Privacy Pathfinder was established to develop a 
Cross Border Privacy Rules system.   
 
The first deliverable of the Pathfinder was the launch of the Cross Border Privacy 
Enforcement Arrangement in 2010.   
 
Very recently the Pathfinder reached completion with the finalisation of the Cross Border 
Privacy Rules system - approved by APEC’s Committee on Trade and Investment in 
September and expected shortly to receive Ministerial endorsement.   
 
The rationale of the CBPR system is to ensure responsible and accountable cross 
border transfers whereby information is protected if it travels to another APEC economy.  
The aim is to provide business facilitation and privacy protections without creating 
unnecessary barriers to information flows and avoiding unnecessary burdens for 
businesses or consumers.   
 
There is insufficient time to go into the detail of the CBPR system.  It would, in any case, 
be premature since the scheme is not yet formally endorsed and the supporting 
documentation is not yet published.     
 
However, the flow chart shows some of the processes in outline.  In essence: 
 

 An organisation that wishes to be recognised starts by doing a detailed self 
assessment 

 

 It is then externally assessed by an APEC recognised Accountability Agent against 
certain criteria  – a separate process having been designed to vet and approve 
accountability agents 

 

 An Accountability Agent may work with the organisation to help it bring its 
arrangements into line with APEC requirements 

 

 If satisfactory, the organisation is added to the directory of compliant organisations 
 

 The process is repeated periodically – and an organisation can have its recognition 
revoked between the periodic reassessments.   

 
The CBPR system is enforceable by both accountability agents and privacy enforcement 
authorities: 
 

 Accountability agents are able to enforce the CBPR programme requirements 
through law or contract  and  

 

 Privacy enforcement authorities are able to take enforcement action under applicable 
domestic laws and regulations that have the effect of protecting information 
consistent with the CBPR programme requirements.   

 



The basic idea is that the bulk of straightforward enforcement can be carried out by 
accountability agents.  There is experience in existing trustmark arrangements to show 
that this model can work well.  This is particularly the case with self selected and 
motivated group companies that wish to demonstrate a high level of accountability.   
 
Where accountability agents are unable successfully to resolve an enforcement matter, 
the case would be referred to privacy enforcement authorities.  Privacy enforcement 
authorities can, of course, initiate action without awaiting a referral from an accountability 
agent.   
 
Common trends  
 
With some common membership between OECD and APEC there has been some 
cross-fertilisation of ideas and some informal collaboration. In terms of common 
directions, APEC like OECD is driven by a desire to promote economic growth in the 
new Internet economy.  
 
Unsurprisingly, APEC’s work in cross border privacy enforcement cooperation also has a 
lot in common with OECD.  Since global - rather than merely regional – cooperation 
would be the end goal, the pathfinder group sought to ensure that the enforcement 
arrangement dovetailed with OECD’s enforcement cooperation approach.   
 
It should also be acknowledged that CBPR has similarities’ to the EU’s Binding 
Corporate Rules scheme.  Like BCRs there is a focus upon a single organisation and its 
internal rules for transferring information across borders.  
 
Divergence – Accountability Agent    
 
In terms of divergences, I wish to solely focus on one aspect: the role of accountability 
agents.   
 
The APEC system accords a central role to accountability agents with statutory 
enforcement bodies held in reserve.   
 
The use of accountability agents can be advantageous.  For instance: 
 

 Accountability agents may be better suited than statutory regulators to the 
assessment, certification and re-certification roles given their flexibility to scale up or 
down to demand 

 

 Accountability agents have also some track record in being able to flexibly fit to the 
size and complexity of businesses, for instance by providing assistance to SMEs. 

 
By contrast, statutory bodies, such as privacy enforcement authorities, find it hard to 
scale up to meet demand or to flexibly tailor their approach to different types of business.  
This can result in delays in assessment processes and reluctance to take on tasks such 
as periodic compliance reassessments. 
 
The same can be said in relation to complaints handling.  Again the difficulty with 
statutory authorities in meeting peak demand can lead to long delays or a refusal to act 
on minor disputes that may leave consumers without meaningful or prompt remedy. 



 
The contractual basis of the accountability agents’ powers may prove to be especially 
useful on cross border cases where they can avoid the difficult jurisdictional issues that 
hamper enforcement authorities.  
 
Interoperability  

 
In relation to interoperability, APEC has no position as yet.  The DPS recently received 
for information a draft paper on the topic from the ICC.  Accordingly, the views 
expressed on interoperability are solely my own.  
 
In my view, interoperability is definitely worth exploring.  
 
One very simple reason for this is that we need to strive towards global solutions.  
Promoting privacy accountability and compliance in one region alone is not sufficient.  
 
Another reason is business efficiency.  CBPR has elements that might be replicated 
other broadly compatible and trust-worthy schemes.  For example, if a company is 
already having its information systems audited to international standards, perhaps there 
should be credit for that fact in the CBPR assessment process?  
 
The other obvious example relates to Binding Corporate Rules.  Do BCRs and CBPRs 
have enough in common to be interoperable?  I do not have an answer and given that 
the CBPR scheme is not yet a reality on the ground it may be premature to try to 
answer.  However, in the medium term, I believe the issue will definitely be worth 
exploring.   
 


