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Patients are driving a health care revolution of major proportions. Today, unlike the early 

Internet years where people consumed static content, engaged ‘e-patients’ are increasingly 

producers of content, thanks to the transformation of the Internet into a massive platform for 

social engagement and interactions—whether through blogs, microblogs (Twitter), listservs, 

chat rooms, forums, multimedia posting (YouTube), social networking sites (Facebook), and 

bookmarking applications. This technological shift is generating an explosion of content and 

data streams and creating new privacy issues. 

 

People are living inside the stream: adding to it, consuming it, redirecting it. This stream 

metaphor calls to mind a restructuring of the landscape, whereby information itself changes 

how we perceive modern society and how we conduct our lives. The promise this holds for 

health care is that people should be able to find a person or an ad-hoc group to answer their 

questions and share stories and data – rapidly and highly specifically.  But this can only be 

realized if technologies and policies enable, permit, and encourage people to share publicly 

large amounts of information and identifiable data. And the larger the pools, the more 

accurate and reliable the resulting output. 

 

A growing number of social networks are now collecting very detailed and highly personal 

data points, resulting in patient-driven research powerhouses. Besides the structured data 

and organized narratives collected, they also create a mountain of seemingly random, 

unstructured, and at times ephemeral data by-products – exchanges of thoughts and 

opinions as well as seemingly irrelevant details of their lives and medical histories -- traces of 

information known as data exhaust. Brilliant innovators are now re-purposing these 

seemingly useless streams, aggregating and analyzing the data to provide new insights.  But 

others can use these data exhausts for troublesome purposes, such as an insurance company 

stopping mental health care coverage, because of a Facebook photograph. The tension 

between the value of openness and the need to protect individual privacy has never been so 

strong. Steps must be taken to protect privacy while maintaining the open flow of rich 

information. 



  
 

 

As HIPAA has demonstrated, simply adding legal limitations to protect individual privacy can 

easily stifle innovation and carry unexpected consequences. Few large scale systematic 

studies about the benefits and risks of e-patients’ Internet activities. Consequently, policy 

makers and health care professionals still face uncertainty about what to do with these 

patient-driven networks, while millions of people increasingly see them as important health 

care resources. What is urgently needed now is a concerted effort to assess the impact of 

this open world, and determine how best to harness the power it can generate. International 

teamwork is required for this effort because data streams are without boundaries. 
 


