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FOREWORD

More than 25 years after the adoption of the OECD Privacy Guidelines, virtually all OECD countries
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highlights the need for a more globa and systematic approach to cross-border privacy law enforcement co-
operation.
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MAIN POINTS

The volume and characteristics of cross-border data flows are evolving, elevating privacy risks and
the need for improved law enfor cement co-oper ation

Developments in global communication networks and business processes have increased the volume
of transborder data flows. Data transfers in areas like human resources, financial services, education,
e-commerce and health research — to name a few — are now an integral part of the global economy.
Advances in technology mean that data can be transferred quickly and stored indefinitely. Data transfers
enable a globally distributed approach to tasks which takes advantage of expertise in multiple locations
around the world and around the clock.

In addition to bringing business efficiencies and convenience for users, however, changes to global
data flows have also elevated the risks to privacy. Wrong-doers seek to exploit technology to expose data,
sometimes for financia gain. In particular, problems related to data security breaches have come into focus
recently, sometimes in cases with a cross-border dimension. Given the ease with which information can be
instantly transferred at anytime to any place, the cross-border aspect of data breachesis likely to increase.
As with spam and cross-border fraud, protecting privacy in a global environment depends on cross-border
co-operation. Although the need for effective enforcement co-operation has been noted over the years,
there is now renewed interest in working at the international level to address the outstanding challenges to
effective law enforcement in aworld where global data flows are widespread and continuous.

Privacy enforcement authorities are now widespread in OECD countries, sharing commonalities in
thetypes of power sthey possess and the substantive scope of their jurisdiction

When the OECD Privacy Guidelines were adopted more than 25 years ago, only about one-third of
member countries had privacy legidlation. Today nearly al OECD members have laws — most of which
follow the principles of the Privacy Guidelines — and have established authorities to carry out enforcement
responsibilities.

If member country authorities share commonalities in terms of the powers they have and the scope of
the laws they enforce, certain variations remain. Some authorities are charged with resolving individual
complaints, others with supervising regulatory compliance, and many do both. Variations exist with
respect to complaint handling processes, the authority to investigate or audit, and the available sanctions
and remedies for a breach. Some are independent authorities, some housed within government
departments. Some cover the public sphere, others only the private sector, and many cover both. A few
authorities are mandated to enforce privacy laws covering a particular economic sector, for example,
telecommunications or financial services.

Privacy enfor cement authorities face challengesin addressing cr oss-border cases

Although almost all authorities can act against a domestic data controller for the benefit of a foreign
individual, many are limited in or uncertain about their authority to protect their own citizens from privacy
breaches by a foreign controller. A majority indicate that they would benefit from improved powers to
exchange information and carry out investigations either jointly with or at the request of a foreign
authority. Finaly, efforts by authorities in the cross-border context are sometimes limited by insufficient
preventive or remedial powers, inconsistent legal regimes, and practical obstacles like resource constraints.



A number of regional instruments and other less formal arrangements already exist to facilitate
cross-border enforcement co-oper ation, but nonewith a global reach.

Work by the Council of Europe, the European Union, and APEC has helped establish frameworks for
enforcement co-operation among enforcement authorities on a regional basis. One result has been a recent
move towards joint audit activity in Europe. More informal networking and information exchange occurs
at the International Conference of Data Protection and Privacy Commissioners, Asia Pacific Privacy
Authorities Forum, the International Working Group on Data Protection in Telecommunications, and the
Iberoamerican Network of Data Protection. Co-operation among privacy enforcement authorities can also
occur under a recently adopted OECD Recommendation on anti-spam law enforcement co-operation.
Existing arrangements are not, however, sufficiently comprehensive or globally co-ordinated to adequately
address the cross-border enforcement challenges.

There is considerable scope for a more global and systematic approach to cross-border privacy law
enforcement co-operation

Privacy is an area where public perceptions and fears can shift rapidly. The twin goals of the 1980
OECD Guidelines — protecting privacy and individual liberties, while avoiding the creation of unjustified
obstacles to transborder flows of persona data — remain relevant today. Indeed, they may now be seen as
more so given the growth in the volume of data crossing borders. An important e ement in maintaining that
balance is having in place aframework allowing for co-operative enforcement actions to address problems
when they do arise. In addition, greater transparency about how privacy enforcement works would be
helpful for business compliance and user trust in global privacy protection. The overall goal of any effort
to improve enforcement co-operation should be to safeguard the persona information of individuals, no
matter whereit islocated.
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INTRODUCTION: TRANSBORDER DATA FLOWS, PRIVACY
RISKS, AND LAW ENFORCEMENT CO-OPERATION

The challenge of ensuring the protection of personal information when it crosses national borders is
by now well known. The history of efforts to address privacy protection at the international level dates
back to at |east the late 1970s when the OECD and Council of Europe launched their landmark work in the
area. While much has been accomplished during the intervening years to increase privacy protection across
the world, the growth of the Internet and related changes in the volume and characteristics of global flows
of personal data have heightened privacy risks. These developments highlight the need for more structured
enforcement co-operation globally to ensure privacy protection.

This report examines the law enforcement authorities and mechanisms that have been established to
protect privacy, with a particular focus on how they operate in the cross-border context. It describes the
current challenges to effective enforcement, as wel as existing arrangements for addressing those
challenges. It concludes by identifying a number of issues for further consideration, aimed at helping those
charged with enforcing privacy laws to protect persona information wherever it may be located.

A. International frameworksfor privacy protection

The OECD Privacy Guidelines were developed because of concerns about the consequences of
competing national data protection laws. One aim was to ensure that the spread of national data protection
laws should not cut off transborder data flows to the prejudice of economic growth. At the same time the
Guidelines emphasised that OECD countries have a common interest in protecting privacy and individual
liberties. Faced with the twin concerns about threats to personal privacy by the more intensive use of
personal data and the risk to the global economy of restrictions on the flow of information, the OECD
produced what has come to be recognised as one of the principal statements of the core privacy protection
principles.

The adoption of the OECD Privacy Guidelines in 1980" represented a significant step in the
international protection of personal privacy. The 1981 Council of Europe Convention? (Convention 108)
and subsequently, the European Union Directive 95/46/EC (the EU Directive) marked further stagesin the
development of privacy law and policy. In particular, the EU Directive developed rules to ensure that the
standard of privacy protection afforded within Europe was not weakened by the transfer of data between
Europe and other countries. In 1990, the United Nations Genera Assembly adopted guidelines that reflect
the principles to be found in the OECD Guidelines and Convention 108, but with a greater human rights
emphasis.® More recently, the Asia Pacific Economic Cooperation economies (APEC) have findised the
APEC Privacy Framework. It introduces an approach focused on the prevention of harm from the misuse
of persona information along with a principle of accountability where data moves across borders. The
Framework was endorsed by APEC Ministersin 2004.*

B. Open economies and communications networ ks
Changesin global information flows

Continuous technical innovation and societal evolution in the Internet environment have changed the
landscape for global communications and information flows. When the OECD Privacy Guidelines were
adopted in 1980, cross-border flows of persona data could be considered discrete events, with data
travelling in bulk between identified parties. Data transfers would occur, for example, in large batches by
means of physical devices like tapes for processing. International data banks were just emerging, and the
Internet was still in itsinfancy with commercial usages prohibited.
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Precise estimates of today’s volume of information flowing across borders are hard to come by, but
related data is instructive. The overall number of Internet users is now approaching 1 billion, with the
penetration of broadband subscribers having quadrupled between 2001 and 2005.° Capacity for
internationa Internet traffic continues to grow, with, for example, capacity in hubs like San Francisco or
Tokyo more than doubling between 2002 and 2003, and nearly doubling again in 2004.° Likewise, the
prices for international transit have dropped dramatically, with some estimating that what might have cost
USD 1 000 per Mbps per month in 1995 may cost USD 15 per Mbps per month in 2005.” Though not a
direct measure of the volume of transborder data flows, these figures help illustrate an inter-connected
world where information flows are fluid and decentralised, and cross-border data exchange is routine.
Moving data around the world or across the corridor now requires the same “click”.

This major feature of today’s environment has been emphasised by several commentators.
Information “flows more freely, knows fewer national attachments, and indeed represents one of the
significant forces behind the processes of globalisation,” according to one.? For another, information “has
become the new raw material of the world economy.”® Or, as described in the US-EU Safe Harbour
materials, “[d]ata transfers are the life blood of many organizations and the underpinnings for al of
electronic commerce. Multinational organisations routinely share among their different offices a vast array
of personal information.”*® And indeed, more and more business, government and individual activities are
migrating to the global “aways on” broadband IP-based networks. Cross-border flows of persona data
occur for any number of reasons. e-commerce, e-government, online banking, human resources
management, distance education, online gambling, community activities or health research — to name afew
aress.

Individuals routinely connect with others around the world, share profiles and preferences, blog, rate
music and buy from other individuas on online auction sites™ They make purchases and travel
arrangements with foreign businesses over the Internet. Sophisticated financial networks and messaging
services fecilitate the use of credit and debit cards throughout the world. Multinationals transfer personal
information about their customers and employee records across borders. Governments increasingly provide
for the electronic delivery of government services to both improve their internal operations and offer better
sarvices to the private sector and to citizens. Governments also exchange persona information for various
reasons, such as border control.

Organisations have updated their businesses processes, managing their operations wherever it makes
the most sense. A number of different agents may participate in the collection and transfer of data,
sometimes on behalf of the company, sometimes in the name of another party. Formerly centralised
functions like payment processing, credit verification, customer service, or technical support can be
distributed globally to take advantage of expertise across multiple locations. The outsourced processing of
credit card transactions, telephone bills, and medical records to offshore sites to take advantage of lower
costs and specialised expertise is frequent. Many businesses have established offshore customer service
centres to respond to the expectations of their customers that assistance should be available “real time.”
Responding to inquiries 24/7 may mean moving data to some place where it is normal working hours for
support personnel, in line with a“follow the sun” model.

Looking ahead, cable, telecommunication and mobile networks are converging towards the Internet
Protocal (IP) - next-generation networks (NGN) to enable voice, video and data to be carried over the same
infrastructure. The deployment of networked RFIDs and sensors may soon make communications channels
even more pervasive, fostering further exponential growth in round-the-clock data flows.*?



Changesin privacy risks

As information and communications networks grow in size, sophistication and capabilities, and alow
far greater business efficiencies and convenience for users, they also bring changes in privacy risks for
individuals and organisations. One risk is related to the growth of transborder data flows in itself. Larger
volumes of cross-border flows at higher speeds, reaching broader geographical areas, transferring apha-
numeric, voice and image data among an ever-greater multiplicity of actorsis likely to increase the number
and cost of privacy breaches borne by individuals and organisations. This change in scale could — should a
“Tipping Point”*® be reached — lead to a loss in individual user trust and a consequent change in
behaviour.* According to a poll conducted for VISA of consumersin 12 countries, the single issue causing
individuals the greatest fear is the loss or theft of personal or financia information, an issue selected from a
list that included disease, natural disaster, terrorism, protecting the environment, and loss of employment.*
Although in many cases reports of consumer fears do not seem to be accompanied by behavioural change,
one should not underestimate the risk that elevated privacy breaches could jeopardise efforts to strengthen
trust on line and hinder the continued growth of the digital economy. Already, studies suggest that
consumer interest in online banking may be dropping because of concerns about misuse of persona
information,’® and that upon learning about a security breach many consumers will eect to take their
business elsewhere."’

Beyond the scale-related risks, and more specifically, two categories of privacy risks tend to prevail,
both the result of the evolving technological landscape: i) the risks related to secondary uses of personal
data; and ii) the risks related to information security breaches. With respect to secondary usage, it has
never been easy for individuals to monitor how organisations use their data, but the ease and frequency
with which organisations process data today exacerbates the challenge. As Professor Peter Swire recently
pointed out, we are now in an environment where unprecedented quantities of personal information are
being instantly transferred between computers. If consumers cannot monitor the sale of their data
effectively, then businesses have incentives to “over-use” the persona data, for example, by selling it for
profit.® In March of 2006, an enforcement action was brought against an US-based Internet company for
selling personal information obtained from millions of individuals despite a promise of confidentiality in
the Web site’s privacy policy.™

The second area of increased risk relates to the growing number of data security breaches which are
publicly reported. In Japan, the Cabinet Office reported that the number of persona information breach
cases publicly announced by organisations in 2005 exceeded 1 500.% Certainly, public attention to these
breaches is increasing, in part because of an increase in mandatory reporting laws.** Not all data breach
incidents result in financia or related losses to individuals, but in a number of cases the harm has been
significant. One of the largest reported cases involved a US-based payment card processor, CardSystems
Solutions, which settled charges by the US Federal Trade Commission (FTC) that its failure to take
appropriate security measures to protect the sensitive information of tens of millions of consumers resulted
in millions of dollarsin fraudulent purchases.? The impacts of this breach spilled over into other countries,
and in particular to Japan where tens of thousands of payment cards were compromised by the
CardSystems breach, resulting in an estimated loss of JPY 110 million.?® The CardSystems case followed
on the heels of a breach involving consumer data broker ChoicePoint that resulted in the compromise of
personal financial records of more than 163 000 individuals and at least 800 cases of identity theft.** An
extensive catalogue of data breaches is maintained by the Privacy Rights Clearinghouse, which estimates
that some 90 million records have been compromised since the ChoicePoint incident.> However, given
that organisations do not usually find it advantageous to publicise their security breaches, the scale of the
problem may not be known.?®

Although it is likely that a number of privacy breach cases have impacts beyond the borders of the
country in which the breach is reported, the cross-border dimensions are not often noted by the authorities



or in the press. Nevertheless, other cross-border breach incidents have been reported. One example
involves a Canadian company that recently announced that it had lost a computer with the names and
social security numbers of 1.3 million American students.”” Other examples arise in the context of offshore
outsourcing. In 2005, media reports indicated that the identities of customers could be easily bought from
call centres operated for UK banks in India?® June 2006 brought reports of cross-border data breaches in
the United Kingdom involving the data of 2500 US employees® In the same month, police in India
arrested an employee of the customer service centre of a multinational financial institution for illegally
accessing customer account information from UK customers that resulted in the theft of GBP 200 000.%
Computer hackers can also cause breaches. In July 2006, a computer hacker located in Germany gained
access to the computer system of alocal government agency in the United States that contained personal
information on 4 800 public housing residents.®" Other cross-border risks include the fact that inadvertent
discl 05315|re of personal data on a public website opens the possibility of misuse in any country around the
world.

Privacy and data protection authorities do not report receiving cross-border complaints in significant
number. It is certainly the case that few individual complaints have a cross-border element, with spam
being a notable exception. Although this may suggest that there are not many privacy breaches with a
cross-border dimension, it could just as well indicate that we lack good information on this topic. It may be
illustrative to look at broader complaint trends. For example the proportion of fraud-related consumer
complaints from the joint US-CAN-AUS Consumer Sentinel database that are cross-border is steadily
increasing: 20% were cross-border in 2005, up from 16% in 2004 and 14% in 2003.%

Whether privacy complaints will follow the broader consumer fraud complaint trends is not clear.
First of al individuals may not be aware of the use of their personal data beyond national borders.
Sometimes, they may not even realise that their complaint would involve a foreign organisation. They may
not know to whom to complain with a cross-border problem. Indeed, even in a purely domestic context,
individuals may not know to whom they should complain. A recent study in Norway found that only 33%
of Norwegians know that the Data Inspectorate is the authority responsible for the protection of persona
data,® while in the United Kingdom public awareness of the role of the Information Commissioner’s
Office is only 15%.% On the whole, surveys of public attitudes suggest that a very small percentage of
individuals would complain to the relevant privacy authority.® Recent efforts to improve privacy notices
by organisations processing personal data may go some way to help inform individuas about how to
exercise their privacy rights.’

More research, information and analysis would help obtain a clearer picture of the nature of the
privacy risks brought about by the changing landscape for transborder data flows. But it is aready clear
that these risks have resulted in harm both to individuals and organisations and also threaten the climate of
trust needed in a global economy dependent on freely flowing information. It is in this context that the
OECD has embarked on new work on cross-border privacy law enforcement co-operation.



C. Thecurrent OECD initiative

The OECD Privacy Guidelines not only declare principles about the use of personal information, but
aso cal for national implementing action (Part Four) and international co-operation to facilitate
transborder flows of personal data which respect the protective principles declared in the Guidelines (Part
Five). In particular, Part Five provides that:

“Member countries should establish procedures to facilitate information exchange related to these
Guidelines, and mutual assistance in the procedural and investigative mattersinvolved.”

The OECD has built on the platform established by the Privacy Guidelines, particularly in the area of
electronic commerce. At their 1998 meeting in Ottawa, OECD Ministers declared their commitment to:

“take the necessary steps, within the framework of their respective laws and practices, to ensure
that the OECD Privacy Guidelines are effectively implemented in relation to global networks,
and in particular to . . . ensure that effective enforcement mechanisms are available both to
address non-compliance with privacy principles and policies and to ensure access to redress.”*®

The importance of effective enforcement was again emphasised in the OECD’ s 2003 report “Privacy
Online: Policy and Practical Guidance,” which called on member countries to “endeavour to establish
procedures to improve bilateral and multilateral mechanisms for cross-border co-operation between public
enforcement agencies in the procedura and investigative matters involved or called for in the
Guidelines.”*

The OECD has in recent years addressed other aspects of global electronic commerce which might
pose threats to individuals and thereby reduce trust on line. It has in particular worked to counter the
phenomenon of spam e-mail messages,”’ and taken steps to encourage and facilitate co-operation between
consumer protection authorities to prevent fraud on consumers.”* Both these initiatives reflect the need for
strengthened international law enforcement co-operation and illustrate the role which the OECD can play
in facilitating that co-operation.

Against this background, the OECD's Working Party on Information Security and Privacy (WPISP)
has undertaken this examination of the issues involved in cross-border enforcement of privacy laws. The
intent is to consider the issue from the perspective of non-OECD countries as well as from that of OECD
countries. Formal enforcement actions are usually considered as a last resort among the broad array of
mechanisms for ensuring effective compliance. For example, prior OECD work has recognised the
importance to compliance of market-based incentives, technical tools (e.g. PETS); third-party guarantees
(e.g. trust mark or seal programmes) and organisational structures (e.g. chief privacy officers).”” But law
enforcement is at times necessary, and this project is aimed at assisting with the challenges of making it
effective in the cross-border environment. This work should aso serve the broader objective of
strengthening user trust in the online environment and contributing to the development of a coherent policy
approach to addressing concerns about the use of global networks. Enhanced co-operation in the
enforcement of privacy laws may also help address current issues like identity theft, spam, and malware.

As the first step in this activity, and in order to understand the current environment for co-operation
between enforcement authorities, the WPISP devel oped a questionnaire for member countries. The support
of non-member economies was also sought in gathering responses to the questionnaire in order to provide
a more complete picture of the world-wide situation. The questionnaire aimed to elicit sufficient
information about the privacy enforcement authorities to: i) understand the legal context in which the
authorities work, ii) identify current challenges present in cross-border co-operation, and iii) point towards
promising directions for addressing those challenges. The focus of this project is efforts by governmental
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bodies to enforce public laws or regulations covering both the private and public sectors. Its scope does not
include, for example, initiatives in the Asia Pacific region related to enforcement by non-governmental
organisations or involving privacy principles other than those reflected in public laws.

The remainder of this report consists of two main sections and a conclusion. The first section of the
report provides an overview of the basic mechanisms for privacy enforcement in the domestic context.
The second section focuses on the cross-border aspects of privacy enforcement, looking at the particular
challenges encountered by authorities as well as current arrangements for addressing them. It also includes
a section examining recent OECD work on enforcement co-operation in the areas of spam and consumer
protection. The conclusion brings together the analysis with a list of topics for possible further
consideration.
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SECTION|. DOMESTIC ASPECTS OF PRIVACY LAW ENFORCEMENT

The survey questionnaire was circulated for response in February 2006. By mid-June, 21 member
countries had responded namely: Australia, Austria, Belgium, Canada, the Czech Republic, Denmark,
France, Germany, Hungary, Iceland, Italy, Japan, Korea, the Netherlands, New Zealand, Norway, Poland,
Spain, Switzerland, the United Kingdom and the United States. In addition, a welcome response from a
non-member economy — Albania — was received. A summary tabulation of the responses is attached as
Annex A. In addition, a brief introduction to privacy laws outside the OECD is included as background
information and attached as Annex B.

The questionnaire focused on the enforcement of public privacy laws by government bodies. It
defined the term ‘enforcement’ to include efforts by government authorities to i) secure legal remedies for
individuals that have been harmed; ii) carry out regulatory audits and inspections, and iii) secure
compliance by formal legal action of an administrative, civil, or criminal nature. This section of the report
attempts to describe the picture of enforcement arrangements revealed by those answers to the
guestionnaire, supplemented to some degree by additional sources. The annexed tabulation of the
responses includes two each for Korea and the Netherlands and a response limited to the private sector for
Japan. There is just one entry for Germany describing the Federa German Commissioner although
Germany provided a very comprehensive response reflecting its complex federa and local enforcement
structure which the commentsin this Report try to reflect.

As reflects the membership of OECD, the majority of countries that responded are members of the
European Union or the European Economic Area (EEA), as well as the Council of Europe. They are
consequently bound both by Convention 108 and EU Directive 95/46/EC. Accordingly there are
considerable similarities in the responses from these countries. Taken as a whole, however, the responses
also reved diversity among the various enforcement authorities, some of which is described in this report.
It is not obvious, however, that in practice this diversity creates a barrier to enforcement co-operation.

A. Basic mechanismsfor enfor cement
Authorities and their jurisdiction

The questionnaire asked countries to focus on national level enforcement authorities. Some responses
provided additional information to explain the complexity of their national arrangements, either as a
consequence of their federal structure or for other reasons such as a multiplicity of laws with a privacy
impact or different enforcement arrangements in the public and private sectors. For example, as a
consequence of the federa structure of Germany, data protection provisions governing the public and
private sectors are predominantly enforced by the independent regional authorities.

The general impression from the responses is that member countries do have national level authorities
responsible for enforcing privacy compliance, although in some countries, such as the United States, those
functions might be considered as primarily consumer protection enforcement. In the majority — as a
consequence of European Union membership— authorities have been set up under omnibus laws
implementing the European Directive, to supervise both the public and private sectors with similar powers.
This EU picture is broken, however, by Germany, one of the earliest countries to adopt data protection
laws, in whose federa structure private sector enforcement is primarily a matter for the states. Canada,
Australia and New Zealand also have systems of privacy commissioners enforcing privacy protection in
both sectors.
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Typically, an enforcement authority is a single commissioner independent of government, charged
with the duties of considering complaints from individuals and of supervising the data processing activities
of data controllers. Some countries, however, have commissions consisting of a body of commissioners,
for example, France, Belgium and the United States. Those commissions may be small or large in number
and either full or part-time. A second group to be found in Japan and Korea consists of groups of officias
in government departments charged with privacy oversight. In Germany, there are data protection
commissioners, charged with data protection oversight over public bodies, on the one hand, and
independent data protection authorities for the private sector on the other. It is consequently no surprise to
find that although the EU Directive imposes a certain degree of uniformity, the structure of the
enforcement authoritiesis quite varied.

The following table sets out a list of the national level privacy enforcement authorities for OECD
countries and sources of further information about them. It should be borne in mind that several countries,
such as Australia, Canada, Germany and the United States, have regional level enforcement authorities
which often play an important part in privacy enforcement and thislist is therefore an incompl ete picture.

Table 1. National Level Privacy Enforcement Authorities in OECD Countries

Australia Privacy Commissioner WWWw.privacy.gov.au
Austria Datenschutzkommission www.dsk.gv.at

Belgium Commission de la Vie Privée WWW.privacycommission.be
Canada Privacy Commissioner of Canada www.privcom.gc.ca

Czech Republic

Office for Personal Data Protection

WWW.UO0U.CZ

données

Denmark Datatilsynet www.datatilsynet.dk
Finland Office of the Data Protection Ombudsman www.tietosuoja. fi
Commission Nationale de I'Informatique et www.cnil.fr
France . .
des Libertés
Federal Commissioner for Data Protection www.bfdi.bund.de
Germany . —ee e
and Freedom of Information
Greece Hellenic Data Protection Authority www.dpa.gr
Hungary Adatvédelmi Biztos www.obh.hu
Iceland Persénuvernd www.personuvernd.is
Italy Garante per la protezione dei dati personali www.garanteprivacy.it
Cabinet Office www5.cao.go.jp/seikatsu/kojin/index.html
Japan —— -
Competent Ministers (for the private sector)
Ministry of Information and Communication WWW.mic.go.kr
Korea - - -
Korea Information Security Agency www.Kisa.or.kr
Commission nationale pour la protection des | www.cnpd.lu
Luxembourg

Netherlands

College Bescherming Persoonsgegevens

www.cbpweb.nl

OPTA - Independent Post and
Telecommunication Authority

www.opta.nl

New Zealand

Privacy Commissioner

WWW.privacy.org.nz

Norway Datatilsynet www.datatilsynet.no/
Inspecteur Général pour la protection des www.giodo.gov.pl
Poland .
données personnelles
Portugal Comisséo Nacional de Protec¢do de Dados www.cnpd.pt
Slovak Republic Office for Personal Data Protection www.dataprotection.gov.sk
Spain Spanish Data Protection Authority www.agpd.es
Sweden Datainspektionen www.datainspektionen.se
Switzerland Préposé fédéral a la protection des données | www.edsb.ch

United Kingdom

Information Commissioner

WWW.ic0.gov.uk

United States

Federal Trade Commission

www.ftc.gov

Department of Heath and Human Services

www.hhs.gov

Federal banking agencies

www.ffiec.gov

Department of Justice

www.usdoj.gov
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Distinctive features may be noted in the systems in the United States, Japan and Korea. In the United
States, privacy protection in the private sector is partly treated as an aspect of consumer protection
enforced by the Federa Trade Commission under long-standing powers which prohibit unfair and
deceptive acts or practices in commerce. A parallel roleis played by the Department of Justice for crimina
proceedings. But in the common law legidative tradition, the United States also has specific sectoral and
subject-matter legislation, for example in the financial services and health sectors, which provides for
enforcement of privacy by other federal bodies aswell. Thereis also privacy enforcement at a state level.

Japan and Korea reported on both the public and private sectors. In the public sector, privacy
protection is enforced by government departments. In Korea, the Ministry of Government Administration
and Home Affairs has general oversight of privacy protection in administrative bodies. In Japan, legislation
applies privacy protection to the different types of administrative bodies and requires them to ensure
compliance with privacy rules. Enforcement is through the legal system. Both countries have legidation
applying to the private sector. In Japan, the Cabinet Office has genera policy oversight of privacy
protection, but complaints are dealt with by the National Consumer Affairs Center of Japan and other
bodies. Relevant ministers can issue enforcement orders within the industry sectors over which they have
oversight. In Korea, the principal enforcement authorities are the Ministry of Information and
Communications which has a wide jurisdiction to protect privacy in electronic communications and KI1SA
whose remit is not given by omnibus legislation, but is nevertheless extensive in that it also applies to
personal datain electronic communications.

Complaints and complaint handling

Resolving the problems of individuals has always been seen as an important element of the work of
data protection and privacy authorities. In some areas of regulation, the resolution of complaints is
typically undertaken by ombudsmen or other services, whereas the enforcement authorities treat individual
complainants more as informants providing evidence that could be used to support an enforcement action.
In the European context, the EU Directive suggests but does not require that both functions will be carried
out together. Another approach is adopted in Korea, which has established a Personal Information Dispute
Mediation Committee within KISA to help resolve privacy disputes.

The survey enquired about the power of authorities to receive complaints from individuals about
breaches of their privacy with the object of solving the problem for the individual. Each of the countries
responding had at least one authority with the jurisdiction to consider privacy complaints. Germany
provided information on more than 20 independent federal and state authorities. Most countries do not
restrict the right to make complaintsto citizens or residents. However, in Albaniaand Switzerland there are
rules providing that a complainant has to be a citizen or legal resident of that country. In New Zealand, the
authority cannot enforce a subject access request from aforeign national from abroad.

All authorities can receive complaints by conventional mail, and almost all by telephone and on-line.
In Italy the law expresdy provides that certain types of complaint must be made in writing, although
‘informal” complaints, through which an individual acts in the role of informant, can be made by telephone
and e-mail. Other exceptions include Australia, Belgium, Poland, Spain and the United Kingdom who do
not accept complaints by telephone. That attitude to telephone complaints is reflected in severa other
responses. Even where such complaints are permitted, they are often discouraged as in the case of Austria
or require written confirmation as in France. These variations in response are probably to be accounted for
by the state of individua system development in different countries, the weight placed on demonstrating
that a complaint is genuine, and the varying definitions of complaint.

A small mgjority of authorities reported having an obligation to investigate a complaint. The precise
contours of what is entailed by this obligation may, however, vary. Canada s Federal Commissioner is
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under a duty to investigate, but may decline to issue a report on various grounds such as the availability of
alternative remedies or the frivolous or vexatious nature of the complaint. Similarly, the Australian and
New Zealand commissioners have a restricted discretion to discontinue or decline investigation. Belgium
made the digtinction between the duty of its authority to process a complaint, but not necessarily to conduct
any enquiry.

Eighteen responses provided statistical information about complaints or referred to information
published in reports of their authorities. Because of differences in categorisation practices, it is difficult to
draw any internationally comparative conclusions. However, some observations can be made. Canada and
Italy seem to be typical in that the financial sector features prominently in complaints about private sector
organisations. More than a quarter of complaints in France, however, are about telecommunications or
broadcasting. Telecommunications and the financial sector aso predominate in Australia, Iceland, Poland
and Spain. New Zealand and Hungary reported that complaints against the government are more common
than against private sector organisations. The US FTC collects and analyses complaints on identity theft. In
2005, credit card fraud (26%) was the most common form of reported identity theft followed by phone or
utilities fraud (18%), bank fraud (17%), and employment fraud (12%).

I nvestigations, audits and inspections

The survey also regquested information about powers and activities more in the nature of regulatory
supervision rather than complaint resolution. These may include studies or audits to generally examine
compliance within a particular organisation or perhaps a business sector; as well as investigations of
possible privacy breaches with a view to the imposition of appropriate sanctions. The powers of authorities
in this area are quite varied. For example, the United Kingdom Commissioner can carry out audits only
with the consent of the data controller, subject to a few exceptions; whereas many other authorities have
power to conduct compulsory audits. On the other hand, the UK Commissioner is unusual in his power in
certain criminal investigations to enter premises without notice if necessary under judicial warrant. In
general, thisis an area where the broader legal culture of a country is likely to impact the manner in which
these powers are distributed to the enforcement authorities.

The guestionnaire enquired about the power of authorities to initiate investigations on their own
initiative and to carry out audits and inspections. Only KISA reported that it did not have the power to
investigate on its own initiative, but the Korean Ministry of Information and Communication (MIC) can do
so. Accordingly, the general picture is that typically authorities combine the roles of complaint handling
and regulator or enforcer. The survey does not enable us to reach conclusions about how authorities
manage the sometimes difficult task of balancing these roles and the priority they each place on responding
to individuals as opposed to securing regulatory compliance. Thisdual role has troubled some authorities.”

The powers available to many authorities when conducting investigations seem to be extensive. Most
authorities can require a data controller to provide information and documents. Most authorities have
similar powers in relation to third parties, but this is a smaller group than in the former case and excludes
Japan, Korea, the United Kingdom and typically the German states. Again, most, but not al, authorities
can enter premises without consent. Thisis a power which often requiresjudicial warrant, asis the case for
Australia, France, Italy, the United Kingdom and the United States. It was also reported that the large
majority of authorities could require the temporary or permanent cessation of processing, but the extent of
the legal formalities required is not clear in those cases.

The point regarding the conduct of investigations concerns the ability of authorities to carry out on-
site audits or inspections. This is a typical power of the enforcement authorities, but it is not universaly
available —the US FTC, KISA and the competent Japanese ministers do not have such powers. Where they
do exist, the powers fall into two groups: the first group hedges the use of the powers with protections and
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limitations. For example, the United Kingdom unusually requires the consent of the data controller, while
authorities in Albania, Belgium, Canada, Hungary, Italy, and the Korean MIC are required to have
reasonable grounds for believing that there has been non-compliance with the law. But these protections
are not universal. A second group of authorities from the Czech Republic, France, Germany, Iceland, the
Netherlands, and Poland appear to have little formal constraint on their powers. A number of respondents
remarked that although it was not a formal requirement it was the usual practice to inform the data
controller in advance of an audit unless there was some compelling reason not to.

Sanctions, remedies and outcomes™

The survey also asked about the sanctions which can be imposed by the enforcement authorities or
sought by them through legal process. So far as remedies for individuals are concerned, only four
respondents reported the power to help someone take their own legal proceedings,; and still fewer, three,
reported the power to undertake binding arbitration. In 11 cases, however, the survey responses indicated
that mediation could be undertaken, and one German state authority pointed out that, in its view, voluntary
measures such as mediation could always be undertaken.

Nineteen respondents reported the power to make a determination that the law has been violated, but
in only ten cases does that decision have legal effect of itself. On the other hand, 15 authorities can issue
warnings or reprimands, and al but 2, are entitled to publicise violations. All German authorities are able
to publicise violations or give warnings or reprimands.

Only six authorities can negotiate fines or other settlements. The US FTC does so as part of the
consent order process. The Canadian Federa Commissioner may attempt to resolve complaints through
mediation and conciliation which could include a settlement. The Australian Commissioner sees negotiated
settlements as the best way of resolving complaints. The Czech Republic, the Netherlands and Korean MIC
are also part of this small group. France, however, noted that a regulatory authority that can impose a
decision has no need to negotiate settlements — a response that may apply to other authorities with strong
enforcement powers.

A magjority — that isto say 16 of the 24 national authorities analysed - can issue legally enforceable
orders. In Japan and Korea this action is taken by a minister rather than the complaint authority. German
authorities can issue legally enforceable orders only with respect to the private sector.

Only three countries — Australia, Norway, and the United States — have authorities that can order
compensation for individuals. Ten authorities can seek injunctions in the courts and in 16 can seek
financial or other penalties. Seven authorities report that they can institute criminal proceedings. However,
it would appear that others can submit aformal request to a public prosecutor to initiate proceedings. The
United Kingdom Commissioner is a hybrid in that he can conduct his own prosecutions in the criminal
courts of England, Wales and Northern Ireland, whereas in Scotland, he reports matters to the public
prosecutor —which isthe more general pattern in the OECD.

The second part of the survey on sanctions concerned the remedies available through the judicial
process. The survey asked about order-making powers, compensation for individuas, civil penalties,
crimina fines and imprisonment following conviction. All respondents provide some form of remedy
through their courts or specia tribunals. Sometimes the judicial remedies balance a limited range of
sanctions which can be imposed by the authority. So, for example, KISA has rather limited powers, but a
wide range of sanctions is available through the Korean courts including compensation for individuas and
fines and imprisonment on criminal conviction. Sixteen of the 24 responses reported that their courts could
impose civil penalties. Usually thisisin addition to criminal penalties. The picture in Germany at the state
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level isthat in almost al cases the full range of sanctions is available through the courts, but at a federa
level only injunctive orders can be sought.

The sanctions available in the case of non-compliance vary considerably. In the Czech Republic and
Iceland, the authority can impose daily fines and in Denmark, the violator is referred to the police. Where
the breach is of an order of the courts the typical response is that the usual mechanisms relating to the
enforcement of judicial orders apply. Belgium and France responded that the normal methods of enforcing
a court judgment would apply and that also applies to court decisions in New Zealand and Poland. Spain
can use the tax system to recover unpaid penalties and Albania mentioned making a report to parliament as
a further sanction. Austrdia, Canada and the United States specifically mention the use of contempt
proceedings.

B. National privacy laws

Although the focus of this project is the ability of authorities charged with enforcing privacy laws to
operate in a cross-border environment, the questionnaire did ask for basic information about the privacy
laws enforced by these authorities. The survey asked whether laws were generaly applicable or of a
sectoral nature and whether they addressed the following sets of privacy principles:

»  Openness/transparency.
» Dataquality.

* Coallection and use.

e Security safeguards.

e Subject access.

»  Transborder dataflows.

The EEA countries have laws of genera application, with some exceptions. That is to say that,
although the EU Directive does not apply to justice and home affairs and other matters outside the scope of
community competence, EEA member states often cover in a single law both those sectors within the
Directive and those outside. In any case, EU members are under other obligations to have legidation in
place to provide data protection for justice and home &ffairs to the standard of Convention 108.” The
Netherlands reported information about the laws enforced both by its general data protection authority and
its telecommunications regulator. For the private sector, Germany has uniform substantive law at the
federal level. The Federal Government and the states have their own provisionsin place for the processing
of persona data in the public administration. Similarly, Canada through its body of federal and provincia
legislation has a set of laws of general application for the public and private sectors. On the other hand,
although Australia has a fairly comprehensive scheme of legislation at the federal level, it is embodied in
different sets of principles for the public and private sectors and the specific issues of credit reporting, tax
file numbers and spent convictions. Japan and Korea deal differently with the public and private sectors
and the focus of the survey analysis has been on their private sector legislation. The US FTC is primarily a
consumer protection agency and privacy protection is part of itslarger consumer protection mission.

Taken as a whole the laws in EU/EEA countries address al six sets of principles. The collection of
sectoral laws enforced by the FTC is too complex to express through this framework. Japan and New
Zealand seek to cover all matters except transborder data flows; Korea deals with all six matters. In Canada
the federal Privacy Act, which applies to the public sector, does not address security or transborder data
flow provisions.
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Even where national laws set out to apply the same principles, differences of interpretation and
emphasis to take account of historical, cultura and legal differences can hinder co-operation between
authorities. A focus on the underlying facts of the complaints, however, may help overcome tensions
between different legal categories.
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SECTION II. CROSS-BORDER ASPECTS OF PRIVACY LAW ENFORCEMENT

The second part of the Questionnaire enquired about the “cross-border” aspects of enforcement, a
term used in a broad sense to include cases in which “the data subject is located in a different country from
the data controller, the data itself has passed to a third country, or ssmply where important evidence is
located in a third country.” OECD work on law enforcement in other areas (consumer protection, spam)
has identified considerable challenges to be overcome to operate effectively in a cross-border context. The
Questionnaire results suggest that the situation is similar for privacy, although there may be less practica
enforcement experience upon which to judge.

The continued growth in the use of the Internet and changing nature of transborder data flows suggest
that the need to address the cross-border challenges faced by enforcement authorities is only going to
increase. Even now, the European Commission has identified transborder data flows as an area where the
lack of enforcement action appears to be creating a gap between law and practice.® A similar sentiment is
expressed by a practitioner who has observed that the global nature of the Internet means that “in many
cases there is a gap between applicable data protection requirements and the possibility of the authorities to
enforce those requirements.”*” This section of the report describes a number of cross-border enforcement
activities, along with the legal and practical challenges that operating in a cross-border environment raises
for enforcement authorities.

A. Examples of cross-border enforcement activity
Cross-border cases

While hardly commonplace, there have been a number of examples of cross-border enforcement
activity. There were two separate cases in the United Kingdom where alleged criminal breaches of the
prohibition on the deceitful obtaining of persona data required cross-border assistance. One case required
advice from an expert in the law of a middle-eastern country and also the carrying out of investigations in
France. In the second case the conduct of investigations in Norway was required for which the formal
assistance of the Norwegian data protection authority was requested under both Convention 108 and the
EEA Agreement which applies the EU Directive to Norway. Korea reported that in February 2006,
250 000 Koreans had their names and resident registration numbers stolen in a popular online computer
game by hackers based in China. To date no financial damages has been suffered by the victims, but there
remains a risk of harm because the registration number can be used to acquire other private data, and
authorities in Korea have had difficulty establishing co-operation with the appropriate Chinese authorities.
Naturaly, rules on transborder data flows have aso generated some cases. For example, in 2005 Iceland
reported on a case in which the Data Protection Authority concluded that the sending of blood samples to
the United States amounted to the overseas transfer of personal data and therefore required that the
transborder dataflow rules be applied.

Other examples of cross-border cases can be drawn from the Canada-US experiences. The Office of
the Privacy Commissioner of Canada has launched an investigation as a result of a Canadian magazine
obtaining the telephone records of the Privacy Commissioner and another staff member from a US-based
data broker. The data broker obtained the records from at least two different Canadian telecommunications
companies. Other examples include a case involving a US-based website (Abika.com) that provided
psychological profiles and criminal records searches on Canadian individuas without their consent. The
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Privacy Commissioner of Canada determined that she could not proceed with the complaint on the basis
that there was not sufficient jurisdiction to investigate. The US FTC has brought an enforcement action
against the operators of the same website aleging a privacy invasion in violation of US law.”® Other
US-Canadian examples include complaints related to the transfer of credit card information to the United
States for third-party processing.

While the small sampling of cases identified above may not be representative, it provides some
indication of the situations being encountered by authorities. A wider enquiry might uncover other cross-
border cases — perhaps small in number — but important and challenging. Conducting research in this area
is made difficult by the fact that in many countries privacy cases only rarely go before the courts and there
are often no accessible reports of privacy dispute outcomes unless created by the enforcement authorities
themselves. Identifying cases with a cross-border element is even more difficult, as this factor is not often
mentioned in a short report or relevant news story.

Audits or inspectionswith a cross-border dimension

There is a growing trend to co-operate at an internationa level in regulatory investigations. The
European advisory body for data protection, known as the “Article 29 Working Party,”* set out criteriafor
selecting enforcement targets and agreed that in 2005 and 2006 it would undertake synchronised national
investigations. That declaration has been followed by the identification of the private health insurance
sector for thisfirst round of activity and the development of a questionnaire for eliciting information from
companies in the sector. The Article 29 Working Party has also conducted joint audits of the arrangements
surrounding the exchange of Passenger Name Records (PNR) data between European airlines and
customers and border authorities in Australia, Canada,™ and the United States.

Ancther cross-border example involved consideration of the privacy implications of the Microsoft
“Passport” web services, over which a number of European authorities were faced with similar complaints.
A joint analysis was organised through the Article 29 Working Party.* It is a particularly noteworthy
example because the US FTC was aso faced with complaints, examined related issues, and settled an
enforcement action with Microsoft.>* Within the limits of their powers both the FTC and the European
authorities tried to keep each other informed of their progress, their decisions and their reasoning.

B. Legal and practical challengesto effective cross-border enfor cement
Foreign data controllers or data subjects

The Questionnaire sought information about whether an authority could take action against foreign
data controllers or to protect foreign data subjects. Fourteen respondents said that their authorities could
take action against foreign data controllers. Denmark, France, Italy, Norway, Poland, Spain and the United
Kingdom clearly referred to the provisions of their national laws reflecting the European Union Directive
which require them to apply their jurisdiction to data controllers established on their territory or using
equipment on their territory for processing personal data otherwise than for the purpose of transit. Thisisa
requirement which would apply to all EU member states and the additional EEA members. Australia,
Japan and Switzerland reported that they cannot act against a foreign data controller; New Zealand
reported that its authority in this situation is unclear; and Canada and the US FTC can act provided that the
data controller has a sufficient connection with their country. Further information may be needed to
determine whether the limitations relate to legal jurisdiction or to the practica ability to act against a data
controller based abroad. On the other hand, everyone except the Korean authorities can act againgt a
domestic data controller to protect aforeign data subject.
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Notification and information sharing

The survey enquired whether authorities could notify authorities abroad of investigations which might
concern them and whether they could share information with those authorities. Eighteen responses
reported that their authorities could both notify foreign authorities and share information with them.
Fourteen of the 18 are authorities from EEA countries and a number of them pointed out that Convention
108 and the EU Directive require them to co-operate with other authorities and in particular to share
information with them.

Outside Europe, Canada reports that it does not, except in prescribed circumstances, have authority to
inform foreign authorities or share information. The US FTC can notify others and share information, but it
has been sufficiently concerned about the restrictions on its powers in this respect that it has sought
additional powers through legidlative changes. New Zealand is doubtful whether it can share information.
In Japan, the law covering the private sector does not provide for notification, information sharing, and
investigative assistance. In Korea, KISA cannot notify foreign authorities, but can in some circumstances
provide information about cases where the privacy of a domestic data subject has been violated by a
foreign data controller.

Broadly it would seem that although many authorities do have the power to share information, those
powers are specially regulated and restricted and they seem to work most comfortably between members of
groups such as parties to Convention 108. The powers to share information outside any formal grouping
are uncertain and that uncertainty is a concern to enforcement authorities. Overcoming information sharing
restrictions would in some cases require a review of relevant legidation or regulation, but is critical to
effective international co-operation.

Other challenges

Sixteen of the 24 tabulated responses clearly said that the lack of powers was an obstacle and 15 said
that the restrictions on information sharing were a specific obstacle. Sixteen authorities cited the
incompatibility of legal regimes; 11 noted inadequate resources; but only 3 thought that language was an
obstacle.

In the area of privacy enforcement as in other areas of cross-border legal co-operation, it should be
noted that where formal orders have been issued or sanctions imposed, there arises the issue of
cross-border judgment recognition and enforcement.> This is a problem in relation to the enforcement of
court orders whether on behalf of an individua or an authority, and perhaps an even greater problem for
sanctions imposed as a matter of administrative process.

Other issues include the difficulty of identifying a contact point and differing enforcement priorities.
With respect to the contact point issue, virtually every country indicated that it had or could set up asingle
point of contact.”® Only one-half of the responses reported that authorities have formal enforcement
priorities. In one case, those priorities were described by reference to the sectors chosen as targets for
regulatory action. Where an authority has enforcement priorities they would seem typically to be described
in genera terms. From the limited information available, recidivist behaviour, the seriousness of the harm
and the number of individuals affected seem to be common criteria. France is unusua in giving priority to
cases of current policy concern such as biometrics and video surveillance

C. Existing arrangementsfor cross-border cooperation in privacy law enforcement
It is clear from the activities and reports of privacy and data protection authorities that they attach

considerable importance to international and regional co-operation arrangements. It is also clear from the
survey results that authorities do have concerns about their legal ability to take part in these joint activities.
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Where alega framework exists permitting or requiring co-operation as in Europe, those arrangements are
used in a small number of individua cases and to facilitate wider joint regulatory action. Given the
overlapping membership among OECD, EU, Council of Europe, and APEC, continued information
exchange and co-ordination of ongoing work will certainly be beneficial.

I nternational Instrumentsfor Privacy Co-operation
Council of Europe

The importance of co-operation on enforcement has been recognised by the other internationa
ingtitutions that have developed data protection instruments. The Council of Europe worked in paralel
with OECD during the late 1970s and in January 1981 opened for signature its Convention 108 on the
protection of persona data.®® The model chosen by the Council of Europe was the adoption of a standard
set of principles. There are also specia rules on transborder data flows (TBDF) and mutual assistance
mechanisms. The ‘common core’ principles were drawn from the earlier resolutions of the Committee of
Ministers and member state legidation. Those principles were the now familiar rules on quality of data
(e.g. fair and lawful obtaining and processing), sensitive data, security, and rights for individuals and they
closely mirrored the principles in the OECD Guidelines. Limited rights to derogate were modelled on
Article 8 of the European Convention on Human Rights,>’ and provisions were included restricting the
right of parties to prohibit or restrict transborder data flows on the grounds of data protection. The
Convention provides that non-members of the Council of Europe can accede to it. The Convention proved
to be the principal international driving force for data protection in Europe throughout the 1980s and early
90s. A subsequent protocol has modified the Convention to align its provisions on TBDF and supervisory
authorities with those of the European Union Directive.

Chapter IV of Convention 108 includes extensive provisions on Mutual Assistance and for ease of
reference they are set out in Annex D. Article 13 contains the general duty to render mutual assistance
including the requirement to nominate at |east one authority for these co-operative purposes. It need not be
a specia data protection authority. The primary duty is to provide information. Article 14 requires the
provision of assistance to foreign data subjects. Article 15 imposes restrictions on the use to be made of
information obtained in the course of rendering assistance and Article 16 provides an exhaustive set of
grounds on which assistance can be refused. Article 17 makes provision for the costs and procedures of
rendering assistance. In addition, Chapter V of the Convention sets us a Consultative Committee (the
T-PD) that acts as a forum for exchanges on privacy challenges and developments. Although not well
recorded in public documents, the experience of regulatorsis that these provisions have been used, perhaps
not extensively and frequently, but regularly over the years.

This chapter of the Convention was the basis for co-operation between many European States until the
adoption of Directive 95/46/EC by the European Union. It still provides for co-operation in areas outside
the scope of the Directive, such as policing, and in cases where one country is outside the European
Economic Area (EEA), but has ratified the Convention.

European Union

Perhaps the most rigorous requirements to co-operate are to be found in the European Union Directive
adopted in October 1995 (Directive 95/46/EC).® The Directive required the establishment of national
supervisory authorities, imposed on them duties to co-operate, and created a co-operation mechanism.
Those provisions have come to dominate the co-operation arrangements within Europe. Article 28 of the
EU Directive expressly requires the establishment of nationa supervisory authorities. Those authorities are
to be given investigative powers, ‘effective powers of intervention,” and ‘the power to engage in legd
proceedings.’” The authorities have the power to consider complaints and carry out checks on personal data
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processing. Of particular interest in the current context, are the parts providing that authorities can be asked
to exercise their powers by authorities in other EEA states, and the requirement that authorities shall co-
operate with one another. Article 29 of the EU Directive goes on to set up a Working Party whose
membership is largely drawn from the supervisory authorities of Member States established pursuant to
Article 28. The role of the Working Party is largely to advise the European Commission, but it has become
a principal means of establishing both common views between European data protection authorities and
more recently joint enforcement operations.

Although these CoE and EU instruments are an important basis for co-operation within Europe and
are referred to by respondents to the questionnaire, it is unclear about the extent to which information
could be shared outside those groupings. It is possible that such sharing is not permissible at al or only to
assist the investigation of one's own case. This is especidly likely within the EEA because the data
protection supervisory authorities in those countries are subject to a duty of “professiona secrecy”
imposed by article 28.7 of the EU Directive. The provisions of Directive 95/46/EC related to enforcement
co-operation are reproduced in Annex C.

In 2002 the European Commission convened a conference to consider its First Report on the
transposition of the European Directive.®® As a consequence of that review an action plan was adopted by
the Commission which included the encouragement of more systematic enforcement of the Directive
across the EU. In November 2004, the Article 29 Working Party declared that “enforcement is an
important instrument in the compliance ‘toolbox,’” as well as its intention to take a more pro-active stance
towards enforcement of data protection legislation within the European Union.*

Asia Pacific Economic Co-operation

In November 2004, Ministers of the Asia-Pacific Economic Co-operation endorsed the APEC Privacy
Framework, developed by its Electronic Commerce Steering Group:

“Consistent with the Organization for Economic Cooperation and Development's 1980 Privacy
Guidelines, the Framework's privacy principles and implementation guidance are focused on the
achievement of four main goals:

— Todevelop appropriate privacy protections for personal information.
— To prevent the creation of unnecessary barriers to information flows.

— To enable multinational businesses to implement uniform approaches to the collection, use,
and processing of data; and

— To facilitate both domestic and international efforts to promote and enforce information
privacy protections.” **

One of the four objectives includes the facilitation of international efforts to enforce information
privacy protections. The Guidance for Domestic Implementation of the APEC Principles provides that “A
Member Economy's system of privacy protections should include an appropriate array of remedies for
privacy protection violations.”® The document also annexes a future work agenda that includes the
following:

“Member Economies should cooperate in relation to making remedies available against privacy
infringements where there is a cross-border dimension. In order to contribute to this goal,
Member Economies will endeavor to develop cooperative arrangements between privacy
investigation and enforcement agencies of Member Economies’
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To further this future agenda APEC’s privacy sub-group is working to the develop cross-border privacy
rules along with information and co-operation among privacy regulators in the area of investigation and
enforcement.

Other privacy co-operative arrangements

Other co-operative arrangements include the US-EU Safe Harbor Agreement,®® a 2005 MOU between
the Spanish Data Protection Authority and the US Federal Trade Commission (on spam),** a 2006 MOU
between the privacy commissioners of Australia and New Zealand,” the APEC Privacy Sub-Group, and
the Eurojust, Schengen, Europol and Customs Information System arrangements for European co-
operation in areas of law enforcement.

There are a number of less formal, but important co-operation arrangements (without primarily an
enforcement focus). The International Conference of Data Protection and Privacy Commissioners meets
annually to discuss a broad range of privacy issues. The International Working Group on Data Protection
in Telecommunications (sometimes known as the Berlin Group) typically meets twice a year on a variety
of topics. Australia; Korea; New Zealand; and Hong Kong, China meet biannually under the auspices of
the Asia Pacific Privacy Authorities Forum (formerly PANZA+). In 2003, the Spanish Data Protection
Authority founded the Iberoamerican Data Protection Network (IDPN) as an advisory forum for national
data protection efforts in Latin America.® Other examples include the EU Case handling Workshop which
meets twice a year and the arrangement for seeking assistance from other authorities and exchanging
information through the European Commission’s CIRCA website. Other co-operative arrangements exist
in the form of regional group meetings to discuss not only general policy, but aso specific cases: examples
would be the annua spring conference of European Data Protection Authorities, the six-monthly British
Isles meetings, meetings of Francophone countries, and the meetings of the Scandinavian authorities.

D. OECD Co-gperation Instrumentsin other Areas

Thereis much that can be learned from work on law enforcement co-operation in other areas, whether
civil, administrative or criminal.”” The OECD has aready been active in promoting cross-border law
enforcement co-operation in two areas that are relevant for the work on privacy co-operation: consumer
protection and spam.® In both areas the OECD has devel oped co-operation instruments that aim to address
common cross-border enforcement challenges, including:

* Restrictions on the scope of enforcement authority.
e Limitations on information gathering and sharing.

» Thelimited enforceability of outcomes across borders; and

«  Varied enforcement priorities among enforcement agencies.*

Both instruments articulate key policy principles, but leave the implementation responsibilities to
member countries and their respective enforcement authorities. They contemplate that existing networks
and bilateral arrangements for co-operation will continue to assist in cross-border cases.

Cross-border Fraud Guidelines

In 2003 the OECD governments agreed on new Guidelines for Protecting Consumers from
Fraudulent and Deceptive Commercial Practices Across Borders (“Cross-border Fraud Guidelines’).”
The Guidelines recognise that improved internationa co-operation begins with effective domestic systems
that equip enforcement bodies with the appropriate authority and tools to investigate, obtain evidence,
share evidence, and stop wrongful conduct.
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The Cross-border Fraud Guidelines articulate principles for international co-operation, with specific
attention to notification, information sharing, investigative assistance, confidentiality, and the jurisdiction
of enforcement authorities. Member countries are called upon to establish a single point of contact to
facilitate international co-operation. The Guidelines also highlight the important contribution that can be
made by the private sector to successful cross-border enforcement. Finally, the Guidelines call for further
study on some of the more challenging aspects of cross-border enforcement, including redress, the freezing
of assets, and the mutual enforcement and recognition of judgments.

For some countries, implementation of the Cross-border Fraud Guidelines has required legidative
change - indeed in some countries new authorities have been created.” For other countries, implementation
efforts to date have been more at the operational level. For nearly al countries, the process of updating
their enforcement authorities to address the realities of a global marketplace will be an ongoing process.

Spam Enforcement Recommendation

Building on the Cross-border Fraud Guidelines, the OECD council adopted a Recommendation on
Cross-border Co-operation in the Enforcement of Laws against Spam (“Spam Recommendation”) on
7 April 2006.” The problem of anti-spam law enforcement raises a similar need for global co-operation to
overcome a number of challenges to information gathering and sharing, for identifying enforcement
priorities and for developing effective international enforcement frameworks.

While the goal is enhanced co-operation, the Recommendation also makes clear that ultimately the
decision on whether to provide assistance in any particular case rests with the enforcement authority
receiving the request. Before making a request for assistance under the Recommendation, enforcement
authorities are encouraged to conduct preliminary investigative work, attempt to prioritise the request, and
utilise existing common resources.

The Spam Recommendation has particular relevance for privacy law enforcement co-operation,

because many OECD countries have given responsibility for spam enforcement to their privacy
enforcement authorities, who are therefore covered within its scope.
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CONCLUSION

As was pointed out by one privacy enforcement official aa an APEC Symposium in 2004,
enforcement co-operation “seems ingtinctively to be a‘good thing.”””® We now have additional evidenceto
support the need for effective co-operation. As information and communications networks have grown in
size and capabilities, the business and operational efficiencies they bring have been accompanied by
increased privacy risks. Mitigating these risks while at the same time ensuring the trust needed in a globa
economy dependent on the free flow of information requires strong cross-border privacy law enforcement
co-operation. The need for improved enforcement co-operation — initially recognised in the 1980 Privacy
Guidelines — has now become a priority within and outside the OECD.

The OECD’s Working Party on Information Security and Privacy plans continued work on topics
addressed in this report, with the objective of furthering the ability of authorities to work together in cross-
border cases. The findings in this report suggest a number of possible topics for further study and
consideration, including:

» Examination of approachesto handling and classifying cross-border complaints.

*  Work towards identifying common priorities for enforcement co-operation.

* Ways to improve co-operation between authorities with respect to notifications, information
sharing, and investigative assistance.

» Consideration of the adequacy of sanctions and remedies available to privacy enforcement
authorities in the context of cross-border cases.

»  Work towards improving the prospects of international judgment recognition and enforcement of
orders for monetary redress for individuals who suffer privacy breaches.™

» Examination of informal methods of international co-operation — often through regional networks —
that allow for information exchange on current issues and best practices.

» Consideration of the need for practica tools, like contact lists, forms to request assistance from
another authority, cross-border complaint forms, common approaches to reporting case results, etc.

*  Work towards establishing a more complete and robust set of indicators about the dimensions of
cross-border privacy problems.

Virtually every OECD country has established law enforcement authorities charged with enforcing
privacy laws. Increased attention to the issues described above can help ensure that these authorities can
successfully meet their responsibilities when cross-border challenges arise.
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ANNEX B: PRIVACY LAWSAND ENFORCEMENT AUTHORITIESOUTSIDE THE OECD

What follows below is a short overview of the situation outside OECD.' While the variety in
approaches to privacy within the OECD is significant, it is even greater in non-member economies. There
are a number of economies outside the OECD that have a privacy law and enforcement authority. A
number of others jurisdictions are currently in the process of developing or approving legidation. For
example proposed legidation in South Africa would establish a data privacy of general application and
create a new body to enforce the law, while India is considering amending its Information Technology Act
to require improved data security.

Europe

Among the European countries that are not part of the OECD, a significant number have privacy
laws, including: Albania,” Bosnia and Herzegovina® Bulgaria,” Croatia,> Cyprus,® Estonia,’ Gibraltar®,
Latvia® Liechtenstein,’® Lithuania™ Malta,> Monaco,”® Romania,'* Serbia,™ and Slovenia'® Here the
influence of the European Union and the Council of Europe has been substantial.

Asia Pacific

Non-members in the Asia-Pacific region with privacy laws include Hong Kong, China; Chinese
Taipei; and Thailand.™” The power of the Hong Kong, China authority® to investigate overseas breaches by
local companies is uncertain. It would appear that their law would not allow them to share information
with a body in another jurisdiction. On the other hand, the law in Chinese Taipei has limited coverage but
allows the various sectoral enforcement bodies to restrict export of datain certain circumstances. Thailand
has a law that includes principles and mechanisms to protect privacy of people related to personal
information controlled or kept within state agencies or state enterprises. It is enforced by the Office of the
Information Commissioner.™

Other countries in the region have privacy provisions inserted in other laws (for example, cybercrime
laws) with limited means of enforcement. These include China, Indonesia, Philippines and Vietham. A
number of these countries are moving towards having more comprehensive privacy law.

Latin America

In Latin America, privacy rights have developed from the concept of “habeas data,” which permits
individuals to know what information is archived about them by the government, and in some cases the
private sectior.®Argentina established a comprehensive data protection law with an independent
enforcement authority.?* Chile's constitution recognises a general right to privacy and it has comprehensive
legidlation - the Law for the Protection of Private Life- which regulates the processing of personal datain
the public and private sectors, including human resources data. There is no independent data protection
authority, with enforcement by means of individuals bringing private actions in the courts. Paraguay
established a data protection law in 2000.%

Other Regions

Israel has a Data Protection Inspector and Registrar of Data Bases. Burkina Faso aso has genera
data protection law.

35



10

11

12

13

14

15

16

17

18

ANNEX B: NOTES

Member states of the Council of Europe and APEC economies were invited to participate in the work,
including by completing the Questionnaire. Only one reply was received, that of Albania which has been
incorporated into the broader analysis.

The characteristics of the Albanian system have been incorporated in the body of this report, based on its
response to the Questionnaire. An informa translation of the Albanian law is available here:
http://www.coe.int/t/e/legal_affairs/legal _co%2Doperation/data_protection/documents/national_laws/Alba
ni aProtectionPersonal Data.asp#TopOfPage

Seeg,
http://www.coe.int/t/e/legal _affairs/legal co%2Doperation/data_protection/documents/national laws/Bosn
ia& Herz.Data%20Protecti on%20eng%20recei ved%20080402.asp# T opOf Page

See, http://www.ceecprivacy.org/main.php?s=2& k=bulgaria

See,
http://www.coe.int/t/e/legal _affairs/legal co%2Doperation/data protection/documents/national laws/NAT
IONAILAWS-EN.asp#T opOfPage

For an unofficial translation, see
http://www.coe.int/t/e/legal _affairs/legal co%2Doperation/data_protection/documents/national _laws/Cypr
us%20-%20D P%20L aw.asp#T opOf Page .

See, http://www.dp.gov.ee/index.php?id=14

Thelaw is available at: http://www.gra.gi/legi DATA%20PROTECTION%200RDINANCE.pdf

See, http://www.dvi.gov.lv

See, http://www.sds.|lv.li

See, http://www.ada.lt/

The website of the Data Protection Commissioner of Maltais here: http://www.dataprotection.gov.mt/

See, http://www.ccin.mc/

See, http://www.avp.ro

See,
http://www.coe.int/t/e/legal _affairs/legal co%2Doperation/data_protection/documents/national laws/FRY
%20DPL .asp#T opOfPage.

See, http://www.ip-rs.si/.

The Web site of the Office of the Officia Information Commission is here
http://www.oic.thaigov.go.th/content_eng/default_eng.asp.

See, http://www.pco.org.hk/
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http://www.oic.thaigov.go.th/

See, Pegg Eisenhauer, “Developmentsin Latin America Privacy Laws” in BNA Privacy and Security Law
Report, Vol. 5, No. 15 (10 April 2006), pp521.

See, http://www2.jus.gov.ar/dnpdp/

http://www.al ston.com/abResourceCenter/docs/ParaguayPrivatel nfo.pdf
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ANNEX C: EUROPEAN UNION DIRECTIVE 95/46/EC (excerpt)

CHAPTER VI SUPERVISORY AUTHORITY AND WORKING PARTY ON THE PROTECTION
OF INDIVIDUALSWITH REGARD TO THE PROCESSING OF PERSONAL DATA

Article 28 Supervisory authority

1. Each Member State shall provide that one or more public authorities are responsible for monitoring the
application within its territory of the provisions adopted by the Member States pursuant to this Directive.

These authorities shall act with complete independence in exercising the functions entrusted to them.

2. Each Member State shall provide that the supervisory authorities are consulted when drawing up
administrative measures or regulations relating to the protection of individuals' rights and freedoms with
regard to the processing of personal data.

3. Each authority shall in particular be endowed with:

- investigative powers, such as powers of access to data forming the subject-matter of processing
operations and powers to collect al the information necessary for the performance of its supervisory
duties,

- effective powers of intervention, such as, for example, that of delivering opinions before processing
operations are carried out, in accordance with Article 20, and ensuring appropriate publication of such
opinions, of ordering the blocking, erasure or destruction of data, of imposing atemporary or definitive ban
on processing, of warning or admonishing the controller, or that of referring the matter to nationa
parliaments or other political institutions,

- the power to engage in legal proceedings where the nationa provisions adopted pursuant to this Directive
have been violated or to bring these violations to the attention of the judicial authorities.

Decisions by the supervisory authority which give rise to complaints may be appealed against through the
courts.

4. Each supervisory authority shall hear claims lodged by any person, or by an association representing that
person, concerning the protection of his rights and freedoms in regard to the processing of personal data.
The person concerned shall be informed of the outcome of the claim.

Each supervisory authority shall, in particular, hear claims for checks on the lawfulness of data processing
lodged by any person when the national provisions adopted pursuant to Article 13 of this Directive apply.
The person shall at any rate be informed that a check has taken place.

5. Each supervisory authority shall draw up areport on its activities at regular intervals. The report shall be
made public.
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6. Each supervisory authority is competent, whatever the national law applicable to the processing in
guestion, to exercise, on the territory of its own Member State, the powers conferred on it in accordance
with paragraph 3. Each authority may be requested to exercise its powers by an authority of another
Member State.

The supervisory authorities shall cooperate with one another to the extent necessary for the performance of
their duties, in particular by exchanging all useful information.

7. Member States shall provide that the members and staff of the supervisory authority, even after their
employment has ended, are to be subject to a duty of professional secrecy with regard to confidential
information to which they have access.

Article 29 Working Party on the Protection of Individuals with regard to the Processing of Personal
Data

1. A Working Party on the Protection of Individuals with regard to the Processing of Personal Data,
hereinafter referred to as 'the Working Party’, is hereby set up.

It shall have advisory status and act independently.
2. The Working Party shall be composed of a representative of the supervisory authority or authorities
designated by each Member State and of a representative of the authority or authorities established for the

Community institutions and bodies, and of a representative of the Commission.

Each member of the Working Party shall be designated by the institution, authority or authorities which he
represents. Where a Member State has designated more than one supervisory authority, they shall nominate
ajoint representative. The same shall apply to the authorities established for Community institutions and
bodies.

3. The Working Party shall take decisions by a ssmple mgjority of the representatives of the supervisory
authorities.

4. The Working Party shall elect its chairman. The chairman's term of office shall be two years. His
appointment shall be renewable.

5. The Working Party's secretariat shall be provided by the Commission.
6. The Working Party shall adopt its own rules of procedure.

7. The Working Party shall consider items placed on its agenda by its chairman, either on his own initiative
or at the request of arepresentative of the supervisory authorities or at the Commission's request.
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Article30
1. The Working Party shall:

(a) examine any question covering the application of the national measures adopted under this Directive in
order to contribute to the uniform application of such measures;

(b) give the Commission an opinion on the level of protection in the Community and in third countries;

(c) advise the Commission on any proposed amendment of this Directive, on any additional or specific
measures to safeguard the rights and freedoms of natural persons with regard to the processing of personal
dataand on any other proposed Community measures affecting such rights and freedoms;

(d) give an opinion on codes of conduct drawn up at Community level.

2. If the Working Party finds that divergences likely to affect the equivalence of protection for persons
with regard to the processing of persona data in the Community are arising between the laws or practices
of Member States, it shall inform the Commission accordingly.

3. The Working Party may, on its own initiative, make recommendations on all matters relating to the
protection of persons with regard to the processing of personal datain the Community.

4. The Working Party's opinions and recommendations shall be forwarded to the Commission and to the
committee referred to in Article 31.

5. The Commission shall inform the Working Party of the action it has taken in response to its opinions
and recommendations. It shall do so in areport which shall also be forwarded to the European Parliament
and the Council. The report shall be made public.

6. The Working Party shall draw up an annual report on the situation regarding the protection of natura
persons with regard to the processing of persona data in the Community and in third countries, which it
shall transmit to the Commission, the European Parliament and the Council. The report shall be made
public.
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ANNEX D: COUNCIL OF EUROPE CONVENTION 108 (excerpt)
Chapter 1V —Mutual assistance, Article 13 — Co-operation between Parties

The Parties agree to render each other mutual assistance in order to implement this convention.

For that purpose:

a each Party shal designate one or more authorities, the name and address of each of which it
shall communicate to the Secretary General of the Council of Europe;

b each Party which has designated more than one authority shall specify in its communication
referred to in the previous sub-paragraph the competence of each authority.

An authority designated by a Party shall at the request of an authority designated by another Party:

a furnishinformation on its law and administrative practice in the field of data protection;

b take, in conformity with its domestic law and for the sole purpose of protection of privacy, all
appropriate measures for furnishing factual information relating to specific automatic
processing carried out in its territory, with the exception however of the persona data being
processed.

Article 14 — Assistance to data subjects resident abroad

Each Party shall assist any person resident abroad to exercise the rights conferred by its domestic
law giving effect to the principles set out in Article 8 of this convention.

When such a person resides in the territory of another Party he shall be given the option of
submitting his request through the intermediary of the authority designated by that Party.

Therequest for assistance shall contain al the necessary particulars, relating inter alia to:

a thename, address and any other relevant particul arsidentifying the person making the request;
b theautomated persond datafile to which the request pertains, or its controller;

c the purpose of the request.

Article 15— Safeguar ds concer ning assistance rendered by designated authorities

An authority designated by a Party which has received information from an authority designated
by another Party either accompanying a request for assistance or in reply to its own request for
assistance shall not use that information for purposes other than those specified in the request for
assistance.

Each Party shall see to it that the persons belonging to or acting on behalf of the designated
authority shall be bound by appropriate obligations of secrecy or confidentiality with regard to
that information.

In no case may a designated authority be allowed to make under Article 14, paragraph 2, a
request for assistance on behalf of a data subject resident abroad, of its own accord and without
the express consent of the person concerned.
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