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PREFACE 

Providing access to microdata for statistical and research purposes is now the norm for most statistical 
organisations. However, most microdata access services stop at the first national boundary. International 
collaboration with microdata remains an exception rather than the rule. 

The challenge in the 21st Century is to change practices in access to microdata so that the access 
services can cross borders and support trans-national analysis and policy making. This is necessary to 
reflect the increasingly international (global) reach and impact of comparative analysis and shared policy 
making. This report, prepared by the OECD Expert Group for International Collaboration on Microdata 
Access, does not need to elaborate on the need for international collaboration in statistical development, 
production, dissemination and analysis as this is now fully established by other forums and initiatives. The 
purpose of this report is to make recommendations which, if adopted, will allow statistics organisations to 
change 20th century national microdata access processes into services that will support 21st century 
international collaboration in microdata.  

None of the recommendations are in themselves radical. Each can be adopted with relatively small 
changes in current practice. No new legislation, nor substantial new infrastructure, nor new technology is 
called for. Instead, the report seeks for the smarter deployment of what already exists in most OECD 
countries. 

Firstly, the Group recommends adopting an objective approach to selecting the best modality for 
international collaboration in microdata.  

Three simple and familiar models of international collaboration in microdata are described in terms of 
trust, method of access, and legal relationship. These terms are selected because the barriers to 
providing access to confidential microdata across borders are usually found in one of them. 

Secondly, the Group recommends using a maturity model for assessing current practices in 
international collaboration in microdata, and for delivering strategic change.  

Maturity models provide a practical way for senior leaders in statistics offices to self-assess, set 
targets, and strategically plan for change. Maturity modeling has proved its worth in other complex 
areas of business change and is described in this report in the context of international collaboration in 
microdata for the first time. Statistics offices with an “embedded” level of maturity will be able to 
participate, and innovate, in international collaboration in microdata. 

Thirdly the Group has concluded that change to improve international collaboration in microdata is 
best achieved if: 

a. Microdata assets and practices use a common terminology derived from a recognised glossary. 
b. Trust in international delivery partners and data users is objectively established according to a 

circle of trust model. 
c. The costs, benefits, and risk management of microdata access are made more transparent.  
d. International collaboration with microdata is made part of core statistical business planning.  

The detailed recommendations of the Expert Group are presented in the report to assist statistics offices 
that wish to make positive and planned movements in their international microdata collaboration maturity. 

Paul J. Jackson 
Office for National Statistics, United Kingdom 

Chair of the OECD Expert Group for International Collaboration on Microdata Access 



EXECUTIVE SUMMARY 

Key points 

In 2011, the OECD Expert Group for International Collaboration on Microdata Access was formed to 
examine the challenges for cross-border collaboration with microdata. The challenges are many and in its 
meetings the Group came to some general conclusions: 

- Change to improve cross-border collaboration with microdata will be incremental.  

The challenge should be addressed in small, deliberate, and achievable steps. 

- There are risks but they can be managed. The risks in international collaboration in microdata should 
be managed as other corporate risks are managed, deploying solutions that best fit the task.  

It is possible to manage exposure to risks that are located beyond a country’s national borders 
provided a suitable mode of access is selected and trusted delivery partners are identified. 

- The challenges are different in every statistical system. The variations in current practices and 
culture between countries means that change will be internally-driven and bespoke to a self-assessment 
of local and national circumstances. The Group’s recommendations are related to maturity indicators, in 
order that a path to enhanced cross-border collaboration can be mapped in a way that is directly relevant 
to each national statistical office. 

A maturity model can be used to self-assess and to set targets for change to improve cross-border 
collaboration with microdata. 

- Building trust in partners and users of microdata is essential. A trusted partner across a border can be 
a route to international collaboration with users of microdata in other countries.  

Trust, objectively gained and evidence based, is a necessary condition for managing exposure to 
risks across borders. 

These general conclusions give the Executive Summary its structure: a discussion on the treatment and 
the value of trust in collaboration with microdata; a summary of the use of different methods of 
international collaboration with microdata; a review of using maturity modelling to improve practices in 
microdata collaboration; and detailed recommendations which, if adopted, will enable a statistical office 
to improve its maturity relative to microdata collaboration. 

• The first set of recommendations concerns “Speaking the same language”. The Group believes 
a shared glossary of terms is a prerequisite for effective collaboration. The use of metadata 
standards enables flexibility and interoperability. 

• The second set of recommendations addresses “Trust”. Collaboration with microdata is enabled 
when partner organisations understand and respect each other’s frameworks of risk 
management. Where that understanding and respect is achieved the partners are in a circle of 
trust and collaboration with microdata can dramatically improve. A shared understanding of user 
accreditation, penal and administrative sanctions, licensing, and the relationship with users is 
needed to be inside the circle of trust. 

 



 

• The third set of recommendations encompasses “Information as an economic resource”. 
Different methods of access have different cost/benefit ratios. The Group makes a general 
recommendation that the costs (and benefits) of collaboration with microdata should be visible 
and justifiable. 

• A final set of recommendations involves “Making microdata collaboration as our business”. 
The Group makes recommendations relating to the Generic Statistical Business Process Model, 
and provides references examples where international scientific re-use of statistical microdata 
has been made business as usual. 

Adopting the recommendations will move a statistical organisation’s maturity of collaboration in 
microdata to the point where the practices are embedded and collaboration across borders become 
business as usual with a net economic benefit, without a disproportionate increase in the risk 
management burden. 

Background 

1. Between 2005 and 2007, the OECD conducted exploratory work to investigate the feasibility of 
making official microdata more accessible to policy makers and analysts. The OECD Conference 
“Assessing the Feasibility of Micro-Data Access” (Luxembourg, 26-27 October 2006) and subsequently 
the report “Study on the Feasibility of Micro-Data Access for the OECD” (STD/CSTAT(2007)3/ANN) were 
the two key visible outputs of this initiative. The final report investigated a wide variety of options 
including Public Use Files, Licensed Files, Remote Access Facilities, and also the scope for NSOs to 
construct new, disclosive indicators based on the underlying microdata. The conclusions of this initial 
effort revealed that for many countries it was too early to be able to provide the OECD with some of the 
access modes envisaged but there was strong encouragement for countries to continue to develop their 
dissemination capacities.  

2. The work of the Expert Group, described in this document, has built on this earlier effort and has 
expanded the scope of the investigation to also address the more general issue of facilitating microdata 
access for international collaborations. Also, past discussions were partly centred on assessing the 
relative suitability and costs of different microdata access modes to identify best solutions (including the 
IT infrastructure) taking into account the legislative framework. The Expert Group has instead privileged 
an approach based on the coexistence of alternative solutions depending on users’ needs and resource 
availability in National Statistical Offices (NSOs). This paradigm, illustrated in this Executive Summary, has 
the advantage of accommodating different countries’ legislative and technical settings in the area of 
microdata access.  
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Trust for improving international collaboration with microdata access 

3. Where there is to be collaboration in microdata, there is risk. Where there is risk, there must be 
trust in the international partners and end users who help manage the risk. But what is meant by trust? 
How is it to be recognised? How is it to be achieved? What value does trust have in risk management, in 
practice? How does an objective and evidence-based approach to trust help with the challenges of 
cross-border collaboration with microdata? 

4. For the purposes of this report, ‘trust’ is a shared understanding of relevant standards and 
behaviours with respect to the risks and responsibilities in managing risk in microdata access. The higher 
the risk in the data, the stronger that shared understanding must be. 

5. Conceptually, partners can be placed in concentric rings, arranged according to the degree of 
trust they are held in. Placing the data owner (i.e. the statistical office) at the centre, its most trusted 
partners are in the central ring. These are the international partners and end users that the data owner has 
good reason to believe can, and will, manage the data owner’s risks in confidential microdata - even 
without its direct management control over those data, and even outside its direct legal jurisdiction. 

6. In outer ring(s) are the partners and users that the data owner has reason to believe can, and 
will, respect the undertakings they must make to use its scientific use files and its research data access 
facilities.  

7. Beyond the outer ring(s) are those who are not, or cannot be made subject to any meaningful 
management control of risks in microdata. For these, and many other types of users including those not 
interested in microdata for research purposes, there are Public Use Files or other types of files made 
available to all such as Open Datasets, indicators, and bespoke aggregates. 

8. The concentric rings create the ‘circles of trust’. Every statistical office will have circles of 
different constructs, and of different size, number, and membership, because each will have different risk 
attitudes, partnerships, user communities, modes of access, and data availability. 

9. The biggest gains in cross-border collaboration in microdata access are when two or more 
statistical offices in different countries agree, objectively, that they are partners in each other’s central 
circle of trust. Exchange of confidential microdata between them may be enabled. Each can then act as a 
national point of access for the microdata of the other partner. As this network builds, cross-border 
collaboration with microdata could expand. The Expert Group has learned from the European project 
“Data without Boundaries” that trials between partner countries are underway using this model. 
Interestingly, it is the inclusion of expert Social Science Data Archives as trusted partners that is enabling 
these trials. A partnership is also the basis of future exchange of confidential data in the European 
Statistical System – indeed, the word “partnership” is used to define the European Statistical System in 
the legal framework for European statistics (Statistical Law: Regulation (EC) No 223/2009 of the European 
Parliament and of the Council, of 11 March 2009). 

10. For networks of trusted partners across borders to grow, there needs to be a shared approach 
to building the circles of trust. The Group recommends a step-by-step approach: 

First step: Decide what constitutes ‘trust’ in microdata collaboration and build a circle model 

Statistical offices should as a first step design the parameters of each circle using those 
indicators of standards and behaviours thought important to collaboration in microdata access. 
Many OECD countries will have organisations within their borders that already have each other in 
their inner circles of trust, in particular where there is a decentralised statistical system and/or 
long history of partnership with the research community. These relationships may not be 
expressed according to a model template, nor even explicitly, but nevertheless they can be 
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examined in order to derive useful indicators for the circle of trust model. To that end, an example 
of effective cross-country collaboration is provided by NSOs in Nordic countries.  

It is probable that some statistical offices are using RMADS (Risk Management and Accreditation 
Document Set) as a way of managing information security risks in shared information. RMADS 
would be a very good starting point for building a broader trust model. 

Second step: Match current and potential partners against these dimensions of trust. 

A second step would be to consider partners (or potential partners) in microdata collaboration 
against these indicators, using what is known about them. It is important to accept that this is 
according to an objective assessment of what is known about the other organisations. Inevitably, 
this involves gathering information about the other organisation, which should be done rigorously 
and with as little burden as possible. Designing the model in step 1 first will minimise the burden 
of evidence-gathering.  

Third step: Use the trust model to build new or stronger relationships 

The important third step is to share the indicators of the circles of trust with prospective partners 
in collaboration with microdata. The information needed to place the requesting organisation or 
end user in the proper circle will often be easy to provide once it is clear what is sought and for 
what purpose. Once potential partners know what it takes to be inside a circle of trust, they can 
take measures to meet those indicators and “win the trust” of the statistical organisation holding 
the microdata to be accessed. 

Fourth step: Explain your decisions about access using the trust model 

This deals with the awkward situation where, for instance, a reputable international organisation 
or end user asks for access to microdata and is refused - and wants to know why. Where there is 
an absence of a detailed knowledge of the standards and behaviours of the requesting 
organisation, there is no objective basis for trust and no concrete reason to believe that risks can 
be properly managed. Explaining this enables the requesting organisation to supply the missing 
information. 

Fifth step: Use the trust model to provide a route to positive collaborative relationships 

Too often just a single reason is given for refusing access, and no route is offered to address the 
matter. Worse, it is sometimes only when the given reason is resolved that the next obstacle is 
explained, and this can be deeply frustrating and very time consuming for the organisation that 
would like access to the data. 

The trust-based modelling of international collaboration for microdata allows for all the relevant 
reasons to be given, promptly, for denying access; but more importantly it ensures the pathway 
to addressing those reasons can be provided at the same time. Instead of an unexplained “no”, 
the applicant receives useful information that can be used to resolve the matters preventing 
access taking place. The objective is a more positive, goal-oriented conversation, with a 
potentially successful destination in sight. 

Sixth step: Addressing ‘Trust’ can provide solutions to other barriers 

Once a partner organisation in another country is fully trusted, solutions to international access to 
other parties present themselves. In effect, the trusted party provides a subsidiary function for the 
confidential microdata. The adoption of a systematic and evidence-based method to determine 
how to solve new challenges in access to microdata in this way is itself an indicator of high levels 
of maturity in the microdata access.  
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Trust in itself cannot overcome express legislative barriers to transmission of confidential data to 
users in other countries. However, it may be possible to find lawful routes through to that user by 
deploying trusted partners in that country. In particular, where an inability of the data owner to 
prosecute a loss of confidentiality in the second country is the blocking issue, a trusted partner in 
the second country who is prepared and able to use its own legal framework may offer the 
solution. Thus, providing the data to the trusted NSO partner in the second country, who in turn 
provides a data access service to the user under their shared national law, might complete the 
necessary legislative cover. 

 

Modalities for international collaboration in microdata access 

11. Regional and international shared policy making needs the support of evidence drawn from 
comparative analysis and/or the combined data of the national parties to the collaboration. Since the 
2007 UNECE report on Managing Statistical Confidentiality & Microdata Access. Principles and Guidelines 
of Good Practices it has become widely accepted that official microdata is a legitimate, important and 
necessary data source for analytical work provided guarantees of confidentiality can be met. However, it 
is currently the case that most international collaboration with microdata is achieved through the use of 
published, or publishable, aggregate statistics only. The advantages of using microdata are not being fully 
realised in the world of cross-border microdata collaboration. However, the familiar modes of microdata 
access can be used in cross-border collaboration. 

12. Practices in microdata access follow, with variations across countries, three basic modes. Each 
mode is built up in three components: the risk design of the data; the design of the access service; and 
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the legal status of the relationship. Data owners typically use one or more of three basic modes for their 
access services: 

1. Creation of low-risk datasets (e.g. Public Use Microdata files - PUFs) that can be distributed safely 
to non-accredited users who agree to licence and/or copyright conditions. 

2. Creation of medium-risk datasets (e.g. Scientific Use Files - SUFs) provided through remote 
access or remote execution systems to accredited users who are subject to administrative sanctions. 

3. Use of high-risk datasets (e.g. Secure/Master Use Files) directly on their own site or in laboratory 
conditions to wholly trusted users bound by contract law and/or legislation, as well as administrative 
sanctions, to protect the confidentiality of the data. 

13. Each of these modes can be adapted to enable international collaboration with microdata. The 
Report does not recommend any one of these modalities above the others as the best approach to 
international collaboration in microdata. An objective approach to selecting the most suitable mode of 
access is more valuable. The development of a portfolio of solutions should be an objective outcome of a 
risk-based analysis and the resources available. A ‘mature’ statistical office will have a range of options 
available to it. That said, the analysis conducted by the Expert Group suggests that in the short to 
medium term it might be expected further development of Public Use Files, supported by a number of 
relevant innovations (e.g. new excellent pre-tabulation disclosure control techniques, the Creative 
Commons and Open Government licences providing useful models for PUF licensing, improved capacity 
in web-based data delivery enabling statistical offices to maintain much larger online catalogues of 
datasets). It is telling though that it is this mode, where trust is least important as an enabler, which is 
seeing the most growth. If we are to see similar developments in international exchange in confidential 
microdata, it is necessary to address the issue of trust in access provider partners and end users. 

14. The Group recommends that “Trust” should be a key determinant of the modality to be 
selected, which together with the legal setting will determine the final choice of type of access. Thus: 

- Where there is no evidence base for trust (due to users being unknown or otherwise beyond 
the management control of the provider of the microdata), non-disclosive PUFs or remote 
execution will be the preferred type of access, due to the risk management being in the 
statistical disclosure control design of the dataset, alone. It follows that the legal relationship will 
be limited to copyright or licensed conditions of use, only. 

- Where there is some, but limited, evidence for trust derived from, for example, a case-by-
case user accreditation procedure, then remote access may be the preferred type of access. 
Remote access enables risk management control over the data in the service as well as 
management control over the user of the service. Users will be placed in an agreement with 
some legal force, but emphasising significant administrative sanctions. 

- Where there is strong and evidence-based relationship of trust managed at a permanent and 
institutional level, collaboration through a direct supply of, or direct access to, confidential 
microdata may be preferred. Users will be under an institutional agreement often backed up by 
specific legislation or international contract law, including both administrative and penal 
sanctions. A highly trusted user relationship could of course allow for the deployment of remote 
access and PUFs solutions as these are lower risk.   



  

 8 

15. These descriptions can be visualised in ‘circles of trust’. 

TRUST Legal relationship Type of dataset Type of access 

Inner circle of trust Internationally binding 
contractual terms and/or 
specific legislative provisions. 

High risk Secure Use Files, 
containing unique identifiers 
if necessary. 

Direct supply to the site of the 
user, or access under data 
laboratory conditions. 

Outer circle of trust User accreditation and 
agreements containing directly 
applicable administrative 
sanctions for breaches 

Medium risk Licensed Files Remote access. 

No evidence Copyright and licence 
conditions only 

Low risk anonymised Public 
Use Files (Open (micro)Data) 

Remote execution, distribution 
of datasets on CD, electronic 
transfer, or internet download. 

 

16. National preferences and policies may cause some OECD members to prefer one mode of 
collaboration over another, but each mode has its own balance of cost/benefit and of risk/utility. The 
overarching goal of this report is to provide assistance to collaborators in microdata so that the most 
suitable mode of exchange can be quickly and easily adopted. 

17. It is important to be able to adopt the most suitable mode of collaboration in data. Trying to 
meet demanding international analytical needs with published statistics can pressurise statistics offices to 
include more risk in its published output than it would like. The usual practice of international 
collaboration through published statistical outputs can itself be put under unfair pressure when the 
demand for ever finer breakdowns of data categories, geography, or time are sought by users. The 
statistical producer may have to work ever closer to the margins of safety in statistical disclosure control 
settings in order to keep using the publishing dissemination channel, all the time knowing that the threats 
to confidentiality when data are in the public domain are increasing.  It may be safer to meet those 
demanding analytical needs with an appropriate mode of microdata access. When any mode of data 
collaboration is put under undue pressure, a failure of service, or analytical error, or excessive costs, or 
even a breach of confidentiality, can occur. Properly managed microdata collaboration may meet user 
needs with less risk than attempting to meet those needs with highly detailed published statistical output.  

18. A statistical office that achieves a high level of maturity in cross-border collaboration in 
microdata, by providing a mix of microdata access products, is in a position to adopt the mode that 
presents the lowest cost, lowest risk, highest significance balance possible in the circumstances. 

19. The owner of the data could benefit from involving other organisations to assist them in 
collaboration with microdata where the other organisation has particular expertise. In some countries 
social science data archives have highly-developed expertise in same key areas of risk management such 
as metadata, researcher accreditation, the preparation of PUFs, and more recently in remote access 
services too. Social science data archives, in countries where they exist, can play a significant role, and 
many will already have high levels of maturity in some of the recommendations in this report. In particular, 
many data archives have considerable expertise in resource discovery, researcher accreditation, and 
metadata standards. Where a statistical office decides to adopt national partners in microdata access, 
then many of the recommendations in this report could be carried out by national social science data 
archives or other service providers, and producers of official data should discuss these recommendations 
with them.  
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A maturity model for international collaboration in microdata access 

20. The Expert Group derived and deployed a maturity model to give focus to its recommendations. 
A maturity model is a matrix of indicators structured by levels of practices, attitudes or behaviours in each 
of a number of dimensions of a topic. Maturity models are used to initiate, set targets, and to monitor 
strategic change. An organisation can use a maturity model to assess itself, and compare itself with 
others using the same benchmarks. It can be used to set targets for maturity and to design its policies 
and processes to meet those targets. The linearity of the model is meant to simplify its presentation, but it 
does not imply that one organisation has necessarily to go through one level to achieve the next one. Its 
purpose is to highlight desirable characteristic in the development of transborder access to microdata, so 
organization can know in what direction they have to stir their actions to improve it.  

21. The Group is not aware of a suitable pre-existing maturity model for collaboration in microdata. 
When thinking about its recommendations, a maturity model began to emerge. The Group felt its 
recommendations should be linked to indicators of low, heroic, and embedded levels of maturity in those 
areas thought to be barriers to improving international collaboration in microdata access. Thus each 
theme of this report contributes to the construction of a maturity model for international collaboration in 
microdata access. The recommendations are directly linked to moving maturity from low, through heroic, 
to an embedded status. 

22. Typically, low levels of maturity indicate that an organisation is aware of the matter at hand, but 
has done little as yet to prompt practices, processes, policies, and behaviours that would remove barriers 
to implementation. Strategies, policies, and practices are not coherent across the organisation, and 
management control of any outcomes is difficult, or even impossible. Individual senior officers will be risk-
averse in this context. Change will not be deliberate or directed to any particular outcome. 

23. Heroic levels of maturity are found in organisations where good practice is found in some parts 
of the business, typically those where a passionate and committed individual has invested considerable 
time and effort into “blazing a trail”. The term ‘Heroic’ is used for this reason - organisations in this level of 
maturity are reliant on the actions and expertise of one or two passionate individuals. They are valuable 
people, but also represent a single point of failure. If they leave the organisation, the processes and 
knowledge that support the activity are lost. 

24. Embedded maturity indicates that an organisation has adopted all the attributes necessary to 
make international collaboration in microdata access its business as usual. Such an organisation will still 
have its heroes, as there will always be innovations and improvements to explore and in time adopt, but 
the main business of microdata collaboration is owned and delivered at all levels of the organisation, and 
is a feature of all relevant business areas within it. The knowledge and information necessary to run this 
part of the business is owned and supported by auditable corporate procedures. 

25. Embedded maturity enables an organisation to be confident in its ability to manage its business 
as usual efficiently and effectively. It also allows for creativity and innovation in response to new demands 
and new challenges. Most importantly, it allows an organisation to use the most suitable modality for a 
new collaboration in microdata. In this way, the risks inherent in overburdening one particular modality are 
minimised. 

26. In the following section, relevant indicators of maturity are presented for the different areas 
addressed by the Expert Group, together with related recommendations that will enable those levels to be 
achieved.  

Recommendations 

27. The members of the Expert Group each led on a challenge to cross-border collaboration in 
microdata access. The following is a summary of their work. 
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Part I. Speaking the same language 

28. The first challenge for the Expert Group was to use a shared vocabulary in its own discussions. 
In its first meeting it became clear that terms such as “anonymised” had different meanings and uses 
between the members of the group. It was not difficult to conclude that this must be a wider issue. 

29. A common glossary is essential if there is to be trust between organisations. Misunderstandings 
over terminology may result in the selection of the wrong mode of access or other incorrect risk 
management treatment for the microdata. 

30. The Group adopted a collection of relevant terms from as wide a collection of official sources as 
possible, and then selected its preferred terms and definitions. These are the terms used in this report 
and they are highlighted in Annex I.1.  

31. At a more technical level a similar issue arises. Statistical metadata are essential to ensure the 
best use of the data, to avoid analytical errors, and to enable resource discovery. Practices in metadata 
vary widely, and the Group makes recommendations relating to the availability, accessibility, and format 
of metadata to enhance cross-border collaboration in microdata access. 

Common glossary 
 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

Teams of staff use a common 
vocabulary locally in their working 
conversation, which is sometimes 
shared informally with others in 
international forums and with 
secondary users of the data. 

There is no written and 
maintained glossary.  

Some business areas have 
formally adopted a working 
glossary of terms. 

Local glossaries use 
internationally recognised 
standard terms and 
definitions. 

Local glossaries are 
maintained in business area 
information systems, only. 

Local glossaries may be 
available on request to 
secondary users of the 
data. 

A corporate glossary of 
terms is agreed and 
changes to it are made in a 
formal and agreed manner. 

The corporate glossary is 
benchmarked against 
internationally 
recommended definitions. 

All staff use the terms in the 
corporate glossary 
consistently, in both 
working conversations and 
in formal documentation. 

The glossary is available 
and accessible to all users 
of microdata. 

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

All statistical business areas to adopt a 
glossary of terms for internal use. 

Adopt a Glossary based on internationally-
harmonised definitions. 

Ensure all documentation uses terms according 
to the glossary. 

Make the glossary available and accessible to all 
staff and all users of microdata. 

Metadata 
 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 
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Metadata is limited to the 
immediate local requirements of 
statistical production. 

Where there are known 
secondary users of micro 
data an export of the 
producer’s metadata is 
provided. 

Metadata follows relevant 
domain standards and 
guides; the Metadata 
Common Vocabulary is 
used. 

Metadata is maintained 
according to a recognised 
international standard such 
as SDMX, or DDI. 

Metadata files are machine 
readable and accessible to 
all users, including a 
version in the English 
language 

Metadata files are available 
through international 
resource discovery portals 
for pre-examination before 
data access requests. 

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Develop statistical metadata for all available 
microdata sets. 

Introduce automatic process to produce and 
disseminate statistical metadata. 

Adopt the Metadata Common Vocabulary, 
independently on the standard used to compile 
metadata. 

Structure microdata information according 
to international metadata standards. 

Produce statistical metadata both in the 
national language and English. 

Publish metadata, or make available 
through a resource discovery service. 

 

Part II. Circles of Trust 

32. Compliance with legislation is the first duty of the holder of a public office. Directors General for 
official statistics can have different risk appetites, but they cannot knowingly or recklessly breach the laws 
they are appointed to uphold.  

33. Where national legislation expressly prohibits any secondary use of confidential data, there is no 
potential for cross-border collaboration with those data in that form. Legislation of that sort is rare. It may 
be silent on the subject or it may provide specific provision for legitimate scientific/statistical research 
uses. Where there are provisions, they are different in every jurisdiction, and often different within 
jurisdictions for different sources of data. This Group cannot make specific recommendations when the 
legal framework is so complex and specific to national settings. 

34. To the best of the knowledge of the Expert Group, there is no legal mechanism whereby a 
criminal breach of statistical confidentiality can be prosecuted directly across an international boundary. 
This is one feature of the legal frameworks for statistics that does seem to be shared across the world. 
This means that the statistical office of Country A is not able directly to bring a prosecution of an offence 
against their confidential data where that offence takes place in Country B. Quite simply, offences in 
Country B must be prosecuted by the agencies of Country B. Breach of statistical confidentiality is very 
unlikely ever to qualify for an extradition. If confidential data from Country A is ever to be used across the 
border in Country B, the availability of sanctions of equivalent effect must be known, as must the 
preparedness of the authorities in Country B to apply them.  

35. The Group also concluded that the importance of penal (criminal) sanctions as opposed to 
administrative sanctions is sometimes over emphasised. There is considerable difficulty in making a 
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criminal sanction a meaningful deterrent in practice. Before a successful prosecution there must be an 
assessment of public interest in bringing the prosecution; there is the burden of proof that is beyond 
reasonable doubt; the NSO would usually have the status of a witness, and would not be able to gather 
evidence but would merely provide it as directed by the prosecutor; news coverage may be harmful; and 
there is the possibility that the breach is the result of an improper decision of the NSO itself. Even in the 
event of a successful prosecution, the sanction may be a relatively small fine or suspended sentence. 
Taking this into account, an administrative sanction may well be a more effective deterrent in practice. In 
contrast to penal sanctions, administrative sanctions can be applied by the data provider; they can be 
relevant to the cross-border user directly; the burden of proof is the balance of probabilities; and 
suspension from future access to data and loss of employment status may be a more meaningful 
deterrent than a court fine. In conclusion, an effective administrative sanction across a border may well be 
equivalent in its deterrent (risk management) effect as the penal sanction in the home jurisdiction. 

36. Using the circle of trust model allows data owners to map the trust status of cross-border users 
against the available legal framework for managing risks in cross-border data access. 

- A cross-border user with a low (or not known) trust status cannot receive or even view 
confidential microdata. No legislation known to the Expert Group allows a data owner to 
provide access to confidential data to persons who are unknown or who cannot be 
subjected to management controls. Those outside the circles of trust must use Public Use 
Files or a remote job submission service. The laws of copyright and licensing may be the 
only element of law that applies. 

- A cross-border user who is a member of a circle of trust may represent a risk that can be 
managed when he/she is subject to the controls imposed by contract law, legislation, and/or 
equivalent administrative sanction in the location of their access. It can be seen that there 
are two obligations on the data owner: i) the user has to be correctly designated according 
to the parameters of trust, and ii) the contract law, legislation, and/or administrative sanction 
applicable to the user must be known to be available and known to be equivalent to the 
sanctions framework of the data owner. 

- These two obligations are clearly linked. It is an important parameter of trust that the cross-
border user is known to be subject to an available and equivalent framework of sanctions. 

37. The Group also considered the importance of harmonising some of the basic documentation for 
the accreditation of users of microdata. To that end, recommendations for a standardised application 
process are provided. 
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Circles of Trust 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

Decisions to provide access to 
microdata to a partner 
organisation or a data user are 
ad-hoc and subjective. 

Standards required for 
successful accreditation are not 
available to potential partners 
and users of data. 

Some business areas of an 
organisation maintain a list of 
precedent-setting decisions 
with respect to certain 
partners and data users who 
have completed an 
accreditation procedure. 

The parameters of 
accreditation and the method 
of approval are available to 
potential data users on 
request. 

Partner organisations and 
microdata users have a trust 
status that is objectively 
based on a corporately-
agreed set of parameters. 

Decisions of microdata 
access mode are made with 
direct reference to the 
corporately-agreed trust 
status of the applicant. 

Potential data users are 
informed of the parameters 
for trusted status and the path 
to achieving this status is 
transparent. 

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Decide what constitutes ‘trust’ in a microdata 
collaboration. 

Set indicators of trust.  

Match current and potential partners against 
the established features of trust. 

Use indicators of the circles of trust to build up 
evidence-based relationships with cross-border 
users. 

Use the trust model to provide a route to 
positive collaborative relationships.  

Sanctions for 
confidentiality 
breaches 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

The relevance and availability of 
administrative and penal 
sanctions in other jurisdictions is 
unknown. 

No recognition is awarded to the 
sanctions in other jurisdictions.  

Assessments are made of the 
relevance of sanctions in 
peer-group organisations. 

Some collaboration with 
microdata is enabled through 
a case-by-case assessments 
and an exceptions procedure 
approval process.  

Partner organisations and 
data users with equivalence in 
administrative and penal 
sanctions are listed. 

A map of equivalent sanctions 
is used to make cross-border 
collaboration decisions 
routine.  

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Establish clear terms of access and sanctions 
for breach of contract between the parties. 

Develop “Mutual Statistical Assistance 
Agreements” with partner statistical offices in 
other countries 

Standardised 
application 
process 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

The documentation for applying Some business areas are A standard approach to 
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for access to microdata is 
created on an ad-hoc basis. 

No information about procedure 
or timeliness of decision-making 
is available. 

No glossary and no metadata is 
available to assist applicants in 
the application process, 

using a standardised 
application form and process 
designed with local data 
users in mind 

Applications from other 
countries can be accepted. 

Glossaries and metadata for 
applications are available on 
request. 

Some indication of timing and 
procedure service levels is 
provided on request.  

applications and the 
application process is used 
which is consistent with 
practice in other countries 
There is a documented 
process for handling requests 
from data users in other 
countries. 

A service level agreement of 
timeliness and good practice 
is visible to applicants. 

Glossaries and metadata 
including for the application 
process are available through 
resource discovery services 
and the web. 

Reasons for approval or 
rejection are transparent and 
clearly related to the 
conditions expressed in the 
application procedure.  

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Structure the process of access to microdata into 
standardised steps, applicable to any mode of 
access. The proposed standard sub-processes 
are: publication of microdata; (submission) of 
application; provision of service; outputs; and 
evaluation.  

Adopt an internationally harmonised 
application form and process for microdata 
access. Issue forms and information in the 
national language and a common language 
(English) 

 

Part III. Microdata as an economic resource 

38. The micro-datasets of a statistical office are among its most valuable assets. They are 
recognised as core input to the statistical output production, and as valuable assets in an NSO’s 
information security management and disaster recovery planning. Many statistical offices will have 
precise estimates of the costs of collection and secure maintenance of these assets. 

39. As public authorities exercising functions of national importance and serving a public good, it is 
incumbent upon NSOs to consider the wider economic case for exploitation of its microdata assets, both 
in controlled-access and in Public Use domains. The argument needs to be made for a funding line in an 
NSO’s budget for exploitation of microdata assets. A statistical office that is mature in microdata access 
will be able to quantify its input costs of providing access to microdata, but importantly it will also be able 
to measure in some relevant way the uses to which its data are put.  

40. Statistical offices should consider carefully precisely how and where this investment should be 
made. Depending on national circumstances, the investment might be focussed upon the production of 
safe Public Use Files, or in the establishment of a remote access facility, or in the construction of data 
laboratories on the sites of key users, or in a national social science infrastructure based on data archives. 
Each will have a different return on investment.  
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41. Yet, despite the economic benefits, risks, and costs involved in microdata access, the Expert 
Group found little evidence of choices of modes of access being determined on a benefit/costs ratio 
consideration. This is to some extent unsurprising, as it would imply a maturity of the function of providing 
microdata access that virtually all NSOs still need to gain. 

42. The Expert Group considers in particular that there is more work to be done in estimating the 
benefits of providing third party access to NSO microdata. It is difficult to do, but some economic 
modelling is possible and where it has been done, the case is compelling.1 It almost goes without saying 
that a breach of confidentiality would damage the benefit/cost ratio significantly, as well as have other 
wider negative effects. The Expert Group would like to explore this issue more deeply in its future work. 
An economic model could be produced that will enable ratios to be calculated on a comparable basis 
across OECD members. 

43. The Group also discussed of the value of increasing the production of non-confidential 
microdata files to be made easily available on the web, e.g. PUFs, as a way to foster general international 
microdata access through a simplified channel. PUFs represent one of the channels of microdata access 
that an NSO can implement, the perspective in this report being the availability of a range of solutions that 
allow for access in an international setting. The production of PUFs should aim at maintaining the high 
standards of official statistics in terms of significance of the released files; this can be achieved by 
designing products that are able to preserve crucial analytical characteristics of the data accompanied by 
metadata and methodological documentation and by ensuring transparency. 

44. The Group also considered the issue of commercial use of microdata. The privilege of access to 
confidential microdata is rightly restricted to statistical research purposes only. The question is whether a 
commercial organisation can satisfy that condition. Many statistical offices rule out commercial 
organisations, whether or not there is a commercial value to the product of the research, and whether or 
not the purpose is statistical research only. 

45. There is a legitimate concern to ensure the public good is served when the privilege of access to 
confidential microdata is granted to a user. It is less clear to the Group whether the work of a privately 
funded organisation is necessarily incompatible with that principle. 

46. This issue is becoming more pertinent as public administrations rely ever more upon external 
sources of analytical expertise. Think-tanks, charities, lobby groups, public-private partnerships, 
commercially sponsored research in academia, collaborations between government departments and 
commercial consultancies are increasingly involved in research - and these initiatives put pressure on 
those organisations that hold to a “non-commercial only” condition for access. 

47. Opinions within the Group varied on this issue, but common ground was found when the status 
of the product of the access to confidential microdata was considered. The Group recommends that all 
users of confidential microdata should be bound, as a condition of access, to make their research 
product publicly available. The gold standard is that the research results derived from privileged access to 
confidential microdata should be Open, in that they are available in a machine-readable format, free of 
charge, and free to be used and reused without restriction other than proper attribution. A lower but still 
acceptable standard would be that results are publicly available through payment of a subscription fee, 
set at a cost-recovery rate only, or through a journal or other accessible route. The Group agreed that the 
privilege of access to confidential microdata obtained from private individuals or businesses should not 
be granted where the results are withheld for exclusive private gain - whether that gain is through 
personal professional advancement, or through exclusive exploitation of its commercial value. This is in 

                                                      
1 For example, the UK’s Economic and Social Research Council conducted an economic impact analysis of the UK 

Data Service, which is a core information infrastructure service providing researchers with access to Public 
Use Files and Secure Use Files from UK’s statistical offices and other sources 
http://www.esrc.ac.uk/_images/ESDS_Economic_Impact_Evaluation_tcm8-22229.pdf 

http://www.esrc.ac.uk/_images/ESDS_Economic_Impact_Evaluation_tcm8-22229.pdf
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contrast to the use of Open (micro)Data and Public Use Files, where the commercial exploitation of these 
non-disclosive statistical products is permitted or even encouraged. 

48. Once it is accepted that the results of statistical research and analysis of microdata should be 
Open, then the non-exclusive economic benefits of the product can be realised without threat to 
statistical principles. The Open products of research use of microdata should have the economic benefit 
as Open official statistics, including direct commercial economic benefit and indirect benefit through 
better public administration. 

Portfolio of 
access 
solutions -PUFs  

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

Complete absence of 
PUFs or other modes of 
microdata access easily 
available for cross 
border users in the 
dissemination plan of an 
NSO.  

Sporadic development and 
release of PUFs without any 
specific treatment at the design 
stage for quality aspects.  

 

NOTE: A distinct case is that of 
countries or organisations that 
make a serious appraisement of 
different designs of PUFs but, 
taking into account the problem 
of statistical confidentiality in 
small populations, conclude that 
PUFs are not a realistic solution 
for the time being. 

PUFs are considered as particularly 
important microdata dissemination 
products and developed coherently 
with other products of the portfolio of 
modes of access to microdata. 

Statistical Disclosure Control (SDC) 
methods that satisfy the overarching 
principle of preserving important 
statistical properties of the data as 
well as benchmarking statistics are 
implemented  

Users are made aware through 
resource discovery services and the 
web of the content and the properties 
of the released microdata file with 
respect to the original one and of all 
the possibilities in the portfolio of 
modes of access offered by the 
NSO. 

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Adopt, at least in a case by case manner, the 
SDC paradigm (i.e. disclosure risk 
assessment, implementation of disclosure 
control methods, evaluation of information 
loss and significance).  

Conduct and present to users quality checks 
carried out on the released microdata.  

Make license terms and license agreements 
visible on the NSO’s website. 

Use license agreements on a website only 
when the end user is required to provide 
positive proof of agreement (e.g. such as by 
clicking on a statement attesting to that 
agreement).  

Implement the systemic use of the SDC paradigm 
guided by data utility where care is taken in 
adopting methods that preserve crucial analytical 
characteristics of the data. 

Define a clear governance for microdata access 

Propose a portfolio of modes of access available to 
national and international users. 

Implement a user-centric dissemination system 
with fully implemented resource discovery features 
coupled with training programs to foster the 
development of culture and knowledge around 
microdata. 

Take the leadership in the coordination of PUFs 
and open microdata releases inside national 
statistical systems, and raise awareness on the 
interaction between open microdata available from 
other sources, big data and the released microdata. 

Be proactive in increasing dialogue with new actors 
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of Open microData dissemination. 

At a regional and ultimately at a global level, seek 
harmonisation in the design standards and 
licence/copyright controls over PUFs, enabling 
international exchange.  

Open data and 
the challenges 
of transparency  

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

No analysis of the potential 
value of Open (micro)Data.  

Internal challenges seek to 
remove excessive 
management controls over 
safe data. 

Some Open (micro)Data 
products are created in 
response to legal or policy 
challenges placed upon the 
organisation. 

Internal and external challenges to 
management control over micro-
data are accepted and responded 
to. 

A portfolio of potential Open 
micro)Data products is maintained 
and systematically worked through. 

All microdata products that are 
known to be safe in the public 
domain are made available through 
a resource discovery portal. 

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

A template design for what characterises Open 
(micro)Data should be designed. 

Seek advice from the national data protection 
supervisor. 

For each statistical source an Open 
(micro)Data product is considered, and 
produced where possible. 

Part IV. Making microdata collaboration our business 

49. The final group of recommendations relate to making cross-border microdata collaboration part 
of business as usual for NSOs. 

50. The Group analysed the General Statistics Business Process Model (GSBPM) descriptions and 
has made recommendations to the responsible UNECE body to revise some of the descriptions in the 
model. The general purposes of the creation and use of the GSBPM – the harmonisation of methods and 
practices to enable the more efficient adoption of tools and technology serving a more coherent market – 
apply strongly to the advancement of cross-border collaboration in microdata and the broader 
recommendations of this report. 

51. As the production of statistics moves increasingly to more use of administrative sources, it is 
important that this business change is reflected in the provision of access to this new input data. Many 
statistical offices are limiting research access to those microdata derived from survey sources, only. The 
Group considers it important to move the information base for microdata access files at the same pace as 
for statistical production when an office increases its use of administrative data. This is not 
straightforward, as the design of the data, the consent of providers, and the legal framework may all be 
more complex. Experts in administrative data, in particular the Nordic countries, have given their advice to 
the Group and the recommendations are included below and in the report. 
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52. A “heroic” microdata access business will not have transparent measures of its costs, nor its 
benefits. They will be hidden within budgets for the parent activity, such as the survey from which the 
data are derived. Costs are unlikely to be recovered, whether directly from the user or indirectly from a 
funding council or other grant. However, a mature microdata access business will be able to itemise its 
costs to enable transparent cost recovery either from within the budget of the parent organisation or from 
the beneficiaries of the service. An example of costs in the process flow of a remote access mode of 
service is included in the report. 

53. Part of making “microdata collaboration our business” is to develop mature relationships with 
those who are most able to reduce statistical offices’ costs and risks when providing cross-border 
access. In particular, a mature organisation will be prepared and able to collaborate with others who, in a 
foreign country, have greater capacity and/or capability in some or all of the process flow of microdata 
access. In some OECD countries, the national Social Science Data Archive may have greater capacity 
and/or capability in many of the GSBPM descriptions with respect to microdata. Using maturity model 
indicators: 

- a low maturity organisation will be unaware of the existence, or non-existence, of the expertise in 
other organisations; 

- a heroic maturity organisation will know something about relevant potential national partners in 
access to microdata. Where potential partners exist, the organisation will have some relationship 
with them, perhaps extending for example to cooperation with metadata, and inclusion of the 
organisation’s data sources and services in the partner's resource discovery catalogue; 

- an organisation with embedded maturity will collaborate with national partners on those 
descriptions of the GSBPM relevant to microdata access that are better delivered by that partner. 
A mature organisation that discovers no relevant national partner will work with candidate 
partners to ensure there is no single point of failure at the national level for access to microdata.  

GSBPM 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

NSO will be providing access to 
microdata by sending approved 
researchers Scientific Use 
Files. This activity, while 
potentially desirable to some 
researchers, is only viable in 
this early stage when demand 
is small and NSOs can accept 
the risk of a few files that are no 
longer held on the secure NSO 
servers. 

The NSO develops the legal 
framework for expanded 
access to microdata for 
research purposes and 
commits to at least one of the 
other access types (remote 
execution, remote access, 
secure centres, or fully 
masked PUFs). 

NSO provides multiple 
modes of access, 
including options that will 
allow for cross-border 
access to the NSO’s 
microdata holdings. 

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Use the (revised) GSBPM descriptions to 
ensure access to microdata is planned from 
the beginning stages of the survey life cycle, 
and all costing is included in the planning 
stages. 

Allow researchers access to microdata by one 
or more of the access types as a first step.  

Work toward an embedded access model 
where multiple access modes are available 
to meet the needs of different users, and 
where international access is made 
possible through at least one of the 
available access types 
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Releasing the value of 
administrative 
sources 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

NSO only responsible for its 
own data. 

NSO integrates 
administrative data in the 
statistical production 
process but do not provide 
external access to 
administrative data.  

NSO is entitled and 
equipped to provide 
researchers with access to 
the administrative data 
held.  

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Integrate administrative data as input for 
production of statistics.  

Design or modify the national Statistics Act so 
that it provides the NSO the permission to give 
access to administrative microdata for 
research purposes.  

Implement legislation on data protection, in 
a way that reassures the public on the 
benefits of using administrative data in 
statistics and research. 

Provide access to comprehensive 
documentation on administrative microdata 
to researchers.  

Recovering the costs 

Maturity indicators 

Low level of maturity Heroic level of maturity Embedded maturity 

No formal arrangements to 
apportion or recovery microdata 
access costs when access 
occurs internationally. 

Bi-lateral or one-off limited 
agreements made to assign 
costs and revenue to 
parties to international 
access to microdata. 

An agreed model for 
sharing costs between 
international partners in 
microdata access. 

Recommendations 

To move from low to heroic: To move from heroic to embedded: 

Develop a cost model for current access 
services enabling attribution of costs to the 
relevant elements of the data access 
service(s). 

Make a fully costed business plan to 
integrate microdata access services in the 
wider business planning of the statistics 
office. 

Share costed business plans with the 
research community, in particular research 
funding councils, and jointly prepare a 
sustainable financial plan for future access 
services. 
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ANNEX. MANDATE AND MEMBERSHIP OF THE EXPERT GROUP 

Mandate of the Expert Group 

• Increase coordination and communication between institutes and other expert groups to adopt 
best practices, promote a common understanding and minimise duplication of work in the area 
of cross-border access to microdata. 

• Establish procedures for efficient integrated cross-border access to microdata held by statistical 
institutes for statistical purposes while respecting confidentiality constraints. 

• Conducte practical country experiments with actual data files. 

• Advise and make recommendations to Chief Statisticians based on the Group’s work and 
advice from other international expert groups on technical and non-technical issues.  

Membership of the Expert Group 

Australia 
Jenine Borowik Australian Bureau of Statistics 
Merry Branson 

Belgium Youri Baeyens Statistics Belgium 
Mona Kombadjian 

Canada Heather Dryburgh Statistics Canada 

Chile Ximena Clark Banco Central de Chile 
Juan Radrigán   INE 

Czech Republic Ondřej Vozár Czech Statistical Office 
Denmark Ivan Thaulow Statistics Denmark 
Estonia Tuulikki Sillajõe Statistics Estonia 
France Michel Isnard INSEE 
Germany Maurice Brandt Destatis 
Greece Ioannis Nicolaidis Statistics Greece 
Hungary Zoltán Vereczkei Central Bureau of Statistics of Hungary 
Israel Brian Negin Central Bureau of Statistics of Israel 
Italy Luisa Franconi ISTAT 
Japan Hideaki Nakamura Statistics Japan 
Korea Gihyeong Ryoo KOSTAT 
Mexico Natalia Volkow INEGI 
Netherlands Leo Engberts Statistics Netherlands 
New Zealand Hamish James Statistics New Zealand 
Norway Johan-Kristian Tønder Statistics Norway 
Slovenia Tomaz Smrekar Statistics Slovenia 

Sweden Claus-Göran Hjelm  Statistics Sweden 
Eva Nilsson 

Switzerland Anne Balzli-Prysi Statistics Switzerland 

Turkey Ilker Guven Statistics Turkey 
Nalan Eviren 

United Kingdom  
Chair Paul J. Jackson United Kingdom Office for National Statistics 

United States Brian Harris-Kojetin Office of Budget and Management of the United 
States 

European Union Aleksandra Bujnowska Statistical Office of the European Union, Eurostat 

OECD Mariarosa Lunati Statistics Directorate 
Young-tae Son (to June 2013) 

http://www.czso.cz/eng/redakce.nsf/i/home

	executive summary
	Background
	Trust for improving international collaboration with microdata access
	First step: Decide what constitutes ‘trust’ in microdata collaboration and build a circle model
	Second step: Match current and potential partners against these dimensions of trust.
	Third step: Use the trust model to build new or stronger relationships
	Fourth step: Explain your decisions about access using the trust model
	Fifth step: Use the trust model to provide a route to positive collaborative relationships
	Sixth step: Addressing ‘Trust’ can provide solutions to other barriers

	Modalities for international collaboration in microdata access
	A maturity model for international collaboration in microdata access
	Recommendations
	Part I. Speaking the same language
	Part II. Circles of Trust
	Part III. Microdata as an economic resource
	Part IV. Making microdata collaboration our business


	annex. Mandate and membership of the expert group



