paljissepun

TVYN I4/T(86)D3/9S

o
&
g

 E8

3
T

L I=Te)

m

Unclassified SG/EC(98)14/FINAL

Organisation de Coopération et de Développement Economiques OLIS : 18-Dec-1998
Organisation for Economic Co-operation and Development Dist. : 22-Dec-1998
Or. Eng.

DIRECTORATE FOR SCIENCE, TECHNOLOGY AND INDUSTRY

STEERING COMMITTE FOR THE PREPARATION OF THE OTTAWA
MINISTERIAL CONFERENCE "A BORDERLESSWORLD: REALISING
THE POTENTIAL OF GLOBAL ELECTRONIC COMMERCE"

OECD MINISTERIAL CONFERENCE
"“A BORDERLESSWORLD: REALISING THE POTENTIAL
OF GLOBAL ELECTRONIC COMMERCE"

OTTAWA, 7-9 OCTOBER 1998

CONFERENCE CONCLUSIONS

73015

Document complet disponible sur OLIS dans son format d’origine
Complete document availableon OLISin itsoriginal format



SG/EC(98)14/FINAL

FOREWORD

This document contains the Conclusions of the Ottawa Ministerial Conference, held on 7-9 October 1998.
Attached as Annexes are the three Ministerial Declarations adopted at the Conference: on Protection of
Privacy on Globa Networks [DSTI/ICCP/REG(98)10/REV 2], Consumer Protection in the Context of
Electronic Commerce [DSTI/CP(98)12/REV2], and Authentication for Electronic Commerce
[DSTI/ICCP/REG(98)9/REV4]. At its 934th Session, on 19 October 1998, the Council adopted a
Resolution integrating these three Declarations into the instruments of the Organisation.

The texts of these three Declarations have been made available on general distribution with the codes
[FINAL.

Copyright OECD, 1998

Applicationsfor permission to reproduce or trandate all or part of thismaterial should be made to:

Head of Publications Service, OECD, 2 rue André-Pascal, 75775 Paris Cedex 16, France.
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OECD MINISTERIAL CONFERENCE
“A BORDERLESS WORLD: REALISING THE POTENTIAL
OF GLOBAL ELECTRONIC COMMERCFE”
OTTAWA, 7 - 9 OCTOBER 1998

CONFERENCE CONCLUSIONS

On 7-9 October 1998, OECD Ministers, observers from non-OECD countries, heads of
international organisations, business leaders, and representatives of labour, consumer, and social interests
met in Ottawa to articulate their plans to promote the development of global electronic commerce. This
OECD Ministerial Conference, hosted by the Government of Canada and chaired by the Honourable John
Manley, Canada’s Minister of Industry, represents an important step in ongoing efforts in the evolution
toward realising a global electronic commerce agenda.

The Ottawa Conference broke new ground for the OECD on a number of fronts. For the first
time, at a Ministerial event, OECD countries sought the active participation of international organisations,
business, labour, consumer and public interest groups in an open and transparent effort to address
important elements of global electronic commerce. Also for the first time at an OECD Ministerial
conference, an industry-led showcase demonstrated practical applications aimed at addressing key
concerns debated during the Conference.

Electronic commerce is by definition global. Whether the action is domestic or regional, private
or public sector - all electronic commerce policies and activities will have limited impact unless they
facilitate a global approach. In convening the conference in Ottawa, OECD governments recognised the
importance of collaboration among governments, and with business, labour and consumers in the
development and use of electronic commerce, and the need for co-operative approaches to its application
across sectors and national borders. To this end, OECD Ministers, the Business and Industry Advisory
Committee to the OECD (BIAC), the Trade Union Advisory Committee to the OECD (TUAC), and other
private sector participants concluded that:

— electronic commerce offers a radically new way of conducting commercial transactions, and
is potentially a key engine to increase economic growth, and enhance development around
the world;

— co-operation amongst all players (governments, consumers, business, labour, and public
institutions), as well as social dialogue, must be encouraged in policy making to facilitate the
development of global electronic commerce in all countries and international fora, and that
their actions should strive to be internationally compatible whenever possible;
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— governments should promote a pro-competitive environment to allow electronic commerce to
flourish, work to reduce and eliminate unnecessary barriersto trade, and act where necessary
to ensure adequate protection of key public interest objectivesin the digital world just as they
do in the physical world;

— government intervention, when required, should be proportionate , transparent, consistent and
predictable, aswell as technologically neutral;

— governments should recognise the importance of continued co-operation among business in
standards setting, and in enhancing interoperability, within an international, voluntary and
consensus-based environment;

— business should continue to play a key role in developing and implementing solutions to a
number of the issues essential for the development of electronic commerce, recognising and
taking into account fundamental public interests, economic and social goals, and working
closely with governments and other players;

Following an exchange of views, the Conference participants identified elements toward a
shared vision for global electronic commerce. In this context, participants discussed priorities for
business, labour and public interests, the recommendations taken by Ministers for future work and
priorities for the OECD, and the important work underway in international bodies.

A shared vision for global electronic commerce

The Conference participants reaffirmed that the rapid development and spread of global
electronic commerce will require a broad, collaborative approach by governments, the private sector, and
international organisations to ensure a stable and predictable environment which facilitates its growth and
maximises its social and economic potential across all economies and societies. In this regard,
participants concurred that addressing issues within the following four themes was important in
facilitating global electronic commerce.

1 Building trust for users and consumers

Users must gain confidence in the digital marketplace. National regulatory frameworks and
safeguards that provide such confidence in the physical marketplace must be adjusted, where necessary, to
help ensure continued confidence in the digital marketplace. In this context, governments have
fundamental responsibilities. At the same time much is expected from and dependent on private sector
initiatives. Participants highlighted the important areas where actions to promote the growth and use of
electronic commerce were important: creating and implementing trustworthy technologies and policies;
developing, where appropriate, underlying regulations; and, developing codes of practices, standards,
industry and institutional arrangements, and technology tools, necessary for “self-regulation”, effective
user protection and consumer empowerment in different environments.
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2. Establishing ground rules for the digital marketplace

As governments, industry and consumers venture onto this new platform, they are looking to
ensure that effective protection is provided in the digital marketplace, and that unnecessary barriers to
electronic commerce are addressed. Legal frameworks should be established only where necessary,
should promote a competitive environment and should be clear, consistent and predictable.

3. Enhancing the information infrastructure for electronic commerce

The growth of electronic commerce relies on universal and affordable access to the information
infrastructure. Effective competition in telecommunications markets can ensure a sustained, long-term
trend towards lower costs, increased quality and, thus, expanded access to information infrastructures and
services. Participants of the Conference recognised the importance of adequately addressing the Year
2000 problem.

4, Maximising the benefits

The transition to a digital economy is an important part of the broader move towards a global
information society. The full economic and social potential of electronic commerce will only be realised
through its widespread use by businesses, consumers, and public institutions. Government as a model
user of commercia technologies can be an important driver in the creation of an electronic market. The
successful modernisation and adaptation of organisations, and the skills and knowledge of citizens is
important in stimulating the use of electronic commerce. Its growth also relies on a highly skilled and
motivated workforce. It is necessary to have a clear understanding of the social and economic impacts,
including the impact on growth, productivity, and employment, and the needs of business, including small
and medium enterprises, organisations and consumers in both devel oping and devel oped countries.

Implementing the vision

Three key documents outlining ongoing and future activities on electronic commerce
(documents attached) were tabled at the Conference:

— the OECD Action Plan for Electronic Commerce that outlines activities and
recommendations for future work;

— the Report on International and Regional Bodies. Activities and Initiatives in Electronic
Commer ce that outlines current and possible work by these organisations;

— the Global Action Plan for Electronic Commerce prepared by Business with
Recommendations to Governments that outlines current initiatives by business and their
views on key issues.

Conference participants welcomed these important efforts towards global collaboration and
developing more compatible approaches for electronic commerce in the private sector, international and
regional organisations, and the OECD.
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Conference participants reaffirmed the role of governments in creating an environment for
global electronic commerce in which the ground rules are appropriate, clear and predictable, and where
co-operation among al players is facilitated globaly. They noted as well the responsibilities of
governments toward meeting the public interest. Conference participants noted the Agreement by
Ministersincluded below.

TheWork of the OECD -- Agreement by OECD Ministers

“OECD Ministers reaffirmed the importance of the work of the OECD in contributing to the
global development of electronic commerce, recommended the future work outlined in the “OECD Action
Plan for Electronic Commerce”, and urged the Secretary General and the OECD Council to give the
Action Plan high priority in the OECD work programme, taking into account the capabilities of its
subsidiary bodies and the level of available resourcédinisters attached particular importance to
OECD work in addressing issues in the areas of taxation, privacy, consumer protection, authentication,
access to infrastructures, and the socio-economic impact of electronic commerce, while noting work in
other areas in the OECD Action Plan. Ministers noted the background reports on “The Role of
Telecommunicationand Information Infrastructures in Advancing Electronic Commerce”, “The
Economic and Social Impact of Electronic Commerce: Preliminary Findings and Research Agenda”, and
“The Year 2000 Problem: Impacts and Actions”. Ministers also urged the OECD to ensure that its work
is carried out, to the extent possible, in co-ordination with other international organisations, business,
NGOs, and is distributed as widely as possible to the global community.

“OECD Ministers affirmed theimtention to work together, and in partnership with business
and social organisations to build trust in the digital marketplace, clarify rules, enhance infrastructure
access by implementing a liberalised and competitive telecommunications marketplace, and maximise
benefits for all citizens. To this end they:

— Adopted a Declaration on Protection of Privacy on Global Networks (annexed) that
reaffirms their commitment to effective protection of privacy on global networks, affirms
their determination to take necessary steps to this end, and recognises the need to co-operate
with industry and business, and, consistent with the terms of the Declaration, agreed that the
OECD should provide practical guidance on the implementation of the OECD privacy
guidelines based on national experiences and examples.

— Adopted a Declaration on Consumer Protection in the Context of Electronic Commerce
(annexed) that recognises the need for governments, business, consumers and their
representatives to continue to work together to ensure that consumers are afforded a
transparent and effective level of protection; and urge the OECD to complete its ongoing
work to draft effective “Guidelines for Consumer Protection in the Context of Electronic
Commerce” within 1999.

— Adopted a Declaration on Authentication for Electronic Commerce (annexed) that
recognises the importance of authentication for electronic commerce and outlines a number
of actions to promote the development and use of authentication technologies and
mechanisms, including continuing work at the international level, together with business,
industry and user representatives.
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— Welcomed the report “Electronic Commerce: Taxation Framework Conditions” which sets
out the taxation principles that should apply to electronic commerce and outlines the agreed
conditions for a taxation framework, and endorsed the proposals on how to take forward the
work contained within it.

“Ministers recognised the importance of consumer and investor confidence in electronic
commerce to ensure its future growth. They noted the intention of business leaders, and the various
industry groups to develop self-regulatory frameworks for electronic commerce. Ministers underlined
that, where self-regulatory mechanisms were used, they should be transparent, non-discriminatory and
open to all market players and encouraged business to move rapidly to meet public expectations in those
areas’.

Activitiesand Initiatives of | nternational Organisations

Many international organisations and regional bodies are engaged in work which directly and
indirectly impacts on the growth of electronic commerce. This work includes technical standards that are
voluntary and consensus based, trade liberalisation, technical assistance, policy implementation and
monitoring, and review and analysis.

The Report on International and Regional Bodies: Activities and Initiatives in Electronic
Commercewas based on inputs provided by a wide range of international and regional organisations
under their own responsibility, and represents a first-time compilation of the accomplishments, and
ongoing and proposed work of these bodies. The Conference welcomed this initiative in inter-
organisational co-operation, and greatly appreciated the efforts undertaken to create this comprehensive
overview of electronic commerce activities.

Conference participants acknowledged the leading role of the private sector in stimulating the
growth of global electronic commerce through investment and dynamic innovation of products and
services, and the partnership necessary between governments and the private sector in assuring consumer
confidence and acceptance. In this context, Conference participants noted the priorities for the business
sector included below.

Prioritiesfor the Business Sector

"A Coalition of international business organisations was co-ordinated by the Business and
Industry Advisory Committee to the OECD (BIAC) and included the Global Information Infrastructure
Commission (GIIC), International Chamber of Commerce (ICC), International Telecommunications Users
Group (INTUG), World Information Technology and Services Alliance (WITSA), in co-operation with the
Internet Law and Policy Forum (ILPF). The Coalition, supported by a range of other international,
regional or issue-specific business organisations, provided the Conference with “A Global Action Plan
for Electronic Commerce prepared by Business with Recommendations for Government”. This action
plan asserts, inter alia, that:

the development of electronic commerce should be led primarily by the private sector in
response to market forces and that governments should recognise and reinforce this role;

business will continue to develop self-regulation and technological innovation to foster the
empowerment of users, in accordance with law where applicable;
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there are appropriate roles for both government and business;

policies that enable electronic commerce and the convergence of the telecommunications,
information technology and multimedia industries should be pursued in an open and
competitive environment.

“Business is enhancing the protection of privacy through self-regulation, voluntary codes, model
contract provisions and by providing commercially-available technologies which enable a high level of
privacy protection tailored to user needs and preferences. It continues to develop, based on global
marketplace experience, fair information practices that are consistent with the 1980 OECD Privacy
Guidelines, and is assisting users in developing the necessary skills to protect themselves and to exercise
choice in an online environment.

“Business is enhancing sophisticated tools designed to protect and empower consumers without
government over-regulation, and is participating with government and other interested parties in
international discussions to develop approaches for consumer protection.

“With respect to authentication for electronic commerce, business is working to ensure technical
interoperability, to promote the legal acceptability of certificates and electronic signatures nationally and
internationally and to help develop, with governments within UNCITRAL, appropriate legal frameworks
required to assure predictability and certainty.

“On taxation, business continues to work with OECD to ensure that neutrality is the guiding
principle, and that taxes are not imposed in a discriminatory manner.

“To support these initiatives, business is:
devel oping transparent procedures for the protection of personal information;

developing, based on global marketplace experience, guidelines and commercial standards
for Internet access providers and Web-site operators, setting up appropriate international
self-regulatory enforcement mechanisms for violations of best practice rules for interactive
advertising and market research;

continuing to develop internationally accepted standards and codes of practice, and central
repositories of pertinent information for businesses (e.g., certification practice statements);
and

working through their governments and with the WTO to promote the scheduling of
meaningful commitments for telecommunications liberalisation by all Member states.”

Conference participants acknowledged that a full range of socia interests must be included and
engaged in efforts to facilitate the growth of global electronic commerce. The participation of
representatives of labour, consumer and other non-governmental groups in the Conference recognises the
importance of electronic commerce in social, civic and community development. In this context,
Conference participants noted the views on social perspectives put forward by trade unions, consumer
organisations and non-governmental groups included below.
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Social per spectives

"The Trade Union Advisory Committee (TUAC) and representatives of public interest groups
met in a parallel session at the Conference to discuss the social perspectives. The Conference provided
an important recognition and appreciation of the role, place and participation of public interest groupsin
the ongoing international discussion and negotiations with regard to electronic commerce. The TUAC
discussion paper “Electronic Commerce Developments and Challenges”, and the letter by public interest
group representatives to the Ministers of the OECD and other countries attending the Ottawa Ministerial
Conference (which is recognised as a Conference document and available from the OECD) set forth their
views.

The representatives of trade unions, consumer organisations and other non-governmental groups
participating in the Conference, co-ordinated by the Trade Union Advisory Committee (TUAC),
recognised the importance of electronic commerce to social, civic and community development as well as
its vital contribution to economic and social change. Therefore they called upon governments and
business to include a full range of social interests in efforts to promote the diffusion of electronic
commerce.

“During their session, representatives of trade unions, consumer organisations and other non-
governmental groups outlined several areas of current and future work which they considered as critical to
achieve the full social and economic potential of electronic commerce.

“Improving Access, SKkills and Digital Literacy -- The extent and intensity of use of
telecommunications networks is a primary determinant of the deployment of electronic commerce and the
ongoing formation of an information society. Therefore, the representatives of trade unions and consumer
organisations stressed the need to enhance digital literacy, education and training by efforts of
governments and industry. Moreover, they pointed out that affordable access to digital networks is crucial
to distributing the advantages of electronic commerce broadly within economy and society and thus
avoiding information "haves" and "have nots".

“Privacy, Trust and Content -- In order to ensure broad acceptance of the digital marketplace
representatives of trade unions and other social interest groups considered it vitally important that existing
concerns in the areas of privacy of consumer and employees, consumer protection (security of payment,
reliability of business, getting redress etc.) and the distribution of offensive and harmful content are
sufficiently resolved. They expressed their support for efforts to minimise the collection of personal data
and to maximise the protection of individual privacy. Furthermore, they called on governments, business
and NGO's to work together in strengthening the framework needed for effective protection of consumers
and personal privacy, based on frameworks of legal regulation, codes of conduct and supporting
technology applications.

“Social Impact, Costs and Benefits -- Electronic commerce will lead to a spatial extension of
markets and to a foundation of new businesses. During this process, a number of new and skilled jobs will
be created. But at the same time, changes will see the elimination of jobs, too. Therefore, electronic
commerce will have a pervasive impact on business, on the economy and on the society. To cope with the
social impacts, to avoid or to reduce risks and to ensure a broad distribution of benefits in favour of social
equity and the quality of life, the representatives of trade unions and consumer organisations stressed the
need to consider the broad interrelation between society and technology.

10
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“Weaving Electronic Commerce into Organisational Structures -- The application of
telecommunications networks and information technology at the firm level is a powerful tool for
increasing productivity and competitiveness. To capture those gains however, the representatives of the
trade unions called for an integrated approach, combining the introduction of new technology and a re-
organisation of work as outlined by OECD reports on Technology, Productivity and Jobs. Moreover, they
considered the participation of employees in the process of broadening team-work, flattening hierarchies
and skill development as a crucial prerequisite to maximise the potential of electronic commerce.

“Combining Flexibility and Security -- Information technology and telecommunications
networks are providing a flexibility of time and place of work that offers new opportunities for business
and employees. At the same time, these new options present challenges for the systems of social security
and industrial relations, its actors as well as for the legal and policy frameworks in which they operate. To
ensure that the costs and benefits of flexibility are fairly distributed, participants of the labour and NGO
session recognised the need to update regulatory systems so that they encompass new forms of work and
contribute to social cohesion.

“According to the participating representatives of trade unions and consumer organisations, a
truly "global" electronic commerce implies an international framework of co-operation which maximises
the opportunity of benefit for all segments of society and avoids the risk of a downward adjustment in
social welfare, working conditions and standards of living. In this regard, conference participants
representing trade unions and consumer organisations and NGO's welcomed the work done to examine the
economic and social effects of electronic commerce and of information technology in general. They
consider the need for further work to broaden and to intensify the promotion of investigations of impacts
on employment, the workplace, and quality of life a priority.

“The participants of the conference, representing trade unions, consumer organisations and
NGO's see a continuing need for the involvement of public interest groups in the future evolution of
electronic commerce. They consider it as a necessary complement to the legislative and policy
responsibilities of governments and the role of the business community in generating innovation,
investment and employment. They are prepared to work in partnership with governments and business to
ensure a socially acceptable transformation towards a digital economy. In their view, the Ottawa
conference provides an important step towards a continuing dialogue between non-governmental
organisations and social interests, business and government and would seek to repeat and build on this
foundation in the future development of the information society.”

Next steps -- Realising the potential

This Conference, building on the OECD Turku Conference and other regional and international
conferences, constitutes an important landmark in realising the potential of electronic commerce, in
promoting global co-operation, and in setting the stage for the further development of the global the
information society. Conference participants recognised the need for all to act collabonatihielfast
changing global environment in the context of the Conference themes: to build trust for users and
consumers, establish ground rules for the digital marketplace, enhance the information infrastructure for
electronic commerce, and maximise the benefits of global electronic commerce for all.

The Ottawa Conference is a milestone in the evolution towards global electronic coranterce
identifies potential future work. The Conference furthered the process in creating greater global
understanding about electronic commerce which will help promote greater international policy
compatibility to allow all economies to maximise the opportunities provided by new digital platforms.

11
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The OECD and private sector Action Plans, and the Report on international and regional bodies, indicated
how the different players involved intend to contribute to future globa co-operation in electronic

commerce.

Conference participants emphasised the need for sustained and effective co-operation and
regular exchanges of information between and among governments, different industry sectors, the private
sector, consumer and public interests and international bodies.

To this end, conference delegates urged the OECD, in addition to its ongoing work and Action

Plan, to:

Apply its research and statistical expertise to analyse and measure the economic and social
impact of global electronic commerce.

Report regularly to the global community on progress made nationally and internationally in
making global electronic commerce a reality by addressing the key policy issues implicit in

the Conference themes: “Building Trust for Users and Consumers”; “Establishing Ground
Rules for the Digital marketplace”; “Enhancing the Information Infrastructure”; and
“Maximising the Benefits”.

Work with other international organisations, regional bodies, and the private sector, and

Non-OECD countries to encourage collaboration and co-ordination within and among as
many fora as possible to advance global electronic commerce.

12
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ANNEX 1

DECLARATION ON THE PROTECTION OF PRIVACY ON GLOBAL NETWORKS

made by OECD Ministers at the Conference
“A Borderless World: Realising the Potential of Global Electronic Commerce”
7-9 October 1998, Ottawa, Canada

The Governments of OECD Member Countries

Considering that the development and diffusion of digital computer and network technologies on a global
scale offer social and economic benefits by encouraging information exchange, increasing consumer
choice, and fostering market expansion and product innovation;

Considering that global network technologies facilitate the expansion of electronic commerce, and
accelerate the growth of transborder electronic communications and transactions among governments,
businesses, and users and consumers,

Considering that personal data should be collected and handled with due respect for privacy;

Considering that digital computer and network technologies enhance traditional methods for processing
personal data, increase the ability to collect, gather and link large quantities of data, and to produce
augmented information and consumer profiles;

Considering that digital computer and network technologies can also be used to educate users and
consumers about online privacy issues and to assist them to maintain their anonymity in appropriate
circumstances or to exercise choice with respect to the uses made of personal data;

Considering that in order to increase confidence in global networks, users and consumers need assurances
about the fair collection and handling of their personal data, including data about their online activities
and transactions,

Considering that it is necessary to ensure the effective and widespread protection of privacy by businesses
which collect or handle personal data in order to increase user and consumer confidence in global
networks;

Considering that transparent rules and regulations governing the protection of privacy and personal data
and their effective implementation on information networks are key elements to increasing confidence in
global networks;

* including the European Communities.

13
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Considering that different effective approaches to privacy protection developed by Member countries,
including the adoption and implementation of laws or industry self-regulation, can work together to
achieve effective privacy protection on global networks;

Considering the need for global co-operation and the necessity of industry and business taking a key role,
in co-operation with consumers and governments, to provide effective implementation of privacy
principles on global networks;

Considering that the technology-neutral principles of the 1980 OECD Privacy Guidelines continue to
represent international consensus and guidance concerning the collection and handling of personal datain
any medium, and provide afoundation for privacy protection on global networks;

REAFFIRM the objectives set forth in:

The Recommendation Concerning Guidelines Governing the Protection of Privacy and Transborder Flows
of Persona Data, adopted by the Council of the OECD on 23 September 1980 (OECD Privacy
Guidelines);

The Declaration on Transborder Data Flows, adopted by the Governments of OECD Member countries on
11" April 1985; and

The Recommendation concerning Guidelines for Cryptography Policy, adopted by the Council of the
OECD on 27" March 1997.

DECLARE THAT:

They will reaffirm their commitment to the protection of privacy on global networksin order to ensure the
respect of important rights, build confidence in global networks, and to prevent unnecessary restrictions
on transborder flows of personal data;

They will work to build bridges between the different approaches adopted by Member countries to ensure
privacy protection on global networks based on the OECD Guidelines;

They will take the necessary steps, within the framework of their respective laws and practices, to ensure
that the OECD Privacy Guidelines are effectively implemented in relation to global networks, and in
particular:

encourage the adoption of privacy policies, whether implemented by legal, self-regulatory,
administrative or technological means;
encourage the online notification of privacy policiesto users;

ensure that effective enforcement mechanisms are available both to address non-compliance with
privacy principles and policies and to ensure access to redress;

promote user education and awareness about online privacy issues and the means at their disposal
for protecting privacy on globa networks;

encourage the use of privacy-enhancing technologies; and

encourage the use of contractual solutions and the development of model contractual solutions for
online transborder data flows;

14
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They agree to review progress made in furtherance of the objectives of this Declaration within a period of
two years, and to assess the need for further action to ensure the protection of personal data on global
networks in pursuit of these objectives.

FURTHER DECLARE THAT THE OECD SHOULD:

Support Member countries in exchanging information about effective methods to protect privacy on
global networks, and to report on their efforts and experience in achieving the objectives of this
Declaration;

Examine specific issues raised by the implementation of the OECD Privacy Guidelines in relation to
global networks and, after collection and distribution of examples of experiences on implementation of the
Guidelines, provide practical guidance to Member countries on the implementation of the Guidelines in
online environments, taking into account the different approaches to privacy protection adopted by
Member countries and drawing on the experiences of Member countries and the private sector;

Co-operate with industry and business as they work to provide privacy protection on global networks, as
well as with relevant regional and international organisations;

Periodically review the main developments and issuesin the field of privacy protection with respect to the
objectives of this Declaration;

Take into account, inter alia, in its future work, the issues and suggested activities discussed in the
Background Report accompanying this Declaration.

INVITE:

Non-member countries to take account of this Declaration;

Relevant international organisations to take this Declaration into consideration as they develop or revise
international conventions, guidelines, codes of practice, model contractual clauses, technologies and

interoperable platforms for protection of privacy on globa networks,

Industry and business to take account of the objectives of this Declaration and to work with governments
to further them by implementing programmes for the protection of privacy on global networks.

15
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ANNEX 2

DECLARATION ON CONSUMER PROTECTION
IN THE CONTEXT OF ELECTRONIC COMMERCE

made by OECD Ministersat the Conference
“A Borderless World: Realising the Potential of Global Electronic Commerce”
7-9 October 1998, Ottawa, Canada

The Governments of OECD Member Countries
CONSIDERING:

that both the volume and value of consumer transactions on the global network are increasing
exponentially;

that global networks offer consumers substantial benefits, including convenience and access to a wide
range of goods, services and information;

that the potential benefits will not be realised if consumer confidence in commerce conducted over global
networks is eroded by the presence of fraudulent, misleading and unfair commercial conduct; that
confidence in commercial activities conducted over global networks will be fostered by transparent and
effective consumer protection mechanisms and is essential to encourage consumer participation in the
el ectronic marketplace; and

that global co-operation among governments, businesses, consumers, and their representatives, is a
necessary prerequisite to achieving effective and predictable consumer protection in the context of
electronic commerce.

RECOGNISING:

the need for government, business, consumers and their representatives to continue to work together on
the development of a framework for global electronic commerce that includes effective protection for
consumers; and

the continuing dialogue within the OECD among governments, businesses, consumers, and their
representatives, to examine consumer-related issues, and, in particular, the ongoing work of the
organisation, through its Consumer Policy Committee, to develop guidelines for consumer protection in
the context of electronic commerce.

* including the European Communities.

16
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DECLARE THEIR DETERMINATION TO ensure that consumers who participate in electronic
commerce are afforded a transparent and effective level of protection for el ectronic transactions by:

reviewing and adapting laws and practices, if necessary, to address the special circumstances of
electronic commerce;

supporting and encouraging the development of effective market-driven self-regulatory
mechanisms that include input from consumer representatives, and contain specific, substantive
rules for dispute resolution and compliance mechanisms;

encouraging the development of technology also as atool to protect consumers;

taking steps to educate users, fostering informed decision-making by consumers participating in
electronic commerce, and increasing business awareness of the consumer protection framework
that applies to their online activities; and

increasing awareness among judicial and law enforcement officials of the need for effective
international co-operation to protect consumers and combat cross-border fraudulent, misleading
and unfair commercia conduct.

FURTHERMORE, THEY AFFIRM THEIR DETERMINATION:

to devel op effective guidelines whose purpose is to enhance consumer confidence in electronic commerce
transactions while encouraging the development of the global marketplace; and

to urge the OECD to complete its work to draft guidelines within 1999, more specifically as pertains to
consumer protection issues including, for example, full and fair disclosure of essential information,
advertising, complaint handling, dispute resolution, redress as well as other relevant issues in consumer
protection.

17
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ANNEX 3

DECLARATION ON AUTHENTICATION FOR ELECTRONIC COMMERCE

made by OECD Ministers at the Conference
“A Borderless World: Realising the Potential of Global Electronic Commerce”
7-9 October 1998, Ottawa, Canada

The Governments of OECD Member countries
CONSIDERING:

the significant social and economic benefits offered by information and communication technologies and
€lectronic commerce;

the leading role of industry in developing information and communication technologies and electronic
commerce;

the need for government and industry to foster user confidence to facilitate the growth of global electronic
COMmMerce;

the rapid development of authentication technol ogies and mechanisms, and their importance in the context
of global information and communication technologies and el ectronic commerce; and

the potential impact that diverse national solutions for electronic authentication could have on the
development of global electronic commerce.

RECOGNISING:

that work is underway at the international level to facilitate transborder electronic transactions and the use
of authentication technologies and mechanisms to foster the growth of global electronic commerce;

that transacting parties may select appropriate mechanisms which meet their needs for authentication in
conducting electronic commerce, including particular authentication technologies, contractual
arrangements and other means of validating electronic transactions, and that they can use judicial and
other means of dispute resolution to prove the validity of those transactions;

that governments can play a role in promoting electronic commerce as a user of information and
communication technologies, products and services, including electronic authentication mechanisms;

* including the European Communities.
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that technology or media specific rules for recording, storing or transmitting information (for example,
certain paper-based requirements) could impede the development of electronic commerce and the use of
electronic authentication mechanisms;

that, where appropriate, market-driven, rather than government imposed, standards and codes of practice
can provide a useful tool for developing user confidence in global electronic commerce; and

the continuing dialogue within the OECD -- involving governments, business and industry, and user
representatives -- to discuss the technologies and diverse models for authentication to facilitate global
electronic commerce which are currently in use or emerging in Member countries, and in particular the
ongoing work of the Organisation through its Information, Computer and Communications Policy (ICCP)
Committee, to facilitate information exchange by compiling an inventory of approaches to authentication
and certification and convening joint OECD-private sector workshops in the year ahead.

DECLARE THEIR DETERMINATION TO:
take a non-discriminatory approach to electronic authentication from other countries;

encourage efforts to develop authentication technologies and mechanisms, and facilitate the use of those
technol ogies and mechanisms for el ectronic commerce;

amend, where appropriate, technology or media specific requirements in current laws or policies that may
impede the use of information and communication technologies and electronic authentication
mechanisms, giving favourable consideration to the relevant provisions of the Model Law on Electronic
Commerce adopted by the United Nations Commission on International Trade Law (UNCITRAL) in
1996;

proceed with the application of electronic authentication technologies to enhance the delivery of
government services and programmes to the public; and continue work at the international level, together
with business, industry and user representatives, concerning authentication technologies and mechanisms
to facilitate global electronic commerce.
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