
 1 

 

 

 

Balancing the need for Security  

with Economic Imperatives and Societal Values 

 

 

Stephen Lau, Chairman, EDS Electronic Data Systems (Hong Kong)  

and  

Formerly Hong Kong Privacy Commissioner for Personal Data 

 

 

 

 

OECD – APEC Global Forum : Policy Frameworks for the Digital Economy, 

14th-17th January 2003 in Honolulu. 

 

 

 

 



 2 

“ This paper is presented by the author in his capacity as the former Privacy Commissioner for Personal 

Data of Hong Kong. The paper represents solely the personal views of the author”  -- author’s note 

 

Introduction 

The concept and concern for data privacy evolved with the advent of computers 

and the emergence of the information society.  The concern of individuals with 

data privacy is continually heightened by the accelerating application of new 

information technologies for the betterment of a modern life in terms of business 

efficiencies and personal enrichment, e.g. smart cards, Internet, e-commerce, 

global positioning systems, geographical information systems, etc.  Complaints 

related to privacy intrusion have been rising alarmingly on a global basis.  These 

complaints generally centre on the misuse and security of personal data collected 

by both public and private sectors e.g. telemarketing, data mining, and theft or 

leakage of personal data due to inadequate security of information systems.  In the 

US, it is estimated there were close to a million cases of identity theft last year, the 

fastest growing crime in America.  According to the Federal Trade Commission 

(FTC), on average victims spend more than 175 hours and US$1000 each to clear 

their names. 1 
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Global Trends Impacting Privacy since 9/11 

The September 11th terrorist attack was a tragic event, which changed the world 

forever.  Its impact caused a drastic change in national policies and priorities all 

over the world.  In the year since Sept 11th, according to the international survey 

report complied by Electronic Privacy Information Centre (EPIC) and Privacy 

International,  four trends have become apparent:  the swift erosion of pro-privacy 

laws; greater data sharing among corporations and law enforcement agencies; 

greater eavesdropping; and sharply increased interest in people-tracking 

technologies, such as face-recognition systems and national ID cards. 2 

In the US, the swift implementation of the USA PATRIOT Act has expanded 

government surveillance powers and decreased judicial oversight.  The recent 

Homeland Security Act created a comprehensive domestic database of private 

information on U.S. citizens, from bank records to credit information, from   

purchases to phone calls to library activity.  It also created a Department of 

Homeland Security basically exempt from disclosing information to the public.  

The latest development involves a Defence Department agency, which through its 

experimental Total Information Awareness (TIA) program is to test whether 

terrorist attacks can be detected and stopped before they occur by combining 

massive amounts of personal information already available in commercial and 

government databases.    
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The policy changes were not limited to the United States, as a large number of 

countries responded to the threat of terrorism.   Since September 11, anti-terrorism 

measures have been introduced in western countries such as Canada, Denmark, 

France, Australia, Germany, Austria, the United Kingdom, and Sweden.  In Asia, 

similar measures were taken in India and Singapore.   

In June 2002, to strengthen cybersecurity the European Union (EU) passed the 

Electronic Communications Privacy Directive.  It allowed EU member to enact 

laws requiring Internet Service Providers, and other telecommunications operators, 

to retain traffic and location data from mobile phones, text messaging, land-line 

telephones, faxes and e-mails. 3 

Similar initiatives on data preservation and retention are also being considered or 

implemented in the UK, Canada, Australia and Germany.  For example, the 

Canadian government proposal on “Lawful Access” would require all providers of 

Internet, wireline and wireless services to add surveillance capabilities to their 

networks to allow police and security agencies to monitor on users’ 

communications including mobile and landline phone calls, e-mails, Internet 

browsing, etc.4 

 

Trust and Confidence Issues 

From governments’ stand point, these national security measures are appropriate in 

exercising their mandate and providing leadership to protect national interests and 
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their citizens.  To critics and civil liberty groups, the war on terrorism has led the 

US administration to vastly expanding government secrecy, removing information 

from the public domain, limiting its disclosures to Congress and allowing law 

enforcement agencies to operate in the shadows.  

Gary Bass of OMB Watch, a private group which monitors government spending 

and legislation, said these measures represented a dramatic reversal of decades of 

open government.  He lamented,  “We’re shifting from a society premised on the 

right to know to one premised on the need to know, where the government 

determines whether or not you should have access to the information.  That’s a 

fundamental shift in our democratic principles”.5 

The US citizens’ concern is reflected in a poll conducted for the Associated Press 

by ICR/International Communications Research of Media where 63 percent said 

they were concerned that the new government measures could end up restricting 

Americans’ individual freedoms.  Of those, 30 percent of the 1,001 responding 

adults were “very concerned” and 33 percent “somewhat concerned.”  7 

It is also indicative of the national sentiment when The American Civil Liberties 

Union (ACLU), regarded as an extreme left organization and has been outspoken 

against the US national security measures, have now 330,000 due-paying 

members, 50,000 of whom, almost 20%, joined after the September 11th attacks.  8 

“Are we any safer as a nation? I don’t know,” said Anthony Romero, the ACLU’s 

executive director.  “Are we less free? You bet.” 7   I  believe he was questioning 
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the debatable effectiveness of massive survelliance, and the privacy-instrusive 

capability of the Government in looking into every aspect of the private life, 

without proof of wrong doing, of the citizenry 99.9% of whom are normal,  

morally upright citizens.  

More than two-dozen civil liberties, civil rights and privacy groups complained in 

a recent letter to congressional leaders that Total Information Awareness lacks any 

oversight or accountability safeguards.    

 

Security and Privacy – A Delicate Balance 

In this difficult time, in order to promote a global culture of security among 

governments, business and users, the revised Guidelines for the security of 

information systems and networks adopted by OECD in July 2002 provides a 

timely framework for appropriate safeguards to tackle security threats from various 

means of unauthorized access, use, misappropriation, alteration or destruction of 

data stored in information systems and networks.9 Observation and compliance 

with the nine principles embodied in the Guidelines, 

•  Awareness      •  Ethics 

•  Responsibility     •  Democracy 

•  Response      •  Risk Assessment 

•  Security Design & Implementation  •  Reassessment 
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•  Security Management 

are the cornerstones of an effective plan in the implementation of enhanced 

security measures.  It is indeed appropriate and commendable to have included in 

these principles,  the principles of Democracy and Ethics, in the Guidelines in 

recognition of human rights and societal values. 

 

Democracy 

The security of information systems and networks should be compatible with 

essential values of a democratic society. 

Security should be implemented in a manner consistent with the values recognised 

by democratic societies including the freedom to exchange thoughts and ideas, the 

free flow of information, the confidentiality of information and communication, 

the appropriate protection of personal information, openness and transparency. 

Ethics 

Participants should respect the legitimate interests of others. 

Given the pervasiveness of information systems and networks in our societies, 

participants need to recognise that their action or inaction may harm others.  

Ethical conduct is therefore crucial and participants should strive to develop and 

adopt best practices and to promote conduct that recognises security needs and 

respects the legitimate interests of others. 
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Developing and implementing relevant measures adhering to these two essential 

principles by governments and business leaders would go a long way to resolve the 

tension between security issues including national security issues, and societal 

values.  The measures should embrace 

- Openness & transparency 

- Privacy enhancing technology 

- Commitment and oversight 

 

Openness & Transparency 

Consultations and open dialogues are vitally important with public and private 

sectors initiatives, particularly those which have a perceivable impact on society 

and individuals.  Even for critical national security initiatives, the US National 

Strategy for Securing Cyberspace recognises that “At times there may be apparent 

tension between security and privacy values.  Where tension do arise, an active and 

open communication process must exist for evaluating the competing interests 

rigorously and thoughtfully, and identifying solutions.” 10 

Openness is meant not to be giving away security plans on how to identity, track 

and catch criminals and terrorists, but is meant to provide assurance to the 99.9% 

normal citizens how their personal data collected from their routine transactions 
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are being protected and not misused while national interests are being served.  I 

also wish to stress on the word “dialogue”.  I believe that the civil liberty groups,  

while vehemently and righteously defending human rights and societal values, 

should take into consideration the national interest objectives of government 

actions, and rather than merely confrontational with a blinkered attitude, should 

seek reassurance of how such values would not be violated in the pursuit of justice.  

Synergistic activities, e.g. joint participation in “ privacy impact assessment” 

studies, which are essentially privacy risk assessment studies, would enhance 

constructiveness and communications. 

 

Privacy Enhancing Technology 

Technology, including information and communications technology,  is neutral.  It 

is just an enabler.  It serves businesses through process automation, and target 

marketing with cookies and data mining of databases.  It serves governments in 

intelligence gathering, and protects vital information through cryptography. 

However, technology also serves criminals in cloaking their identities and 

camouflashing their activities.    

To win the war on terrorism and ensure cybersecurity, and to successfully allow e-

commerce to flourish, both the public and private sectors require the collection and 

processing of personal data of millions of citizens and consumers, whose trust and 

confidence are components of an overall successful government policy or business 
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campaign. Toward this end a technology, know as privacy enhancing technology 

(PET) which has been promoted by data privacy advocates in the last decade, is 

now receiving increasing attention and interest by government agencies and 

business organisations. 

As a relevant case in point, the US Office of Information Awareness recently 

commissioned a study by ISAT (Information and Technology Group of the 

Institute of Defence Analysis)  on specific technological agendas for increasing 

privacy.11 The study noted that privacy of personal data is an absolutely essential 

element of any information system that carries information about American 

citizens. 

The study examines privacy within the context of national security, particularly 

from the viewpoint of data aggregation systems.  The thesis is that technology can 

allow us to make substantial progress towards supporting both privacy and national 

security in information aggregation systems.  Technology can also assist in 

providing information that will support policy decision about how to handle private 

data. 

The study recommends three key technical strategies: Selective Revelation, a 

method for minimizing exposure of individual information while enabling 

continuous analysis of potentially interconnected data;  Strong Audit, a tamper-

resistant method that identifies where data goes and who has seen it;   and Rule 
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Processing Technologies that guide how data from multiple sources with 

potentially different privacy constraints can be processed.  The study urges  

The US Government to pursue research in this technology area.  I strongly believe 

that the community at large should encourage focus and research in this important 

technology in both commercial and government spheres.    

 

Commitment and Oversight 

For any endeavour,  the principle of  

“Say what is to be done, and do what was said” 

is an universal axiom for acquiring and earning trust and confidence of the 

constituency impacted. The first part, “say what is to be done” is related to 

openness and transparency, publicity and promotion.  The second part “ do what 

was said” is related to commitment, integrity and accountability.  With social 

surveys, reports and growing complaints reflecting mistrust and lack of confidence 

in government and business endeavours where the rights of individuals are 

possibly or suspected to be ignored or violated, it is imperative for such 

endeavours to have a rigorous framework of legislative, judicial or industry and 

community-involved oversight as deemed appropriate, with checks and balances 

supported by privacy enhancing technological measures to minimise unauthorized 

and undesirable access and misuse of information.  These “watch the watchers” 

mechanisms would go a long way to minimize mistrust and instil trust and 
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confidence in the public to support the intended national or business objectives of 

such endeavours. 

It is definitely a step in the right direction that the US administration is expected to 

appoint a federal “privacy czar” to act as watchdog and charges with balancing “ 

privacy and civil liberties concerns” in developing security plans.  Among the 

Chief Privacy Officers (CPO) duties would be to vet all government data gathering 

and security initiatives for potential privacy problems, according to a draft of the 

National Strategy for Securing Cyberspace. 10   The advocates and the federal CPO 

would work with a national advisory group to “ensure broad input into, and 

consideration of, privacy issues in implementing the national strategy to achieve 

solutions that protect privacy while enhancing network and host security.”  
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Conclusion 

In conclusion, I like to quote Dr. David Flaherty, former Privacy Commissioner of 

British Columbia in Canada, when he spoke at the 2002 International Data 

Protection Commissioners’ Conference,  that “ the notion that protecting our way 

of life is an adequate reason to sacrifice our privacy is especially preposterous. In 

fact, to lose privacy as a matter of  choice would be to sacrifice a key element in 

our way of life that September 11th has so challenged.  The preservation of privacy 

is essential to the protection of the dignity of the individual and the promotion of 

human rights.”12 * 

* Dr. Flaherty was focussing on anonynmity as a state of privacy, but his thesis is inductively 
extrapolated here to embrace the essence of privacy. 
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