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'A decade ago, the nation's telephones, power grids, and emergency 911 
number and fire despatches had been separate systems, individual, unique.  

They could be hacked, but only with difficulty, and certainly the hacker could 
not get from one system to anothery, except under very unusual circumstances. 
But deregulation had changed all that.  Today hundreds of new energy firms 

existed, as well as online power traders, and everything was linked through the 
multitude of telephone companies, whose interconnections also had resulted 

from deregulation.  This vast number of electronically joined entities looked a 
lot like the Internet, which meant the best hackers could use one system as a 

door to another.' 
Robert Ludlum, The Paris Option, 2002, p.95 

 
The nine principles, which are central to the OECD Guidelines for the Security of 
Information Systems and Networks, are relevant to all who participate in the 
information society.  They are just as relevant to consumers as to designers and 
manufactures of computer hardware and software and they are addressed to a broad 
audience including public and private sector managers. 

They begin with the need for awareness and build upon one another to sketch out a 
new way of thinking about security described in the introduction as a ‘culture of 
security’. 

‘Culture of security’ does not mean that security is to be promoted above all other 
values but rather that all participants in the information economy should consciously 
consider the security aspects of everything they do.  Managers, for example, should be 
accountable for breaches of security in the same way as they are accountable for 
working within their budgets.  While this is a simple proposition, it is a radical 
departure from the traditional rule based approach to security which allows managers 
to leave security issues to the attention of security professionals and encourages a 
culture of compliance. 

The guidelines have now received global recognition in the resolution of the UN 
General Assembly of 20 December, 2002. 

The Security Guidelines 

In brief, the nine principles are – 

‘1)  Awareness  

Participants should be aware of the need for security of information systems and 
networks and what they can do to enhance security. 
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Awareness of the risks and available safeguards is the first line of defence for the 
security of information systems and networks. Information systems and networks 
can be affected by both internal and external risks. Participants should understand 
that security failures may significantly harm systems and networks under their 
control.  They should also be aware of the potential harm to others arising from 
interconnectivity and interdependency. Participants should be aware of the 
configuration of, and available updates for, their system, its place within networks, 
good practices that they can implement to enhance security, and the needs of other 
participants.’ 
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‘2) Responsibility  

All participants are responsible for the security of information systems and 
networks.  

Participants depend upon interconnected local and global information systems and 
networks and should understand their responsibility for the security of those 
information systems and networks. They should be accountable in a manner 
appropriate to their individual roles.  Participants should review their own policies, 
practices, measures, and procedures regularly and assess whether these are 
appropriate to their environment. Those who develop, design and supply products 
and services should address system and network security and distribute 
appropriate information including updates in a timely manner so that users are 
better able to understand the security functionality of products and services and 
their responsibilities related to security.’ 

‘3)  Response 

Participants should act in a timely and co-operative manner to prevent, detect and 
respond to security incidents.  

Recognising the interconnectivity of information systems and networks and the 
potential for rapid and widespread damage, participants should act in a timely and 
co-operative manner to address security incidents. They should share information 
about threats and vulnerabilities, as appropriate, and implement procedures for 
rapid and effective co-operation to prevent, detect and respond to security 
incidents. Where permissible, this may involve cross-border information sharing 
and co-operation.’ 

‘4)  Ethics 

Participants should respect the legitimate interests of others.  

Given the pervasiveness of information systems and networks in our societies, 
participants need to recognise that their action or inaction may harm others. 
Ethical conduct is therefore crucial and participants should strive to develop and 
adopt best practices and to promote conduct that recognises security needs and 
respects the legitimate interests of others.’ 

‘5)  Democracy 

The security of information systems and networks should be compatible with 
essential values of a democratic society. 

Security should be implemented in a manner consistent with the values recognised 
by democratic societies including the freedom to exchange thoughts and ideas, the 
free flow of information, the confidentiality of information and communication, 
the appropriate protection of personal information, openness and transparency.’ 
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‘6) Risk assessment 

Participants should conduct risk assessments. 

Risk assessment identifies threats and vulnerabilities and should be sufficiently 
broad-based to encompass key internal and external factors, such as technology, 
physical and human factors, policies and third-party services with security 
implications. Risk assessment will allow determination of the acceptable level of 
risk and assist the selection of appropriate controls to manage the risk of potential 
harm to information systems and networks in light of the nature and importance of 
the information to be protected. Because of the growing interconnectivity of 
information systems, risk assessment should include consideration of the potential 
harm that may originate from others or be caused to others.’ 

‘7) Security design and implementation 

Participants should incorporate security as an essential element of information 
systems and networks. 

Systems, networks and policies need to be properly designed, implemented and 
co-ordinated to optimise security. A major, but not exclusive, focus of this effort is 
the design and adoption of appropriate safeguards and solutions to avoid or limit 
potential harm from identified threats and vulnerabilities.  Both technical and non-
technical safeguards and solutions are required and should be proportionate to the 
value of the information on the organisation's systems and networks. Security 
should be a fundamental element of all products, services, systems and networks, 
and an integral part of system design and architecture.  For end users, security 
design and implementation consists largely of selecting and configuring products 
and services for their system.’ 

‘8) Security management 

Participants should adopt a comprehensive approach to security management.  

Security management should be based on risk assessment and should be dynamic, 
encompassing all levels of participants’ activities and all aspects of their 
operations. It should include forward-looking responses to emerging threats and 
address prevention, detection and response to incidents, systems recovery, 
ongoing maintenance, review and audit. Information system and network security 
policies, practices, measures and procedures should be co-ordinated and integrated 
to create a coherent system of security.  The requirements of security management 
depend upon the level of involvement, the role of the participant, the risk involved 
and system requirements.’ 
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‘9) Reassessment 

Participants should review and reassess the security of information systems and 
networks, and make appropriate modifications to security policies, practices, 
measures and procedures.  

New and changing threats and vulnerabilities are continuously discovered.  
Participants should continually review, reassess and modify all aspects of security 
to deal with these evolving risks.’ 

Implementation of these principles should be considered at the global, national and 
enterprise levels. 

Global Implementation 

This Forum is one example of action at the global level and it raises the issue whether 
there is a need for follow up activity of some kind. 

Other examples may be found in the various international dialogues and studies 
relating to protection of critical information infrastructures which typically extend, 
nowadays, beyond the boundaries of any one country.  One such study is an 
International CIIP (Critical Information Infrastructure Protection) Handbook:  An 
Inventory of Protection Policies in Eight Countries, published by the Swiss Federal 
Institute of Technology, Zurich in 2002.  The eight countries studied are Australia, 
Canada, Germany, Netherlands, Norway, Sweden, Switzerland and United States.  
The handbook will be extended to cover other countries and will be regularly 
updated.1 

In addition to outlining policies and administrative arrangements in each country, the 
handbook outline the studies that each has carried out into critical information 
infrastructure protection and develops models for critical information infrastructure 
analysis.  Each model focuses on different aspects of security and the study concludes 
that the variation in national approaches is a clear sign that the topic is still being 
shaped as a policy field and that a lot of definitions and conceptual boundaries still 
need to be found. 

Nevertheless, the national policies also share some common features which can be 
described in terms of the Guidelines: 

•  in each country: 

 - a fundamental strategy is a promotion of a public sector/private sector 
partnership in addressing security issues; 

 - the protection of national information infrastructures is recognised as 
being dependent upon appropriate international arrangements; 

                                                 
1  Also available at http://www.isn.ethz.ch/crn 
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 - awareness raising is seen as an essential element of protective security 
arrangements; 

 - responsibility for security is shared among all participants; 

 - security is seen as something dynamic that requires constant 
readjustment in the light of changes to the external environment; and 

•  in some countries sectoral requirements determine the nature of security 
arrangements in the various components of critical information 
infrastructure protection. 

The advantage of the OECD Guidelines is that they encapsulate essential elements of 
security in a short statement that can be used to develop detailed national policies.  
Every word of the Guidelines has been thoroughly worked over and debated by 
representatives of the 30 OECD countries and of international business and civil 
society groups. 

National Implementation 

In Australia, the Guidelines will be implemented as part of the Federal Government’s 
policy of achieving a secure and trusted electronic operating environment for both the 
public and private sectors.  At the political level, responsibility is shared between the 
Attorney-General who speaks for the Government on issues of national security and 
law enforcement and the Minister for Communications, Information Technology and 
the Arts who has wide ranging responsibilities relating to the information economy. 

Relevant initiatives include awareness raising activities for e-security, the 
development and promotion of security standards, online authentication policies, and 
privacy legislation covering the private sector. 

E-security is also a major element of the Government’s efforts to protect critical 
infrastructure.  A new Trusted Information Sharing Network for critical infrastructure 
protection is being formed which will include an advisory council of private and 
public sector experts to provide advice to the Government through the Attorney-
General.  It is anticipated that the implementation of the Guidelines will be one of the 
early agenda items for the advisory council. 

To assist the broader community, the Federal Government has signed an agreement 
with AusCERT, the computer emergency response team operating out of the 
University of Queensland, for the creation of a National Information Technology 
Security Reporting and Alert Scheme.  This scheme, to be launched in the first half of 
2003, will allow all computer users to subscribe to a free service to receive alerts 
about common Internet security issues, and provide a method of reporting security 
incidents. 

On 5 December 2002, the Prime Minister announced national research priorities one 
of which is ‘safeguarding Australia’ which includes critical infrastructure protection. 

The announcement includes statements that: 
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 ‘Protecting our critical infrastructure is important to national security and to 
the social and economic well being of Australia.  An important aspect of this 
priority goal is e-security which is an enabler of e-commerce.  Maintaining a 
critical mass of research in e-security will be essential in providing Australia 
with the tools to protect our way of life.’ 

 ‘Personal identification, information protection and the integrity of security 
systems are fundamental towards ensuring the national security of Australia.’ 

Implementation at the enterprise level 

Of even greater importance than implementation at the global and national levels, is 
implementation at the enterprise level.  There are many ways in which this can be 
approached.  One of the most interesting, in my view, is that of the US Federal Trade 
Commission which can be seen at www.ftc.gov/infosecurity.  This website also 
offers sound practical advice to the home user. 

Conclusion 

Views on implementation will, of course, differ but this does not matter.  What 
matters is that each country, organisation or enterprise should identify and take the 
measures that seem to it most likely to achieve good security.  Hopefully, the 
Guidelines will assist in this connection by directing attention to the fundamental 
issues that need to be addressed  in a changing environment. 
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