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Central roleof the individual in the big data
ecosystem.

Key elementof an ethical framework for big
data uses.

Individualresponsibilityin big data.

Control anddata ownership.

Vayena et. 2016) Elements of a new ethical framework for Big Data resedfalhington and Lee LaWeview .
Vayena & Gasser. (2016) Strictly Biomedical ? Sketching the ethics of the big data ecosystem in Biomedicine.
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QB4. How much control do you feel you have over the information you provide
online, e.g. the ability to correct, change or delete this information?

@ Complete control

@ Partial control
@ No control at all

It depends on the website or
application (SPONTANEQUS)

Don't know e EU28

Base: Respondents who provide personal information online (n=19,430 in EU28)



A 69% of people say that the@xplicit approval
should be required in all cases before their
datais collected and processed.

A Roughly seven out of ten people are
concerned about their information being used
for a different purposefrom the one it was
collected for.



(1B18. Different authorities (govermmment departments, local authonties, agencies) and private companies collect and store personal information about
you. To what extant do yvou trust the following authorities and private companias to protect your personal information?
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Health and medical institutions

24% 54% 15% % 2%
National public autharities (e.g. tax authorities, social security N I ::: N 21 o | 3%
authorities) 18% 52% 20% 8% 2%
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Banks and financial institutions - 47% e 1% B 3%
European institutions (European Commission, European - % _ 40% _25% - 13% 10%
Fariament, atc.) 1% 44% 24% 1% 10%
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Shops and stores

5% 4% 3IB% 19% 4%

Landline or mobile phone companies and Internet services 1 *% | NG 2 N -7+ I 25 5%
providers 4% 28% 38% 25% 5%

Online businesses (search engines, onling social netwarks, . ¥% _ 21% _ 6% _2?% 13%
e-mail services) = 2% 20% 35% 27% 16%

EB83.1 Feb.-Mar. 2015 u u L L

EET4.3 Naov -Dec. 2010

Totally trust Tend to trust Tend not to Do not trust Don't know
frust at all @ Euzs

Base: All respondents (n=27,980 in EUZ28)



Enhancing individuaontrol

Consent models

Transaction models

Regulatory moves

GOVERNANCE Participatory schemes




Consent models
USE Information tools

A Migration from paper to the digital
I elCtools
I Online consent management

A Conceptual Shifts
I Participantcentered consent
I Dynamic consent



BIONETWORKS
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WHO WE ARE | RESEARCH | CHALLENGES | PLATFORMS | MOBILE HEALTH | JOIN OUR TEAM

Participant Centered Consent Toolkit

Sage Bionetworks developed and maintains the Participant-Centered Consent (PCC) toolkit.
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We also have example eConsent Design Documents for mPower and Share The Journey studies available for download.

Design documents and templates

The process of informing participants in a study is not a single form, webpage, or moment in time. We have developed example design
documents and templates for reuse.

» Supporting Design Materials (study landing pages, enroliment workflow, wellness scales, and general study information graphics)

» Clinical Study Design Packages (the same materials, organized by study so you can see an entire packet)

FAQ
For frequently asked questions about the PCC, please visit our FAQ. All Design Documents and Templates are copyright to Sage Bionetworks,

and licensed to the public under the Creative Commons Attribution 4.0 license.



Dynamic consent

Data Subjects can change their consent preferences

Data Controllers

Use and Share your data,
restricted by the

Data Subject's consent

Data Subjects are Notified and kept Informed
of where and when their data was used.

https:// www.hwcomms.comDynamicConsent



Transaction

architecture

"We are actually considering a credit system

whereby individuals, their communities, and our
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https:// www.fastcompany.cot8057732/shouldyou-get-paid-for-your-dna



General Data Protection Regulation

Article 20.Dataportability right

a tie] data subject shall have the right teceive

the personal data concerning him or hewhich he

or she has provided to a controller, in a structured,

commonly used and machuieadable format and

have the righto transmit those data to another

controller without hindrance from the controller to
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