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Executive summary 

Introduction 

This audit manual provides a hands-on tool to assist ministry internal audit 
units undertake core control audits of ministry management controls. It also 
provides direction to the management of ministries for undertaking control self-
assessments.  

Background 

The General Secretariat Against Corruption (GSAC), Ministry of Justice, 
Transparency and Human Rights; the Structural Reform Support Service (SRSS), 
European Commission; and, the Organisation for Economic Co-operation and 
Development (OECD) are key stakeholders in the Greece-OECD Technical Support 
Project on Anti-Corruption. This manual has been produced as a part of the 
project objective to strengthen internal control system and audit. 

The public administration in Greece is in the process of modernising its 
control framework. Within such a model, implementing a modern approach to 
internal audit becomes increasingly important. Contemporary internal control 
holds all public institutions accountable. It requires each public institution to 
administer its own internal control programme and is based on the premise that 
each institution ought to manage its finances in delivering outputs. Thus, public 
institutions are required to assemble a financial control department, i.e., put in 
place a comptrollership function.  

Contemporary internal controls are embedded in an entity’s managerial 
processes as checks and balances performed at all layers. Norms and values are 
internalised rather than being imposed externally. More emphasis is given to 
horizontal and hierarchical interactions within the institution. Contemporary 
internal control, therefore, assigns responsibilities to all staff and not only to the 
budget and accounting officials.  

However, the success of an internal control system is profoundly affected not 
only by the attitudes of elected officials, management, and employees, but also 
by the establishment of safeguards. To this end, introducing a strong, 
independent internal audit function within each line ministry throughout the 
Greek government is a critical component for supporting a decentralised internal 
control system.  
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Overview of core control audit manual 

This audit programme provides step-by-step guidance on how to undertake a 
core control audit, as well as detailed worksheets (Annex A) containing audit 
criteria to assist internal auditors assess the state of internal controls in Greek 
public sector ministries. In addition, the programme provides an overview of 
some of the key concepts necessary for understanding internal controls and how 
they differ from internal audit. It also establishes the mutually supportive, yet 
independent, roles of management and internal audit in promoting sound 
management practices. 
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I. Introduction 

1.1 Purpose 

While management control frameworks (MCFs) may differ depending on the 
public sector activity, i.e. the operating context and objective(s) being pursued, 
some fundamental management practices exist. This document describes the 
basic controls that should be in place and consolidates them into a defined MCF.  

The goal is to establish common expectations across Greek ministries for 
management control and performance. To this end, this audit programme 
provides internal auditors with a step-by-step process, as well as detailed audit 
criteria and associated measures to assess the adequacy and effectiveness of 
core management controls. The process, criteria and measures form the basis of 
a core-control audit. Auditors are also encouraged to develop additional audit 
criteria for specific areas being audited.  

Although this manual is intended to advance the knowledge of internal 
auditors, it is also a valuable tool to advance the knowledge of management; 
equipping them with common understanding and expectations for good 
management practices that will directly enable their performance in programme 
management, policy development, and service delivery. 

1.2 Background 

The General Secretariat Against Corruption (GSAC), Ministry of Justice, 
Transparency and Human Rights; the Structural Reform Support Service (SRSS), 
European Commission; and, the Organisation for Economic Co-operation and 
Development (OECD) are key stakeholders in the Greece-OECD Technical Support 
Project on Anti-Corruption. This manual aims to contribute to the project 
objective of strengthening internal control and audit for increased accountability 
and good governance.  

Contemporary internal control holds all public institutions accountable. It 
requires each public institution to administer its own internal control programme 
and is based on the premise that each institution ought to manage its finances in 
delivering outputs. Thus, public institutions are required to assemble a financial 
control department, i.e., put in place a comptrollership function.  

However, the success of an internal control system is profoundly affected not 
only by the attitudes of the management and employees, but also by the 
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establishment of safeguards. The following features of a management system for 
internal controls are important for efficacy: 1) decisive leadership that is 
responsible for designing, implementing, supervising, maintaining, and 
documenting the internal control system; 2) well-considered internal control 
design aligned with organisational objectives; 3) committed personnel who 
perform their jobs in accordance with the pre-stated policies, procedures, 
regulations, and ethical rules; 4) effective risk identification and system 
monitoring mechanisms; and 5) internal audit and independent internal auditors 
who are part of an internal control system that provides a set of sound 
safeguarding processes. 
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Management Control  
“Any action taken by 
management to enhance the 
likelihood that established 
objectives and goals will be 
achieved.” 
 
Source: Institute of Internal Auditors 

II. What are internal controls and why are they important? 

Internal control is a process led by management and personnel within an 
organisation to address risks and provide reasonable assurance that in pursuit of 
the entity's mission, the following general 
objectives are being achieved: 

 Executing orderly, ethical, 
economical, efficient and effective 
operations. 

 Fulfilling accountability obligations. 

 Complying with applicable laws and 
regulations. 

 Safeguarding resources against loss, misuse and damage. 

In the Greek language, the same word is used for both internal control and 
internal audit: έλεγχος. However, internal control and internal audit are not 
synonymous. Internal control, as stated above, is an ongoing management 
function, while internal audit is a formal, independent review of how well 
management and staff are carrying out their responsibilities. Internal audit units 
examine how well internal control within an organisation is being conducted. 

Internal control is synonymous with the term "management control", with 
primary responsibility resting with the management of the ministry . However, it 
requires participation by all employees. Internal control is a major part of 
managing an organisation and should be sufficiently flexible to allow ministries 
and organisations to tailor control activities to fit their special needs. An 
assessment of internal controls, therefore, requires reviewing specific 
mechanisms or systems for managing risks, as well as the overall administrative 
and management environment. 

Controls are part of sound management. They enable managers and 
employees to detect problems in programme or service delivery and, therefore, 
can provide a preventative measure to avoid inefficiencies or abuse of resources. 
They can also assist in correcting problems by identifying areas for 
improvements. 

There are different types of controls. Some controls are preventative in 
nature as they attempt to stop a risk from occurring, such as an oversight 
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committee that reviews contracts prior to their approval. Some are detective in 
nature as they attempt to determine if a risk has occurred, such as an automatic 
review of all large expenditures. Some are directive in nature as they attempt to 
avoid risks by providing specific ways to do things, such as standard operating 
procedures. Some controls are corrective in nature, such as client satisfaction 
questionnaires that seek to identify areas for improvement. 

Figure 1. Types of controls 

 

Table 1 below presents an overview of how management can use internal 
controls to achieve organisational objectives in an efficient and effective manner. 

Table 1. Role of management controls 

Management controls enable: Management controls protect: 

 Sound public administration  

 Operational predictability 

 Resiliency 

 Value-for-money 

 Good governance 

 Collective and individual leadership 

 Public and employee trust 

 From unwanted surprises 

 From costly gaps, overlaps and 
duplication 

 From unpleasant media attention 

According to the International Organization of Supreme Audit Institutions 
(INTOSAI), it is not about “one event or circumstance, but a series of actions that 
permeate an entity’s activities. These actions occur throughout an entity’s 
operations on an ongoing basis.” 

As identified in Figure 1 below, there is a direct relationship between poor 
management and corruption. A lack of organisational policies and procedures, 
namely internal controls, may result in problems such as: 1) unethical, 
uneconomic, inefficient, and ineffective operations; 2) weak accountability links; 
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Management controls ensure: 

 Compliance with legislation, 

policies, procedures, etc.  

 Accomplishment of objectives 

 Reliability and integrity of 

information and reporting 

 Effectiveness and efficiency of 

operations 

 Value-for-money 

 Safeguarding of assets, taxpayer 

contributions and reputations 

3) unlawful actions; and 4) lack of safeguarding measures against waste, abuse, 
mismanagement, errors, fraud and irregularities. 

As identified in Figure 2 below, 
there is a direct relationship 
between poor management and 
corruption. A lack of organisational 
policies and procedures, namely 
internal controls, may result in 
problems such as: 1) unethical, 
uneconomic, inefficient, and 
ineffective operations; 2) weak 
accountability links; 3) unlawful 
actions; and 4) lack of 
safeguarding measures against 
waste, abuse, mismanagement, 
errors, fraud and irregularities. 

Figure 2. Linking management performance and corruption 
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Management is responsible for 
planning, directing and allocating 
resources such that there is 
reasonable assurance that their 
objectives will be achieved. 
Accordingly, responsibility for the 
Management Control Framework 
(MCF), as an enabler of their 
performance, lies with them. 

III. Who is responsible for internal controls?  

Figure 3 below presents the Three Lines of Defence model, which has been 
increasingly applied in recent years and is 
a useful tool to explain and demonstrate 
the different roles, and their interplay, in 
internal governance.  

First line of defence: operational 
managers own and manage risks and are 
responsible for: 

 Implementing corrective actions to 
address process and control 
deficiencies. 

 Maintaining effective internal controls and executing day-to-day risk and 
control procedures. 

 Developing and implementing policies and procedures to ensure a clear 
path towards achievement objectives.  
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Figure 3. Three Lines of Defence model 

 

Source: Adapted from ECIIA/FERMA (2010), Guidance on the 8
th

 EU Company Law 
Directive, article 41, FERMA. 

Second line of defence: Controllership (i.e. corporate organisational 
compliance activities) establishes various risk management and compliance 
functions to help build and/or monitor first line of defence controls. The specific 
functions will vary by organisation, but they typically include:  

 A controllership function that provides policy direction and monitors 
transactions in areas such as financial management, procurement, 
information technology, security, and risk management. 

 The second line of defence monitors various specific risks, such as 
noncompliance with applicable laws and regulations. In this capacity, the 
separate function reports directly to senior management. Multiple 
compliance functions often exist in a single organisation. These will have 
responsibility for specific types of compliance monitoring, such as health 
and safety, supply chain, environmental, or quality monitoring.  

Third line of defence: Internal auditors provide senior management with 
comprehensive assurance based on the highest level of independence and 
objectivity within the organisation.  

This high level of independence is not available in the second line of defence. 
Internal audit provides assurance on the effectiveness of governance, risk 
management and internal controls, including how the first and second lines of 
defence achieve risk management and control objectives. 
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Box 1. International Standards for the Professional Practice of Internal 
Auditing Standards – Controls, 2130 

Internal audit activity must help the organisation to maintain adequate 
controls by evaluating effectiveness and efficiency and by promoting 
continuous improvement.  

2130.A1 – The internal audit activity must evaluate the adequacy and 
effectiveness of controls in responding to risks within the organisation’s 
governance, operations, and information systems regarding the: 

 Achievement of the organisation’s strategic objectives.  

 Reliability and integrity of financial and operational information.  

 Effectiveness and efficiency of operations and programmes.  

 Safeguarding of assets.  

 Compliance with laws, regulations, policies, procedures, and contracts.  

2130.C1 – Internal auditors must incorporate knowledge of controls gained 
from consulting engagements into evaluation of the organisation’s control 
processes. 

Source: IIA (2016), International Professional Practices Framework, Institute of Internal 
Auditors. 

Internal control and internal audit are close and commonly intertwined 
terms, which often are used interchangeably. However, there are functional and 
operational distinctions between internal control and internal audit. Internal 
control is the set of activities and procedures put in place to ensure sound 
financial management and service delivery, whereas internal audit is the check of 
those arrangements. Internal controls are owned and developed by 
management, which makes them accountable for resource expenditures and 
assets. Accountants within ministerial financial service divisions undertake 
transactional, ex ante expenditure checks to ensure that proposed expenditures 
are proper and conform to laws, policies and regulations. Internal audit, on the 
other hand, undertakes a systemic examination of all transactional audits 
performed by financial services in order to detect risks and systemic errors. The 
feature that most distinguishes internal audit from internal control is that 
internal audit operates independently from the administration and the internal 
control structure.  

Within an integrated internal control framework, as Figure 4 below 
demonstrates, internal audit is separate from line management, and informs 
senior management of how an organisation’s operations and control structure is 
functioning. Internal audit provides government officials and related parties with 
a powerful tool for understanding the extent to which public institutions have 
delivered effective services within expected budget targets. 
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Figure 4. Relationship between internal audit and internal control 

  

Source: IIA (2016), International Professional Practices Framework, Institute of 
Internal Auditors. 

 

Box 2. Sample internal control policy 

Developing and maintaining an internal control policy is helpful to managers 
and employees as it ensures common management practices throughout the 
public service.  

Key components of such a policy include: 

1. Management is responsible for establishing a working environment 
and network of processes for controlling the operations of their 
organisation that provide reasonable assurance that:  

 Data and information published is accurate, reliable, and timely.  

 The actions of directors, officers, and employees comply with the 
organisation’s policies, standards, plans and procedures, and all 
relevant laws and regulations.  

 The organisation’s resources (including its people, and systems, 
data/information bases) are adequately protected.  

 Resources are acquired economically and employed profitably; 
quality business processes and continuous improvement are 
emphasised.  

 The organisation’s plans, programmes, goals, and objectives are 
achieved.  
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Box 2. Sample internal control policy (cont.) 

 Specify and establish policies, plans, and operating standards, 
procedures, systems, and other disciplines that encourage and 
require directors, officers, and employees to carry out their duties 
and responsibilities in a manner that achieves the five control 
objectives outlined in the preceding paragraph.  

 Identify and evaluate the exposures to loss that relate to their 
particular sphere of operations, including losses due to fraudulent 
activities.  

 Specify and establish cost-effective responses to be used to 
minimise, mitigate, and/or limit the risks associated with the 
exposures identified.  

 Maintain the effectiveness of the controlling processes they have 
established and foster the continuous improvement of these 
processes.  

2. The internal audit function is charged with responsibility for 
ascertaining that the management control systems for controlling 
operations throughout the organisation are adequately designed and 
functioning effectively. Internal auditing is also responsible for 
reporting to management and the audit committee on the adequacy 
and effectiveness of the organisation’s systems of internal control, 
together with ideas, counsel and recommendations to improve the 
systems.  

3. Although not currently practiced in Greece, an important consideration 
could be the introduction of ministry audit committees. Traditionally, 
the audit committee is responsible for monitoring, overseeing, and 
evaluating the duties and responsibilities of management, the internal 
audit activity, and the external auditors, as those duties and 
responsibilities relate to the organisation’s processes for controlling its 
operations. The audit committee is also responsible for determining 
that all major issues reported by the internal audit unit, the external 
auditor, and other outside advisors have been satisfactorily resolved. 
The audit committee reports on all important matters pertaining to the 
organisation’s controlling processes.  

Source: Hubbard, L. (2015), Control Self-Assessment, A Practical Guide, IIA. 
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IV. Types of internal controls 

As mentioned above, internal controls are a management response to 
mitigate the risk of not achieving organisational objectives. As shown in Figure 5 
below, the process of developing an internal control begins with identifying 
objectives and the potential risks that may impede the achievement of these 
objectives. If the risk is viewed as significant, a control is created.  

Figure 5. Using risk to identify controls 

 

4.1 Internal controls by type of risk 

Just as there are different types of risks, there are different types of controls. 
Figure 6 below presents four types of risks a programme or service can face: 1) 
strategic risks that could impede the achievement of objectives; 2) risks to the 
effective and efficient functioning of operations, such as a service not being 
provided to the public; 3) risks to the reliability of reporting, which could impede 
the ability of management or employees to make decisions and account for 
those decisions; and 4) risks to complying with applicable laws, such as the risk of 
unethical behaviour on the part of the organisation or its contractors. Some of 
these risks can occur at the ministry level or at the level of a specific programme 
or service. To this end, there is a need for ministry-wide controls, such as 
reporting on the organisation’s budget, and programme or service level controls, 
such as operating standards that are known and transparent. 
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Formal and Informal 
internal controls work 
collectively to enable a 
high level of assurance 
regarding the 
achievement of 
objectives. 

Figure 6. Internal controls by type of risk 

 

4.2 Informal and formal types of internal control 

Another way of viewing types of controls is 
whether they are formal or informal. Controls 
that are written down, such as a law or policy, or 
structural, such as an oversight committee, can 
be viewed as formal. Informal controls are those 
that are less tangible but are nevertheless just as 
important. For example, a culture of oversight 
and stewardship, competencies of staff, training 
that is tied to programme or service 
requirements, or hiring that is merit based and linked to the job. The better or 
stronger the controls, as shown in Figure 7 below, the more assurance 
management has in terms of the effective and efficient achievement of 
objectives.  
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Figure 7. Level of assurance  

 

Source: Government of Canada (2016), Management Control Framework, Public Safety 
Canada, Government of Canada (unpublished). 

4.3 Internal controls by type of function 

As outlined in Figure 8 below, the contemporary definition of internal control 
(system) moves beyond a traditional financial control focus to provide 
management with the capability to supervise service delivery effectiveness. 
Therefore, contemporary internal control is a management tool to ensure that 
an institution’s leadership is: 1) functioning in accordance with stated policies 
and procedures; 2) delivering services efficiently and effectively; 3) protecting 
assets and properties from improper use; 4) keeping timely and precise 
accounts; and 5) producing fiscal and non-fiscal information accurately.   
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How to develop controls 

1. Identify the steps to do the job, i.e., the major 

steps in undertaking the operation, activity or 

delivering a service (process mapping is very 

helpful). 

2. Identify the controls that should be 

embedded directly in the process flow – 

formal controls. 

3. Identify necessary informal controls that are 

not directly associated with the delivery 

process, such as training, hiring practices, or 

limits of authority. 

4. Identify what could go wrong, and determine 
what to do about those risks (i.e. live with the 
risk, or create a control). 

Source: Hubbard, L. (2015), Control Self-Assessment, A Practical 
Guide, IIA. 

Figure 8. Internal controls by function 

 

Source: Adapted from COSO (2013), Internal Control Self-Assessment Checklist, Guidance on 
Internal Control — Integrated Framework, The Committee of Sponsoring Organizations of the 
Treadway Commission.  

An internal control 
framework is a set of controls, 
i.e., organisational policies and 
procedures that ensure reliable 
record keeping, safeguarding of 
assets, operational efficiency, 
and adherence to policies and 
directives. Each control needs to 
be assessed in relation to all 
others. The goal is to avoid too 
many controls and ensure that a 
limited number of controls are 
employed to provide assurance. 
A useful tool for internal 
auditors to employ is process 
mapping with the auditees to 
first identify existing controls, 
and then aid in the 
identification of possible gaps.  

Administrative 
Controls

Procedures and 
documentation 
concerned with 
safeguarding assets 
and the reliability of 
financial records. 

Plans, policies, 
procedures, and 
practices needed 
for employees to 
achieve the entity’s 
objectives. 

Eg: Hierarchical 
checks 

Accounting 
Controls

Procedures and records 
concerning decision-
making processes that 
lead employees to carry 
out authorized activities 
in achieving the 
organization’s objectives. 

Eg: physical checks of  
removable items.  

Management 

Controls
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V. Being audit ready  

Based upon focus group and in-person interviews, many entities to be 
audited within the Greek public administration require significant administrative 
development prior to being in a position to be audited. According to 
interviewees, most programme entities and services lack basic systems, such as 
documented policies and procedures to be audited. 

Management throughout the public administration is responsible for 
establishing internal controls to keep their unit on course towards its financial 
goals, to help it achieve its mission, to minimise surprises and risks, and to allow 
the organisation to successfully deal with change.  

The checklist in Table 3 below is provided to demonstrate the various 
components deemed necessary for a high-performing programme or service. 
These are the elements that an internal audit would examine and assess. A key 
part of internal audit is the delivery of advisory services that can facilitate the 
development of such systems. A useful tool to perform is to facilitate a 
management self-assessment of a unit’s internal controls. This tool addresses 
general aspects of internal controls. The ministry heads and other unit 
management can use this self-assessment checklist to evaluate internal controls 
in their areas of responsibility. 
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Table 2. Audit readiness and what internal audit examines 

Audit readiness Indicators Examples of measures 

1. Control 
environment 

 Integrity and ethical 
values 

 Commitment to 
competence 

 Management's 
philosophy and 
operating style 

 Organisational 
structure 

 Assignment of 
authority and 
responsibility 

 Human resource 
policies and practices 

 

 Codes of conduct 

 Understanding of existing policies and 
procedures 

 Conflict of interest guidelines 

 Job descriptions 

 Employee competency levels 

 Compliance with law and regulations 

 Organisational structure and charts 

 Selection of personnel 

 Supervision policies 

 Evaluation of personnel 

 Training 

 Strategic long and short-term planning 

 Staffing of critical functions and turnover 

 Budgeting system 

2. Risk assessment 
 

 Organisational goals 
and objectives 

 Risk identification and 
prioritisation 

 Managing change 

 Identification and consideration of 
external risk factors 

 Prioritisation of risks 

 Process for monitoring risks  

 Management of change 

3. Control activities 
 

 Written policies and 
procedures 

 Control procedures 

 Controls over    
information systems 

 

 Access to government policies and 
procedures 

 Unit policies and procedures 

 Senior management reviews 

 Performance indicators 

 Accounting statements and reconciliation 

 Information processing and physical 
controls 

4. Information  and 
communication 

 Access to information 

 Communication 
patterns 

 

 Information back-ups 

 Access to information 

 Application controls 

 Management of information security 

 Management reporting systems 

 Trust, enforcement, external 
communications 

5. Monitoring 
 

 Management 
supervision 

 Outside sources 

 Response mechanisms 

 Self-assessment 
mechanisms 

 Management supervision of accounting 
function, systems, and budget analysis 

 Effectiveness of key control activities, 
monitoring and review 

 

Source: Adapted from COSO (2013), Internal Control Self-Assessment Checklist, Guidance on 
Internal Control — Integrated Framework, The Committee of Sponsoring Organizations of the 
Treadway Commission. 
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VI. How to undertake a core control audit  

This section provides step-by-step guidance, checklists and worksheets to 
enable ministry internal audit units to undertake core control audits. Its purpose 
is to help internal auditors enable decision makers to demonstrate sound 
management practices and identify areas for improvement.  

Ministry internal audit units should undertake a review of the core 
management controls within high-risk areas of their ministries. To accomplish 
this they can employ the Core Control Assessment Worksheet (Annex A of this 
manual). They should also consider employing additional criteria developed 
specifically for the area they are auditing.  

Figure 9 below presents the three phases and eleven steps involved in 
conducting a core control audit. Each of these phases and steps are elaborated in 
the following sections of this manual. 

Figure 9. Phases and steps for undertaking a core control audit 
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6.1 Phase I: Design 

The first phase involves designing and planning the audit. An initial meeting 
or interviews with officials from the audited entity can be a useful way to launch 
the audit. It is important to establish transparent communication about the audit 
process and potential results. The interviews or meeting should be designed to 
encourage feedback from participants on the audit design, further increasing 
buy-in from internal stakeholders. During this meeting participants can be 
introduced to the role of audit and how it can assist their improvement 
management processes and service delivery.  

Box 3. Detailed steps in designing a core control audit 

1. Announce audit 

 Official letter is sent to the management of the audit entity 
informing them of the conduct of a core-control audit. 

2. Determine scope and objectives 

 Discussions with ministry senior management and the management 
of the entity to be audited results in identifying the scope of the 
operations that will be included in the audit. Given the size of most 
operations, the audit should focus on the highest risk areas. 

3. Identify management controls 

 Through interviews with the minitsry management and key 
stakeholders, an initial overview of existing management controls 
should be identified. This should include a review of any supporting 
documentation that the ministry can provide. 

4. Map controls to the management framework 

 Using the worksheet provided in Annex A of this manual, the auditor 
should decide on which internal controls should be the focus of the 
core control audit. 

5. Identify risks associated with each control 

 Through interviews and document review, the auditor should 
explore the nature and importance of the risks associated with each 
existing control. 
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Internal audit’s role in assessing internal 
controls 

While internal audit does not have a 
responsibility to design and implement 
controls, they have a specific role and 
mandate regarding the management control 
framework (MCF).  
 
They are responsible for independently 
assessing the adequacy and effectiveness of 
the management control framework in place 
to achieve specific objectives, and to opine 
on whether there is reasonable assurance 
that the controls will enable the 
achievement of objectives. Specifically they 
are responsible for: 
 

 Auditing the adequacy of the controls: 

internal audit assesses whether the 

controls (individually and as a system) 

are designed appropriately and in a 

fashion commensurate with risk and with 

objectives being pursued.  

 Auditing the effectiveness of the 

controls: internal audit assesses whether 

the controls (individually and as a 

system) are working as intended. 

Source: IIA-IPPF, 2130  

6.2 Phase II: Implementation 

During self-assessment the 
auditor should be prepared to 
engage with colleagues about 
internal controls. The review is an 
opportunity to work with a broad 
set of stakeholders regarding the 
importance of internal controls,  
and findings from data collection. 
This is particularly important in 
assessing the difference between 
practice and policy. During this 
phase, a full day workshop 
reviewing all of the audited entity 
controls is recommended. The 
workshop should start with a 
review of the entity’s objectives 
and key processes to identify 
existing controls and potential 
gaps. Using the worksheets in 
Annex A, participants should 
review each question. These 
workshops will form the basis of 
the report.  

Collaborating evidence should 
be requested where responses to 
the questions are positive. For 
example, if there is an oversight 
committee, then collaborating 
evidence would be the 
committee’s terms of reference. 
The worksheets provide examples 
of expected collaborating 
evidence. After the one-day 
workshop, auditors should be prepared to undertake individual one-on-one 
interviews with key stakeholders to address any outstanding issues regarding the 
state of controls. 
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Box 4. Detailed steps in implementing a core control audit 

1. Evaluate design and adequacy of internal controls 

Using the worksheets in Annex A, internal auditors can undertake a variety 
of methodologies to assess the design and effectiveness of internal controls, 
for example: 

 Interviews with senior management and specialists 

 Workshop with employees 

 Collect and review supporting evidence  

2. Evaluate effectiveness of internal controls 

Internal auditors should collect supporting evidence (i.e. documentation) by 
asking stakeholders for evidence of the state of internal controls. This is critical 
to evaluating the effectiveness of internal controls. The collection of evidence 
should also consist of file and document reviews.  

6.3 Phase III: Results 

The results of the assessment need to be communicated clearly and 
transparently. Senior leadership should focus on prioritising the actionable steps 
to be taken to strengthen internal control weaknesses and highlighting areas 
where management systems or procedures are not working. Sharing broadly 
with staff is important to build accountability for improving internal controls and 
management systems. 

The completed core control assessment worksheet (Annex A) provides the 
ratings and identifies where the collection of supporting evidence is necessary. 

Box 5. Detailed steps in reporting a core control audit 

1. Fill out core control audit worksheets (Annex A) 

Based upon the interviews, file and document reviews, the internal auditor 
should ensure that all the core control audit worksheets contained in Annex A 
are filled out.  

2. Prepare audit report 

The internal auditor should prepare the audit report using the audit report 
template (Box 6 below). It is important that this report is short and concise. It 
should also contain a list of recommendations for improving the state of 
internal controls, including the adoption of missing core controls. 
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Box 5. Detailed steps in reporting a core control audit (cont.) 

3. Consult with audited entity regarding draft report 

It is important that the internal auditor ensures they obtain feedback from 
the audited entity on the draft report. Auditees should be asked to review the 
accuracy of the facts within the report, and be provided the opportunity to 
provide any additional evidence to ensure the accuracy of the report. If the 
auditee does not concur with the findings of the report, but the internal 
auditor’s judgement supports the audit finding, then the auditee’s response to 
the report can be included in the report.  

4. Submit final audit report for approval 

The final report should be submitted to ministry officials and the minister. It 
should also be shared with the General Secretary Against Corruption (GSAC). 

The output of a core control audit is a snapshot of the relative strengths and 
weaknesses of the control environment. The assessment does not diagnose the 
reasons for weak or insufficient controls, but can pinpoint areas for further 
investigation. In addition to the completed worksheet (See Annex A), a written 
assessment report can be helpful in providing a summary of the entire process 
and main findings. Box 6 below provides a template for preparing such a report. 

Box 6. Template for core control audit report 

 Purpose: To assist management identify the existing state of controls 
and recommend opportunities to strengthen management and service 
delivery practices.  

 Background: Detailing the context in which the assessment is taking 
place, major changes or initiatives to address internal controls, the 
scope and scale of the assessment, and the description of the units 
being reviewed. 

 Objectives: Stating the rationale for the self-assessment and the 
intended use of the findings. 

 Methodology: Describing the specific scope of the assessment team, the 
justification for selection of the specific indicators, and the sampling 
methodology for data collection within subnational and facility-level 
entities. 

 Description of the operations (i.e. programme or service being audited) 
and the internal controls being used.  
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Box 6. Template for core control audit report (cont.) 

 Findings: 

 Strengths: Summarising the areas where internal controls 
are sufficient, and how that assessment was made. It is 
important to identify supporting evidence. 

 Weaknesses: Detailing the areas where internal controls are 
insufficient or weak, and how that assessment was made. 
Again, it is important to identify supporting evidence.  

 Recommendations: The audit should include a targeted list 
of recommendations regarding missing internal controls or 
those that have been found to have been poorly designed 
or not working as effectively as they should. 
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VII. Core control audit criteria 

A management control framework (MCF) provides the criteria for a core 
control audit. The MCF used for this core control audit consists of four broad 
categories. Collectively, these activities work together as a system to ensure that 
risks are managed and objectives are achieved. Annex A of this manual provides 
detailed audit criteria, including examples to help internal auditors rate criteria. 

Table 3. Management control framework 

Core control 
category 

General expectations Types of controls 

Where are we 
going? 

A well-controlled operation has 
clearly identified objectives, is 
supported by action plans and 
operating targets, and has effective 
planning processes in place.   

 Objectives 

 Organisational structure 

 Authority, responsibility 
and accountability 

 Decision-making and 
governance bodies 

 Planning and resource 
allocation practices 

How are we 
going to get 
there? 
 

A well-controlled operation has in 
place a strong “control environment”, 
defined as informal controls such as 
an effective “tone at the top” and 
values and ethics.  
 

 Managerial commitment 
and tone at the top 

 Code of conduct and 
behavioral 
expectations/standards 

 Disclosure mechanisms 
Are we capable 
of doing it? 
 

A well-controlled operation has in 
place the necessary knowledge, tools 
and skills available to successfully 
achieve its objectives. Training, 
information sharing and 
communication are sufficient and 
appropriate and policies and 
procedures support individuals in the 
conduct of their work.   

 Training, development and 
competency 

 Human resource practices  

 Financial management 

 Ministry security and 
emergency preparedness 

How can we do 
better? 
 

A well-controlled operation monitors 
its performance (both at the 
organisational and individual level) 
and can learn continuously. 
Performance monitoring results are 
fed into planning processes to ensure 
that the organisation is able to 
promote continuous improvement.  

 Employee performance 
management 

 Programme performance 
management 

 Risk management 

 Integrated information for 
decision making 

Source: Adapted from Public Safety Canada.  
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Annex A.  
 

Core control audit worksheets 

Audit criteria are provided for each type of control comprising the management control framework (MCF). These 
controls outline expectations for sound management. The worksheets also consist of a rating for each type of 
control, as well as examples that can be used to assist auditors.  

It is important to note that not all types of controls will be needed by every organisation, or be examined in 
every audit. Controls should be designed, implemented and audited on the basis of risk. Each organisation is 
different, and additional controls relevant to the specific organisation could be included. For example, in the 
health sector, controls for client safety should be included; or in the transportation sector, considerations may be 
needed for issues such as infrastructure maintenance. Controls should be identified jointly between the internal 
auditor and the programme or service being audited.   
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Planning and direction: Where are we going? 

   Rating control design and effectiveness 

Management 
control area 

Audit criteria Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Objectives Objectives and priorities exist for all key 
aspects of the programme/operation 
and are defined. 

 
 

  
 

Examples for ratings 

Strategic and operational objectives and priorities 
are communicated to employees and citisens. 
Examples of communications include:  

 website  

 business plans 

 internal policies and directives 

 legislation or government-wide initiatives 

 Objectives and 
priorities are 
formally 
outlined. 

 Documented 
objectives are 
consistent and 
aligned with 
legislative 
and/or policy 
framework. 

Objectives are 
clearly defined so 
as to provide 
tangible direction.  
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   Rating control design and effectiveness 

Management 
control area 

Audit criteria Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Organisational 
Structure 

The organisational structure is defined 
and communicated. 

 

 
 

  
 

Examples for ratings 

 Organisational structure Is the span of 
control 
reasonable given 
the complexity of 
the operation 
and the diversity 
/breadth of the 
activities?  

 Does a current 
organisation 
chart exist? 

 Do all key 
parties have 
access to and 
understand it? 
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   Rating control design and effectiveness 

Management 
control area 

Audit criteria Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Authority, 
responsibility 
and 
accountability 

a) Authority is formally delegated and in 
line with individuals’ responsibilities. 

b) Meaningful and effective 
mechanisms exist to hold people to 
account for their stated 
responsibilities.  

 
 

  
 

Examples for ratings 

 Programme mandates 

 Committee terms of reference 

 Financial delegation of authority 

 Job descriptions 

 Performance management agreements 
 

 Do individuals 
have authority to 
achieve the 
responsibilities 
for which they 
are being held 
accountable? 

 Are there clear 
expectations of 
performance?  

 Is delegation for 
specific tasks 
formally vested in 
named parties (e.g. 
via a delegation of 
authority 
framework or 
equivalent)?  

 Do all key parties 
have a good 
understanding of 
individuals’ 
responsibilities and 
accountabilities?  
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   Rating control design and effectiveness 

Management 
control area 

Audit criteria Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are operating 
effectively? 
Yes         No 

Decision-making 
and governance 
bodies 

a) Appropriate processes and structures 
exist through which decision-making 
authority is exercised. 

b) There is a well-defined and applied 
governance regime that enables 
information sharing, co-ordination, 
communication of direction and 
oversight. 

 
 

  
 

Examples for ratings 

 Committee terms of reference 

 Information for committee deliberation and 
scrutiny 

 Communication, dialogue and scrutiny by the 
committee 

 Records of decision and minutes 

 Does the 
composition of 
the bodies 
include all the key 
stakeholders that 
are party to the 
subject at hand?  

 Are the oversight 
bodies formally 
vested with the 
responsibility to 
constructively 
and substantively 
challenge and 
scrutinise plans 
and decisions, as 
well as the 
assumptions that 
underlie them? 

 

 Do current terms of 
reference exist for both 
decision-making and 
oversight bodies?  

 Do the terms of 
reference indicate what 
information is to be 
brought to these 
committees, how often 
and for what reasons? 

 Do the bodies receive 
sufficient, complete, 
timely and accurate 
information to support 
their decision making 
and oversight? 

 Are minutes or records 
of decisions kept to 
provide documentation 
of decisions taken or 
actions required?  
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   Rating control design and effectiveness 

Management 
control area 

Audit criteria Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Planning and 
resource 
allocation 

a) The organisation has a well-defined 
and effective priority setting and 
planning process that establishes 
strategic and/or operational 
priorities and expected results in line 
with emerging issues, risks and 
opportunities, as well as the 
ministry’s mandate, and government 
priorities.  

b) Human, financial and investment 
planning is done in a systematic 
fashion, in accordance with broader 
priorities and risks. 

 

 
 

  
 

Examples for ratings 

 An annual operational plan exists which 
includes areas such as: business plans, 
investment plans, procurement plans, HR 
plans. 

 

 Do operating 
objectives and 
plans exist for all 
key activities?  

 Are they linked in 
a meaningful way 
to the strategic 
directions of the 
ministry? 

 Does the 
planning process 
include a formal 
challenge 
function to 
review, scrutinise 
and question the 
assumptions and 
related resource 
allocation 
decisions? 

 Is it a regularised 
process? 

 Is the timing and 
function of 
resource 
planning aligned 
with operational 
planning to 
ensure 
operational 
priorities are 
appropriately 
resourced? 

 Are directions 
formally 
endorsed and 
approved by 
senior 
management, 
prior to their 
communication?  
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Commitment: How are we going to get there? 

   Rating control design and effectiveness 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Managerial 
commitment 
and tone at 
the top 

a) Management (at all levels) 
periodically reinforces the importance 
of integrity and ethical values through 
communications to all staff.  

b) A climate of mutual trust exists 
between management and staff. 

 
 

  
 

Examples for ratings 

 Internal communication from management 
and various champions/ambassadors around 
values and ethics (written and verbal). 

 Conflict of interest policies. 

 Conflict of interest checks built into key 
funding or other decisions. 

 Are value and 
ethic 
imperatives 
conveyed 
formally and 
informally? 

 Are value and 
ethic messages 
institutionalised 
in business 
processes (e.g. 
staffing, 
performance 
management, 
contracting)?   

 Are deviations 
from acceptable 
behavior 
addressed by 
senior 
management 
and seen to be 
addressed?  

 Do employees 
display a clear 
and common 
understanding 
of the messages 
sent by senior 
and middle 
management?  

 Do they trust the 
messages? 
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   Rating control design and effectiveness 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Code of 
conduct and 
behavioral 
expectations/ 
standards 

a) Management establishes, 
communicates and implements 
codes of conduct and other policies 
that describe expected standards of 
ethical or moral behaviour, 
acceptable business practices and 
conflicts of interest. 

b) Disciplinary consequences 
associated with inappropriate 
behaviour are consistently and 
clearly communicated and are 
commonly understood by staff and 
management.  
 

 
 

  
 

Examples for Ratings 

 Ministry values  

 Ministry and public service code of conduct 

 Performance management process, 
including rewards and sanctions 

 Internal policies, procedures and directives 
related to V&E and CoI 

 Training 

 Does a formal code 
of conduct/ ministry 
values exist? 

 Is it comprehensive 
(i.e., does it cover 
the full suite of 
potential V&E 
risks/breakdowns 
that are relevant in 
the context of the 
ministry’s business?  

 Do employees 
formally and 
periodically 
acknowledge 
compliance with the 
organisation’s 
corporate values and 
ethics, code of 
conduct or 
equivalent policy? 
 
 

 Do employees 
have a clear and 
common sense 
of which actions 
are appropriate 
and which are 
not?  

 Do employees 
understand 
what actions to 
take when they 
encounter 
improper 
behaviour?  
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   Rating control design and effectiveness 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Disclosure 
mechanisms 

a) A trusted, independent disclosure 
function is available for the 
reporting of suspected wrongdoing, 
and widely recognised by staff and 
management. 
 

 
 

  
 

Examples for ratings 

 Formal, documented and communicated 
reporting channels (e.g., senior officer for 
disclosure) 

 Safeguards exist to prevent reprisal 

 Has the ministry 
established the 
position of senior 
officer for 
disclosure? 

 Has the ministry 
established and 
communicated 
multiple reporting 
channels (including 
some that are 
anonymous) to allow 
personnel to report 
suspected 
improprieties? 

 Is anonymity of 
reporting permitted? 

 Do employees 
know about 
the disclosure 
channels? 

 Do employees 
trust the 
channels? i.e., 
do they feel 
free to raise 
concerns 
about 
suspected 
improprieties 
to their 
supervisors 
and/or to use 
the 
anonymous 
disclosure 
mechanism? 
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Capability: Are we capable of doing it? 

   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Training, 
development 
and 
competency 

a) The organisation provides 
employees with the necessary 
training and supporting 
knowledge and guidance to 
enable them to effectively 
discharge their responsibilities.  

b) The organisation puts in place 
training and development plans 
to support development and 
succession management.  

 
 

  
 

Examples for ratings 

 Competency profiles  

 Individual learning plans 

 Defined functional knowledge requirements 
(e.g., for V&E, HR, budgeting) 

 Functional training (i.e. training related to 
competencies required to do the job)  

 Talent management 

 Succession planning  

 Standard operating procedures  

 Are individual 
or group 
competencie
s defined and 
in line with 
the 
organisation’
s mandate? 

 Do the 
ministry’s HR 
planning 
mechanisms 
identify 
current and 
future 
requirements 
(i.e. is there a 
hiring 
strategy)? 

 Do individual 
learning 

 Are HR plans 
developed and 
current?  

 Are individual 
learning plans in 
existence? 

 Are they 
implemented?  

 Do individuals 
have the necessary 
knowledge they 
need to effectively 
discharge all of 
their 
responsibilities? 

 Do employees 
have access to 
sufficient tools, 
such as training, 
software, 
equipment, work 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

plans exist 
and do they 
include: 

– Identificati
on of 
competenc
y/capacity 
requireme
nts. 

– Gap/needs 
analysis. 

– Actions 
and 
priorities 
to assist in 
addressing 
current 
roles and 
responsibili
ties. 

 Is the extent 
of training 
and support 
provided 
commensura
te with the 

methodologies to 
be effective in 
their duties? 

 Do comprehensive 
standard operating 
procedures exist, 
and are they 
communicated 
and kept current? 
 



46 – ANNEX A. CORE CONTROL AUDIT WORKSHEETS 

 
 

CORE CONTROL AUDIT PROGRAMME IN GREECE 

   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

complexity of 
the position? 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Human 
resource 
practices  

a) Suitable policies and procedures 
exist to support the development 
and management of human 
resources.  

b) The organisation recruits its 
human resources in accordance 
with required competencies. 
Recruitment ismerit based. 

c) The organisation has in place a 
system for the performance 
evaluation of employees at all 
levels.  
 

 
 

  
 

Examples for Ratings 

 HR policies and directives (for all key HR 
transactions). 

 Tools and checklists for key HR 
transactions (e.g., staffing, performance 
management). 

 Branch HR plans (including staffing plans) 

 Is there a performance management 
process – i.e. is employee performance 
regularly reviewed? 

 Is there a talent management process (i.e. 
are employees encouraged/supported in 
managing their careers?) 

 Processes and governance for the 
application of rewards and sanctions. 

 HR oversight committees (at branch and 
ministry levels). 

 Do recruitment 
practices align 
with government 
standards and 
ministerial 
objectives? 

 Do incentive, 
reward and 
disciplinary 
programmes 
reflect ministry 
values and 
ethics? 

 Is appropriate 
training provided 
to managers in 
support of the 
consistent 
application of 
rewards and 
sanction 
programmes?  

 Is oversight in 

 Are human 
resource policies 
and procedures 
comprehensive, 
current and 
accessible? 

 Is recruitment, 
hiring and 
promotion 
transparent, merit 
based?  

 Are incentives and 
rewards which aim 
to direct 
appropriate 
behaviour in 
employees 
documented, 
communicated 
and applied? 

 Is compliance with 
HR policies and 
procedures 



48 – ANNEX A. CORE CONTROL AUDIT WORKSHEETS 

 
 

CORE CONTROL AUDIT PROGRAMME IN GREECE 

   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

line with 
authorities and 
commensurate 
with risk and past 
performance? 

periodically 
assessed? 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Financial 
management 

a) Financial policies and authorities 
are established and 
communicated. 

b) There is capacity and capability to 
identify, respect, enforce and 
monitor adherence to financial 
management policies.  

c) Responsibility for monitoring of 
compliance with financial 
management laws, policies and 
authorities is clear and well 
communicated  

 

 
 

  
 

Examples for ratings 

 Corporate policies, directives and guidance 
on key financial transactions 

 Tools and checklists for key financial 
transactions (e.g., budget templates, 
procurement plan, forecasting template) 

 Financial plans 

 Risk-based monitoring tools (e.g., monthly 
variance reporting; project activity 
reports)  

 Financial oversight exists 

 Financial 
management 
policies are 
maintained and 
are in line with 
GAO 
requirements 

 Is the suite of 
tools complete 
and 
comprehensive? 

 Is oversight and 
monitoring in line 
with authorities 
and 
commensurate 
with risk and past 
performance? 
 

 Does the 
organisation 
effectively 
communicate the 
policies (e.g., via 
intranet, email or 
other 
correspondence)? 

 Are the policies 
known and 
understood by 
management and 
employees? 

 Are financial 
management 
policies 
periodically 
reviewed for 
appropriateness 
and compliance?  

 Are responsibilities 
for financial 
management 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are well 
designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

(including 
monitoring of 
compliance) 
formally 
documented and 
communicated via 
job descriptions, 
organisation 
charts, division or 
branch mandates 
etc.?  

  



ANNEX A. CORE CONTROL AUDIT WORKSHEETS – 51 

 
 

CORE CONTROL AUDIT PROGRAMME IN GREECE 

   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Ministerial 
security and 
emergency 
preparedness 

a) Information, assets and services 
are safeguarded from 
compromise, and employees are 
protected against workplace 
violence. 

b) Management of security incidents 
is effectively co-ordinated within 
the ministry. 

c) Appropriate mechanisms and 
plans exist and are monitored to 
ensure that all risks to continuity 
are identified, planned for and 
managed.  
 

 
 

  
 

Examples for ratings 

 Security protocols (e.g., passwords, physical 
security, personnel security). 

 Oversight and communication activities of the 
ministerial security officer. 

 OSH protocols and practices (e.g., inspections, 
committee oversight)  

 Business continuity planning process, including 
business impact assessment. 

 Exercises are undertaken to test security 
measures. 

 

 Does a 
formal 
security 
programme 
exist?  

 Is there a 
clear 
governance 
structure 
with defined 
accountabiliti
es?  

 Is the 
security 
programme 
aligned with 
ministerial 
and 
government-
wide policies, 
priorities and 
plans?  
 

 Is the 
documentation 
related to the 
security 
programme 
comprehensive, 
current and well 
communicated?  

 Are employees 
who have access 
to government 
information and 
assets, security 
screened at the 
appropriate level 
before the 
commencement of 
their duties? 

 Is compliance with 
security policies 
monitored? 

 Are security and 
business 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
 Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

 Are 
mechanisms 
in place to 
monitor, 
assess and 
report on the 
programme’s 
results?  
 

continuity plans 
regularly tested 
and exercised? 

 When significant 
issues arise 
regarding policy 
compliance, 
allegations of 
misconduct, 
suspected criminal 
activity, security 
incidents, or 
workplace 
violence, are they 
investigated, acted 
on and reported to 
the appropriate 
authority? 
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Monitoring and learning: How can we do better? 

   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Employee 
performance 
management 

a) The organisation has in place a 
system for the performance 
evaluation of employees.  
 

 
 

  
 

Examples for ratings 

 Performance measurement tools and the 
supporting discussions. 

 Organisational committee discussions (e.g., 
talent management review committee, 
performance management review committee). 

 Are 
tangible/mea
surable 
performance 
expectations 
set for all 
employees?  

 Are there 
mechanisms 
in place to 
ensure 
performance 
evaluations 
are objective, 
constructive 
and 
balanced? 

 Do 
mechanisms 
exist to 
measure the 

 Are performance 
evaluation/appra
isals conducted 
annually? 

 Are they 
conducted in a 
frequent, timely, 
and consistent 
basis across the 
organisation?  
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

achievement 
of results, as 
well as the 
manner in 
which the 
results are 
achieved?  

 Are 
mechanisms 
in place to 
link 
performance 
assessment 
with learning 
and 
professional 
advancement
? 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Performance 
Measurement 

a) The overall performance of the 
programme or operation is 
measured against pre-established 
objectives and outcomes. 

b) Performance information is 
scrutinised for quality and 
relevance. 
 

 
 

  
 

Examples for ratings 

 Programme and policy-specific logic models and 
performance measurement strategies. 

 Ministerial performance management framework 
(i.e. measure of performance is in place).  

 Functional guidance on performance 
measurement. 

 Data collection approaches and measurement 
(e.g., evaluations, surveys, statistical analysis). 

 Preparation and scrutiny of performance reports.  

 Are 
programme 
objectives 
and expected 
results 
aligned with 
higher order 
objectives 
and 
outcomes?  

 Are 
performance 
metrics 
balanced and 
comprehensiv
e (e.g., 
financial and 
non-financial; 
short and 
long term, 
qualitative 
and 
quantitative?) 

 Is programme 
performance 
measured?  

 Are 
measurement 
mechanisms 
robust? 

 Are programme 
performance 
results reported? 

 Are programme 
performance 
results used as 
evidence or 
input into 
planning and 
decision-making 
processes?  
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Risk 
management  

a) Risks to which the programme’s 
objectives are exposed are formally 
identified, assessed, responded to, 
communicated and monitored. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

  
 

Examples for ratings 

 Risk identification processes and supporting tools 
(e.g., environmental scans, stakeholder 
engagement, surveys). 

 Risk assessment processes and supporting 
tools/checklists (e.g., branch risk profiles, SEMP, 
BIA, AHRA). 

 Development, scrutiny and ongoing monitoring 
of mitigation strategies. 

 Risk-based planning (see also planning and 
resource allocation controls above). 

 Does a 
formal, 
repeatable 
(calendarised
) process exist 
to identify, 
assess and 
act on risk?  

 Are all types 
of risks 
analysed, 
including 
strategic, 
operational, 
financial and 
V&E risks?   

 Does the risk 
management 
process 
involve 
appropriate 
stakeholders 
with specific 

 Are the risk 
management 
processes 
documented and 
well 
communicated?  

 Are the risk 
management 
processes 
implemented as 
intended? 

 Is risk 
information 
meaningful and 
helpful to 
decision makers 
in making 
decisions (e.g., in 
setting priorities) 

 Are risk 
response/action 
plans 
meaningful? 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

 
 

 

knowledge 
pertaining to 
the objective 
being 
assessed? 

 Are there 
appropriate 
linkages 
made 
between risk 
information 
and other 
processes, 
such as 
planning and 
performance 
management
?  

 Are risk 
response/action 
plans monitored 
for their 
implementation 
and 
effectiveness? 

 Are risk 
response/action 
plans reflected in 
business plans? 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

Integrated 
information 
for decision 
making 

a) Financial and non-financial 
management information is 
efficiently and effectively gathered, 
analysed and shared in support of 
timely strategic and operational 
decision making and oversight.  

 
 

  
 

Examples for ratings 

 Calendar and schedule to direct what 
information should come forward, when and 
for whose consideration.  

 Guidelines and expectations for key decision-
making processes, including how various 
informational inputs must be used to inform 
the decisions (e.g., formal criteria for pressures 
decisions; formal and consistent guidance for 
priority determination). 

 Documented rationale for funding and other 
decisions at the branch and ministerial levels. 

 Presentation of risk, performance and financial 
information at key decision making. 

 Documented discussion and scrutiny of the 
integrated information. 

 Are the 
decision-
making 
processes in 
question 
documented 
and do they 
describe what 
information is 
required to 
inform them? 

 Are the 
decision-
making 
processes in 
question 
designed to 
compel and 
require the 
consideration 
of risk, 
financial, 
performance 

 Is the required 
information 
presented and 
considered in a 
meaningful, 
timely fashion?  

 Are the decisions 
taken monitored 
for their 
effectiveness? 

 Are course 
corrections 
taken when 
progress against 
plan is not as 
intended? 
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   How good are the controls? 

Management 
control area 

Audit criteria 

Responses Is there evidence that… 

 
Not 

started  
Beginning 

stages  
Partially 

implemented  
Fully 

implemented  

 

Controls are 
well designed? 

 
Yes        No 

Controls are 
operating 

effectively? 
Yes         No 

or other 
information? 

 Are there 
appropriate 
communicati
on and 
escalation 
channels in 
place to share 
and escalate 
information 
as needed? 

 Are roles, 
responsibilitie
s of decision 
makers to 
consider and 
scrutinise 
integrated 
information 
clearly 
articulated? 
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