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Outline 

 
 

1. NZ Arrangements (in context of the paper) 
 

2. Christchurch Earthquakes: Lessons on Resilience 
 

3. Implications 
• Uncertainty 
• Resilience 
• Adaptive Management 
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Contemporary Security Issues in NZ 

  Natural Hazard:  flood, earthquake, volcano, storm, drought, wildfire, etc 
Natural  Bio-security: plant and animal disease, foot & mouth, etc 
  Health Emergency: epidemic, SARS, H1N1 
 
  Infrastructure: accident, engineering failure, service outage, utility loss 
  Transport: aircraft, train, ship accident; road or bridge closure 
Technology Hazardous Materials: chemical leakage, marine oil spill, plume 
  Food: safety issues, quality, distribution, contamination, cumulative risk 
  Supply Chain: fuel interruption, energy distribution, shortages of imports 
 
  Failings: accidents, negligence, 
  Malice: malevolence, criminal activity, arson, protest 
Human  Unconventional Attack: cyber-threat, hacking, service denial 
  Sovereignty: border violation, espionage, trans-national crime, poaching 
  Organized Threats: military, para-military, terrorism, asymmetric warfare 
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Risks to Security  

Personal 
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Value of a Structured Approach 

New Zealand’s experience has convinced us of the importance 
of approaching security in a structured way: 

 
 

• having comprehensive treatment of hazards/threats and possible impacts 
 

• taking a systems approach to managing risks, reducing vulnerabilities and 
building resilience within the same framework 
 

• using formal integrated risk management strategies, eg, 4Rs (or PPRR) 
 

• building resilience for new, complex, or unanticipated situations 
 

• having prior arrangements for adaptive management in crises. 
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NZ Arrangements 

• 1930’s: Creation of national disaster fund (now EQC) 
 

• 1987: Government national oversight committee (ODESC) 
 -  Whole-of-Government management 
 -  Introduction of risk management requirements 

 
• 1995: Emergency Services Review 

 
• 1997: Principles of Emergency Management 

 -  Comprehensive; Integrated risk management, etc 
 -  Ministry of Civil Defence & Emergency Management 

 
• 2001 Legislation for CDEM 
  
• 2003 Resilience of Critical Infrastructure 

 
• 2008 Systems approach 

 
• 2011 National Security System 
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Christchurch Earthquake: Lessons on Resilience 

 
• The potential impacts of population movement to dimensions of 

resilience such as economic productivity  
 

• The built environment, and planning for resilience of infrastructure 
 

• Implications for building codes 
 

• Transferring risk from Government to insurers 
 

• The responsibility of the general population in managing risks 
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Potential Impacts of Population Movement 

Population losses can create a Vicious Cycle: 
 
• The loss of people, whether from forced evacuation, exclusion zones, 

injuries/death, or withdrawal from an affected area, inevitably weakens response 
and recovery capacity, increases the overall impact, and delays restoration. 
 

• In particular, in services, organisations, infrastructure, and supply chains, the loss 
of key people can quickly affect the normal patterns of activity and lead to self-
reinforcing damage. especially where there is little redundancy. 
 

Over-reaction to the primary event can cause a “second disaster” 
 

• As a general principle in responding to emergencies, it is important to minimise 
evacuations; to encourage the earliest resumption of work; to return displaced 
people and families to their homes or local area; to minimise exclusion zones; 
and to encourage the earliest possible return of normal activities (schooling, 
business, retail, services, etc) 
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Built Environment, and Resilience of Infrastructure 

 
Overall conclusion of EQC review of Christchurch infrastructure (July 2012): 

 
“taking into account the direct and indirect losses that arise from 

earthquakes, it is clear that the costs of seismic risk reduction and 
readiness in Christchurch will have been repaid many times over.” 

 
NB ‘Indirect losses’ include the downstream losses arising from infrastructure 
interdependencies – a key consideration regardless of whether the source is natural 
or man-made.  NZ experience, and overseas studies, indicate that the very 
significant costs of infrastructure interruption can be reduced by well-directed 
mitigation work especially when wider social benefits are taken into account.   
 
At the same time, the EQC review acknowledged the difficulty of finding individuals 
and organisations with the ability, incentive and standing to form effective 
collaborations on issues of public importance, not least high-impact low-probability 
ones.. 
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Built Environment, Infrastructure Resilience (cont’d) 

The three main elements that contributed most to resilience: 
 

•  Asset awareness and risk reduction 
– Identifying points of particular vulnerability 

• surveying for site-specific risks; identifying potential weak points, etc 
• example of Orion (strengthening electricity substation, etc; low cost - high return)  
 

•  Readiness 
– taking steps to improve organisational performance in emergencies 

•  ensuring fit-for-purpose operating frameworks for business continuity; working with 
others on common interdependencies; strengthening supply lines, spares, skills, etc; 
ensuring specialists  and critical replacements are organised ahead of time 
 

•  Perseverance 
–  maintaining the effort over time (while communicating realistic expectations) 

• needs consistent focus on mitigation, and periodic reassessment; end-users of critical 
infrastructure need awareness of reliability and limitations, and ability to handle outages 
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Building Codes and Standards 
 

•  New Zealand’s building codes and standards came out well.  
 

•  Seismic zoning is based on world leading models; we have robust building codes 
that are well applied 
 

•  The February 2011 earthquake was an exceptional event – as a shallow rupture of 
magnitude 6.3 directly under the city, it was one of the largest shocks to a developed 
city on record 
 

• The ground-motions recorded in central Christchurch generally exceeded 2500-
year design standards 
 

•  Seismic records show that some buildings may have experienced shaking of more 
than twice the intensity that a new building would be designed for 
 
•  With few exceptions buildings performed well and as intended, with little damage.   
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The Transfer of Risk to Insurers 

•  Risk transfer can help . . . .  but note context: 
 

–  The 185 lives lost and thousands of injuries made the Canterbury earthquake 
one of New Zealand’s worst disasters.  The economic impact (>$40 billion) was 
a huge and immediate hit to our economy: more than 20% GDP 

 
–  In future premiums for insurance will be much greater; not just in Canterbury 
but throughout the country 
 

–  Christchurch is now the most insurable city in the world; so much is known 
about its risks that the industry operates there with confidence 
 

–  But, perversely, re-insurers are now more worried about the rest of the 
country where they have little information about natural hazards.  That 
uncertainty has led to higher premiums for the rest of NZ 

 
–  The social and economic effects could take 50–100 years to filter through the 
economy. 
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Risk Transfer Lessons (cont’d) 

•  The industry now emphasises that Insurance can only work as part of a 
wider set of measures to manage risk and strengthen resilience 
 

•  The Christchurch experience has brought about a shift in thinking in the 
insurance industry: 

– from funding people to recover from loss, to helping them manage their risks 
 

•  In making this change, insurers see their role as complementary to others 
 ie, to be matched by measures to actively prevent and reduce 
 risks to economic and social well-being, and to build resilience 
 
• In New Zealand, insurance cover has long been shared between private 

insurers and the government “Earthquake Commission” (EQC) which 
covers residential contents, home and land against natural disasters 
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Risk Transfer Lessons (cont’d) 

 
• The insurance industry wants this arrangement to continue because it provides a 
good balance between public and private cover 
 

•  Insurers now see that it is in their interests to get businesses back on their feet as 
quickly as possible, and owners back in their homes rapidly 
 

• The see themselves as responsible for this more comprehensive role, and so some 
are positioning themselves to manage reconstruction processes 
 

• But they want to see the evolution of a more sophisticated understanding of 
insurance's role in overall risk management in society 
 

•  New conversations are needed between home owners, local authorities, and 
central government, especially on “loss appetite” (about the range of potential losses 
– lives, infrastructure, buildings, etc) 
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Risk Transfer Lessons (cont’d) 

•  For the future, therefore, the role of insurance in New Zealand’s overall 
risk management, and the balance between the responsibilities of central 
government, local authorities, and home-owners, will depend critically on 
reducing uncertainties in the twin issues of Pricing and Underwriting: 
 

–  Society needs clarity about the role of insurance in risk management, and 
where it fits with other more direct forms of active intervention 
 

–  Industry needs better information on hazards, so that it can price risk properly 
 

– Overseas re-assurers require higher levels of national and regional data in 
order to be confident that underwriting high level cover matches true risk levels.   

 
– After the losses they carried in Christchurch, insurers are insisting that every 
element of uncertainty in future will be reflected in higher premiums.  So, it is in 
the national interest to be as transparent as possible. 
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Responsibility of the General Population  
 

• “The success of the emergency response was due to the resilience of 
communities in Christchurch 
 

• Most rescues were made by people close by. And help for those in need was 
mostly provided by neighbours, existing community groups such as churches, or 
by voluntary organisations 
 

• This fact underlines the importance of emergency management being 
community-centred 
 

• Self-activation, self-sufficiency, self-responsibility and self-management were 
identified as key traits that contributed to individual and community resilience in 
the days following the earthquakes“ 

 
Minister of Civil Defence, Hon Nikki Kaye 

Plenary session: Community Resilience: The Foundation of Resilient Nations, Geneva. 22 May 2013 
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Minister of Civil Defence, Hon Nikki Kaye (cont’d) 
 

• Essentially, individuals, organisations and communities have to own and be responsible for 
their own preparedness. 
 

• Although each community’s experience was different, there was a common pattern of 
community response.   
 

• Individuals looked out for their immediate family and neighbours first.  Later, local self-help 
groups formed that often evolved into community-led action groups.  
 

• Leaders who surfaced in these spontaneous groups all shared common traits of a ‘can-do’ 
attitude; strong local knowledge and connections; a readiness to listen to what the community 
needed; and a strong sense of commitment to helping others.  [They referred to:] 

         The value of partnerships;  Strong practical leadership; 
 Maintaining a good understanding of each other’s responsibilities; 
 Good communication and feedback supported by robust information networks; 
 Trusting and respecting local initiatives and ‘organic’ responses;  Being flexible;   
 The value of investing in your people by allowing your volunteer groups to flourish.   
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Resilience in Central Government Services 

Events such as natural disasters or man-made incidents (eg terrorism) are managed under a 
central government  inter-agency system for Domestic and External Security Coordination 
(DESC).  ODESC has Terms of Reference aimed at ensuring tight and fast coordination across 
government; agency. CEs meet monthly.  They work to certain common principles of security 
across all areas of central government, including the concept of subsidiarity (which is intended to 
ensure risk is distributed to and owned by the agencies with the relevant interests). 
 
As well the normal security practices, each agency is expected to develop its capabilities and 
capacity to strengthen internal resilience and contribute more widely to resilience across 
government.  Specifically, each agency has an obligation to perform three potential functions: 
 
1.  To ensure it can continue to provide its own public services throughout New Zealand in the 
event of major interruptions, whatever the cause; 
 
2.  To ensure that each agency has the distributed capacity to reallocate support quickly to 
restore its services for government where they are affected; 
 
3.  To ensure that each agency has reserve capacity that it can assign to the collective 
government pool for dealing with disruption in other government services. 
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Implications 

 
 

Implications 
• Uncertainty 
• Resilience 
• Adaptive Management 
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Risk (Limitations) 

 
Classical risk management works best with discrete risks 
 

Risk Management has limitations, (e.g. critical assumptions): 
•    needs prior knowledge that the risks exist 
•     information on source, likelihood, nature, and scale 
•     understanding of vulnerabilities, failure routes, chains of causality, etc 
•     models and analytic processes that represent the interactions occurring 
•     consequences that can be anticipated, and mitigation developed 
•     ownership/responsibility defined and accepted 
 

To be effective, risk methods depend on factors such as these being known 
and quantified ahead of time; and they assume that the systems and 
people affected will react as expected in dynamic conditions 
But there are always unknowns. 
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Risk Uncertainties 

 
• Come in many possible forms – some known; 

some not 
• Regularly occurring effects may be known;       

many not 
• Community consequences known for some;  

not for others 
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Risk Management - Realities 

Governments, local and central, have important obligations. . . . . . but: 
 
• Cannot know about every possible hazard that might arise 
 
• Cannot know specifics of those hazards (scale, nature, timing, etc) 

 
• Cannot know sufficient about vulnerabilities or exposures in society 

 
• Cannot know or anticipate all likely effects on community functioning 

 
• Cannot know how people will react at the time 

 
The unknowns and uncertainties set critical limitations to 

“all-hazard management” 
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Purpose:  

Community Safety and Stability 

 
 

 
 

“Living with Risks” 
 

(not eliminating them) 
(nor even ‘managing’ them) 

(but, living with unknowns and uncertainties) 
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Uncertainties:   
Rumsfeld’s ‘Metaphysical Epistemology’ 

 
Reporter:  “There are reports that there is no evidence of a direct link between 
Baghdad and some of these terrorist organisations”  (12 Feb 2002) 
 
Rumsfeld: “There are known knowns; there are things we know we know.    
 
We also know there are known unknowns; that is to say we know there are some 
things we do not know.  
 
But there are also unknown unknowns – 
             - the ones we don't know we don't know.”   
 

 
 
But . . . . . .  this quotation omits the fourth and most dangerous possibility: 
the “unknown knowns” – things we think we know but which are just not true. 
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John Billing’s View 

 

American humorist Josh Billings  (1818-85) 
 
“It ain’t so much the things we don’t know that get us into trouble.   
It’s the things we know that just ain’t so.” 
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Planned  vs  Adaptive Management 

31 
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Risk Management / Resilience 

The paradigm for national security in New Zealand has been based on risk 
management, but is changing as we adopt a wider view of national security 
 
 
Resilience is now regarded as a separate, distinctive and  essential 
element of any strategy for managing complex and coupled risks in 
modern society, and for dealing with uncertainty, unknown risks, or 
unexpected situations 
 
 
Resilience (the capacity of a system to adapt to changing conditions) is: 
• complementary to risk management (not expressed in risk terms) 
• An emergent property or outcome of what a system does, rather than a 

static property that the system has 
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Log scale        
System Complexity 
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Trade-offs: Risk Management, Resilience, and Adaptive Management 

Benefits of 
managing risks 

through mitigation 
decline with 
complexity 

Benefits of 
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community increase 
relatively with 

complexity 

Adaptive management can 
further multiply the 

benefits of resilience 
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Decision-Making Processes 

34 
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Resilient Systems 
 

Resilience in the “System” requires: 
 

Coherence  across all elements 
Connectedness  between elements and with other systems 
Completeness  so every significant element is included 
Clarity  of understanding about the total system 
Consistency  in terms of  processes and standards applied  
Integrity & Balance  right throughout the system. 
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Systems Planning 

 
As a general strategy for dealing with new, complex, or unanticipated issues: 

 

 
1. Manage the system as a whole 

 
2. Mitigate discrete risks 

 
3. Build system resilience 

 
4. Adaptive management in response 
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Strategy 

 
 
 
 

The Elements of A Strategy and their Relationship
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A Possible Strategy . . .  
 
 

The Elements of A Strategy and their Relationship

Process 

Objective

FRAMEWORK 

Performance

Principles 

The Elements of A Strategy and their Relationship

Process 

Objective

FRAMEWORK 

Performance

Principles Process 

Objective

FRAMEWORK 

Performance

Principles 

 
 

 
Objective - sets out as explicitly as possible the purpose and deliverables of the strategy 
 
Principles - the required characteristics of the method for achieving the objective 
 
Framework - the elements of government infrastructure required to achieve the objective 
consistent with the principles – whether new, modified or existing 
 
Process - a process, conforming to the Principles, to be used to assess risk & select risk 
treatments 
 
Performance - criteria and protocols/tools to confirm that the results of the process meet the 
Objective and are consistent with the Principles, and to identify any necessary adjustments of 
the Framework 
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Discussion 
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