
 

  



GOVERNANCE OF CRITICAL RISKS  

Concept note  

 

This concept note is designed to assist stakeholders participating in the public consultation on the draft 

principles on Governance of Critical Risks, developed through the OECD High Level Risk Forum. The 

draft principles are still being discussed at the OECD and will be revised, in particular to take into 

account the public comments received.  

The need for governments to address critical risks 

Governments have fundamental responsibilities to provide security and safety to communities, citizens and 

property, defend the territorial integrity of the nation, and help sustain critical infrastructure and well-

functioning markets. Critical risks may arise from natural phenomena, pandemics, major industrial or 

technological accidents, and malicious actions and activities, including terrorism and organized crime that 

result in adverse impacts of national significance. They include sudden onset events such as earthquakes, 

industrial accidents and terrorist attacks as well as gradual onset events such as pandemics, and steady-

state risks such as those related to illicit trade or organised crime. Their consequences can disrupt 

infrastructure vital to economic activities, degrade key environmental assets, negatively impact public 

finances, and erode public trust in government.  

Against a complex backdrop of demographic shifts, technological advances, globalisation and climate 

change, critical risks may develop quickly and through unforeseen pathways enabling transboundary 

impacts to spread across different communities, economic sectors and national borders.  

The successful governance of critical risks is a key strategic investment for all countries. It should also be 

seen as an opportunity, to invest in a better and safer future, as it is a means of preserving future 

competitiveness, consolidating sustainable economic growth, and safeguarding stable institutions and 

markets. The overarching goal is to achieve a resilient society that preserves societal values, balances 

stakeholder interests and maximizes opportunities for individuals.  

Developing resilience to, and effectively managing, critical risks  

Communities, citizens and businesses expect governments to be prepared for a wide range of possible 

disasters, humanitarian and security crises and other global shocks, as well as steady-state concerns such as 

transnational crime, and to handle them effectively should they arise. In recent years, numerous countries 

have been affected by a range of severe shocks, which have tested the capacity of their societies and 

economies to bounce back. Building national preparedness and resilience, and effectively managing critical 

risks, has become an important overarching goal for many public policies.  

Investment in the full range of risk management capacities is needed to contend with critical risks. This 

includes risk identification and assessment, prevention, disruption and deterrence to the extent possible; 

and mitigation, preparedness and response; and social and financial recovery, reconstruction and policy 

reform. The development and maintenance of these capacities face considerable governance and security 

challenges both at the national level and internationally.  

Governments cannot build a resilient society alone however; they need to engage with citizens, civil 

society organisations, and NGOs, as well as businesses, large and small. The aim of OECD’s work on 

Governance of Critical Risks is to foster a “whole-of-society” approach that creates proper incentives for 

businesses and households to invest in the skills and knowledge development that meet the fundamental 



 

challenges posed by critical risks. Governments need to foster collaborative networks with the private 

sector, academia, local governments and communities, as well as involve the voluntary sector and 

strengthen cooperation across countries.  

Delivering a “whole-of-society” approach requires within government strong institutional capacity, 

resources, training and continued commitment from leadership. It begins with effective planning, focused 

communications and good governance, grounded in accountability mechanisms that strive for 

transparency, integrity and the cost-effective use of public resources.  

The draft principles on Governance of Critical Risks set out a number of suggestions and policy options to 

help countries rise to this challenge.  

 


