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Foreword 

The increased reliance on digital technologies has led to increasing digital security and privacy risks and 
the emergence of a cyber insurance market to provide policyholders with financial protection against many 
of those risks. The stand-alone cyber insurance market has grown rapidly in recent years and surveys 
have found an increase in take-up among both large and small businesses. However, despite the growth 
in premium volume and take-up, the affirmative cyber insurance market remains small relative to other 
commercial insurance business lines.  

In February 2018, the OECD organised a conference (Unleashing the potential of the cyber insurance 
market) with the aim of building some consensus around how different stakeholders could contribute to 
addressing the main challenges to the market's development. Providing greater clarity on coverage for 
cyber risk was identified as one of the most important actions to support the development of the cyber 
insurance market.  

This report examines the potential role of governments (ministries of finance and insurance regulators and 
supervisors) in: (i) encouraging greater clarity and consistency in the products that are being offered (taking 
into account the more limited need for government intervention in a corporate insurance market); and (ii) 
how legislation, regulation, guidance and other public policy measures (henceforth referred to as “public 
policy and regulation”) impact the variation in scope and form of insurance coverage for cyber risk. The 
development of this report has been informed by responses to a questionnaire provided by OECD member 
and non-member authorities as well as informal consultations with (re)insurance industry representatives 
undertaken in September and October of 2019. Responses were received from Argentina, Austria, 
Belgium, Bermuda, Brazil, Chile, Colombia, Estonia, France, Germany, Italy, Japan, Latvia, Lithuania, 
Portugal, Russian Federation, Slovak Republic, Slovenia, South Africa, Switzerland, the United Kingdom 
and the United States. 

This report is part of a series of OECD reports examining challenges to the development of a sustainable 
cyber insurance market. The role of public policy and regulation enhancing the availability of data for cyber 
insurance underwriting the impact of public policy and regulation on the lack of data on past incidents 
necessary for underwriting and the role of governments in facilitating information sharing on cyber threats 
and incidents. Insurance Coverage for Cyber Terrorism in Australia assesses the potential gaps in 
insurance coverage for cyber-terrorism and other politically-motivated and destructive attacks, in Australia 
and internationally.  
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The increased reliance on digital technologies has led increasing digital security and privacy risks and the 
emergence of a cyber insurance market to provide policyholders with financial protection against many of 
those risks. The affirmative cyber insurance market (i.e., stand-alone cyber insurance policies and cyber 
endorsements added to other policies) is focused on protecting businesses against some of the 
consequences of six main types of (mostly malicious) cyber incidents:1  

 data confidentiality breaches (including privacy breaches): where a company has allowed (or has 
not prevented) unauthorised access to the private information (financial, medical, biometric, 
commercial) of individuals or companies resulting in incident management and notification costs, 
data, software and hardware2 restoration costs, legal and defence costs, compensation to injured 
parties and fines and penalties (regulatory and/or contractual);  

 network security liability: where a company has allowed (or has not prevented) the use of its 
network in a cyber attack on a third party leading to legal and defence costs and compensation to 
injured parties; 

 communication and media liability: where a company’s digital communications activities 
(intentional or accidental) result in defamation, libel, slander or other harm to a third party leading 
to legal and defence costs and compensation to injured parties; 

 technology disruptions: where a company’s operations have been disrupted as the result of a 
technology failure (accidental or malicious) at the company or one of its service providers leading 
to business interruption losses (or contingent business interruption losses) and potentially data, 
software and hardware restoration costs;   

 cyber extortion: where a company’s ability to access its data (or network) has been compromised 
or breached as part of an extortion (ransomware) attempt, leading to incident management costs, 
financial losses (ransom payment) and/or business interruption and data, software and hardware 
restoration costs; and 

 cyber fraud and theft: where a company’s funds or assets are stolen or fraudulently expropriated, 
including through social engineering, resulting in financial losses.  

While some insurance companies might offer coverage for losses from these types of incidents in other 
types of policies, such as business interruption coverage in property policies, financial loss coverage in 
crime/fidelity policies or legal defence and compensation cost coverage in general liability/professional 
indemnity policies, almost all affirmative cyber insurance policies include coverage aimed at addressing 
these types of incidents (see Figure 1.1). 

The stand-alone cyber insurance market has grown rapidly in recent years. Most estimates suggest written 
premiums of approximately USD 4-5 billion globally, up from approximately USD 3 billion in 2016, with 
expectations that the market will double or triple over the next five years (Deloitte Center for Financial 
Services, 2018[1]),  (Orbis Research, 2018[2]), (OECD, 2017[3]), (Howard, 2019[4]). In a number of countries, 
surveys have found an increase in take-up among both large and small businesses. 

1 Insurance coverage for cyber risks 
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Figure 1.1. Types of incidents covered by affirmative cyber insurance policies 

 
Source: OECD review of 35 publicly-available policy documents or summaries for cyber insurance policies offered in Australia, Canada, Japan, 

Netherlands, United Kingdom, United States or offered on a regional (Europe) or global basis. 

However, despite the growth in premium volume and take-up, the affirmative cyber insurance market 
remains small relative to other commercial insurance business lines. The development of the affirmative 
cyber insurance market has been hindered by a number of challenges, including the difficulty in quantifying 
and underwriting cyber risks, the potential for accumulation risk and a lack of awareness of the need for 
insurance coverage for cyber risks (see (OECD, 2017[3]) for a more detailed discussion of these 
challenges). In February 2018, the OECD organised a conference (Unleashing the potential of the cyber 
insurance market3) with the aim of building some consensus around how different stakeholders could 
contribute to addressing these challenges to the market's development (OECD, 2018[5]).  

Providing greater clarity on coverage for cyber risk was identified as one of the five most important actions 
to support the development of the cyber insurance market – and the most important action for insurance 
companies – by participants in the OECD conference. Policyholder misunderstandings about insurance 
coverage for cyber risk results from: (i) misunderstandings about the extent of coverage for cyber risks in 
other lines of business (i.e. where cyber risk coverage is found); and (ii) misunderstandings about the types 
of incidents and losses that are covered in affirmative cyber insurance policies (i.e. what coverage for cyber 
risk is included).   

Periodic surveys of commercial insurance brokers in the United States by The Council of Insurance Agents 
and Brokers have continued to find that the majority of brokers perceive there to be inadequate clarity on 
coverage and exclusions in cyber insurance policies (70%, although down from 87% in 2017 - see 
Figure 1.2). In the United Kingdom, 31% of brokers surveyed in 2018 indicated that they had a poor or 
very poor understanding of cyber insurance and cyber risks (DAS UK Group, 2018[6]). In a survey of North 
American (and some international) underwriters and brokers published in 2018, 56% of respondents cited 
a lack of understanding of the coverage offered as a top obstacle to cyber-insurance take-up (Partner Re 
and Advisen, 2018[7]).     
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Figure 1.2. The perspective of brokers on cyber insurance coverage clarity 

 
 

Source: (CIAB, 2019[8]), (CIAB, 2018[9]), (CIAB, 2017[10]) 

The development of this report has been informed by responses to a questionnaire by OECD member and 
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Overlaps in coverage for cyber risks 

While cyber risks are insured through stand-alone cyber insurance policies, they may also be covered 
(either explicitly or implicitly) in various other insurance lines, including property insurance policies, various 
liability policies and crime/fidelity and kidnap and ransom insurance policies (see Figure 2.1). A survey of 
mostly North American underwriters and brokers found that, where endorsements for cyber risks are 
provided, they are most commonly attached to crime, property and various liability policies (particularly 
errors and omissions/professional indemnity, directors and officers and general liability policies) (Partner 
Re and Advisen, 2018[7]).5 A number of reports and surveys have suggested that the expectation of 
coverage for cyber risks in other types of policies is one reason for low levels of take-up of stand-alone 
cyber insurance coverage (ENISA, 2012[11]); (Swiss Re and IBM Institute for Business Value, 2016[12]); 
(Friedman and Thomas, 2017[13]); (Ponemon Institute LLC, 2017[14]).  

Figure 2.1. Coverage for cyber risks across lines of business 

 
Note: Source: <!!Add the source here. If you do not need a source, please delete this line.!!>Note: Some of the costs identified above as liability 

costs (specifically incident management and notification costs and legal and defence costs) are actually first-party costs incurred by the insurer 

(rather than the reimbursement of costs incurred by a third-party as a result of a liability). However, they have been classified as such as they 

will generally only arise as a result of obligations to third parties. 

Source: Adapted from (OECD, 2017[3]). 
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In reality, property and liability insurance policies may contain exclusions for losses that result from cyber 
incidents although there is uncertainty regarding the extent to which these exclusions are applied: 

 Commercial property policies: Property insurance policies may apply an exclusion for all losses 
arising from the use of a “computer, computer system, computer software programme, malicious 
code, computer virus or process or any other electronic system” to inflict harm (Institute Cyber 
Attack Exclusion (CL 380)) or a more general exclusion for losses caused by computer malicious 
acts or human error or system failures affecting computer systems (IMIA Cyber Exclusion 2018 
(International Association of Engineering Insurers, 2018[15])). In addition, data is normally not 
considered as tangible property insured in commercial property insurance policies, reinforced by 
the application of Electronic Data Endorsements in many policies (NMA 2914 or 2915 (Lloyd’s 
Market Association, 2015[16]); (Lloyd’s Market Association, 2015[17])). The coverage of business 
interruption losses in property policies is contingent on the occurrence of damage to tangible 
property covered by the policy (i.e. the losses will also be excluded if the property damage is not 
covered).  

 Liability insurance policies: In the United States, in response to a number of coverage disputes,6 
standard commercial general liability forms published by the Insurance Services Office (ISO) now 
contain an exclusion for liability related to loss, damage or loss of access to data and for the 
disclosure of confidential or personal information. In Australia, some public liability policies exclude 
liability related to the insured’s internet operations. There is also a Lloyd’s market exclusion for 
losses resulting from malicious cyber incidents (LMA5274 (Lloyd’s Market Association, 2016[18])), 
which was developed for casualty treaty reinsurance although is also used in some types of liability 
policies. 

 Crime/fidelity insurance policies: There are no specific exclusions in general use that have been 
developed to remove cyber fraud and theft from crime/fidelity insurance policies.7 As a result, 
crimes committed through the use of computers are often covered (Box 2.1 provides an overview 
of the increasing significance of these types of attacks). However, some types of cyber fraud and 
theft (social engineering) may fall outside the scope of traditional crime insurance coverage 
because employee involvement in the authorisation of the fund transfer coverage following a 
deception by social engineering may be deemed a voluntary action. This has led some insurers to 
offer specific endorsements for social engineering fraud as add-ons to crime/fidelity coverage (as 
well as to cyber insurance coverage) (Godes, 2019[19]) (NorthStar Insurance Services, 2018[20]). It 
has also led to coverage disputes and litigation that, at least in the United States, has led to some 
uncertainty as to whether crime/fidelity policy coverage for social engineering fraud is effective.8  

 Kidnap and ransom insurance policies: Similar to crime/fidelity policies, there are no specific 
exclusions in general use to remove cyber extortion from kidnap and ransom insurance coverage.9 
However, whether coverage is provided will depend on the specific policy language with some 
policies providing more narrow coverage for extortion demands (e.g. relating only to the kidnap of 
a person (Skidmore, 2018[21])) – and some insurers have re-visited policy language in the aftermath 
of widespread ransomware attacks in 2017 (Barlyn and Cohn, 2017[22]). According to one large 
insurer, many insurers will now only provide coverage for cyber-extortion in kidnap and ransom 
policies if endorsed.  
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Box 2.1. The significance of theft of funds 

Theft of funds through phishing, business email compromise (BEC), social engineering and other forms 
of payment diversion is accounting for an increasing share of cyber-related losses and claims. The US 
Federal Bureau of Investigation received over 20 000 BEC complaints in 2018 with estimated losses of 
USD 1.2 billion (FBI, 2019[23]) (overall losses for the three years since June 2016 have reportedly 
reached USD 26 billion (Newman, 2019[24])). New technologies, such as voice-synthesis software and 
other tools that can be used to create “deepfakes”, provide new methods for deceiving company 
employees and have reportedly been used to incite fraudulent fund transfers (successfully for GBP 200 
000 in one case) (Harwell, 2019[25]) (Best, 2019[26]).  

Among the insurers and other organisations that provide statistics on cyber claims, theft of funds claims 
accounted for 10%-29% of all cyber claims in 2017 (CFC Underwriting, 2018[27]), (Hiscox, 2018[28]), 
(Beazley, 2018[29]), (NetDiligence, 2018[30]). One individual insurer experienced a 133% increase in BEC 
claims in 2018 (on a global basis) (Beazley, 2019[31]). The average amount of funds stolen normally 
ranges from USD 70 000 to USD 130 000 although one policyholder was paid USD 2.5 million for a 
BEC claim in 2018 (and some past claims have reached USD 9 million) (Beazley, 2019[31]), 
(NetDiligence, 2018[30]) (Reseller Middle East (UAE), 2019[32]). In August 2019, a European auto parts 
supplier reportedly lost USD 37 million to a BEC (Matthews, 2019[33]).  

Note: Phishing generally refers to broad, indiscriminate and impersonal attempts to trick individuals into transferring funds. Business email 

compromises refer to targeted attempts using a personalised email message that appears legitimate. Social engineering generally refers to 

targeted attempts that may involve electronic communication as wells as phone calls (NetDiligence, 2018[30]). Cyber criminals also use 

social engineering to access user credentials in order to change payment information for the purposes of diverting funds (Beazley, 2019[31]). 

Politically-motivated cyber attacks 

The involvement of politically motivated actors in perpetrating cyber attacks adds a further layer of 
complexity to questions around where (or whether) cyber losses are covered. War and/or terrorism are 
often excluded from many types of insurance policies (property, liability) – and served by specialty war and 
terrorism (or political violence) markets – although this exclusion is driven by insurance market practices 
rather than any legislative or regulatory requirement.10  

As a result, coverage for damages and losses from cyber attacks that might be expected to be found in 
property or liability policies may not materialise if it is determined that the attacks originated from an actor 
linked to a state or a terrorist organisation.11 At least two companies affected by the 2017 NotPetya 
ransomware attacks are reportedly involved in litigation with insurers that denied claims based on war 
exclusions applied in their property insurance polices. The litigation is being closely watched as the first 
instance of a war exclusion being applied to deny coverage for a cyber attack (although the circumstances 
may be relatively unique given the potential link to an ongoing conflict between two nation-states) (see 
Box 2.2).  
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Box 2.2. A first test of the war exclusion for cyber attacks linked to states 

The NotPetya malware attack in 2017 affected a number of companies around the world. It was 
disseminated through a corrupt software update in a Ukrainian tax software application and resulted in 
the corruption of data in affected systems (Levine and Ellis, 2019[34]). The attack was attributed by a 
number of governments (including Australia, Canada, United Kingdom and the United States) to 
Russian attackers – and specifically in some statements to the “Kremlin” as an “effort to destabilize [the] 
Ukraine” as part of an “ongoing conflict” (Bershidsky, 2019[35]).  

One of the affected companies, Mondelez International, reportedly faced losses of over USD 100 million 
as a result of damages to equipment and interruption to its business after being affected by NotPetya. 
Mondelez had property insurance coverage through Zurich America Insurance for physical loss or 
damage to electronic data as well as for non-physical losses due to a failure of electronic processing 
equipment as a result of a cyber attack (Shooter, 2019[36]). The claim was (eventually) denied by Zurich 
as the policy excluded losses resulting from an act of war (the definition of which included “hostile or 
warlike action in time of peace or war”) (Bershidsky, 2019[35]). Mondelez has launched litigation against 
Zurich which, at the time of writing, remains before the courts. 

Another affected company, Merck, reportedly made claims of USD 1.3 billion under property insurance 
coverage provided by a number of insurance companies for damage to computers and business 
interruption losses. The company has collected from some of its insurers – and entered into settlements 
with others – although an ongoing dispute is being litigated in a New Jersey court (Voreacos, Chiglinsky 
and Griffin, 2019[37]).  

Market developments and perspectives on providing clarity on cyber risk 

coverage across business lines 

Consultations with (re)insurance companies for the development of this report suggested an increasing 
level of consensus on the need to provide greater clarity on whether cyber is covered in a given policy (i.e. 
providing affirmative cover for - or clear exclusions of – cyber risk in each relevant line of business). Some 
large insurance providers (e.g. Lloyd’s, AIG, Allianz, FM Global)12 have made specific commitments to 
provide clarity on cyber risk coverage by a target date.  

There are industry efforts to identify where there may be a lack of clarity on whether cyber risk is covered. 
The Lloyd’s Market Association recently undertook a review of the use of cyber exclusion clauses across 
a number of business lines (focused on the Lloyd’s market). The review found very limited use of cyber 
exclusions in many lines of business13 which could indicate that either affirmative coverage is being 
provided in many policies or that significant silent/non-affirmative coverage remains to be addressed 
(Lloyd’s Market Association, 2018[38]). An annual report on silent cyber risk has found declining concerns 
about the frequency of cyber claims in some lines of business suggesting that either: (i) cyber is not 
considered to be a significant peril for property and liability underwriters; or (ii) the use of exclusions in 
property and liability policies will successfully limit the frequency of cyber claims (Willis Towers Watson, 
2019[39]).14 

The insurance industry is also developing standard exclusions for use across business lines where 
coverage for cyber risk or certain cyber risks is not intended. In June 2019, the International Underwriting 
Association published two new model clauses for potential use in excluding cyber risks across lines of 
business – either on an absolute or limited basis (IUA, 2019[40]), (IUA, 2019[41]).15 There is also an effort to 
provide greater clarity on coverage for politically-motivated cyber attacks that is reportedly considering how 
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to exclude large-scale cyber warfare while providing clarity of coverage for smaller-scale cyber attacks with 
state involvement (Spoerry, 2019[42]). One UK-based reinsurance broker has published a proposed war 
exclusion adapted to cyber risk that would limit the scope of the exclusion to cyber-attacks between 
governments in a state of war (Capiscum Re, 2019[43]). 

However, a recent EIOPA survey found that there is still significant work to be done by companies in the 
European Union to accomplish full clarity as 41% of surveyed insurance companies had not taken any 
action to identify non-affirmative exposures across lines of business (EIOPA, 2019[44]).16 A number of the 
companies consulted during the development of this report indicated that they expected that the AIG and, 
particularly, the Lloyd’s commitments would drive the market to address this issue (as the Lloyd’s market 
is a major provider of reinsurance for cyber exposure). 

Many of the terrorism (re)insurance programmes are also working to prepare for the possibility of cyber-
terrorism (and potentially other politically-motivated destructive attacks) by examining the coverage they 
provide and taking steps to clarify or expand their coverage where needed. For example, the Australian 
Reinsurance Pool Corporation invited the OECD to undertake an assessment of possible gaps in insurance 
coverage for cyber-terrorism losses in Australia and to provide advice on how to respond to any gaps 
(OECD, 2020[45]). The Geneva Association and the International Forum for Terrorism Risk (Re)Insurance 
Pools (IFTRIP) have established a joint task force on cyber terrorism and cyber warfare to conduct 
research into these issues (The Geneva Association, 2019[46]). 

There appears to be some continued debate within the (re)insurance sector (and among insurance buyers) 
on whether cyber should be considered a peril covered in many lines of business or a line of business on 
its own (i.e. with all or most types of cyber losses covered by a stand-alone cyber insurance policy).17 One 
recent survey found some evidence that the extent of overlapping coverage in cyber insurance and other 
policies is perceived to be increasing (36% indicated that overlap increased relative to 24% that indicated 
that overlap decreased) (Partner Re and Advisen, 2019[47]).  

The potential role of governments in supporting clarity on cyber risk coverage 

across business lines 

Insurance product development requirements and expectations 

Public policy and regulation can have a direct impact on whether a given type of insurance policy will cover 
a specific risk where the risks that need to be covered by specific types of policies are prescribed. In some 
cases, public policy and regulation prescribes that coverage for certain perils be included (or offered) in 
certain types of policies.18 Consistent with the IAIS Insurance Core Principle 19 on Conduct of Business, 
supervisors will also normally have the ability to require insurance companies (and intermediaries) to 
ensure that the products they offer clearly disclose the risks insured and excluded under a given policy 
(IAIS, 2019[48]) which may be implemented through a product approval requirement19 or through the 
establishment of principles for product development. A number of countries (including Brazil, Chile, 
Colombia, Japan, Russia and European Union members) have legislation or regulation that generally 
requires policies to clearly define what is included and excluded in a given policy. In Colombia, for example, 
regulatory requirements oblige insurers to state the primary coverage and exclusions up front in clear and 
concise language. 

Some insurance supervisors have focused specifically on encouraging better disclosure of the scope of 
coverage for cyber risk in different types of policies. For example, in the United Kingdom, the Prudential 
Regulation Authority (PRA) issued a supervisory statement outlining its expectations with respect to the 
management of cyber insurance underwriting risk. Among other expectations, the supervisory statement 
suggests that companies should either offer explicit cover for cyber risks or introduce robust wording 
exclusions for those risks (Bank of England Prudential Regulation Authority, 2017[49]).20 The guidance 
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developed by the PRA has unquestionably contributed to encouraging the (re)insurance sector to provide 
greater clarity and could be a model for supervisory guidance in other jurisdictions. 

Insurance regulators and supervisors could also require that coverage for cyber risks be included in specific 
lines of business or prohibit the exclusion of cyber risks from certain policies (as is done in some 
jurisdictions for natural catastrophe and/or terrorism perils). However, given the continued debate about 
how best to provide coverage for cyber risks (or some cyber risks - i.e. as a peril or as a separate line of 
business), it may be better to wait to see how the market develops (and how the needs of policyholders 
evolve). If the effort by (re)insurers to provide greater clarity on the coverage of cyber risks across lines of 
business leads to significant exclusions and gaps in coverage, this could be re-visited. 

Terrorism insurance programmes  

The involvement of terrorism (re)insurance programmes in providing insurance, co-insurance or 
reinsurance coverage for terrorism losses could have an impact on how and where cyber-terrorism risk is 
covered. For example, in the United Kingdom, the reinsurance for terrorism incidents provided by Pool Re 
has been expanded to cover physical damage from cyber-terrorism, which could encourage coverage for 
cyber incidents (or cyber-terrorism incidents) in property insurance policies. In France, the definition of 
terrorism insurance coverage that must be provided in commercial property (and other) policies includes 
cyber-terrorism (limited to direct property damage and business interruption). In the United States, a 
requirement for mandatory offer of coverage for terrorism is applicable to cyber insurance policies.  

Insurance regulators and supervisors (or governments more generally) are likely to face increasing 
pressure to address the insurance coverage of politically-motivated attacks (including terrorism), 
particularly if these attacks lead to more significant losses and the industry develops and applies an 
(effective and implementable21) exclusion for such losses. The Recommendation of the OECD Council on 
the Establishment of a Check-List of Criteria to define Terrorism for the Purpose of Compensation (2004), 
which contributed to the development of a common approach to terrorism (re)insurance in the aftermath 
of the September 11th attacks in the United States, could potentially be updated to play a similar role in 
addressing politically-motivated cyber attacks. 

 

Box 2.3. Supporting clarity in cyber insurance coverage: recommendations 

 As some companies have not begun to address non-affirmative (silent) cyber risk across their 
lines of business, insurance regulators and supervisors should explicitly require insurance 
companies to clearly state whether cyber risks are covered or not in all relevant policies (i.e. 
across relevant lines of business). The transition to affirmative coverage for cyber risk should 
be closely monitored to ensure that significant gaps in coverage do not emerge based on the 
application of broad exclusions of cyber risk. 

 Governments should clarify the availability and scope of (re)insurance coverage through 
terrorism (re)insurance programmes for cyber-terrorism and other politically-motivated (and 
destructive) cyber-attacks – and address any gaps that may emerge due to the application of 
exclusions by the insurance sector. 
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Differences in the coverage of cyber losses 

In addition to differences in terms of which policies provide coverage for cyber risks, there are also 
differences in terms of the types of losses that affirmative cyber insurance policies will cover (and how that 
coverage is described). A number of reports and surveys have found significant differences in the scope 
of coverage, exclusions and conditions found in stand-alone cyber insurance policies (ENISA, 2012[11]), 
(Friedman and Thomas, 2017[50]), (Lloyd’s and Cyence, 2017[51]), (CCRS and RMS, 2017[52]). Some have 
suggested that the variation in coverage has: (i) reduced the number of policies that intermediaries will 
offer their clients (CIAB, 2016[53]); (ii) drove decisions to not acquire cyber insurance coverage (Ponemon 
Institute LLC, 2017[14]); and (iii) reduced trust in whether cyber insurance policies would payout on incurred 
losses (Reeve, n.d.[54]) 

Much of the variation in coverage results from differences in definitions, conditions and exclusions as 
policies have evolved very quickly, hindering the emergence of standardised language (Blosfield, 2019[55]). 
Insurers often use different terminology to describe similar types of covered losses or incidents or 
applicable conditions (Wraight, 2019[56]). Table 3.1 provides an example of how three different policies 
offered on the Australian market describe the coverage provided for common losses from a data 
confidentiality breach involving personal information.    

Table 3.1. Comparison of coverage for data confidentiality breach costs (Australia) 

 Policy #1 Policy #2 Policy #3 

Incident management 

and notification 

“Privacy Breach Costs” 

“Data breach notification costs” (sub-limited 

extension) 

“Response management costs” (IT 
services, public relations services, 

data breach notification costs) 

“Privacy Notification and 

Crisis Management Costs” 

 

Data, software and 
hardware restoration 

costs 

Digital Asset Replacement and Betterment 

Costs 

“Response management costs” (data 

restoration costs) 

“Data Recovery” 

Legal and defence 

costs 

“Regulatory proceeding defence costs and 

penalties” (sub-limited extension) 

“GDPR Proceedings” (sub-limited extension) 

“Response management costs” (legal 

services) 

“Data Protection Regulatory 

Obligations” (investigation costs) 

“Third Party Liability 
Coverages” (Regulatory 

Defence and Fines) 

Compensation to 

injured parties 

“Security and Privacy Liability” 

 

“Third Party Liability” (breach of 

personal or corporate information) 

“Third Party Liability 
Coverages” (Privacy and 

Security) 

Fines and penalties 
(regulatory and/or 

contractual) 

“Regulatory proceeding defence costs and 

penalties” (sub-limited extension 

“PCI Security Standards fines and penalties” 

(sub-limited extension) 

“GDPR Proceedings” (sub-limited extension) 

“Data Protection Regulatory 
Obligations” (investigation costs, 

fines, PCI-DSS fines and penalties) 

“Third Party Liability 
Coverages” (Regulatory 

Defence and Fines) 

Source: Review of publicly-available policy language for three cyber insurance policies offered in Australia by globally-active insurance 

companies. 

3 What types of losses are covered 
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In addition, while outside the scope of this report, public policy has important implications for the types of 
losses that materialise in the aftermath of a cyber incident which adds a layer of complexity based on 
differences in the obligations established by public policy in different countries (see Box 3.1).   

 

Box 3.1. The implications of public policy on losses resulting from cyber incidents 

Public policy establishes the obligations of companies to their shareholders in terms of protecting their 
business against cyber incidents, and to their employees and customers in terms of protecting them 
from unnecessary collection and disclosure of personal information – as well as the penalties and claims 
that they will face if these obligations are not met.  

Public companies have a general obligation to their shareholders to disclose and manage material risks 
to their business. In the United States, the Securities and Exchange Commission (SEC) has published 
interpretive guidance on cybersecurity disclosure which, if not adhered to, could lead to enforcement 
actions and shareholder claims on directors and officers (Securities and Exchange Commission, 
2018[57]). In addition, the SEC recently undertook an examination of the internal accounting controls at 
nine companies affected by social engineering fraud losses and suggested that enforcement action 
could be taken in the future as a result of failures in accounting controls (Johnson, 2018[58]). 

Companies (public and private) that collect personal information from employees and customers (that 
are covered within the scope of privacy protection legislation) have various obligations related to the 
collection and use of that data – sometimes at both the national and subnational level. In the United 
States, privacy legislation has been enacted in all states and also for certain types of personal 
information at the federal level (e.g. health information) (BakerHostetler, 2019[59]). In Canada, there is 
a federal Privacy Act as well as provincial privacy laws in most provinces, covering provincial 
government employees, health or education information and/or the private sector (Office of the Privacy 
Commissioner of Canada, n.d.[60]). In Australia, Japan, Mexico and other countries, there is national 
privacy protection legislation (Office of the Australian Information Commissioner (OAIC), n.d.[61]), 
(Hayashi and Shimada, 2019[62]) (Montes de Oca and Bandeira, 2019[63]). In Europe, the General Data 
Protection Regulation (GDPR) is a single set of requirements that applies across all member states. 

The obligations imposed on companies vary substantially across (and even sometimes within) countries 
(BakerHostetler, 2019[59]), (McQuinn and Castro, 2019[64]), in terms of: 

 the types of obligations imposed on companies that are collecting data (e.g. obtaining consent; 
limitations, disclosures or opt-out provisions related to data use or sale; portability requirements; 
obligations to delete data upon request); 

 the types of personal information that is protected (e.g. specified types of records vs. broad 
definition of any type of data related (sometimes even indirectly) to an identifiable natural 
person, inclusion of biometric data1); 

 requirements for notifying data protection authorities and affected individuals (e.g. all cases vs. 
cases where harm is likely);  

 the potential  magnitude of fines and penalties that can be imposed; and 
 the ability of affected individuals to seek compensation for breach of obligations (i.e. private 

right of action).2 

The international reach of privacy protection requirements adds a further level of complexity. The EU 
GDPR imposes obligations on any company that collects data from EU citizens. Similarly, in the United 
States, state legislation (such as the California Consumer Privacy Act) imposes obligations on any 
company collecting data on state residents, no matter where the company is based. One law firm that 
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provides incident management support estimates that 25% of all the US-based incidents that it 
manages involved international reporting requirements (BakerHostetler, 2019[59]). The Equifax data 
breach in 2017 led to fines in the United Kingdom and Australia, a compliance agreement in Canada 
and a financial settlement with two US federal agencies and 50 US states and territories (Saxena, 
2019[65]), (Office of the Privacy Commissioner of Canada, 2019[66]), (FTC, 2019[67]). A data breach at 
Uber in 2016 led to fines in the Netherlands, United Kingdom and a settlement with the Attorneys 
General of all 50 US states (Soylu and Oztoprak, 2019[68]).  

Although outside the scope of insurance regulators and supervisors mandates, these differences in 
obligations to shareholders, employees and customers and the ability of those stakeholders to seek 
compensation for breaches of those obligations are a significant contributor to the complexity of 
providing coverage for cyber insurance.  

1. In some jurisdictions, biometric data is subject to different legislation and protection requirements. In the United States, the state of Illinois 

was the first to impose requirements for the collection, sale and disclosure, safeguarding and retention of biometric data that has since been 

replicated in a number of other US states. The Illinois legislation allows a private right of action that has led to a number of class action 

lawsuits (Kuehner-Hebert, 2019[69]). 

2. In addition to differences in terms of whether a private right to action exists, there have also been different judicial decisions in the United 

States as to whether claimants had standing to make claims for damages as a result of data breaches and the requirements for 

demonstrating harm linked to a specific breach (Navetta, Friedman and Ebrahem, 2019[70]) – with important differences across states due 

to existing or proposed legislation (Duffy, Slawe and Busta, 2019[71]). In other countries, including most EU countries and New Zealand, 

privacy protection requirements providing a private right of action are new (or not yet implemented), creating significant uncertainty about 

the types of incidents that will lead to compensation and the magnitude of that compensation. In the European Union, affected individuals 

can notably seek compensation for both material (financial loss) and non-material (emotional distress) damages (Aon and DLA Piper, 

2019[72]). In an early test in the United Kingdom, the High Court provided authorisation for customers affected by the British Airways breach 

to seek compensation (Saunt, 2019[73]). 

The implications of public policy and regulation on which cyber losses may be 

covered 

In a few areas, public policy and regulation has direct implications on whether losses from cyber incidents 
can be reimbursed by insurance (whether provided as stand-alone affirmative coverage or in another line 
of business).   

Insurance coverage for fines and penalties 

Fines and penalties may be imposed by a variety of regulatory authorities for breaches of obligations to 
shareholders, employees and/or consumers. The ability of affected policyholders to be reimbursed by 
insurance for fines and penalties imposed depends on the terms and conditions of the coverage22, the 
authority imposing the fine and the type of fine (civil/administrative or criminal and whether punitive or 
compensatory), the specific jurisdiction where the fine is being imposed and the nature of the act being 
penalised – which could lead to uncertainty regarding which fines and penalties are likely to be reimbursed 
under an insurance policy. 

The OECD reviewed publicly-available policy language (or summaries of coverage) for 35 stand-alone 
cyber insurance policies offered in Australia, Canada, Japan, Netherlands, United Kingdom, United States 
and/or on a regional (Europe) or global basis. Some coverage for fines and penalties was found in all but 
five of the policies reviewed (see Table 3.2). In most countries (with the exception of Japan – which may 
be due to the limited sample size of one policy), the vast majority of cyber insurance policies offer some 
coverage for fines and penalties. 
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Table 3.2. Coverage for fines and penalties 

 Advertised coverage for fines and 

penalties (number of policies) 

No advertised coverage for fines 

and penalties (number of policies) 

Australia 7 1 

Canada 4 1 

Japan 0 1 

Netherlands 1 0 

United Kingdom 3 1 

United States 8 1 

Europe (offered on a regional basis) 2 0 

Global (offered on a global basis) 5 0 

Source: OECD review of publicly available cyber insurance policies 

Box 3.2. The significance of regulatory fines and penalties 

Fines and penalties have not been a significant component of (published) cyber claims. In Europe, only 4% 
of AIG’s claims between 2013 and 2016 were classified as legal and regulatory proceedings due to privacy 
regulation violations (which would also include notification, investigation and defence costs in addition to any 
(insurable) fines and penalties) (AIG Europe, 2016[74]). In the (US-focused) NetDiligence claims studies, only 
17 claims between 2014 and 2018 reported regulatory defence costs, of which ten reported regulatory fines  
– with claims payments for fines averaging from USD 5 000 to USD 60 000 in most cases although with one 
claim related to a USD 3.5 million fine (NetDiligence, 2019[75]). 
However, the expansion of privacy protection requirements – in terms of both the scope of requirements and 
the number of jurisdictions covered – and strengthened enforcement creates a significant potential for an 
increase in the imposition of regulatory fines and penalties. In the United States, the Federal Trade 
Commission (FTC) reportedly initiated or resolved 29 data security and consumer privacy actions (Mondaq 
Business Briefing, 2019[76]) while the Department of Health and Human Services Office for Civil Rights (OCR 
- responsible for enforcing privacy protections for health data) reached ten settlements and obtained one 
summary judgement in 2018 (Mondaq Business Briefing, 2019[77]). Uber agreed to a USD 148 million penalty 
settlement with all 50 states and the District of Columbia as a result of a 2016 data breach (New York State 
Attorney General, 2018[78]). In Europe, the first 20 months of GDPR implementation has led to more than 160 
000 notifications to regulators of personal data breaches according to one estimate (although this includes 
many minor breaches unlikely to lead to a fine or penalty) (DLA Piper, 2020[79]).  

The magnitude of fines and penalties may also increase. The OCR imposed its largest ever fine (USD 16 million) 
for a health information privacy violation on a health insurer in October 2018 (Office for Civil Rights, 2018[80]) 
while the FTC approved a USD 5 billion settlement with Facebook for allegedly violating a 2011 consent decree 
related to the use of collected data (Kang, 2019[81]) (Shepardson, 2019[82]). Under the California Consumer 
Privacy Act, implemented in 2020, the state Attorney General may impose fines of up to USD 7 500 per record 
(Jergler, 2019[83]). In the European Union, where the GDPR allows fines and penalties of up to 4% of a 
company’s global turnover, significant (preliminary) fines have been imposed on Google in France (EUR 50 
million) and Marriott and British Airways in the United Kingdom (GBP 110 million and GBP 204 million, 
respectively) with a number of smaller fines imposed in Belgium, Denmark, France, Germany, Greece, 
Hungary, Italy, Norway, Poland, Portugal, Romania, Spain and Sweden, amongst others (Rosemain, 2019[84]), 
(MamoTCV Advocates, 2019[85]), (Latham & Watkins LLP, 2019[86]), (Aon and DLA Piper, 2019[72]). In many 
cases, the fines imposed were equivalent to 1% or more of the company’s worldwide turnover (Latham & 
Watkins LLP, 2019[87]), (Kadar and Gaillard, n.d.[88]). In Australia, the government recently announced changes 
that would allow for fines and penalties for Privacy Act violations of up to AUD 10 million with the possibility of 
imposing fines of more than AUD 100 million for some companies (Breakspear et al., 2019[89]).  
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However, in all of the policies reviewed, any coverage for fines and penalties is subject to conditions: 

 The reviewed policies offered in Australia limit reimbursement to fines that are “insurable” or 
“insurable under applicable law”. Two of the policies specifically exclude civil and criminal fines and 
penalties (although in one case, only civil and criminal fines other than regulatory fines are 
excluded). Most of the policies also refer to “regulatory” fines and penalties with some policies 
referring more specifically to data protection or privacy regulation. 

 In Canada, the reviewed policies offer coverage for fines and penalties imposed as a result of 
regulatory actions (in one case, “privacy regulatory action”) where insurable under applicable law. 

 In the United Kingdom, the reviewed policies limited coverage to civil or regulatory fines and 
penalties imposed by (or payable to) a government authority (national or sub-national, including 
EU authorities) or resulting from an investigation by a government, regulatory, law enforcement or 
statutory body - and where insurable under applicable law. In one case, the coverage only included 
fines following a “privacy investigation”. For reviewed policies offered across Europe, 
reimbursement is also limited to fines and penalties imposed by a government or public authority. 

 The reviewed policies offered in the United States tend to apply a general exclusion for any civil or 
criminal fines or penalties except those for which explicit coverage is provided. Explicit coverage 
is provided for “privacy regulatory fines” or fines resulting from “regulatory action” where insurable 
under applicable law. 

The insurability of regulatory fines and penalties varies across jurisdictions and is also dependent on the 
nature of the violation being penalised and the type of fine being imposed. The insurability of fines and 
penalties imposed under specific legislation or by a specific regulatory authority is not normally directly 
addressed in the statute or by the regulatory authority (with some exceptions, such as the UK Financial 
Conduct Authority’s prohibition of insurance payments to reimburse the cost of financial penalties it 
imposes (FCA, 2018[90])). As a result, assessments of the insurability of regulatory fines and penalties will 
often require interpretation with reference to jurisprudence or other public policy and regulation (including 
insurance legislation): 

 In many countries, regulatory fines and penalties can be imposed (or interpreted) as either criminal 
penalties or administrative penalties. In the EU, GDPR fines for non-compliance are administrative 
fines although each member state may establish additional rules on penalties for infringements 
that may be either criminal or administrative in nature (Intersoft Consulting, n.d.[91]), (European 
Union, n.d.[92]). A number of countries in the EU (at least fourteen23) are expected to allow for 
criminal fines (Aon and DLA Piper, 2018[93]), (Aon and DLA Piper, 2019[72]).  

 In most (if not all) countries, criminal fines and penalties are not insurable based on the principle 
that a person (legal or natural) that has committed a (by definition) intentional and malicious 
(criminal) act should be required to bear the consequences (penalties) of that act. Otherwise, the 
deterrent effect of the penalty would be reduced (Anthony, 2019[94]).  

 In some countries (Austria, Denmark, France, Italy, Luxembourg, Portugal, Russia, Switzerland), 
all regulatory fines and penalties (whether criminal or administrative) are not insurable either as a 
result of legislation or existing jurisprudence that has found such insurance to be unlawful or 
counter to public order (Aon and DLA Piper, 2018[93]). In a number of other EU countries,24 
administrative fines imposed under GDPR may be found to be uninsurable as counter to public 
order or to the principle that the negligent party should bear the cost, although there is no specific 
legislation or clear jurisprudence. In a few jurisdictions, administrative or civil fines might be 
uninsurable in certain circumstances depending on the nature of the act (such as whether there is 
intent or malice in the case of Croatia, Greece, Netherlands, Sweden) or the purpose of the fine 
(such as whether the fine is meant to be punitive or dissuasive, in the case of Ireland, Norway, 
United Kingdom, some US states) (Anthony, 2019[94]), (Iole and Divelbiss, 2015[95]) (Aon and DLA 
Piper, 2018[93]), (Aon and DLA Piper, 2019[72]).     
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 Insurance legislation, regulation or supervisory practice may specifically deem (or confirm) that 
insurance contracts that indemnify policyholders for any type of fine or penalty are impermissible, 
invalid, a violation of public order principles or counter to the purpose of insuring only 
random/unintentional events (Argentina, Austria, Bulgaria, Colombia, Croatia, Estonia , Finland, 
Germany, Hungary, Italy, Latvia, Portugal, Romania, Spain, California (United States)25) (Aon and 
DLA Piper, 2018[93]), (Marsh, 2018[96]) (Greene et al., 2019[97]).26  

A further complexity is introduced by the possibility that companies with operations in more than one 
jurisdiction could seek to assert coverage in a jurisdiction where public policy and regulation is more 
favourable to allowing such coverage – even if the fine and penalty is imposed in another jurisdiction (in 
fact, some legal advisors recommend that policyholders should aim to confirm coverage in favourable 
jurisdictions (Oehninger and Moura, 2019[98])). Three of the policies reviewed explicitly allowed for the 
reimbursement of fines and penalties where insurable under the laws of an applicable jurisdiction most 
favourable to the insured suggesting that the applicable law may not specifically be the law of the 
jurisdiction where the fine was imposed or where the policy was underwritten. A number of cyber policies 
offered in North America (and other non-EU jurisdictions) provide specific coverage for GDPR fines (Marsh, 
2018[96]). Only one of the policies reviewed explicitly indicated that fines would not be reimbursed if 
uninsurable under the law of the jurisdiction imposing the fine or penalty.27 

Insurance coverage for fines and penalties might also be limited to incidents that trigger coverage in the 
policy, such as an actual data breach incident, whereas privacy protection regulation in various jurisdictions 
allow for fines and penalties for non-compliance of regulatory requirements more broadly, including in 
cases where no specific network breach has occurred (Aon and DLA Piper, 2019[72]).    

Ultimately, where there are no direct or specific legal or regulatory impediments to providing coverage, 
insurability or uninsurability is subject to interpretation by the insurer and potentially to disputes and 
litigation (LaCroix, 2018[99]).  

Insurance coverage for ransom payments 

Cyber extortion attacks (whether ransomware or other types of extortion) could lead to a number of losses, 
including business interruption (where the extortion impedes access to data that is necessary for 
operations), incident (crisis) management costs, data (and hardware) restoration and potentially ransom 
payments to terminate the attack or threat of attack.  

The OECD reviewed publicly-available policy language (or summaries of coverage) for 35 stand-alone 
cyber insurance policies offered in Australia, Canada, Japan, Netherlands, United Kingdom, United States 
and/or on a regional (Europe) or global basis. In almost all countries, the vast majority of cyber insurance 
policies (if not all) offer some coverage for expenses resulting from cyber extortion (see Table 3.3). 

Table 3.3. Coverage for cyber extortion losses 

 Advertised coverage for cyber 

extortion (number of policies) 

No advertised coverage for cyber 

extortion (number of policies) 

Australia 8 0 

Canada 5 0 

Japan 0 1 

Netherlands 1 0 

United Kingdom 4 0 

United States 9 0 

Europe (offered on a regional basis) 2 0 

Global (offered on a global basis) 4 1 

Source: OECD review of publicly available cyber insurance policies. 
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Box 3.3. The significance of ransom payments 

Demands for ransom payments can result from the installation of malware on a company’s network that 
makes data or systems inaccessible or inoperable until the ransom demand is met (i.e. ransomware) 
or from a threat to release confidential data, unleash a distributed denial-of-service attack or even post 
a number of bad customer reviews unless a payment is made. Ransomware and other types of cyber 
extortion accounted for approximately 10% to 20% of cyber insurance claims (including ransom 
payments as well as crisis management costs) prior to 2017 when the global WannaCry and Not Petya 
ransomware attacks led to a significant increase in the claims accounted for by cyber extortion (ranging 
from 21% to 31% among insurers and other organisations that published claims data) (CFC 
Underwriting, 2018[27]), (Hiscox, 2018[28]), (NetDiligence, 2018[30]) (Burns, 2018[100]).  

While most ransom demands and payments have been for relatively small amounts (USD 10 000 to 30 
000 (NetDiligence, 2018[30]), (NAS Insurance, 2019[101]), (BakerHostetler, 2019[59])), 2018 and 2019 
have witnessed a shift towards targeted attacks on more critical information technology assets and 
much more significant ransom demands (Iram, 2019[102]). A number of companies reported an increase 
in ransom demands to more than USD 50 000 with a handful of demands reaching USD 1 million or 
more (and some being paid) (BakerHostetler, 2019[59]), (Beazley, 2019[31]), (NAS Insurance, 2019[101]), 
(Burns, 2018[100]). In 2019, municipal governments (and local government services) have been 
particularly targeted (966 government agencies in the United States in 2019, according to one report 
(Emsisoft, 2019[103])). As a result, some insurance companies have reportedly begun examining their 
exposure to ransomware and considering possible coverage limitations and/or premium increases 
(Barlyn, 2020[104]).  

A global contagious ransomware scenario developed by the public-private Cyber Risk Management 
(CyRiM) project estimated that total economic losses of USD 85 billion to USD 193 billion (depending 
on level of severity) could be incurred, including USD 200 to USD 400 million in insured cyber extortion 
costs (Cambridge Centre for Risk Studies, Lloyd’s of London and Nanyang Technological University, 
2019[105]).    

However, public policy and regulation has implications for one of the expenses commonly incurred in cyber 
extortion attacks – the payment of ransoms to the perpetrators of the attack. In some jurisdictions, ransom 
payments could be considered inconsistent with public policy as such payments could encourage further 
extortion attempts. Some countries, such as Australia and the United States, have explicit policies against 
paying ransoms (Wesson, 2015[106]). Other countries, including Brazil, Colombia, Italy, Portugal and 
Russia, specifically prohibit insurance coverage and/or indemnification for kidnapping (and related ransom 
payments). In Portugal and Russia, this prohibition applies only to the kidnapping of persons, not cyber 
extortion. In Germany, where guidance has been issued to ensure that kidnap and ransom insurance 
practices are consistent with public policy, the German Financial Supervisory Authority (BaFin) has issued 
a specific clarification indicating that the reimbursement of ransom payments related to cyber-extortion is 
permitted (Schaloske and Feldmann, 2017[107]) – but cannot be advertised. In France and Japan, there are 
no explicit restrictions on reimbursing the costs of ransoms paid as a result of cyber extortion although 
such payments might be considered counter to public order and coverage for ransom payments may not 
be included in cyber insurance policies.  

Many of the policies reviewed provided explicit coverage for ransom payments, sometimes with conditions 
related to insurability or legality: 

 Among the eight reviewed cyber insurance policies offered in Australia, all provided explicit 
coverage for ransom payments, although three applied a condition related to either the insurability 
of those payments or the consistency of payments with local legal requirements; 
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 For Canada, all of the reviewed policies explicitly included coverage for ransom payments 
(although the specific policy wordings were not available to examine whether any conditions were 
applied); 

 In the United Kingdom, all of the policies reviewed provided explicit coverage for ransom payments 
with one policy applying a condition on where such coverage is insurable; 

 In the United States, there was sufficient information available to find explicit coverage for ransom 
payments for six of the policies reviewed (full policy wordings were not generally available); 

 The two policies reviewed that offered coverage across Europe also provided explicit coverage for 
ransom payments (although full policy wordings were not available). 

In addition to general public policy or regulatory impediments to reimbursing ransom payments, the 
anonymity of the perpetrators of cyber extortion attacks could also limit the ability of insurers to reimburse 
ransom payments in cases where the perpetrators could potentially be persons or entities subject to 
sanctions. Sanctions may be imposed by the United Nations or individual jurisdictions (as supplemental 
sanctions) and may involve broad restrictions that apply to countries as a whole or to specific listed 
individuals. The sanctions imposed might involve restrictions on trade in goods and services  or providing 
financing or financial assistance.  

Insurance companies apply an exclusion for the payment of any claim that would violate sanctions policy 
across a number of lines of business. There are a variety of market and company-specific exclusion 
clauses, but many are similar to a standard Lloyd’s Market Association sanctions clause (LMA 3100) – “No 
(re)insurer shall be deemed to provide cover and no (re)insurer shall be liable to pay any claim or provide 
any benefit hereunder to the extent that the provision of such cover, payment of such claim or provision of 
such benefit would expose that (re)insurer to any sanctions, prohibition or restriction under United Nations 
resolutions or the trade or economic sanctions, laws or regulations of the European Union, United Kingdom 
or United States of America” (a more recent version also includes trade or economic sanctions, laws or 
regulations of Australia) (Wragg, 2015[108]). Many of the cyber insurance policies reviewed, across all 
jurisdictions where policy wordings were available, applied a similar sanctions exclusion clause (with some 
differences in terms of the list of countries whose sanctions would be recognised).   

In the context of cyber extortion, the sanctions imposed on terrorist organisations (Al-Qaeda, ISIL/Daesch) 
and specific countries (North Korea, Russia) might be relevant based on the attribution of past events (see 
Box 3.4).28 A key challenge for insurance companies’ ability to apply restrictions on making payments that 
benefit sanctioned entities may be the difficulty in attributing cyber extortion attacks. A number of recent 
ransomware attacks have been attributed to specific entities or countries by official sources.29 However, 
other wide-ranging ransomware campaigns have been more challenging to attribute. For example, 
attribution of the Ryuk ransomware, which has been among the costliest ransomware attacks in terms of 
ransom payments, has been the subject of debate among cyber security firms (Fokker and Beek, 2019[109]), 
(Arghire, 2019[110]), (Brewster, 2019[111]). Clear attribution remains subject to a number of challenges, 
including the possibility that the underlying code, which is often used to compare one attack with past 
incidents for the purpose of attribution, has been copied or intentionally manipulated (O’Brien, 2018[112]). 

Market developments and perspectives on improving consistency in the types of 

cyber losses covered  

Almost all of the (re)insurance underwriters and intermediaries consulted indicated that there has been a 
significant increase in the level of consistency of terminology, coverage terms and conditions offered in 
cyber insurance policies in recent years. A number of market providers, especially smaller insurers and 
new entrants, offer policies developed by intermediaries, other insurers or reinsurers (often combined with 
proportional reinsurance) which has had a positive impact on reducing differences in policy language. In 
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the United States, the Insurance Services Office (ISO) has developed a standardised cyber insurance 
policy form for SMEs and a menu-based policy form for larger commercial entities (Verisk Analytics, 
n.d.[113]) which is available (approved) in at least 42 states (ISO, 2018[114]). The German Insurance 
Association (GDV) has developed a standard cyber insurance policy form for SMEs which is reportedly 
used by 50% of insurance companies. 

Most market participants are aware of the need to develop greater consistency in terminology although are 
concerned that any requirement for standardisation could stifle innovation. New coverages, conditions and 
exclusions are being applied continuously as new policyholder needs emerge (e.g. bricking) or as new 
(potentially uninsurable) risks arise. In some cases, coverage is changing on an annual basis (Blosfield, 
2019[55]). 

Fines and penalties 

Insurers and reinsurers operating in the US market seem to have a fairly clear understanding of which 
types of fines and penalties are insurable (and in which states, as insurability varies across states). The 
practice of filing policies in each state where the policy is offered was identified by some as a means to 
ensure clarity on this issue as states where fines are not insurable will not approve a policy that provides 
coverage for fines.  

However, in the European Union, there is confusion about the insurability of fines imposed under the 
GDPR. The GDPR does not explicitly state whether fines are insurable and most national privacy 
regulators have not provided any clarity. The possibility that some GDPR fines would be considered 
criminal fines seems to be one source of the confusion. There also appears to be confusion about the 
insurability of regulatory fines in many Asian countries. Most (re)insurance companies indicated that they 
would aim to reimburse fines and penalties where allowed, unless the reimbursement of the fine would 
create reputational risks for the (re)insurer.30     

There were differing views on whether fines that are uninsurable in the jurisdiction where they are imposed 
could (or would) be reimbursed to a policyholder in another jurisdiction where reimbursement of fines is 
permitted. Some insurance companies suggested that reimbursement in a favourable jurisdiction is a 
relatively common practice while others indicated that they would be reluctant to reimburse a fine anywhere 
if the imposing jurisdiction did not allow a reimbursement. 

In general, and particularly outside the United States, there was limited experience with claims for fines 
and penalties as many jurisdictions have only begun imposing fines for breaches of privacy regulation and 
the fines have often been a small share of the overall cost of responding to a privacy breach. However, as 
noted in Box 3.2, many privacy regulators have been given the authority to impose more large fines and 
some recent fines have been significant.  

Ransom payments      

Most insurance companies indicated that they (or the responsible underwriters) were aware of where 
ransom payments are not insurable. However, discussions with insurance companies suggested that their 
might be some lack of clarity.31  

Among some insurance companies, it is generally understood that restrictions on payments to sanctioned 
entities apply not only to payments made by policyholders (direct payments) but also to reimbursements 
of ransom payments made by insurers (indirect payments). For example, in its guidance on the use of 
sanctions clauses by its syndicates, Lloyd’s indicates that for sanctions involving asset freezes, the “insurer 
(and/or the broker) may not be able, directly or indirectly, to make payments to or for the benefit of, or 
receive payments from, the individual or entity designated under sanctions” (Wragg, 2015[108]). Similarly, a 
brief on sanctions compliance by Munich Re from the perspective of a reinsurer indicates that the “reinsurer 
is obliged to vet all possible beneficiaries (insofar as they are known) who might profit from a payment by 
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the cedant in order to ascertain whether any relevant sanctions are in force” (Mayer, 2016[115]). The 
International Association of Insurance Supervisors has also noted that ransom payments made to a named 
terrorist organisation, for example, could be considered a violation of United Nations sanctions (a criminal 
offense in most countries).32  

Many of the (re)insurance companies consulted during the development of this study clearly take into 
account the potential for sanctions restrictions to be applicable to insurance reimbursements of ransom 
payments (and recognised the inherent difficulty in ensuring that that ransom payments were not directed 
to sanctioned entities). However, this understanding (that sanctions restrictions might also be applicable 
to insurance reimbursements of ransom payments) does not appear to be universally shared by all 
insurance companies. Some of the companies consulted noted that they will often (if not always) consult 
law enforcement agencies as part of the response to extortion attempts and that decisions to make 
payments were made by the policyholder, not the insurance company.    

As in the case of coverage for fines and penalties, in the absence of clear rules or guidance, the 
implementation of the sanctions exclusion clause would be at the discretion (based on the interpretation) 
of the insurer, potentially resulting in claims disputes and/or litigation. It would normally be up to the insurer 
to prove that the sanctions exclusion clause would apply (Wesson, 2015[106]).33  

One particular area where this issue could arise is in the coverage for cyber-terrorism provided in many 
cyber insurance policies (across all regions reviewed). Many of the policies reviewed applied a general 
exclusion of terrorism (and war) losses although with cyber-terrorism carved-out of that exclusion. The 
definition of cyber terrorism included in these policies often captured all of the relevant types of incidents 
covered under the policy, including cyber extortion (where it should, by definition, be a breach of sanctions 
if a ransom payment were reimbursed).  

The potential role of governments in improving consistency in the types of cyber 

losses covered 

Insurance regulators and supervisors do not normally become involved in the development of standard 
policy language or terms and conditions – particularly not for policies targeting sophisticated corporate 
policyholders. However, as noted above, supervisors have a role in overseeing business conduct which, 
under IAIS Insurance Core Principle 19 on Conduct of Business, would normally include the ability to 
require companies to ensure that the information provided to potential policyholders is clear and drafted in 
plain language (IAIS, 2019[48]). If harmonisation of terminology, coverages and exclusions does not 
improve as the market develops, supervisors could consider whether additional guidance is required. 

In the case of coverage for fines, penalties and ransoms, the insurance regulators and supervisors can 
support greater consistency by clarifying whether these losses are insurable in their jurisdiction (and/or 
under what conditions) – and encouraging insurance companies to reflect any national position on 
insurability in their policy language. As noted above, some regulators or supervisors have specifically 
provided clarity on the (un)insurability of fines and penalties and/or ransoms (e.g. Finland for fines and 
penalties). Where uninsurable, a clear statement could also reduce the possibility that coverage would be 
provided in another jurisdiction.34  

 A clear statement would, of course, require insurance regulators or supervisors to develop a position on 
the conditions for insurability. In the case of fines and penalties, the development of a position would have 
to consider whether fines and penalties unrelated to cyber incidents are insurable (and if unclear, provide 
clarity on all types of fines and penalties, not just those related to privacy breaches or cyber security 
requirements). As noted above, the main issues that will generally affect insurability across countries are 
the nature of the fine (criminal vs. civil/administrative) and the purpose of the fine (whether it is meant to 
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be punitive). Other considerations might include the degree of negligence of the affected policyholder or 
the degree of intent.35    

Any further restriction on the insurability of fines and penalties would likely have some impact on the 
demand for cyber insurance coverage. One recent survey of insurance buyers (global, although mostly 
from the United States) found that coverage for fines and penalties was expected by a vast majority of 
policyholders (71%) and, for many, an explicit motivation for acquiring cyber insurance coverage (35%) 
(Advisen and Zurich North America, 2019[116]). It could also reduce the incentive for insurance companies 
from supporting and advising policyholders on compliance with privacy and cyber security regulations – 
although this would be mitigated as long as other costs of regulatory actions (such as required 
investigations) remained insurable.  

In the case of ransom payments, the development of a position would have to consider the approach taken 
for ransom demands related to physical kidnapping. In general, countries that have taken a policy position 
against paying ransoms have done so to avoid contributing to the profitability of extortion – which is also a 
relevant consideration for cyber-extortion. There have been some suggestions that insurance 
reimbursements of ransom payments may be fuelling the rise in cyber-extortion and that (re)insurance 
companies may be incentivised to encourage ransom payments to avoid costly business interruption and 
data restoration claims (Dudley, 2019[117]) (which, according to one recent study, are usually multiples (23x) 
of the average ransom demand (Datto, 2019[118])). The involvement of (re)insurance companies might also 
potentially facilitate the ransom transaction by bringing in experts with experience in negotiating with 
extortionists and successfully meeting ransom demands. One report suggested that a public list of cyber 
insurance policyholders may have led to the targeting of some of those policyholders with cyber extortion 
demands (Dudley, 2019[117]).  

The (re)insurance companies consulted are aware of these issues. It was noted that decisions on ransom 
payments were made by policyholders, sometimes in consultation with law enforcement. Many also noted 
their own reluctance to encourage policyholders to respond to ransom demands as there was no guarantee 
that the extortionist would restore access once payment was made while a ransom payment might 
encourage another attack against the policyholder in the future.36 There was also a recognition that cyber-
extortion is a (somewhat) avoidable loss if robust back-up procedures are in place. Partly as a result of 
these considerations, some companies will not provide coverage for ransom payments even where such 
coverage is allowed. However, it was also clear that (re)insurers would find it difficult to remove coverage 
for ransom payments unilaterally as they would lose business to others willing to provide that coverage.  

A broad restriction on the reimbursement of ransom payments would allow (re)insurance companies to 
remove that coverage without being left at a competitive disadvantage – although there will continue to be 
scenarios where making a payment might provide the most desirable outcome (for example, in the case 
of a cyber-extortion attack against a hospital that limits access to critical patient records or against a 
municipal government that limits the availability of critical local government services)37. This would be 
consistent with the advice of law enforcement in many countries.38  

Some have suggested that a set of criteria could be developed for when a ransom payment might be 
reimbursable – potentially linked to the likelihood of significant risks to life or property (Lubin, 2019[119]). 
Ultimately, the most effective approach would be a commitment by companies and governments to not 
pay ransoms. The United States Conference of Mayors passed such a resolution earlier this year (United 
States Conference of Mayors, n.d.[120]).   

Where ransom payments remain insurable, there will be a need for greater clarity on whether insurance 
reimbursements of ransom payments to a sanctioned entity are illegal. As noted, (re)insurance companies 
have differing views on whether insurance reimbursements are subject to sanctions-related restrictions.  

As in the case of fines and penalties, restrictions on ransom payments could reduce the incentive for 
insurance companies to support mitigation of this risk – which has been cited as an important benefit of 
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insurance coverage for cyber extortion (Marsh JLT Specialty, 2019[121]). However, insurers that provide 
coverage for other impacts of ransomware (business interruption, data restoration) would still have an 
interest in ensuring that policyholders are well-protected. Consideration would also need to be given to 
how any restriction on ransom payment insurability would impact SMEs, as SMEs are clearly targeted by 
ransomware attacks but might not have the resources to invest in ensuring proper back-up procedures. 
That said, allowing ransom payments to be insurable might also have negative implications for SMEs if 
ransom demands continue to rise (as described in Box 3.3) and insurers decide to limit the availability of 
full coverage for payments. 

 

Box 3.4. Supporting consistency in cyber insurance coverage: recommendations 

 Insurance regulators and supervisors should encourage the harmonisation of coverage 
definitions and exclusions applied to cyber risks and monitor the level of claims disputes that 
arise due to ambiguous policy language – while taking into account the risk that any forced 
standardisation could stifle innovations in coverage. If sufficient convergence is not achieved in 
the near-term, governments should encourage industry associations to develop standardised 
language for voluntary use. 

 Governments should provide a clear statement on the insurability of fines, penalties and 
ransoms in their jurisdiction. Any decision limiting insurability should consider the possibility of 
exceptions for: (i) situations where the insured was not directly negligent (in the case of fines); 
and/or (ii) in the case of ransom payments, where the payment of a ransom is necessary to 
avoid significant harm to life or property. A consistent approach to these issues across 
jurisdictions would reduce the risk of insurers providing coverage for uninsurable losses on a 
cross-border basis and support a level-playing field for insurance providers and policyholders. 

 Where ransoms payments are insurable, governments should clarify (or confirm) the 
responsibility of insurance companies for ensuring compliance with relevant sanctions. 
Insurance companies’ implementation of international sanctions in the context of cyber-extortion 
claims may require increased attention in supervisory reviews. 
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Notes 

 

1 As noted below, different insurers might use different terminology or classifications to describe the types 
of incidents covered in cyber insurance policies. 

2 While cyber insurance coverage does not generally reimburse losses related to physical damage, 
coverage for “bricked” devices (i.e. hardware rendered useless due to malware infection) is increasingly 
offered. 

3 A summary of the outcomes of this event is available at: www.oecd.org/finance/insurance/2018-oecd-
conference-cyber-insurance-market.htm). 

4 Responses to the questionnaire were received from Argentina, Austria, Belgium, Bermuda, Brazil, Chile, 
Colombia, Estonia, France, Germany, Italy, Japan, Latvia, Lithuania, Portugal, Russian Federation, Slovak 
Republic, Slovenia, South Africa, Switzerland, the United Kingdom and the United States. 

5 The share of survey respondents providing endorsements to these policies actually increased in 2018 
relative to 2017 across most of these lines of business, which may be evidence that either cyber risks are 
increasingly being placed in other lines of business or, more likely, that cyber coverage is increasingly 
being provided on an affirmative (rather than silent) basis (as the survey also found an increasing use of 
stand-alone coverage over endorsements) (Partner Re and Advisen, 2017[125]), (Partner Re and Advisen, 
2018[7]). 

6 The coverage disputes have generally focused on the coverage of losses resulting from privacy-related 
breaches under the coverage for personal and advertising injury liability that is included in standard 
commercial general liability policies in the United States. The disputes have focused on the definition of 
publication and whether the disclosure of private information in the possession of the insured as a result 
of data breach is an intentional act of publication by the insured (which would be covered). In at least three 
disputes involving unauthorised access to – and disclosure of – personal information by a third-party 
hacker, decisions have been in favour of the insurance company denying coverage (Innovak International, 
Inc. v. The Hanover Insurance Co.; Zurich American Insurance Co. v. Sony Corporation of America; St. 
Paul Fire & Marine Ins. Co. v. Rosen Millennium, Inc.) (Foggan, 2019[126]), (Bear, 2018[127]). In another 
case, which did not clearly involve a breach by a third party, the decision was in favour of the policyholder 
finding coverage for claims related to the release of confidential medical records (Simpson, 2016[128]). 
Some of these disputes were initiated before (and some after) the application of a confidential and personal 
information disclosure exclusion for such losses in standard ISO commercial general liability forms 
although it is not clear whether the policies in dispute applied that exclusion (or if it would have been 
effective in the case decided in favour of the policyholder). A further complexity may arise as the scope of 
privacy protection regulation expands beyond unauthorised disclosure of personal information to protect 
consumers against other related harms such as unwanted intrusion (see Box 3.1) (Reyneri, 2019[129]). 

7 Some individual companies have developed cyber fraud exclusions for use in crime/fidelity policies. 

 

 

http://www.oecd.org/finance/insurance/2018-oecd-conference-cyber-insurance-market.htm
http://www.oecd.org/finance/insurance/2018-oecd-conference-cyber-insurance-market.htm
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8 The coverage disputes have generally focused on: (i) whether authorisation by an employee for the 
transfer of funds based on fraudulent instructions (i.e. social engineering) voids coverage for the losses; 
and (ii) the scope of coverage for computer fraud (which is often included in crime/fidelity policies). In most 
(but not all) recent litigation in the United States, disputes have (ultimately) been decided in the favour of 
policyholders as the fraudulent emails containing instructions for the fund transfer were deemed to be the 
proximate cause of the ultimate loss of funds, no matter the types of company processes in place for 
approving the payments. In these cases, computer fraud coverage - which appeared to be aimed at 
providing coverage for fraudulent transfers involving a network security breach - were interpreted broadly 
enough to find coverage for fraud perpetrated by email. However, one recent dispute involving similar 
circumstances and policy language was decided in favour of the insurance company denying coverage as 
the policyholder’s failure to decline the fund transfer was deemed to be the proximate cause rather than 
the initial social engineering calls and emails (MacAneney, Pitblado and Proctor, 2018[130]), (Levine and 
White, 2017[131]), (Levine and Ellis, 2020[132]). 

9 Some individual companies have developed cyber extortion exclusions for use in kidnap and ransom 
policies. 

10 None of the respondents to the OECD questionnaire indicated that there is a legislative, regulatory or 
supervisory requirement that terrorism or war incidents be excluded although some countries (e.g. Italy) 
have legislation that specifically allows insurance companies to exclude such risks.  

11 In one recent test of the scope of the war exclusion in the United States, an appellate court found that 
the generally understood meaning of “war” within the insurance sector as hostilities between de facto and 
de jure governments is applicable in coverage disputes (Schiffer, 2019[133]), suggesting that the strength 
of the link between a cyber attacker and a government could be a critical factor.   

12 In the Lloyd’s market, all first party property damage policies that renew after 1 January 2020 will need 
to either provide affirmative coverage for – or exclude – cyber risks (and the same will apply to property 
catastrophe reinsurance from June/July 2020 and liability lines from 2021) (Faulkner, 2019[134]) (Faulkner, 
2020[158]). AIG has committed to provide affirmative coverage or apply exclusions for physical and non-
physical cyber risks across almost all commercial property and liability lines by January 2020 (Carrier 
Management, 2019[135]). Allianz has committed to clarify whether cyber risks are covered across property 
and casualty policies beginning with 2019 renewals (Wood, 2019[136]) and FM Global revised its 
commercial property policies to address silent cyber from July 2019 (Collins, 2019[137]). 

13 For example, in the United Kingdom commercial property market, less than 5% of policies applied the 
CL380 (cyber attack) exclusion although 75%-100% applied the NMA 2914 or 2915 (electronic data) 
exclusion. For liability lines, an estimated 0%-25% applied the CL380 (cyber-attack) exclusion to general 
liability and errors and omissions/professional indemnity policies (Lloyd’s Market Association, 2018[38]). 

14 The report provides estimates by insurance companies of their exposure to cyber risk across different 
business lines (i.e. expected cyber claims in that business line as a share of all claims). The responses 
indicate that most insurers expect claims resulting from cyber incidents to account for less than 1% of all 
property and other liability claims. Estimates of cyber claim frequency in property policies has declined 
since 2017 although estimates for other liability lines has increased slightly (Willis Towers Watson, 
2019[39]). 

15 The “absolute” exclusion would remove any coverage for “loss, damage, liability, expense, fines or 
penalties or any other amount” directly or indirectly caused by a cyber (computer, network or data) incident 
while the “limited” exclusion removes coverage for these types of losses if caused directly by a cyber 
incident.    
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16 The reasons cited for not taking any action include: (i) it may be impractical to apply cyber exclusions to 
other types of policies; (ii) cyber exposure is not seen as a relevant threat; (iii) implementation of cyber 
exclusions are widely related to market dynamics; (iv) competitive impacts; and (v) a “wait-and-see” 
approach was being taken (EIOPA, 2019[44]).  

17 A 2018 survey found that, while most underwriters (54%) believed that property damage from cyber risks 
should be covered in property policies, 36% of underwriters (and 49% of surveyed brokers) thought it 
should be covered in cyber insurance policies (Partner Re and Advisen, 2019[47]). A survey of insurance 
buyers in 2019 found a slight preference for property damage from cyber incidents to be covered in cyber 
insurance policies rather than property policies (49% vs. 41%) (Advisen and Zurich North America, 
2019[116]). A similar incongruity was found for fund transfer fraud as 74% of underwriters indicated the 
coverage should be provided in crime/fidelity policies while 17% thought it was best placed in cyber 
insurance policies (along with 38% of brokers) (Partner Re and Advisen, 2019[47]). 

18 For example, insurance coverage for various natural catastrophes must be included in residential and 
commercial property insurance coverage in France, Iceland, Spain and many Swiss cantons (along with 
terrorism coverage in France and Spain). Coverage for earthquake must be offered in residential property 
policies in Japan and California (United States) although policyholders can choose to opt-out of such 
coverage. In the United States, coverage for terrorism (including cyber-terrorism) must be offered in 
insurance policies across a number of business lines. 

19 Two countries that responded to the OECD questionnaire indicated that they require insurers to seek 
the approval (or non-objection) of insurance supervisors of policy forms providing coverage for cyber risks 
to corporate policyholders. In Argentina, the approval of the insurance supervisor (Superintendencia de 
Seguros de la Nación) must be sought for distributing all types of insurance products which includes a 
detailed review of the risks covered (in standard coverage and as endorsements). In Colombia, the 
financial sector supervisor (Superintendencia Financiera de Colombia) requires companies to seek prior 
authorisation of policy forms where an insurer intends to commence activity in a new line of business. In 
addition, in the United States, most state supervisors have broad authority to review and approve policy 
forms and prescribe policy provisions (Thomas, 2018[124]). 

20 A number of other countries (including Belgium, Bermuda and Germany) are specifically collecting 
information on non-affirmative coverage for cyber risks with some considering how that information might 
inform future regulatory or supervisory measures. 

21 A significant challenge related to excluding an incident based on the perpetrator is the ability to clearly 
attribute the source of a cyber-attack. This issue is discussed in the section on ransomware below.  

22 While not the focus of this report, there are a number of limitations within the terms and conditions of 
insurance policies that might lead to coverage denials (and disputes). For example, privacy protection 
legislation in the US state of California allows a private right of action where a company has not 
satisfactorily responded to a request from a consumer (i.e. to prevent harm) whereas many cyber insurance 
policies will only provide coverage for actions by the policyholders deemed to have caused an injury 
(Raskin, 2019[138]). Also in the United States, some insurers will exclude coverage for regulatory fines and 
penalties imposed under certain privacy (related) statutes, such as the Telephone Consumer Protection 
Act (TCPA) and state legislation protecting biometric data, either explicitly or based on the definitions used 
for covered regulatory investigations and fines (King & Spalding, 2019[139]), (Schiffer, 2019[140]).      

23 Including Belgium, Bulgaria, Cyprus, Denmark, Estonia, Hungary, Ireland, Lithuania, Luxembourg, 
Malta, Poland, Portugal, Slovenia, United Kingdom (under the Data Protection Act which complements the 
GDPR.  
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Note by Turkey: The information in this document with reference to “Cyprus” relates to the southern part 
of the Island. There is no single authority representing both Turkish and Greek Cypriot people on the Island. 
Turkey recognises the Turkish Republic of Northern Cyprus (TRNC). Until a lasting and equitable solution 
is found within the context of the United Nations, Turkey shall preserve its position concerning the “Cyprus 
issue”. 

Note by all the European Union Member States of the OECD and the European Union: The Republic of 
Cyprus is recognised by all members of the United Nations with the exception of Turkey. The information 
in this document relates to the area under the effective control of the Government of the Republic of 
Cyprus.  

24 Including Belgium, Cyprus, Czech Republic, Denmark, Estonia, Germany, Hungary, Ireland, Latvia, 
Lithuania, Malta, Romania, Slovenia, United Kingdom. 

25 The California Insurance Code prohibits insurance coverage for fines and penalties imposed under the 
state’s Unfair Competition Law. The authority to impose CCPA fines and penalties is found in that 
legislation and therefore CCPA fines and penalties would also be deemed uninsurable.   

26 In Belgium, a penalty cannot be subject to an insurance contract although this only applies to criminal 
cases and regulations related to road traffic and transport. 

27 In some jurisdictions, insurance legislation or regulation may require that policies issued – or covering 
risk - within a jurisdiction must recognise the authority of courts within that jurisdiction in the context of any 
litigation or action against the insurer. 

28 For example, the European Union has imposed asset freezes and a prohibition on making funds 
available to a list of terrorist organisations as well as listed individuals and entities in Iran, North Korea and 
the Ukraine (including entities linked to governments and the military). North Korea is also subject to 
sanctions restricting financial assistance (including insurance) (European Union, 2019[142]). In May, the EU 
Council adopted a framework for imposing sanctions in response to cyber attacks that have a significant 
impact in the European Union (AFP, 2019[143]). The United States has imposed asset freezes (blocked 
property and interests in property) on categories of entities in North Korea (including entities that are or 
are controlled by the Government of North Korea or the Workers’ Party of Korea as well as entities engaged 
in money laundering or other illicit economic activity that involves or supports the Government of North 
Korea) (Office of Foreign Assets Control, 2016[144]); Iran (including entities involved in malicious cyber 
attacks as well as the Iran Revolutionary Guard) (Congressional Research Service, 2019[145]); and  Russia 
(including intelligence and military intelligence agencies (FSB and GRU)) (Rennack and Welt, 2019[146]). 

29 The WannaCry ransomware, which infected networks around the world starting in May 2017, was 
attributed by the United States, United Kingdom, Australia, Canada, New Zealand, and Japan to North 
Korea (The White House, 2017[148]) – with other reports attributing the attack to a specific organisation with 
suspected links to the North Korean government (O’Brien, 2018[112]). The NotPetya malware, which 
infected networks around the world in June 2017, was attributed to the Russian military by the United 
States (as well as Australia, Canada and the United Kingdom) (The White House, 2018[147]). The BadRabbit 
ransomware, which mostly affected Ukrainian and Russian organisations in the media and transportation 
sectors in 2017, was also attributed (“with some certainty”) to the Russian military by Australia and the 
United Kingdom (Prime Minister of Australia, 2018[149]), (Burgess, 2017[150]), (Kovacs, 2018[151]). 

30 Many of the (re)insurance companies suggested that, currently, their general aim is to demonstrate the 
value of cyber insurance as a form of coverage and that a positive response to claims was an important 
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aspect of achieving that objective. Reputational risks could arise as the result of a reimbursement of a fine 
or penalty related to an egregious (and high-profile) act by the policyholder.   

31 For example, some (re)insurance companies had contradictory views as to whether ransom payments 
were insurable in country A – or did not seem aware of (relatively clear) restrictions on insurability in country 
B. It should be noted that many of the (re)insurance company representatives contacted had global 
responsibilities and so may not be aware of every country-specific restriction. 

32 This is consistent with a 2014 report of the Analytical Support and Sanctions Monitoring Team to the 
President of the United Nations Security Council which recommended that insurance companies be 
encouraged to apply a sanctions exclusion clause in kidnap and ransom policies in order to avoid 
contravening counter-terrorism sanctions (Analytical Support and Sanctions Monitoring Team, 2014[152]). 

33 For example, a recent marine insurance dispute in the United Kingdom established that the insurer must 
demonstrate not only a risk of exposure to a sanctions violation but that the payment of the claim would 
clearly breach an applicable law (Oddy, 2018[153]). 

34 There are potential level playing field issues inherent in the ability of only multinational companies to 
recover payments in a favourable jurisdictions – and in the ability of only insurance companies operating 
in another jurisdiction to offer such coverage.  

35 For example, the reimbursement of a fine imposed on a policyholder for a breach that occurred as the 
result of the negligence of a third party service provider (vicarious liability), a misunderstanding of the 
requirements of a new legal framework or due to a sophisticated attack by a nation-state-backed entity 
might be easier to accept (Lubin, 2019[119]). 

36 One recent study of companies affected by ransomware found that, among the 45% that paid the 
ransom, close to 40% did not gain access to their data after payment (CYBEREDGE Group, 2019[154]). 

37 For example, a number of ransomware attacks on municipal governments in the United States have led 
to disruptions to the dispatch systems for emergency services (Thanawala, 2019[155]).  

38 In the United States, the Federal Bureau of Investigation discourages the payment of ransoms for a 
number of reasons although the guidance recognises that “when businesses are faced with an inability to 
function, executives will evaluate all options to protect their shareholders, employees, and customers” 
(Internet Crime Complaint Center (IC3), 2019[156]). In Europe, EUROPOL’s tips and advice to prevent 
ransomware discourages the payment of ransoms and encourages consulting a website that can assist in 
decrypting data (Europol, n.d.[157]). 
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