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Foreword 
 

This Report, Digital Economy Policy in Costa Rica, was prepared by the OECD Secretariat as a 
background document in November 2017 to support the accession review of Costa Rica by the Committee 
on Digital Economy Policy. 

 
The OECD Council decided to open accession discussions with Costa Rica on 9 April 2015. On 

8 July 2015, the Council adopted a Roadmap for the Accession of Costa Rica to the OECD 
Convention [C(2015)93/FINAL] (the Roadmap) setting out the terms, conditions and process for 
accession. The Roadmap provides that in order to allow the Council to take an informed decision on the 
accession of Costa Rica, Costa Rica will undergo in-depth reviews by 22 OECD technical committees, 
including the Committee on Digital Economy Policy. 

 
In accordance with paragraph 14 of Costa Rica’s Roadmap, the Committee on Digital Economy 

Policy agreed to declassify the Report and publish it under the authority of the Secretary-General, in order 
to allow a wider audience to become acquainted with the issues raised therein. Publication of this document 
and the analysis and recommendations contained in the Report do not prejudge in any way the results of 
the review of Costa Rica by the Committee on Digital Economy Policy or any other technical committees 
as part of Costa Rica’s process of accession to the OECD.  

 
The review was prepared by Karine Perset from the Division for Digital Economy Policy of the OECD 

Directorate for Science, Technology and Innovation (STI), with the assistance of Tais Niffineger, Graham 
Vickery, Laurent Bernat, Lorrayne Porciuncula, David Gierten, and Anne Carblanc, all from the OECD 
Directorate for Science, Technology and Innovation (STI). The author would like to give a special thanks 
to Gallia Daor and Natalie Limbasan from the Legal Directorate for their strong support throughout the 
accession review process. The report greatly benefited from the input and comments of Deputy Minister 
Edwin Estrada, Francisco Troyo, Alejandro Zuniga Mariana from the Ministry of Science, Technology 
and Telecommunications (MICITT) and Marianne Bennett from Costa Rica’s Foreign Affairs Ministry 
(COMEX). Although there are too many to list, the report greatly benefitted from discussions with many 
other government officials and stakeholders who shared time and insights generously with the Secretariat 
during the mission to Costa Rica. 

 
Note to Delegations:  

This document is also available on O.N.E under the reference code:  
DSTI/CDEP/ACS(2017)1/FINAL 

 
This document, as well as any data and map included herein, are without prejudice to the status of or 
sovereignty over any territory, to the delimitation of international frontiers and boundaries and to the name 
of any territory, city or area.  

@ OECD 2020  

You can copy, download or print OECD content for your own use, and you can include excerpts from 
OECD publications, databases and multimedia products in your own documents, presentations, blogs, 
websites and teaching materials, provided that suitable acknowledgment of OECD as source and copyright 
owner is given. All requests for commercial use and translation rights should be submitted to 
rights@oecd.org. 

mailto:rights@oecd.org
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INTRODUCTION 

In accordance with the Accession Roadmap of Costa Rica [C(2015)93/FINAL], the 
Committee on Digital Economy Policy (CDEP) was requested to carry out an in-depth 
review of Costa Rica, with a view to providing an evaluation of the willingness and ability 
of Costa Rica to implement any substantive OECD legal instruments within the CDEP’s 
competence, and an evaluation of Costa Rica’s policies and practices as compared to OECD 
best policies and practices in the area of digital economy policy. For this purpose, the 
review refers to the CDEP’s Core Principles set out in the Appendix to the Roadmap: 

• Development of effective policies to assist the expansion of the Internet economy, 
including policies to spur the use of the Internet, to promote the development of 
applications, to promote competitive communications markets as well as efficient 
and innovative supply arrangements. 

• Compliance with the OECD Principles for Internet Policy Making which call for 
preserving the open and decentralised nature of the Internet to stimulate innovation, 
deliver economic and social benefits and give voice to democratic aspirations. 

• Improve access and increase the use of public sector information through 
maximising the availability of public sector information and providing transparent 
conditions for re-use. 

• Protection of individuals’ personal data and co-operation in the enforcement of 
privacy laws in accordance with the relevant OECD Recommendations. 

• Promotion of a culture of security risk management in the use of information 
systems and networks and the protection of critical information infrastructures, 
including development of policies and practices to address those risks. 

Accordingly, this report provides an overview of digital economy policy in Costa Rica. The 
fourteen thematic sections of this report are structured by topic areas of the OECD legal 
instruments in the field of digital economy policy. Each section presents relevant 
information on policies, responsible institutions, the legal and regulatory framework, 
implementation and enforcement measures, as well as policy monitoring and evaluation. 
The report also provides assessments and CDEP recommendations at the end of each 
section.  

The information used in this report was collected through a policy questionnaire, Costa 
Rica’s presentations at the CDEP meetings on 16 November 2016 and 19 May 2017, 
interviews with Costa Rican government officials and representatives from the private 
sector and civil society in Costa Rica during the secretariat fact-finding mission to San José, 
Costa Rica, in January 2017, as well as additional information provided by Costa Rica since 
then. 

The reviews of policy in Costa Rica in the areas of principles for Internet policy making 
(Section 1), broadband development (Section 2); international mobile roaming services 
(Section 3); digital security risk management (Section 4); protection of critical information 
infrastructure (Section 5); electronic signatures and authentication (Section 6); 
cryptography (Section 7) and spam (Section 8) were discussed by the Committee on Digital 
Economy Policy at its 74th Session on 19 May 2017. They were updated to include the 
latest figures and information provided by Costa Rica. The reviews of policy in Costa Rica 
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in the areas of the future of the Internet economy (Section 9), public sector information 
(section 10), ICTs and the Environment (Sections 11), privacy (Section 12), the governance 
of health data (Section 13), and the protection of children online (Section 14) were 
discussed by the Committee at its 75th Session on 22 November 2017.  
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1.  PRINCIPLES FOR INTERNET POLICY MAKING  

This section focusses on a selection of principles from the Recommendation of the Council 
on Principles for Internet Policy Making (IPPs) (excluding those that are or will be 
addressed in other sections of the report), notably: 

• Promote and protect the global free flow of information (Principle 1) 

• Promote the open, distributed and interconnected nature of the Internet (Principle 
2) 

• Promote and enable the cross-border delivery of services (Principle 4) 

• Encourage multi-stakeholder co-operation in policy development processes 
(Principle 5) 

• Foster voluntarily developed codes of conduct (Principle 6) 

• Ensure transparency, fair process, and accountability (Principle 8) 

• Limit Internet intermediary liability (Principle 12) 

1.1. Policy 

Costa Rica adhered to the Recommendation of the Council on Principles for Internet Policy 
Making [OECD/LEGAL/0387] on 11 October 2012. The official position of the Costa 
Rican government supports an open and free Internet and promotes the multi-stakeholder 
model of Internet governance both domestically and internationally. Costa Rica’s National 
Telecommunications Development Plan 2015-2021 (PNDT) is the country's main strategic 
policy document in the areas covered by the IPPs. It contains as a specific target the 
development of a roadmap to further consolidate Costa Rica's existing model of Internet 
Governance, based on multi-stakeholder participation. 

Costa Rica’s broader National Development Plan 2015-2018 (PND, Plan Nacional de 
Desarrollo “Alberto Cañas Escalante”) aims to promote a national culture of ethics, 
transparency and accountability (in the third pillar), that is relevant to IPP Principle 8 on 
transparency, fair process, and accountability. The PND relates transparency, among other 
things, with access to public information, which is made easier by implementing an open 
government model that enables Costa Rican citizens to develop a closer, auditing 
relationship with the government.  

Responsibilities and powers 
The Deputy Ministry of Telecommunications from the Ministry of Science, Technology 
and Telecommunications (MICITT) leads policy development and implementation in many 
of the areas covered by the IPPs.  

The Ministry of Foreign Trade (COMEX) negotiates trade agreements for Costa Rica and 
is engaged in all new discussions regarding cross-border trade in services to guarantee 
competitive and free markets.  

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0387
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The Telecommunications Regulatory Authority (SUTEL) is responsible for implementing 
policies in some of the areas related to the IPPs and also supports MICITT by proposing 
policy development in some areas.  

The Deputy Ministry for Political Affairs and Citizen Dialogue in the Ministry of the 
Presidency leads the effort to promote open government principles in Costa Rica’s public 
administration. 

NGOs, including private stakeholders, are involved in the policy making process in Costa 
Rica and all draft policy documents must go through a public consultation process.  

The multi-stakeholder Internet Advisory Council of Costa Rica that was set up in 2012 at 
the initiative of Costa Rica’s Internet technical community provides a forum for discussions 
on Internet governance in Costa Rica.  

Legal and regulatory framework 

Promote and protect the global free flow of information (Principle 1) 
Costa Rica’s Constitution guarantees freedom of speech, opinion, communication; the right 
to associate, assemble, petition the government and obtain prompt resolution; and 
fundamental rights established in international instruments on human rights. Costa Rica’s 
Constitutional Court declared access to technologies such as the Internet to be a 
fundamental right of citizens, to allow them to exercise their human rights (Decision No. 
10627, 2010). The decision relates Internet with the right to information and 
communication, understood as the right of all people to access and participate in the 
production interchange and free flow of information and knowledge and making access to 
the network and its content a fundamental requirement for the entire population of Costa 
Rica. 

Legal restrictions to the free flow of information can occur in accordance with the rights to 
privacy and secrecy of communications established by the Constitution (Article 24) and the 
Law on the Protection of Individuals from Personal Data Processing (Law No. 8968) of 
2011. 

Promote the open, distributed and interconnected nature of the Internet (Principle 
2) 
Costa Rica supports Net Neutrality but has not yet developed specific rules and regulations. 
Principles relevant to net neutrality are contained in the Law on the Strengthening and 
Modernisation of Government Institutions in the Telecommunications Sector (Law N° 
8660) of 2008 that obliges operators to provide open access to network and services (Article 
75). The law promotes investment in the telecommunications sector through a legal 
framework that ensures transparency, non-discrimination, equality, and legal security 
(Article 2). The law’s guiding principles includes non-discrimination between equal or 
similar telecommunications services of operators, providers or public or private users 
(Article 3). 

Encourage multi-stakeholder co-operation in policy development processes 
(Principle 5)  
The Executive Decree of 2015 on the Establishment of joint technical teams to support the 
rector of telecommunications in events of international representation (No. 37029-
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MINAET) supports the multi-stakeholder model in Costa Rican policy making and 
international representation.  

Ensure transparency, fair process, and accountability (Principle 8) 
In 2012, Costa Rica joined the Open Government Partnership, a multilateral initiative that 
aims to secure concrete commitments from governments to promote transparency, 
empower citizens, and fight corruption. By enacting Executive Decree No. 38994-MP-
PLAN-MICIT in 2015, Costa Rica established a National Commission for Open 
Government to “promote Open Government principles in the Costa Rican public 
administration, principles manifested in: improving transparency levels, guaranteeing 
democratic access to public information, promoting and facilitating citizen participation 
and promoting the generation of work spaces for collaboration between institutions and 
citizens, through innovation and taking advantage of facilities provided by Information and 
Communication Technologies (ICT)”. 

Foster Voluntary codes of conduct (Principle 6), Limit Internet intermediary 
liability (Principle 12)  
In the area of copyright, Costa Rica enacted the “Regulations on limiting service providers’ 
liability for the violation of Copyrights and Related Rights in accordance with Article 
15.11.27 of the Free Trade Agreement between the Dominican Republic-Central America-
USA” (Executive Decree No. 36880-COMEX-JP) in 2011. This Decree establishes 
liability limitations for Internet intermediaries for violations of copyright or related rights 
that are not in their control or that have not been started or conducted by them, and that 
take place through systems or networks controlled or operated by them, or on their behalf. 
In addition, a draft Bill on Information Society Services is also being proposed in Costa 
Rica’s Legislative Assembly (No. 19.012). Inspired by the European e-commerce 
Directive, it would aims to create a framework for electronic services by defining and 
regulating electronic communications, service providers, the liability of intermediaries and 
promote codes of conduct.  

1.2. Implementation 

Promote and protect the global free flow of information (Principle 1) 
Costa Rica supports freedom of expression and the free flow of information on the Internet 
and openness of the Internet, within a framework of action that ensures privacy and security 
to users. Costa Rican actions illustrating support of a free and open Internet include:  

• Costa Rica’s 2012 adherence to the Freedom Online Coalition; a cross-regional 
group of 29 governments that collaborate to advance Internet freedom worldwide. 
Costa Rica hosted the 2016 Ministerial Conference of the Freedom Online 
Coalition Chair. 

• Costa Rica´s decision not to sign the International Telecommunication Regulations 
(ITR) during the WCIT meeting in Dubai in December 2012.  

Connectivity (related to Principle 2) 
Costa Rica's Internet is well connected to international networks with no legal or regulatory 
restrictions to connection. Costa Rica is connected by three redundant fibre optic submarine 
cables that connect the country to the world’s Internet network: Arcos (Atlantic Ocean), 
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Maya-1 (Atlantic Ocean), and Level 3 Communication Pan-American Crossing (Pacific 
Ocean). Since April 2014, Costa Rica has had a neutral Internet Exchange Point (IXP) 
called CRIX. The IXP is managed and supported by the Network Information Centre Costa 
Rica (NIC- CR) and was declared as a public interest project by the Government through 
MICITT. 

Encourage multi-stakeholder co-operation in policy development processes 
(Principle 5)  
The Internet Advisory Council of Costa Rica (the Consejo Consultivo de Internet de Costa 
Rica in Spanish) was created in 2012 by the Costa Rican Network Information Center (NIC 
Costa Rica), which is the country code Top Level Domain (ccTLD) registry for .cr. This 
Advisory Council encourages multi-stakeholder and interdisciplinary co-operation in 
policy development processes. Representatives from all stakeholder groups – including 
private, government, academia and civil society – participate actively and propose policies 
to NIC Costa Rica on Internet development, Internet governance, universal access and 
Internet operations issues.  

Costa Rica has supported the multi-stakeholder model of Internet governance 
internationally. For example, Costa Rica reaffirmed this position during the 43rd meeting 
of the Internet Corporation of Assigned Names and Numbers (ICANN 43) in San José, 
Costa Rica in 2012; the International Telecommunications Union (ITU) World Conference 
on International Telecommunications (WCIT) meeting in Dubai in 2012; the Internet 
Governance Forums (IGF) meetings in 2013-2016; and recent meetings of the Freedom 
Online Coalition (FOC). 

The multi-stakeholder approach to policy development is particularly important in Costa 
Rica’s Science, Technology and Telecommunications sector. Proposed policies in these 
areas are discussed with representatives of the public and private sector 
(telecommunications chambers) in meetings and workshops; then are the object of a public 
consultation (published in the Official Journal, “La Gaceta”) where civil society can 
express its opinions, make recommendations, etc. Multi-stakeholder approaches are also 
often used for policy implementation. For example, the Connected Communities program 
of the PNDT included consultations with impacted communities.  

1.3. Monitoring and evaluation 

MICITT carries out several monitoring activities on issues related to the IPPs. For example, 
it monitors the comments it receives on draft regulations, the traffic volume of the IXP and 
entities connected to it, feedback from the Internet Advisory Council of Costa Rica, and 
international developments on issues such as Internet governance and the free flow of 
information. 

1.4. Assessment  

Recommendation of the Council on Principles for Internet Policy Making 
[OECD/LEGAL/0387] 
Costa Rica adhered to the Recommendation of the Council on Principles for Internet Policy 
Making [OECD/LEGAL/0387] on 11 October 2012. Policies developed and 
implemented by Costa Rica in the areas covered by the IPPs promote global free flow of 
information over an open, distributed and interconnected Internet and cross-border delivery 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0387
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0387
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of services. They foster transparency, fair process, and accountability, encourage multi-
stakeholder policy development, and work towards limiting Internet intermediary liability 
in the area of copyright.  

Costa Rica supports an open and decentralised Internet both domestically and 
internationally. Internet openness is central to Costa Rica's efforts to foster societal debate 
and civil participation in policy making via the Internet and Costa Rica has well-developed 
multi-stakeholder processes. Economic and social benefits are core objectives of the Costa 
Rica’s National Telecommunications Development Plan 2015-2021 (PNDT). Costa Rica’s 
digital economy policies also contribute to implementing the constitutional right to freedom 
of expression and dissemination of thoughts and opinions. 
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2.  BROADBAND DEVELOPMENT 

2.1. Policy 

The National Telecommunications Development Plan (PNDT) 2015-2021: “Costa Rica a 
Connected Society” sets out Costa Rica’s plan to transform Costa Rica into a connected 
society by fostering investment in networks and developing universal access. It builds on 
Costa Rica's National Broadband Strategy of 2009, implemented until 2014, that 
established goals and models for broadband development in Costa Rica. The PNDT's 
broadband-related objectives are: i) to improve the quality of fixed and mobile broadband 
in order to provide Internet access to 80% of the population, by 2021, at the median speed 
of OECD Members, and ii) to extend and improve broadband connectivity in underserved 
and unprofitable areas, notably by extending broadband infrastructure and access to 
community centres and to governmental agencies.1 

Over recent years the Costa Rican population with Internet access has increased drastically, 
with Internet subscriptions going from 4.8 subscribers per 100 inhabitants in 2008 to over 
97.4 in 2016 (Figure 1). Household fixed and mobile Internet access has also improved 
drastically, from less to 15% of households having Internet access in 2008 to over 64.8% 
in 2016 (Figure 2). Mobile broadband penetration in Costa Rica was also high in 
comparison to both the Latin America and Caribbean (LAC) average of 34.2% and the 
OECD average of 72%, reaching 86.9% in 2014 (Figure 3). Fixed broadband penetration 
was higher than the LAC average of 10%, but considerably lower than the OECD average 
of 28.2%, with 10.4% in 2014 (Figure 4).  

Figure 1. Internet subscriptions (fixed and mobile), per 
100/hab, 2008-2016 

Figure 2. Households with Internet access 
(fixed and mobile), 2008-2016 

  

Source: Ministry of Science, Technology and Telecommunications of Costa Rica 
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Figure 3. Mobile broadband and telephone penetration in LAC (2014) 

  
Source: OECD, 2016, Broadband Policies for Latin America and the Caribbean: A Digital Economy Toolkit 

Figure 4. Fixed broadband penetration in LAC (2013-14) 

 
Source: OECD, 2016, Broadband Policies for Latin America and the Caribbean: A Digital Economy Toolkit 
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Legal framework 
The General Telecommunications Law (Law No. 8642, in force since 2008) regulates the 
development of communications markets in Costa Rica. Its main objectives are to promote 
effective competition and service convergence, to ensure transparency and technological 
neutrality, to establish roles for operators and providers and to reduce the digital divide 
through universal access to services. 

The Law on the Strengthening and Modernisation of Public Entities in the 
Telecommunications Sector (Law No. 8660) in force since 2008 and last amended in 2012 
promotes the principles of technological neutrality, effective competition, transparency, 
optimisation of scarce resources and non-discrimination.  

Responsibilities and powers 
Leadership for broadband development is provided by MICITT, which elaborates public 
policies to develop telecommunications and define the goals and priorities necessary to 
implement the objectives of the PNDT.  

SUTEL is in charge of regulating, supervising, enforcing and controlling the regulatory 
framework for telecommunications. SUTEL is also responsible for implementing universal 
access projects (including for broadband development). To this end, SUTEL manages the 
National Telecommunications Fund (FONATEL) and ensures that network operators and 
telecommunications service providers comply with their universal access and service 
obligations. Costa Rica has a mixed regime regarding competition in which the 
Competition Promotion Commission (COPROCOM) under the Ministry of Economy, 
Industry and Trade also applies competition regulations. SUTEL is responsible for 
imposing sanctions on anticompetitive practices but requires a technical opinion from 
COPROCOM. In the case of illegal conducts, SUTEL must consult COPROCOM both at 
the beginning of the procedure and before the final decision is taken. 

2.2. Implementation  

Competition and continued liberalisation 
Since the start of the liberalisation of the telecommunications market, Costa Rica has 
encouraged private investment in broadband. The PNDT 2015-2021 provides the current 
policy for the sector. SUTEL promotes competition in Costa Rica and ensures that 
operators and suppliers can access the telecommunications market on reasonable and non-
discriminatory terms. The state-owned incumbent telecommunications operator Instituto 
Costarricense de Electricidad (ICE) still has large market shares (Table 1) but other 
operators are active in providing broadband services in Costa Rica.2 
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Table 1. Market share and technology used by broadband operators in Costa Rica, 2015  

 Company 
Market Share 

Technology/Network 
 (Subscribers) 

Main fixed 
broadband 

providers over 
fixed networks  

Instituto Costarricense de Electricidad 45,4% xDSL 

Millicom Cable Costa Rica, S.A. 23% HFC Networks 

Televisora de Costa Rica, S.A. 16% HFC Networks 

Telecable Económico, T.V.E, S.A. 9% HFC Networks 
Fixed 

broadband 
providers over 

wireless 
networks 

IBW Comunicaciones, S.A. 58% WiMAx 

Instituto Costarricense de Electricidad 30% WiMAx 

Radiográfica Costarricense, S.A. 5% WiMAx 
Metro Wireless Solutions de Costa Rica MWS, 
S.A. 4% Microwave links 

Mobile 
broadband 
providers  

Instituto Costarricense de Electricidad 52% 2G/3G/4G 

Claro CR Telecomunicaciones, S.A. 26% 2G/3G/4G 

Telefónica de Costa Rica TC, S.A. 21% 2G/3G/4G 
 

Source: Ministry of Science, Technology and Telecommunications of Costa Rica 

Spectrum allocation and use 
The MICITT is in charge of spectrum planning, allocation and assignment, according to 
Article 10 of the General Telecommunications Law, while SUTEL is responsible for the 
technical assignment recommendations, enforcement and monitoring of spectrum 
regulations. The PNDT includes a target of assigning 890 MHz of mobile spectrum to 
international mobile telecommunication systems by 2021, which directly promotes private 
investment by opening up the telecommunications market to new operators in Costa Rica. 
MICITT and SUTEL are currently working on an auction for 70 MHz radio spectrum, 
which is expected to improve the quality of services and end-user experience on IMT 
networks, and opens up the possibility for new operators to provide telephony and mobile 
internet services in the 1800 MHz and 1900 MHz/2100 MHz frequency bands.  

Complementary government initiatives  
Costa Rica’s executive branch created the Commission for the Installation or Extension of 
Telecommunications Infrastructure to accelerate the infrastructure development process, 
which created a Telecommunications Infrastructure Action Plan as a public initiative aimed 
to enhance the quality of the telecommunications services in Costa Rica, including Internet 
access. 

Demand-side policies 
The PNDT also establishes targets and goals related to digital content creation and digital 
literacy as well as efforts to strengthen online services in areas including health, education, 
transport, and financial services, to be completed by 2021. These new service offerings are 
expected to increase the demand for broadband access. 
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Technological neutrality 
Spectrum licenses in Costa Rica are technology-neutral. The General Telecommunications 
Law allows network operators and telecommunications service providers to choose which 
technologies to use, as long as they guarantee quality of service and affordable prices, as 
established by law. 

Universal service 
Universal access services are financed by the Universal Access Fund (FONATEL), to 
which all telecommunications operators and service providers contribute fees that are a 
percentage of their total gross income (between 1.5% and 3%, defined yearly by SUTEL). 
In 2014 for example, FONATEL collected some USD 40.5 million and disbursed close to 
USD 8.3 million. FONATEL-funded projects are intended to reduce the digital gap for 
those vulnerable communities in areas like infrastructure, equipment supply, and subsidies 
for poor populations.  

Non-profitable areas in Costa Rica are defined as rural areas, remote areas and indigenous 
territories in a condition of social, economic and cultural vulnerability. Some of these areas 
are covered by program named Connected Communities, which defines the priority areas 
(Figure 5), services to be offered and applicable quality requirements. The program 
foresees public investment of USD 168 million targeting the modernisation of the public 
service structure, especially in areas of education and health. The program will cover 184 
districts, located throughout the national territory, which represents 76% of the country’s 
area and 23% of Costa Rica’s population. The program currently addresses part of the 75 
priority districts defined as high priority (Figure 5, in red) and the 24 indigenous territories 
in Costa Rica (Figure 5, in green). The selection of operators participating in the program 
is defined by public tenders. Similarly, consultation processes are carried out with 
indigenous communities. Operators' obligations also cover awareness-raising, 
dissemination and training activities appropriate to rural areas during a 5-year contract 
period. 

Figure 5. Program “Connected Communities”: priority areas 

 
Source: Ministry of Science, Technology and Telecommunications of Costa Rica 
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The Digital pillar of the PNDT aims to reduce the digital divide through access, use and 
appropriation of digital technologies for populations in vulnerable conditions and includes 
the following programs: 

1. Connected Communities: as detailed above, with a budget of USD 168 million, this 
program aims to provide fixed voice and Internet services to public education and 
health institutions in 184 districts throughout Costa Rica. 

2. Connected Homes: with a budget of USD 100 million, this program aims to 
subsidise Internet access to 140 000 households in situations of poverty and 
extreme poverty (some 507 000 people), covering about 46% of Costa Rican 
households in situation of poverty and extreme poverty. This represents an increase 
of 9% in fixed Internet penetration, meaning that nine households out of 100 would 
have access to fixed Internet service. 

3. Equipping Public Centres: with a budget of USD 20 million, this program aims to 
provide computers to public centres for use by people with disabilities, children, 
youth, elderly, indigenous people, and women who are heads of household and 
micro-entrepreneurs.  

4. Connected Public Spaces: with a budget of USD 10 million, this program aims to 
connect 240 public access points (hotspots) with free Internet access around the 
country.  

5. Solidarity Broadband Network: this program targets public service centres that 
have higher connectivity needs and aims to improve the speed/quality of their 
services. 

6. ICT Population Empowerment: this program aims to improve digital literacy and 
focuses on education and online security.  

7. National Teachers Training Program on ICTs: this program aims to train teachers 
on using ICTs in the classroom and in turn, teaching their students ICT use. 

8. Technology Platform: this program aims to increase the use of digital technologies 
by children and young people at 317 schools of Ministry of Public Education. 

A culture of security  
Policies for digital security and privacy in Costa Rica are detailed in other parts of the 
present report.  

2.3. Monitoring and evaluation 

The effectiveness of the broadband policy is monitored and evaluated by MICITT. Goals 
related to broadband are monitored semi-annually, as defined in the PNDT. In addition, 
Costa Rica holds an Action Plan for Telecommunications Infrastructure and its actions are 
monitored monthly by the Infrastructure Commission formed by public institutions and led 
by MICITT. 

SUTEL provides data to the Comptroller General and to MICITT semiannually related to 
service coverage, financial aspects, performance and state of execution of FONATEL-
funded projects. This information is also sent to Costa Rica’s congress on an annual basis. 
SUTEL publishes a “Statistics Report on the Telecommunications Sector” annually that 
measures the evolution of telecommunications in Costa Rica.  

The information in these reports is used to develop and adjust government initiatives. Based 
on the evaluation and monitoring of the broadband policy, goals and objectives related to 
broadband policy are updated.  
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2.4. Assessment  

Recommendation of the Council on Broadband Development 
[OECD/LEGAL/0322] 
The framework in place for broadband development in Costa Rica reflects the principles 
contained in the Broadband Recommendation, including the principles of effective 
competition and continued liberalisation, technological neutrality, transparency, supply and 
demand based approaches, non-discrimination and objectivity of regulation criteria, 
conditions and procedures.  

Broadband infrastructure in Costa Rica has improved significantly in recent years as a 
result of liberalisation and broadband development policies set-out in the National 
Broadband Strategy and then in the PNDT. Mobile broadband penetration in Costa Rica, 
at 86.9% in 2014 and 90% in 2015, is high compared to the Latin America and Caribbean 
and OECD averages, while fixed broadband penetration was higher than the LAC average 
but considerably lower than the OECD. Costa Rica’s framework encourages investment 
and competition in broadband infrastructure and services. The Digital Inclusion pillar of 
the PNDT includes both supply and demand side initiatives to extend broadband services 
and opportunities to underserved areas and to poor or vulnerable households.  

According to the PNDT, the government aims to provide broadband access at OECD 
standards to the Costa Rican population by 2021. The number of Internet subscribers (fixed 
and mobile) and the number of Internet users (fixed and mobile) have drastically increased 
between 2008 and 2016. Providers continue to deploy mobile telephony networks 
throughout the country in accordance with the roll-out plans established in the concession 
contracts. In addition, the government is developing access and universal service projects 
in areas where it is not economically feasible for providers to deploy infrastructure. 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0322
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3.  INTERNATIONAL MOBILE ROAMING 

3.1. Policy 

The objective of Costa Rica’s Roaming policy is to protect the rights of end-users of 
Telecommunications services and decrease the quantity of complaints about international 
mobile roaming (IMR) filed with SUTEL.  

Regulatory framework 
International roaming, as part of the telecommunications services, is subject to the General 
Telecommunications Law (LGT) Law No. 8642, which promotes effective competition 
based on analysis of relevant markets and ex ante regulation. End-users of international 
roaming services are further protected by operator obligations and transparency 
requirements, including the obligation to provide their users with billing information and 
to allow users to limit the monthly amount spent on IMR services.  

Based on the recommendation of the International Telecommunications Union (ITU), ITU-
T D.98, “Charging in international mobile roaming service”, SUTEL issued a resolution in 
2014 on Regulatory Provisions Applicable to International Roaming Services (Resolution 
No. RCS-041-2014) that contains general regulatory provisions applicable to international 
roaming services:  

a. To facilitate the conditions of use and rates of international roaming, when users 
sign the adhesion contract. 

b. To notify users who are roaming internationally through a free SMS text message 
containing: i) a welcome message, ii) the applicable international roaming rates to 
make and receive voice calls, iii) the international roaming charges applicable to 
send and receive SMS text messages, iv) the international roaming charges 
applicable to Internet access, v) a warning about the risk of automatic downloads 
when roaming internationally, vi) a link to web-sites where the rates are publishing, 
and vii) a free telephone number for inquiries and to receive assistance.  

c. The support telephone number, whether local or international, should be free. 
d. Information should be provided on how to avoid international roaming fees in 

border areas. 
e. Rates on the respective operators’ websites should be kept updated, and users 

should be notified of any price change. 

In addition, the resolution establishes that operators or service providers providing 
international roaming services must: a) provide examples regarding the use of international 
roaming at the time the contract is signed; b) inform users at the time of signing the contract 
of the financial costs of international roaming connections and automatic data downloads; 
c) inform users who have international roaming service activated of the financial costs 
associated with these connections and automatic downloads via text messages at least every 
3 months; d) also inform users via email, although the emails do not substitute for the need 
to send an SMS; e) provide a free mechanism to obtain information on the accumulated 
consumption to users of international roaming service – accessible through SMS and 24/7; 
f) ensure that each billing period does not exceed a specified financial limit; g) establish a 
financial limit of USD 200, if the user does not set a different limit; h) notify via SMS text 
message when the user has reached 80% of his/her financial limit; and i) when the financial 
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limit is exceeded, the user must be notified about the procedure to continue the provision 
of international roaming services, as well as fees for each additional unit consumed. 

Responsibilities and powers 
Telecommunications regulatory authority SUTEL oversees the rules for international 
roaming services. SUTEL oversees and controls service quality; protects end-user rights; 
and processes, investigates and resolves claims arising from rights violation (according to 
Article 41 and 42, Chapter II, Title II of the General Telecommunications Law, in 
accordance to the Regulations on internal organisation and functions from the Regulatory 
Authority for Public Services). 

MICITT also plays an important role, notably in developing policy and with regards to 
international coordination.  

3.2. Implementation and enforcement 

Operators present in Central America and other countries have stimulated the retail market 
for international roaming services. Services offered vary by operator; however, current 
market competition has brought benefits to users of IMR services. Claro applies local rates 
and allowances to its prepaid customers traveling to Guatemala, El Salvador, Honduras, 
Nicaragua and Panama. Movistar Costa Rica charges its post-paid customers local rates 
when they traveling to Guatemala, El Salvador, Mexico, Honduras and Panama and allows 
its post-paid customers to use their local data allowance when traveling to the United States, 
Canada, Argentina, Brazil, Chile, Colombia, Ecuador, Peru, Uruguay and the Bolivarian 
Republic of Venezuela for USD 5 per day.  

3.3. Monitoring and evaluation 

SUTEL monitors the effectiveness of international mobile roaming policies, by tracking 
the evolution of associated complaints. The number of claims between 2012 and 2013 
increased drastically: by 233%. For this reason, among others, SUTEL issued Resolution 
N° RCS-041-2014 in 2014 mentioned above. IMR claims have decreased since 2014, with 
24 IMR complaints in 2015, and just 4 in the first half of 2016. 

3.4. Assessment  

Recommendation of the Council on International Mobile Roaming Services 
[OECD/LEGAL/0388] 
The main objectives of Costa Rica’s international mobile roaming policy are to reduce 
harm on end-users and decrease the quantity of complaints filed before SUTEL regarding 
international roaming. Resolution N° RCS-041-2014 provides a series of measures to 
achieve these objectives. Costa Rica participates in initiatives of regional organisations 
such as COMTELCA and REGULATEL that aim to reduce international mobile roaming 
prices, but market dynamics in Costa Rica already lead operators to provide some 
competitive plans for international mobile roaming. Furthermore, complaints related to 
international mobile roaming dramatically reduced after the publication of SUTEL’s 
resolution.  

  

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0388
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4.  DIGITAL SECURITY RISK MANAGEMENT  

4.1. Policy 

The Deputy Ministry (Vice Ministry) of Telecommunications from the Ministry of Science, 
Technology and Telecommunications (MICITT), with the support of the Organization of 
American States (OAS), developed Costa Rica’s National Cybersecurity Strategy that was 
adopted in October 2017. The strategy is aligned with the main objectives of Costa Rica’s 
long-term vision for national development “Costa Rica 2030”; with the National 
Development Plan 2015-2018 “Alberto Cañas Escalante” (PND), which considers 
cybersecurity for online public services as part of the e-government program; and with the 
National Telecommunications Development Plan 2015-2021 (PNDT) that aims to 
“transform Costa Rica into a connected society, based on an inclusive approach to the 
access, use and appropriation of information and communications technologies in a safe, 
responsible and productive manner”.  

The consultation processes for the National Cybersecurity Strategy have involved various 
state institutions, private entities, academia, civil society and the telecommunications 
regulator. Starting in March 2015, the Vice Ministry of Telecommunications organised, 
through its Department of Electronic Government and with the technical support of OAS, 
three panel discussions, four sectorial workshops and two online consultations. About 120 
public and private sector stakeholders participated, with notably representation the 
telecommunications sector and critical infrastructure, as well as civil society.  

The focus of the cyber security strategy is on the economy and on broad capacity building. 
Its goal is to ensure adequate levels of cybersecurity and cyber resilience to support the 
country's digital economy for economic and social prosperity, by developing human and 
technological resources to prevent and mitigate risks of using ICTs. It articulates the 
national economic and social context in Costa Rica, in particular the national economy in 
which ICT exports represented 50% of foreign trade in 2013 – and key public policy goals 
of improving connectivity and developing e-government in Costa Rica. The approach for 
the development and implementation of the strategy is to build on existing processes and 
institutions in a flexible manner. 

The Strategy provides i) national context (see above); ii) four fundamental principles – a 
priority on people and respecting human rights and privacy, ensuring shared responsibility 
and coordination amongst the multiple stakeholders, encouraging individual responsible 
use of ICTs, and promoting international co-operation; iii) general objective, to “develop 
the country’s guiding framework regarding security in the use of ICTs, fostering the 
coordination and cooperation of multiple stakeholders and promoting education, 
prevention and mitigation measures against the risks of using ICTs, in order to achieve a 
safer and more reliable environment for all the country's inhabitants”; iv) specific 
objectives; v) eight broad action lines (see below); and vi) main actors. 

The Strategy sets the following action lines:  

1. National coordination, which includes information exchange backed by 
confidentiality agreements and collaboration of stakeholders from the public and 
private sectors and plans for the creation of an information exchange network for 
government entities. 
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2. Awareness campaigns for: i) the general public; ii) public officials on best 
practices in protecting and securing access information to information systems and 
safeguarding sensitive or personal data; iii) decision-makers; iv) local government.  

3. Developing cybersecurity skills, including by: i) developing academic 
cybersecurity curricula in partnership with educational institutions – notably 
scientific schools and those with a computer lab – and with accreditation bodies3; 
ii) promoting the development of cyber security professions in Costa Rica; iii) 
research and partnerships with public and private universities on emerging threats; 
iv) SMEs.   

4. Strengthening the legal framework for cybersecurity and cybercrime via: i) for 
cybercrime, creation of a specialised committee to review existing legislation and 
regulation to ensure the adequacy of cybercrime procedural tools; ii) building 
capacity of stakeholders in the criminal justice system, e.g. through the Judiciary 
School to train judicial branch actors, including judges, on topics such as 
cybercrime evidence; iii) Information exchange, facilitated by confidentiality 
provisions.  

5. Protecting Critical Information Infrastructures, highlighting the security of 
information systems and networks supported by public entities by: i) identifying 
critical infrastructure, and ii) creating a commission, made up of a representative 
and an alternate from each of the public institutions and private entities identified, 
to develop CII protection policy for continued operation and stability of these 
services.  

6. Risk management: the strategy plans to use risk management frameworks and to 
take into account international standards including the Software Engineering 
Institution (SEI) risk management model and the FISMA risk management 
framework, and other models like the series of ISO/IEC INTE 27000 standards.  

7. International co-operation and commitments: the strategy plans that Costa Rica 
plans to develop mutual assistance and in criminal, technical and educational 
matters, as well as to develop international security measures to address cyber 
security issues. Costa Rica has signed a letter of understanding with the Korean 
Internet Security Agency (KISA), and it is a member of the Cybersecurity Alliance 
for Mutual Progress (CAMP). 

8. Monitoring and evaluation: the strategy plans foresee that stakeholders including 
public ministries and sector-specific regulators will submit periodic reports to the 
National Cybersecurity Coordinator that will assess progress, in consultation with 
CSIRT; make recommendations; and report annually to the President of the 
Republic and the Council of Ministers. 

Legal and regulatory framework 
The current legal and regulatory framework relating to digital security matters is provided 
by: 

• Data protection: The Law on the Protection of Individuals from the Processing of 
their Personal Data (Law No. 8968), created the Data Protection Agency of 
Inhabitants (PRODHAB) in 2011 to ensure compliance with data protection rules. 
The Regulations on Measures to Protect the Privacy of Communications also 
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develop data protection provisions under article 42 of the General 
Telecommunications Law (Law No. 8642). 

• Cybercrime: the Law on the Computer Crime Unit of the Judicial Investigation 
Agency (OIJ) created the OIJ in 1997 to investigate cybercrimes and other cases 
where computers are used in the crime or as evidence, using computer forensic 
techniques. The 2012 Law on Computer Crimes (Law N° 9048) and 2012 
amendments of the Penal Code on Computer Crime and related crimes (Section 
VIII), established a more comprehensive criminal legal system covering new 
offenses committed by technological means. In May 2017, Costa Rica gave final 
approval to adhere to the Convention on Cybercrime (known as the “Budapest 
Convention”). 

• Identification: The Law of Certificates, Digital Signatures and Electronic 
Documents (Law No. 8454) of 2005 associates the identity of a natural or legal 
person with a message or electronic document to ensure authorship and integrity 
and is applicable to many kinds of public or private transactions and legal deeds. 

• Information Security Incident Response: Executive Decree (N° 37052-MICITT) 
on "Creation of the Computer Security Incident Response Team/Centre CSIRT-
CR" established the Information Security Incident Response Centre (CSIRT-CR) 
in 2012 with the mandate to act as a consultation body on ICT security, to help the 
public sector develop ICT security contingency plans, and to promote ICT security 
research and training projects. 

• Child protection: the Law on the Protection of children and adolescents from 
harmful content on the Internet and other electronic means (Law N° 8934) of 2011. 

Responsibilities and powers 
MICITT leads in the area of cybersecurity and establishes goals related to Cybersecurity in 
the National Telecommunications Development Plan (PNDT). The Cybersecurity Strategy 
plans that MICITT is responsible for articulating all actions defined in the strategy among 
public and private entities, as well as promoting the participation of all stakeholders, 
including the CSIRT-CR, PRODHAB, the Computer Crime Unit of the OIJ and others as 
relevant, e.g. SUTEL, ISPs, and critical infrastructure administrators.  

The role of the CSIRT-CR is to coordinate cybersecurity within government branches, 
autonomous institutions, companies and state banks, including risk management 
frameworks; to promote and supervise public sector ICT security contingency plans; to 
promote research and training projects on ICT security; to coordinate with CII operators 
and other critical assets or essential services to ensure continuity plans are carried out; and 
to cooperate and coordinate with their international peers. The relevant Decree plans that 
CSIRT-CR will use “facilities based on the Ministry of Science, Technology and 
Telecommunications but should have sufficient authority to coordinate with the 
government branches, autonomous institutions, companies and state banks”. CSIRT-CR 
became operational in 2017 and was composed of four experts in October 2017. Efforts are 
ongoing to increase and secure its resources in the course of 2018, based on agreements 
between MICITT and other ministries and government institutions.   

The Computer Crime Unit of the OIJ was created in 1997 to investigate cybercrimes and 
other cases where computers are used in the crime or as evidence, using computer forensic 
techniques to collect, preserve and analyse evidence in processing and data storage devices 
e.g. computers, hard drives, USB keys, or cell phones. The main offenses they look after 
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are computer fraud, violation of electronic communications, alteration of data and 
computer sabotage, production, possession and distribution of pornography with minors. 

An inter-agency “National Commission for Online Safety” created in 2004 works on the 
development of security projects relating to child protection.  

The Data Protection Agency of Inhabitants (PRODHAB) ensures compliance with data 
protection rules, helps draft legislation to implement personal data protection rules and 
issues guidelines for public institutions to implement proper procedures for handling 
personal data. 

All stakeholders are viewed as having a role to play to develop and implement policies 
related to cybersecurity risk management. The operational entity that will ensure the 
strategy’s effective implementation is the Digital Governance Direction, which will help 
inter-institutional and inter-sectoral execution, coordination, and monitoring, by 
establishing communication channels, joint work and dialogue spaces with all stakeholders.  

The Strategy also highlights the need to involve: 

• Local governments, with digital programs to guide their cybersecurity actions. 

• Judiciary branch actors, who need to protect sensitive or confidential information 
that is exchanged during queries and information requests (e.g. on the electronic 
justice services portal) or that serves as electronic evidence, noting that the judiciary 
coordinates with the government on cyber security strategy, although it is 
independent from government and has its own digital strategy.  

• Telecommunications companies through government-issued guidelines and 
coordination mechanisms to help telecom companies to coordinate, share 
information in the event of cyber-attacks and to systematically document incidents. 
The strategy references a survey conducted by SUTEL of 17 telecommunications 
companies in 2015 that identified the need for measures to coordinate and share 
information among actors (one third of respondents said they had detected potential 
threats or had been attacked in the previous year, 100% said they had identified 
their essential infrastructure and 83% said they had procedures to control and 
monitor changes to it).  

• Financial sector companies, through the development of best practices and 
minimum requirements for information security in the financial sector, in 
coordination with the regulator. 

International cooperation  
Costa Rica’s policies and practices to combat cross-border fraud are detailed in Section 4 
of the separate review of Consumer Policy in Costa Rica. In particular, Costa Rica’s judicial 
and civil law enforcement bodies cooperate for cross-border criminal investigations with 
other bodies through INTERPOL, the international police organisation. Costa Rica’s recent 
ratification of the Council of Europe Convention on Cybercrime (also known as the 
Budapest Convention) is expected to provide a welcome framework for speedier 
information exchange on cybercrime and the necessary legal procedures and institutional 
arrangements for effective investigation and prosecution, while guaranteeing individuals’ 
right to privacy.  
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4.2. Monitoring and evaluation  

Cybersecurity for public services is already part of the Electronic Government Program 
established by the National Development Plan 2015-2018 “Alberto Cañas Escalante” 
(PND) that set a goal of 20% of ministries (nine ministries) having implemented a Cyber 
Security Protocol in 2017, and 50% in 2018.  

The National Cybersecurity Strategy includes the design of a monitoring and evaluation 
model that will allow the adjustment of actions to reflect evolving conditions. MICITT 
plans to assess and revise the Cybersecurity Strategy itself every three years, in 
collaboration with the OAS. 

4.3. Assessment and recommendations 

Recommendation of the Council on Digital Security Risk Management for 
Economic and Social Prosperity [OECD/LEGAL/0415] 
At the CDEP session on 17 May 2017, Costa Rica acknowledged the opportunity to align 
its National Digital Security Strategy and the Recommendation of the Council on Digital 
Security Risk Management for Economic and Social Prosperity. Costa Rica’s National 
Digital Security Strategy sets the foundations for and coordinates the digital security 
planning process and is aligned with Costa Rica’s long-term vision for national 
development “Costa Rica 2030”, PND 2015-2018, and PNDT 2015-2021. The latter aims 
to “transform Costa Rica into a connected society, based on an inclusive approach to the 
access, use and appropriation of information and communications technologies in a safe, 
responsible and productive manner” that considers cybersecurity as a key issue. 

The principles of the Recommendation of the Council on Digital Security Risk 
Management for Economic and Social Prosperity are reflected in Costa Rica’s National 
Strategy for Cybersecurity. The policy’s general purpose is to enable growth of the 
country’s digital economy and resulting economic and social prosperity. Its objectives 
include promoting education, prevention and mitigation measures against the risks of using 
ICTs, in order to achieve a safer and more reliable environment for all inhabitants of the 
country. The Strategy provides guiding principles and strategic objectives to address digital 
security risk and fight cybercrime that include protecting human rights; empowering 
stakeholders; managing risk; and co-operating internationally.  

Costa Rica is developing a flexible national approach to digital security risks, under 
existing national frameworks and processes. MICITT is responsible for developing and 
promoting a cybersecurity strategy and for coordinating the implementation of a 
cybersecurity protocol in public institutions, as a subset of Costa Rica’s e-Government 
Strategy. The strategy plans that public institutions will maintain ownership for their digital 
security protocols, assisted by MICITT, helping to ensure that digital security measures are 
designed in a way that is appropriate to and commensurate with the risks faced. Costa Rica 
seems to be approaching the national strategy constructively with useful goals, such as 
starting with public sector digital security protocols and continuity plans. Costa Rica’s 
Strategy will ensure leadership at the highest level, and ensure participation by all sectors, 
beyond the telecommunications focus.  

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0415
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Recommendations 
• Continue to ensure awareness and understanding of digital security risk 

management by decision makers and policy makers. 

• Ensure the effective implementation of Costa Rica’s National Digital Security 
Strategy through inter-agency and inter-sector execution, coordination and 
monitoring.  

• Ensure there is an explicit budget for and staff allocations to enable the CSIRT-CR 
to develop and scale its operations. 
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5.  PROTECTION OF CRITICAL INFORMATION INFRASTRUCTURE  

5.1. Policy 

Costa Rica’s Cybersecurity strategy (see Section 4) contains a section on the protection of 
critical information infrastructure (CII). It underlines the priority of identifying critical 
infrastructures in the public and private sectors and plans the creation of a Commission 
made up of representatives from each of the public institutions and private entities 
identified as CII to develop policy to guarantee the continued operation and protection of 
these services.  

The Strategy highlights the key role of CII owners and operators in using specific 
frameworks to manage security risks e.g. in ICT goods and services procurement4; in 
creating control and access policies; and in addressing potential vulnerabilities. It also 
identifies the need for regulators in sectors classified as critical infrastructure to take on a 
more prominent role and to begin to define and dictate clear guidelines on cybersecurity, 
in the form of regulations, standards and best practices. The strategy says it will take into 
account international standards such as ISO 27001 and ISO 27002, NERC CIP-002-3 
through CIP-009-3, NIST Special Publication 800-82 and Critical Infrastructure 
Cybersecurity Improvement Framework. To mitigate security breaches, it also identifies 
the need for greater cooperation among operators of critical infrastructure – e.g. power 
plants and energy networks, finance and tax systems, healthcare, water, or transport, ICT 
service providers, system suppliers and the state.  

Legal and regulatory framework  
There are currently no legal provisions specifically on CII protection in Costa Rica. Laws 
detailed in Section 4 on the creation of the CSIRT-CR and on cybercrime are relevant to 
CII protection, as are the new “Computer Crimes Act” (Law N° 9048) and the updated 
Criminal Code (Section VIII Title VII) on Computer Crimes and Related Crimes. 

Responsibilities and powers 
The CII policy will be developed by the MICITT, which will be responsible for 
coordination with stakeholders to the extent of its capabilities and resources. Once CIIs are 
identified, the strategy plans for the creation of a Commission – composed of the MICITT 
and of representatives of the institutions and companies that manage critical infrastructure 
– to develop policies to guarantee the continued operation and stability of these services.  

The role of the CSIRT-CR is to coordinate cybersecurity among public and private actors; 
to promote and supervise public sector ICT security contingency plans; to promote research 
and training projects on ICT security; to coordinate with CII operators and other critical 
assets or essential services to ensure continuity plans are carried out; and to cooperate and 
coordinate with its international peers. The MICITT has provided additional funding and 
headcount for CSIRT-CR, which now counts four experts. Financing of CSIRT in the 2018 
budget is being considered. 

CII owners and operators are responsible for implementing CII policies.  
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5.2. Assessment and recommendations 

Recommendation of the Council on the Protection of Critical Information 
Infrastructures [OECD/LEGAL/0361]  
The recently adopted cybersecurity strategy recognises the need to protect critical 
information infrastructures (CII). A 2015 law created a Computer Security Incidents 
Response Team (CSIRT-CR) to develop the institutional capacity in Costa Rica to protect 
CII. The amended Penal Code criminalises cybercrimes such as sabotage and espionage 
and digital identities, personal data and the privacy of individuals online is protected by the 
personal data Law (Law No. 8968).  

Recommendations 
• Ensure there is an explicit budget for and staff allocations to enable the CSIRT-CR 

to develop and scale its operations (the recommendation is included also in the 
section on Digital Security Risk Management). 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0361
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6.  CRYPTOGRAPHY 

6.1. Policy 

Costa Rica currently has no cryptography policy and does not have plans to develop one. 
Cryptography is mainly used in the financial and the public sectors where there are limited 
policy and associated controls. Different products and services that require the use of 
cryptographic methods specify their own policies regarding algorithms risk and selection, 
cryptographic material protection and liability of users and administration. For example, 
the National Digital Certification System (SNCD) within MICITT has a Certificate Policy 
(CP) for the National Registered Certifying Hierarchy, which brings together the rules on 
using cryptography in digital certificates and digital signatures (2013). 

Legal and regulatory framework 
The Law No. 8454, Law of Certificates, Digital Signatures and Electronic Documents 
(2005) regulates digital signatures, which are one of the main uses of cryptography in Costa 
Rica. This Law gives digital signature the same value and probative efficacy of equivalent 
manuscript signatures (Articles 8, 9 and 10). Furthermore, the Law establishes that digital 
certificates can guarantee, confirm or technically validate the integrity, authenticity and 
non-alteration of documents in general (Article 11) and empowers the State, public 
institutions, and public and private companies, legal entities and individuals to establish the 
mechanisms of certification or validation that meet their needs (Article 12). To that end, 
they may use mechanisms of certification or validation that offer optimum safety: machine-
to-machine, person-to-person, program-to-program and their interrelationships, or systems 
of public key and private key, digital signature and other digital mechanisms. As such, this 
law contributes to promote trust in, and choice of, cryptographic methods. 

Executive Decree No. 33018, Regulation of the Law of Certificates, Digital Signatures and 
Electronic Documents (2006), establishes that digital certificates’ content, emission 
conditions, suspension, revocation and expiration must comply with the “INTE / ISO 21188 
Standard: Public Key Infrastructure for Financial Services – Policies and Practices 
Structure” according to the current version and policies issued by the “Directorate of 
Digital Signature Certifiers” (Article 5).5 In relation to certification bodies the Regulation 
establishes that to obtain the status of registered certification body, the applicant must 
possess technical and administrative competence assessed by the “Costa Rican 
Accreditation Entity” according to technical guidelines of Standard “INTE ISO / IEC 
17021: 2007 on Conformity assessment – Requirements for bodies providing audit and 
certification of management systems” (Article 11). As such, this law helps promote trust in 
and standards for cryptography.  

Law No. 8968, Law on the Protection of the Individual from the Processing of their 
Personal Data (2011) aims to ensure to any person respect for their fundamental rights, 
particularly their right to informational self-determination, in relation to their life or private 
activity and other personality rights. It also seeks to ensure the defence of liberty and 
equality with regard to processing of personal data. This law and its regulations establish 
legal and technical measures to ensure the transfer of personal data, so that the rights of 
citizens are respected and international trade not affected. This Law protects personal data 
and privacy. 
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Law No. 8642, the General Telecommunications Law (2008) establishes that public 
network operators and providers of telecommunications services available to the public 
must ensure communications secrecy, protect the intimacy and personal data of subscribers 
and end-users (Article 42). Operators and providers must take suitable technical and 
administrative measures to ensure the security of networks and services and must inform 
SUTEL and end-users upon becoming aware of network security risk. Operators and 
providers must ensure that communications and traffic data associated with them is not 
heard, recorded, stored, modified or controlled by third parties without consent, except with 
the appropriate judicial authorisation. 

Law No. 4573 (that adds Articles 196 bis, 217 bis and 229 bis to the Penal Code), Law to 
Repress and Punish Cybercrime, establishes prison penalties: i) for the person who 
discovers secrets or violates the privacy of another without consent; seizes, accesses, 
modifies, alters, deletes, intercepts, interferes, uses, disseminates or diverts from its 
destination messages, data and images content in electronic, computer, magnetic and 
telematics (from six months to two years); ii) if persons in charge of electronic, computer, 
magnetic and telematic supports carry out the actions described in the preceding paragraph 
(one to three years prison); iii) for altering data without authorisation and computer 
sabotage (one to four years in prison); iv) if the indicated behaviour impedes or disables 
the operation of a computer program, database or computer system (three to six years in 
prison); v) augmented if the computer program, database, or computer system hold public 
data (up to eight years). 

Judicial process in Costa Rica requires due process to access information of a private 
nature, thereby also supporting lawful access and liability. 

6.2. Implementation 

All individuals and entities in Costa Rica are free to develop, choose and use any 
cryptographic method and product and the government does not control imports or exports 
of such products. Public procurement computer systems use digital signatures as a 
mechanism for authentication. The government has established no cryptographic standard, 
even though institutions are able to use any. 

6.3. Assessment 

Recommendation of the Council concerning Guidelines for Cryptography 
Policy [OECD/LEGAL/0289] 
Costa Rica has no central cryptography policy. Cryptography in the public sector is used 
to secure certain elements of e-government services. Currently, the government does not 
limit, guide or promote the development, choice or use of cryptographic methods and 
products and does not control imports or exports of such products. Costa Rica has neither 
rules for lawful access to plaintext or cryptographic keys of encrypted data, nor rules on 
the liability of individuals and entities that offer cryptographic services or hold or access 
cryptographic keys.  

However, several laws and regulations associated with cryptography are aligned with the 
Recommendation. Law No. 8454, Law of Certificates, Digital Signatures and Electronic 
Documents (2005), helps promote trust in, and choice of, cryptographic methods. 
Executive Decree No. 33018, Regulation of the Law of Certificates, Digital Signatures and 
Electronic Documents (2006), helps promote trust in and standards for cryptography. Law 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0289
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No. 8968, Law on the Protection of the Individual from the Processing of their Personal 
Data (2011) protects personal data and privacy. Law No. 8642, General 
Telecommunications Law (2008) is aligned with data protection; as is Law No. 4573 (that 
adds Articles 196 bis, 217 bis and 229 bis to the Penal Code), Law to Repress and Punish 
Cybercrime. Judicial processes in Costa Rica support lawful access and liability. 
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7.  ELECTRONIC AUTHENTICATION 

7.1. Policy 

Costa Rica's policy for electronic signatures is established by the Law of Certificates, 
Digital Signatures and Electronic Documents (Law No. 8454) (2004) and associated 
regulations. The National Digital Certification System (SNCD) within MICITT has a 
Certificate Policy (CP) which brings together the rules on electronic certificates and digital 
signatures for the National Registered Certifying Hierarchy. 

Costa Rica aims to encourage the use of e-government, e-commerce and e-banking 
platforms by developing a digitally safe and legally valid electronic environment. The 
policy on e-signatures and e-authentication provides certainty on users' identity and on 
commitments by all parties, to improve the quality and efficiency of relations between 
government, companies and citizens.  

Legal and regulatory framework  
The Law of Certificates, Digital Signatures and Electronic Documents (Law No. 8454) of 
2005 provides the legal basis for the issuance and use of digital signature certificates in 
Costa Rica that:  

• Ensures that digitally signed electronic documents have the same legal value 
as documents with traditional handwritten signatures and that electronic 
documents have the same legal value as paper-based documents. 

• Requires entities that issue digital certificates to be registered with the 
Directorate for Digital Signature Certifiers (DCFD) of MICITT and to comply 
with safety operation standards.  

• Applies to all kinds of transactions and legal, public or private acts (unless 
otherwise provided by law, or unless the nature and particular business 
requirements are incompatible). 

• Expressly authorises the State and all public entities to use certificates, digital 
signatures and electronic documents within their respective areas of 
competence. 

• Contains specific mechanisms to recognise foreign digital certification 
mechanisms, including digital signatures (Articles 13 to 20).  

In addition, the Law of Approval of the Accession to the Convention Abolishing the 
Requirement for Legalisation of Foreign Public Documents, N° 8923 (2011), adopted the 
Apostille Convention that specifies the modalities through which a document issued in one 
of the signatory countries (including with the electronic apostille) can be certified for legal 
purposes in all the other signatory states. 

The Regulations to the Law of Certificates, Digital Signatures and Electronic Documents, 
Executive Decree N° 33018 (2006) and the Amendment to the Regulations to the Law of 
Certificates, Digital Signatures and Electronic Document, Executive Decree N° 34890 
(2008) complement Law No. 8454. They notably create an official multi-stakeholder body 
called the Policy Advisory Committee (CAP) to provide advice to the DCFD. The CAP 
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includes representatives from the National Chamber of ICT (CAMTIC) and public 
academic institutions, amongst others. 

Finally, the Presidential Guideline N° 067-MICITT-H-MEIC, Massification of 
Implementation and Use of Digital Signature in the Costa Rican Public Sector (2014), 
requires that every new e-government service created since the guideline was issued in 
2014 must implement a secure digital certificate based authentication method (Article 3). 

Responsibilities and powers 
The main entities involved in developing and implementing e-authentication policy in 
Costa Rica are: 

• MICITT provides leadership, through the Directorate for Digital Signature 
Certifiers (DCFD) of MICITT for e-signatures and for authentication based on 
digital certifications. MICITT is responsible for the development of e-signature 
policy, in collaboration with the Policy Advisory Committee (CAP). 

• The DCFD within MICITT is in charge of the implementation of nationwide 
policies and its enforcement, and also manages the National Root Certification 
Authority.  

• The Policy Advisory Committee (CAP) is an official multi-stakeholder body that 
advises DCFD in implementing policies. The CAP includes representatives from 
the National Chamber of ICT (CAMTIC) and public academic institutions, 
amongst others. 

• The Central Bank of Costa Rica (BCCR), which hosts the only recognised 
Certification Authority (CA) in the National Payments System (SINPE), issues 
and enforces policies regarding its own services. 

7.2. Implementation  

Costa Rica launched its Digital Certification System designed to promote safer online 
transactions in August 2009. The Central Bank of Costa Rica (BCCR) proceeded to issue 
digital signatures. The system’s main objectives are to increase the use of digital signatures 
in financial sector institutions and to develop applications that can use the certificates 
issued. The certificate issuance process includes information security professionals and 
lawyers, among others.  

Currently, the Central Bank of Costa Rica is a Certified Authority to issue digital signature 
certificates for individuals (CA SINPE – individual) and legal persons (CA SINPE- 
corporate entity), and it also provides time stamping services (TSA SINPE). The use of 
certificates strengthens online public sector services by ensuring safer online transactions. 
Characteristics of the system in place include: 

• Usability: the Certificate Policy (CP) requires that all certificate solutions have 
comprehensive mechanisms and user support to facilitate their adoption. 

• Fit for purpose: the CP establishes that certification authorities and similar bodies 
must adopt best practices regarding when to implement the solution.  

• Business continuity: the CP requires certification authority(ies) to have a Business 
Continuity Policy.  
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• Education and awareness: the DCFD continuously works on media campaigns and 
public activities to increase awareness and adoption. Established in the PNCTI. 

• Disclosure: the CP sets specific technical information disclosure requirements that 
certification authorities must comply with. 

• Complaints handling: Law No. 8454 requires that Certificate Authorities (CAs) 
respond to user complaints and these can be escalated to the DCFD.  

• Independent audit and assessments: Costa Rica is currently revising its policies 
regarding independent audit in accordance with its laws and regulations.  

• Cross-jurisdictional approaches: Relevant laws in Costa Rica cover foreign services 
recognition. 

• Standards: Costa Rica adopts international standards for every element of its 
solution, as established in the CP. 

Respective laws and regulation are implemented and enforced through the registration, 
approval process and audit activities executed by the DCFD.  

The DCFD works with public and private institutions to develop new e-government and e-
commerce solutions that implement digital certificates. The DCFD also promotes citizen 
adoption through public presentations throughout Costa Rica, through information on its 
website (http://mifirmadigital.go.cr, where the government notably lists the systems that 
accept digital signatures) and through online advertising campaigns in social networks.  

The Law contemplates cross-border agreements on the recognition of digital certificates. 
While such agreements have not yet been established by Costa Rica, the DCFD is exploring 
cross-border agreement opportunities through meetings with other digital certification 
authorities in the region, notably Brazil, Panama and Peru. 

7.3. Monitoring and evaluation 

Data is collected on the services that implement digital certificates, the number of citizens 
with digital certificates, and the percentage of public workers who have been trained to use 
digital signatures. Digital signature policy targets are defined in the STI National Plan 
2015-2021 (PNCTI) and the Ministry’s Annual Operative Plan. The achievement of e-
signature and e-authentication objectives is assessed by the MICITT Planning Office, by 
the Ministry of National Planning and Economic Policy (MIDEPLAN), and by the Office 
of the Comptroller General. 

7.4. Assessment  

Recommendation of the Council on Electronic Authentication 
[OECD/LEGAL/0353]  
Costa Rica has measures in place to foster the use of e-signatures and e-authentication 
methods. The government leads the adoption of e-signatures and e-authentication and raises 
awareness about the use of e-authentication methods, notably for e-government services. 
The legal and regulatory framework in place, and the practices established in the Certificate 
Policy of the National Digital Certification System (SNCD), are consistent with the 
principles of contained in the OECD instruments on electronic authentication, including: 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0353
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technological neutrality; sound business practices; business, legal and technical 
interoperability/ compatibility across borders; and awareness-building of all participants. 
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8.  SPAM 

8.1. Policy 

Costa Rica has a domestic framework covering spam and co-operates with foreign spam 
enforcement authorities.  

Legal and regulatory framework 
Costa Rica’s legal framework aims to protect citizens from unwanted or unsolicited 
communications by establishing the right to not receive unsolicited information, rules on 
the processing of personal data and considering spam-related conducts as computer-related 
crimes.  

• The General Telecommunications Law (Law No. 8642) regulates unrequested 
communications. Article 42 details clauses that are considered to be abusive. 
Article 44 establishes the right of citizens to not receive unsolicited information 
and requires that sending of information be suspended when citizens who had 
previously given their authorisation no longer wish to receive the communication. 

• The Law for Protection of the Person with Regards to the Processing of his or her 
Personal Data (Law No. 8968 – Ley de Protección de la persona frente al 
tratamiento de sus datos personales) provides the principles and regulation for 
personal data processing, which are violated by spam where contact details are used 
for purposes other than the transaction for which the data was collected. Law No. 
8968 requires that publicly available databases be registered with the Data 
Protection Agency (PRODHAB) and requires that sensitive data be protected. 

• The amended Costa Rican Penal Code (Law No. 9048) updates computer-related 
crimes, including phishing, installation of malicious software, spoofing of websites 
and computer espionage, which are activities often associated with spam. 

The following regulations are also in place:  

• The Regulation to the Law for Protection of the Person with regard to the 
Processing of his or her Personal Data, Executive Decree 37554-JP. 

• The Regulation on Measures to Protect the Privacy of Communications, Executive 
Decree 35205-MINAE. 

• The Regulation of Credit and Debit Cards, Executive Decree 35867-MEIC, has a 
chapter that sets rules on the right to data protection of users of financial services. 
Article 23 establishes the rights of access, rectification, and cancellation. Article 24 
sets the procedure for rectification and deletion of data users of financial services, 
and Article 25 provides for the possibility for cardholders to refuse advertising 
issued by credit and debit card issuers. 

The Executive Decree of 25 October 2017 containing a partial reform to the Regulations 
of the Law on the Promotion of Competition and Effective Consumer Protection (Law 
No.7472) prohibits businesses from sending unsolicited electronic communications by any 
means. It requires that traders develop and implement effective and user-friendly 
procedures for consumers to choose whether they want to receive commercial messages or 
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not, and when they choose not to receive them, to respect their decision immediately. The 
Decree stipulates that for a commercial communication not to be considered unsolicited, 
the consumer must have expressed consent before receiving communications.  

The Decree also establishes a coordination mechanism for spam between the DAC and the 
Superintendence of Telecommunications (SUTEL), according to which SUTEL may refer 
to the CNC cases where there are signs of a business being liable for issuing unsolicited 
communications or for the automatic or misleading subscription of goods or services 
without the express consent of the consumer (except in the case of operators or providers 
of telecommunications services).  

The goal of these anti-spam regulations is to constitute a comprehensive antispam policy 
that covers telecommunication service operators, telemarketing and online marketing 
service providers and direct selling companies that use this type of practices. In addition, 
SUTEL is working on the approval of a Regulation for User Protection that includes 
provisions related to unsolicited communications sent by operators or providers of 
telecommunications services. 

PRODHAB, SUTEL, the Supreme Court of Justice, the Consumer National Commission 
(CNC), consumer associations, and the private sector enforce the spam policy in Costa 
Rica.  

8.2. Implementation and enforcement 

SUTEL enforces spam policy using a complaint procedure described in Articles 47 and 48 
of the Law No. 8462 vis-a-vis telecommunications operators. In that case, consumers may 
request to remove their names from database and stop any kind of undesired 
communication. 

Moreover, the Costa Rican governmental agencies co-operate with private sector entities 
to protect consumers in relation to spam, for example through joint training activities with 
business sector entities and credit bureaus. 

International co-operation  
Costa Rica co-operates and exchanges information with foreign Spam enforcement 
authorities through international fora including the Ibero-American Network of Data 
Protection, the International Consumer protection and Enforcement Network (ICPEN) and 
the Central American Council of Consumer Protection Agencies (CONCADECO). 

Challenges 
From the perspective of the protection of personal data, policies are supported by different 
sources of national legislation but require further development, particularly in relation to 
coordination between the government and the parties involved.  

Until October 2017, there was no efficient and expeditious mechanism in Costa Rica to 
withdraw from unwanted communications, for example when a consumer previously 
accepted or requested communications but no longer wishes to receive them. This is 
expected to change with the recent Executive Decree containing a partial reform to the 
Regulations of the Law on the Promotion of Competition and Effective Consumer 
Protection. 
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8.3. Monitoring and evaluation  

PRODHAB monitors the implementation of personal data protection policy, including 
aspects related to spam, by collecting information on the number of registered databases of 
personal data and the number of claims filed. Based on this information, the Agency 
prepares monthly and annual assessment reports aiming to improve the policy.  

8.4. Assessment  

Recommendation of the Council on Cross-Border Co-operation in the 
Enforcement of Laws against Spam [OECD/LEGAL/0344]  
This instrument under the joint responsibility of the Committee on Digital Economy Policy 
(CDEP) and the Committee on Consumer Policy (CCP). The implementation of this 
Recommendation by Costa Rica is thus also discussed in the separate report on Consumer 
Policy in Costa Rica.  

Costa Rica’s policy to combat spam has been until recently limited to issues that are treated 
within the context of privacy and data protection in Costa Rica, with cross-border 
enforcement co-operation on spam limited to cases that involve the violation of privacy or 
data protection rights and co-operation with private sector entities to combat spam possible 
but not formalised.  

A new Decree that entered into force on 25 October 2017 prohibits businesses from 
sending unsolicited electronic communications and requires that they develop and 
implement effective and user-friendly procedures to allow consumers to choose whether 
they wish to receive commercial messages. It is expected to help ensure comprehensive 
antispam policy in Costa Rica. 

  

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0344


38 | DIGITAL ECONOMY POLICY IN COSTA RICA 
 

      
  

9.  DECLARATIONS ON THE INTERNET AND DIGITAL ECONOMY  

9.1. Policy 

Several priorities of the Declaration for the Future of the Internet Economy (Seoul 
Declaration) and the Declaration on the Digital Economy: Innovation, Growth and Social 
Prosperity (Cancun Declaration) are highlighted in Costa Rica’s National 
Telecommunications Development Plan (PNDT) issued in 2015. The PNDT aspires to 
“transform Costa Rica into a connected society, based on an inclusive approach to the 
access, use and appropriation of information and communications technologies in a safe, 
responsible and productive manner.” The PNDT has three pillars: i) digital inclusion – 
universal access, universal service and solidarity of telecommunications and ICT projects, 
as well as improved quality of telecommunications services provided to the public, 
including expanding the supply of affordable and innovative services; ii) digital economy 
– creating an enabling environment that allows convergence towards digitisation and 
associated innovation; and iii) transparent and electronic government, including digital 
security issues.   
Several policy areas covered by the Declaration for the Future of the Internet Economy (the 
Seoul Declaration) [OECD/LEGAL/0366] and the Declaration on the Digital Economy: 
Innovation, Growth and Social Prosperity (Cancún Declaration) [OECD/LEGAL/0426] are 
discussed in other sections of this report, including the sections on broadband development; 
public sector information, ICTs and the environment, the Internet policy making principles, 
privacy, digital security risk management, the protection of critical information 
infrastructure, the protection of children online, as well as in a separate report on Consumer 
Policy in Costa Rica.  

The present section therefore focuses on providing an overview of Costa Rica’s policies to:  

• stimulate digital innovation and creativity (a recommendation contained in both 
the Seoul and Cancun Declarations);  

• develop skills to participate in the digital economy and spur employment 
opportunities created by the digital economy (a recommendation contained in the 
Cancun Declaration);  

• ensure that the Internet economy is truly global (a recommendation contained in 
the Seoul Declaration). 

The Vice Ministry of Telecommunications of the Ministry of Science, Technology and 
Telecommunications (MICITT) coordinates, guides and formulates specific policies for 
promoting and encouraging the development of science and technology in general, to 
guarantee the right of citizens to telecommunications services access, as well as monitoring 
and evaluating of the National Telecommunications Development Plan. In addition, 
MICITT financially supports scientific and technological activities that contribute to 
scientific and technical exchanges with other countries, or are linked to national 
development objectives. MICITT has been granting stimuli and financial incentives to 
private and public, national and foreign actors, and higher education centres including 
universities to increase Costa Rica’s S&T capacity.  

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0366
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0426
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In addition, the Regulatory Authority for Telecommunications (SUTEL) promotes 
competition in telecommunications markets. The Ministry of Economy, Industry and Trade 
(MEIC) develops regulatory economic and social policies to protect consumers and 
encourage competitiveness in the market. The Ministry of Foreign Trade (COMEX) 
designs policies regarding international trade and to promote the participation of Costa 
Rican businesses in the Internet economy through international trade agreements.  

Institutions in the public sector form alliances to implement policies with other 
organisations which, although private, have a public purpose. These include the Costa Rica 
Investment Promotion Agency (CINDE) and the Costa Rica Export Promotion Agency 
(PROCOMER). The former has a leading role in attracting services and high technology 
firms to invest in Costa Rica – including those that are part of the Internet economy – and 
the latter has functions to promote exporting industries, such as all those businesses that 
seek to export to participate in the Internet economy.  

Non-governmental stakeholders, including businesses and civil society, play an important 
role in fostering an innovative digital economy in Costa Rica. CAMTIC, accelerators, and 
investment funds – altogether constitute an increasingly flourishing ecosystem for digital 
innovation in Costa Rica. 

9.2. Implementation  

Digital innovation and creativity  
The two main types of policies to promote digital innovation and creativity in Costa Rica 
are those that facilitate business operations and are those that promote innovation in 
technology firms.  

In order to facilitate business operations: 

• Costa Rica has sought to strengthen the business environment related to the digital 
economy through regulatory improvements. A notable reform underway is the 
digitalisation and simplification of administrative procedures for businesses. The 
implementation of CrearEmpresa (CreateCorporation) early 2012, a digital system for 
the registration of legal entities, marked an important milestone to simplify procedures 
to start a business. CrearEmpresa acts as a one-stop single window interconnecting all 
government agencies involved in business registration. Registering a company in 
Costa Rica now takes one hour instead of several days and four steps have been 
grouped into a single one. 

• MEIC has also been taking actions to digitalise procedures. For instance, the E-
Regulation Program (Costa Rica Facilita Negocios – Costa Rica Facilitates Business) 
is a digital platform that summarises the steps investors must follow to start a business 
in Costa Rica. It was launched in 2010 with the financial support of the United Nations 
Development Program (UNDP) and the government of Luxembourg as well as the 
technical assistance of the United Nations Conference on Trade and Development 
(UNCTAD). Other relevant initiatives include improving tax collection and the 
establishment of a single window for foreign trade called VUCE (Ventanilla Única de 
Comercio Exterior). 

• The implementation of the Electronic Payments National System (SINPE) by the 
Costa Rica’s Central Bank also facilitates business, by allowing for real time digital 
money transfers, including from one phone number to the other (even with accounts 
in different banks). Digital money transfers in Costa Rica grew five-fold over the past 
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six years, reaching CRC 137 billion (nearly USD 252 million) in 2015 according to 
the Financial Entities Regulatory Body, SUGEF.  

To promote innovation in firms:  

• The Program on Innovation and Human Capital for Competitiveness (Programa de 
Innovación y Capital Humano para la Competitividad) funded by the Inter-American 
Development Bank has, since 2013, stimulated productivity growth by supporting 
innovation and strengthening human capital in strategic sectors. It is administered by 
MICIT, with the support of COMEX. The programme aims to stimulate innovation in 
Costa Rican companies and to foster entrepreneurship based on new technologies, by 
offering technical assistance to small and medium enterprises (SMEs) and 
technologically-based entrepreneurs and co-financing SME or entrepreneur innovation 
projects.  

• In terms of international trade policy, Costa Rica has sought to include electronic 
commerce in its trade commitments. For instance, it has supported the development of 
an e-commerce discussion agenda at the World Trade Organization (WTO) and a 
moratorium stating that WTO Members will not impose customs duties on electronic 
transmissions.  

Developing skills 
Strengthening and developing ICT skills is one of the goals of the PNDT through its ‘digital 
literacy’ module. Actions to implement this goal include training people who have not 
previously used the Internet, in co-operation with local communities; helping people to 
make effective, advanced and secure use of the Internet; encouraging young people to study 
for ICT-related professions; and promoting life-long learning in the digital environment.  

Ensuring that the Internet Economy is Truly Global  
Costa Rica also has policies in place that aim to ensure that the Internet Economy is truly 
global. For example, the PNDT’s Digital Inclusion axis supports expanded access to the 
Internet and related ICTs and the development of enhanced services for people with 
disabilities and special needs. In addition, an important focus of e-commerce chapters of 
trade agreements is to promote cross-border co-operation and information exchange 
between governments in the areas of cybersecurity, combating spam, as well as protecting 
privacy, consumers and minors. 

Facilitate convergence 
It should also be noted that Costa Rica encourages the adoption of the IPv6 through goals 
of the PNDT and through Guideline N° 049-MICITT, which sets deadlines for the 
implementation of Internet protocol IPv6 in the Costa Rican public sector. Other Costa 
Rican initiatives in this area are detailed in the Section on Broadband Development. 

9.3. Monitoring and evaluation 

The PNDT and the PNCTI are monitored by the Ministry of Science, Technology and 
Telecommunications (MICITT). The PND is monitored by MIDEPLAN. The Budget and 
its relation to the execution of goals is monitored by the Ministry of Finance.  
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9.4. Assessment  

Declaration for the Future of the Internet Economy (The Seoul Declaration) 
[OECD/LEGAL/0366] and Declaration on the Digital Economy: Innovation, 
Growth and Social Prosperity (Cancun Declaration) [OECD/LEGAL/0426] 
Costa Rica adhered to the Seoul Declaration on 16 October 2013, and to the Cancun 
Declaration on 23 June 2016. The STI National Plan 2015-2021 (PNCTI) and other 
programmes foster innovation and creativity in the development, use and application of the 
Internet and strengthening human capital and entrepreneurship in digital technologies. 
Developing skills to participate in the digital economy is a priority for Costa Rica’s PNDT 
through its Digital Inclusion axis. Confidence and security are strengthened through Costa 
Rica's policies on personal data protection and on digital security risk management. Costa 
Rica's broadband policy facilitates the convergence of digital networks, devices, 
applications and services. Policies for consumer protection, including in 
telecommunications markets, are evaluated by the Committee on Consumer Policy on 
Consumer Policy in Costa Rica. 

 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0366
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0426
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10.  PUBLIC SECTOR INFORMATION 

10.1. Policy  

Two main policy strands frame access to and use of public sector information (PSI) – the 
strong commitment to open government and related open government data, and 
counterbalancing privacy and personal data protection. Although Costa Rica has no explicit 
policy for PSI, a Draft Laws on Access to Public Information (N° 20.361) is in the 
Parliamentary process.  

The basis for policy development in Costa Rica is the National Development Plan 2015-
2018 (PND, Plan Nacional de Desarrollo “Alberto Cañas Escalante”).6 The Third Pillar 
of the PND defines the Open Government National Strategy (ENGA, Estrategia Nacional 
de Gobierno Abierto).7 Open government data is a feature of the Transparency and Public 
Information Access axis of the ENGA; this aims to implement a transparency culture and 
guarantee access to public information as a human right.  

The PND defines national priorities and goals for boosting economic growth and quality 
employment; combating poverty and reducing inequality; and open, transparent 
government that fights corruption. It aims at moving towards a society based on equity, 
knowledge, innovation, competitiveness, transparency and sustainable development. 
Sectorial strategies comprise: Labour and Social Security; Human Development and Social 
Inclusion; Health, Nutrition and Sports; Education; Housing and Human Settlements; 
Culture and Youth; Agricultural and Rural Development; Public Finance, Monetary and 
Financial Supervision; Economy, Industry and Trade; Foreign Trade; Tourism; Transport 
and Infrastructure; Science, Technology and Telecommunications; International Policy; 
Environment, Energy, Seas and Territorial Ordering; and Citizen Security and Justice. 

The ENGA was further elaborated in 2017 with the Executive Decree on Open Data 
N° 40199-MP8 and the associated Open Data Guideline N° 074-MP, and the Executive 
Decree on Transparency and Access to Public Information N° 40200-MP-MEIC-MC9 and 
the associated Transparency and Access to Public Information Guideline N° 073-MP-
MEIC-MC. 

Regulation of access to public information is distributed in different regulatory bodies in 
accordance with Articles 27 and 30 of the Political Constitution.10 Article 27 guarantees 
the freedom to request, in individual or collective form, information from any public 
servant or official entity, and the right to obtain prompt resolution. Article 30 guarantees 
free access to administrative departments for information on matters of public interest. 
State secrets are excluded. 

Open government: Costa Rica joined the Open Government Partnership (then called the 
Alliance for Open Government) in 2012. In 2015 the government and the Civic Network 
for Open Government (Red Ciudadana por un Gobierno Abierto) established the National 
Commission for Open Government (CNGA, Comisión Nacional de Gobierno Abierto).11 
This permanent Commission is presided by the Minister or Vice Minister of the Presidency, 
and membership comprises the Ministers or Vice-Ministers of: Science, Technology and 
Telecommunications, National Planning and Economic Policy, Finance, and Peace and 
Justice; two civil society representatives; one representative of the National Council of 
Rectors, and one representative of the Costa Rican Union of Chambers and Associations 
of the Private Business Sector (UCCAEP). Participating members are renewed every two 
years. The CNGA began meeting in August 2015 and the Open Government Action Plan 
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is in force since October 2015. Various agencies within the Judiciary are responsible for 
compliance, including the Supreme Court of Justice, the Supreme Council, the 
Accessibility Commission and the Technology Management Committee. PSI is not 
separately distinguished. PSI policy is generated from the Open Government strategy and 
commitments. 

The CNGA itself aims to: “Promote Open Government principles in the Costa Rican public 
administration, principles manifested in: improving transparency levels, guaranteeing 
democratic access to public information, promoting and facilitating citizen participation 
and promoting the generation of work spaces for collaboration between institutions and 
citizens, through innovation and taking advantage of facilities provided by Information and 
Communication Technologies (ICT).” 

According to Article 30 of the Constitution, the areas covered comprise the complete range 
of administrative information necessary for government functioning: “Free access to 
administrative departments for purposes of information on matters of public interest is 
guaranteed. State secrets are excepted.” This provides for access to, among others, 
information gathered in the different national archives, court records, files from the prison 
system, the Social Security Fund, National Statistical System, general control and 
supervision of institutions, and tax information. Nevertheless key areas for PSI access and 
use are not included, for example: geospatial data, cadastral data, meteorological data, 
scientific and technical data and similar operational data, as well as digital content, for 
example archives, libraries, museums, and works of art in the public domain. 

There are currently two ways of accessing Open Government Data: request information 
from the CNGA through gobiernoabierto@presidencia.go.cr; or through the mechanism 
established in Executive Decree N° 40200-MP-MEIC-MC where institutions appoint an 
Information Access official responsible for receiving, managing and responding to 
inquiries within ten working days, in accordance with the General Public Administration 
Law. Costa Rica is also appointing a National Commission on Open Data, which will 
provide a third mechanism for data requests. All differ in coverage from public sector 
information. 

Personal data protection: Counter-balancing protection of personal data is well 
developed, but its’ aim is different from guaranteeing access to, and use of, public sector 
information. Protection of personal data is established in Law No 8968.12 The Law on the 
Protection of Personal Data, No 8454, established the Personal Data Protection Agency 
(PRODHAB). The Agency’s attributions are detailed in Article 16, points A-J. PRODHAB 
has a “passive” function, i.e. it reacts in specific cases where personal data privacy is 
compromised, and does not have “active” functions for Public Sector Information. The 
2017 Decree N° 40200-MP-MEIC-MC (Article 17) lists public information that is 
accessible. 

Legal and regulatory framework  
ENGA is the major element in Costa Rica’s approach to PSI. The ENGA resulted from a 
collective process to consolidate and operationalize a network of institutional and civil 
society Open Government reformers. In conjunction with the CNGA this network 
implements policies, projects and actions, and the Strategy’s priority goals for central 
government.  

ENGA’s legal and regulatory goals and actions include: 

mailto:gobiernoabierto@presidencia.go.cr
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• Open Data Policy. To establish the technical and regulatory basis for open data, 
including: frequent publications, technological neutrality, data interoperability and 
communication strategies, and to establish formats and minimum content 
standards, which guarantee user access and comprehension.13 

• To bring to adoption a draft Law on Transparency and Access to Public 
Information (No 20.361). This is broader than the 2017 Executive Decrees, and it 
proposes to make it mandatory for municipalities and autonomous and semi-
autonomous institutions to apply the Executive Decree on Open Data N° 40199-
MP. The updated Law of Access to Public Information N° 20.361 expands on Draft 
Law No 19.113.  

• Transparency and Access to Public Information. The Executive Decree on 
Transparency and Access to Public Information N° 40200-MP-MEIC-MC 
guarantees the right to access public information. 

• Information Directory of public institution profiles. The aim is to develop an 
interactive platform to provide updated information on public institutions in a 
comprehensive manner. 

• Designing a pilot plan for document management and file administration. The 
aim is to implement a single pilot plan for document management and file 
administration in the National Filing System. 

• Public Sector Transparency Index (Ombudsman’s Office). The index gives an 
overview of public sector website transparency including open information access, 
accountability and citizen participation. 

The initial Draft Law on Transparency and Access to Public Information (No 19.113) was 
based on a proposal of the civil society “Integral Costa Rica” (Costa Rica Íntegra). The 
text was further developed by the CNGA sub-commission on Transparency and Access to 
Information (see below) and through public consultation. The draft is now in the Legislative 
Assembly. 

The Minister of Communications and the Minister of the Presidency are promoting an 
updated Law of Access to Public Information (Ley de Accesso a la información Público, 
N° 20.361). After review of Draft Law N° 19.113, the new bill includes modifications 
thought necessary by the CNGA and additions to the previous bill. It has been presented to 
the Legislative Assembly after CNGA review and consultations. 

The main points of difference are that Bill N° 20.361:  

• Establishes additional principles on the human right of access to public information. 

• Expands the list of public information that is mandatorily published from 13 to 19 
elements to increase institutional transparency and accountability. This expansion 
is aligned with the Public Sector Transparency Index implemented by the 
Ombudsman's Office and responsibility for ensuring publication of this information 
is assigned to the Ombudsman’s Office. 

• Includes the following articles: 

‒ Assistance to people with access barriers, including language, motor, 
physical, cognitive, visual, auditory barriers. 

‒ Deadlines to respond to requests for information. 
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‒ Ways to provide this information. 

• Excludes the guarantor body established by Bill N° 19.113, as it required the 
creation of an organisational structure and human, infrastructural, material and 
technological resources for its effective operation, which would be difficult given 
the current fiscal and political situation. 

Responsibilities and powers 
Open government and open government data policy is led by the Ministry of the Presidency 
(Deputy Ministry for Political Affairs and Citizen Dialogue) and the Legislative Assembly. 
Implementation and enforcement are led by the Ministry of the Presidency and the 
Legislative Assembly, in conjunction with the Constitutional Chamber, Comptroller 
General and PRODHAB. 

The Open Government National Strategy is based on wide consultation with civil society, 
academia, private enterprise and public institutions, and experts engaged in the construction 
and evaluation of policy.  

CNGA responsibilities: The CNGA has a clear set of policy goals and responsibilities as 
outlined in sections 1.1 and 1.1.1 above (see Executive Decree No 38994, and Draft Laws 
No 19.113 and 20.361). The CNGAs functions laid out in Article 4 are to:  

• Propose policy, guidelines, strategies and action plans. 

• Promote Open Government culture and education in citizens. 

• Propose an evaluation methodology for adoption and promotion of Open 
Government. 

• Support institutions building norms for adoption and promotion of Open 
Government. 

• Coordinate actions for the implementation of Open Government principles in 
public management. 

• Propose methodologies and follow-up instruments for action plans. 

• Track the implementation of Open Governments commitments in action plans. 

• Issue technical and evaluation reports on implementation progress of action plans. 

• Promote the approach and exchange between diverse national actors. 

• Develop relations with international organisations promoting and implementing 
Open Government. 

• Coordinate projects and activities and create synergies and cooperation. 

• Promote instances that develop knowledge and management capacities for Open 
Government. 

• Create sub-commissions for specific activities and purposes. 

• Collaborate in establishing the technological support architecture for Open 
Government. 

Civil society responsibilities and powers: Civil society, academic and business sectors 
are part of the CNGA and participate in CNGA sub-commissions. Civil society 
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representatives pass a selection process and approval by the CNGA to participate. Sub-
commissions cover: Transparency and access to information; Fight against corruption; 
Citizen participation; Territory Development; and Systems and Platforms. 

The Sub-commission on Citizen Participation. The sub-commission disseminates 
information on the importance of Open Government and undertakes training activities. Its 
main commitments are: i) Training for public officials in citizens’ assistance, by 
constructing the theoretical input and methodology for public officials’ workshops and 
coordinating workshops with relevant Ministries and institutions (through 2016 over 75 
public officials were trained, and 50 were scheduled for training in September 2017); ii) 
Dissemination of citizen participation policy; and iii) Dissemination through development 
of material and communication online, through campaigns in social networks, information 
stands in conferences, fairs, etc. 

Protocol for dialogue with sectors and citizens. The protocol will be launched through 
an Executive Decree that is being in prepared.14 

Various groups of individuals or representatives of different sectors have also met to co-
create the Action Plan. A general consultation was published in the Official Gazette (La 
Gaceta) and uploaded to the Open Government website to broaden observations and 
comments. 

10.2. Implementation 

Laws and regulatory measures 
The main instruments enabling access to public information are the ENGA and the time-
bound Open Government Action Plan in force since October 2015, in conjunction with the 
CNGA. Strengthened protection of private personal data is the counterbalance, via the 
PRODHAB. 

The rights and responsibilities and perimeters of action of these initiatives are being tested 
in the Constitutional Chamber. For example, appeals on the grounds of unconstitutionality 
have strengthened the tight of access to public information and clarified and delimited its 
scope.  

PRODHAB has also achieved important clarifications of its responsibilities. The Costa 
Rican legal system must first question or prosecute PRODHAB’s criteria, and, once 
administrative procedures are exhausted, they can be reviewed by the Constitutional 
Chamber. An example is whether cases for the protection of personal data should go first 
to PRODHAB. The Chamber concluded that PRODHAB is a rapid, timely and specialised 
mechanism to guarantee citizen rights in relation to their life or private activities and other 
personal rights, as well as for the automated or manual treatment of corresponding data.15 

Other legal instruments covering access to information include: 

• Political Constitution of Costa Rica, Articles 27 and 30 guarantee that people 
have free access to information on matters of public interest. (See sections 1.1. and 
1.1.1 above.) 

• General Telecommunications Law (Ley General de Telecomunicaciones) N° 
8642 Article 33 stipulates that national telecommunication policies must 
incorporate a digital agenda, “as a strategic element for generating opportunities, 
increasing national competitiveness and enjoying the benefits of the information 
and knowledge society, which in turn contains a digital solidarity agenda that 
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guarantees these benefits to vulnerable populations and reduces the digital 
divide.”16 

• Law of Protection of Citizens on Excessive Requirements and Administrative 
Procedures (Ley de Protección al Ciudadano del Exceso de Requisitos y Trámites 
Administrativos) N° 8220 aims to facilitate streamlining and simplification of 
procedures in public institutions.17 

• Law of Protection of the person from the processing of their personal data (Ley 
de Protección de la Persona frente al Tratamiento de sus Datos Personales) N° 
8968. Article 1 states: This law […] aims to ensure any person, regardless of 
nationality, residence or domicile, respect for their fundamental rights, particularly 
their right to informational self-determination in relation to their life or private 
activity and other personal rights and the defence of freedom and equality with 
regard to automatic or manual processing of the data from the person or their 
property. (See also section 1.1 above.) 

National plans also provide a framework for open government data policies:  

• National Development Plan 2015-2018 (PND) sets the development of a 
government  that is transparent and closer to citizens, with the vision of government 
working closely with civil society. 

• National Telecommunications Development Plan 2015-2018 has a vision of 
“Transforming Costa Rica into a connected society with an inclusive approach to 
access, use and appropriation of information and communication technologies in 
a safe, responsible and productive manner.”18 

Enforcement 
Although there are currently no laws or regulations directly supporting access to, and use 
of, PSI, the current policy framework aims to strengthen accountability, citizen 
participation and transparency to promote the culture of access to information and facilitate 
the fight against corruption. The Open Government National Strategy is designed to build 
on and enhance this framework. Enforcement is via the Constitutional Chamber, 
Comptroller General of the Republic,19 and PRODHAB, and in 2014 the Presidential 
House and Legislative Assembly introduced new legal provisions clarifying the 
information that can be legally released.20 After joining the Open Government Partnership 
in 2012 the first action plan committed to strengthening access to information, and the 
current Open Government National Strategy aims at further strengthening openness and 
access.  

PSI: Since July 2014 the Government has promoted a Draft Law on Transparency and 
Access to Public Information in the Legislative Assembly that has been revised and 
expanded in the draft Law N° 20.361 now being actively promoted by the Ministry of 
Communications. 

Non-regulatory measures  
The framework for open government data is led by the government in conjunction with 
civil society, academics and business, for example, through the CNGA, its Sub-commission 
on Citizen Participation and other sub-commissions, and all are participating in Open 
Government and Data non-regulatory initiatives. 
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Implementation, including non-regulatory measures 
Government entities. The Open Government National Strategy created a “Reformers 
Network” of central government and public institution officials who are the direct links to 
the Strategy. These officials are guaranteed participation in CNGA sub-commissions. 
There are currently 38 institutions in the Network, including Ministries (14), the Central 
Bank, the judiciary, Ombudsman, state instrumentalities, the National Institute of Learning 
(INA), and the Municipality of Palmares. 

Variations across government. Open government implementation varies greatly, 
depending on awareness of the issue, human and technological resources, entity size and 
structure, and budgetary capacity. One of the highest levels of open data implementation 
so far is the Judicial Branch’s Open Justice program, which it committed to in 
October 2013, and claimed to be a world first. The open justice public policy was launched 
in 2016 in cooperation with ECLAC, with principles of transparency, participation and 
collaboration, with civil society taking an active role in policy construction. A Congress on 
Open Justice was held end-November 2016, and nationwide tours and online consultation 
initiated. 

Institutions with higher levels of open data implementation include: 

• Legislative Assembly 

• Ombudsman of the Inhabitants 

• Comptroller General of the Republic 

• Some local governments (municipalities). 

Institutions with room for improvement include: 

• Central government 

• Judicial Branch  

• Autonomous institutions 

• Public enterprises. 

Promotion to business and citizens. One of the ENGA’s main focuses is citizen 
participation, promoting Open Government through constant communication between 
citizens, business and government institutions. The CNGA was formed with public, 
academic, civil society and private business to build the National Strategy. The private 
sector has actively participated, with CNGA representation from the Costa Rican Union of 
Chambers and Associations of the Private Business Sector (UCCAEP).  

Encouraging public-private partnerships. Public-private partnerships are encouraged 
through the CNGA. Collaborative projects are being promoted in areas including 
improvement and optimisation of information management processes, technical 
cooperation, and promotion of information reuse, but no results are available on the 
outcomes of these initiatives. There are no initiatives to encourage cross-border access to 
and use of government data. 

Data access and asset lists. The Strategy’s goal is that data and information from all public 
institutions will be in a single open data portal at http://gobiernoabierto.go.cr/ organised by 
the Deputy Ministry of Political Affairs and Citizen Dialogue. This also acts as an asset 

http://gobiernoabierto.go.cr/
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list.21 However, public institutions are invited but not obliged to join, and so far only some 
data is found at this portal. 

Access conditions. Non-discriminatory access and competitive access conditions are taken 
into account in a normative framework for access, and from the viewpoint of human rights 
to access. As an example, it has been proposed that it not be required to provide a copy of 
personal identity documents for access to public information and for other public processes, 
only to show the original ID. In addition, technological neutrality and scalability are being 
incorporated into open data access. 

Complaints and appeals. The Law on the Regulation of the Right to Petition (Ley de 
Regulación del Derecho De Petición) N° 9097, 14 March 2013, regulates appeals 
regarding access to public information. Article 12 states that citizens have a right to appeal 
to the Constitutional Court. Appeals do not require a lawyer.22 There are no official data 
available on numbers of appeals or their success rate. 

Licensing and charges. There is currently no licensing, but it is included in the Open Data 
National Policy propositions in 2017 (see Decrees above). Costa Rica does not charge for 
providing PSI. It is expected that there will be no charges included in the Draft Laws 
(No 19.113 and N° 20.361) when finalised. 

Copyrights to facilitate re-use. Open access is under consideration with established 
parameters for using public information in accordance with attribution and sharing rights. 
This approach is in the current legal framework, Law N° 6683.23 Nevertheless, the role of 
copyrights in PSI policy is problematic and needs to be comprehensively addressed to cover 
content in public museums, archives, libraries, galleries, etc. 

Government costs and revenues. The cost of provision of public data and information is 
not budgeted separately; it is included in regular budgets. However, the government is 
aware that it is necessary to define policy and provide guidance in cases where institutions 
incur higher costs to provide requested information. There are no government revenues 
from provision of open government data.  

Technology, integrity and availability of data. Information is not yet codified, but 
codification and standardisation are part of the Draft Laws (No 19.113 and N° 20.361). 
Regarding integrity, payroll information comes directly from INTEGRA and financial 
information from SIGAF information systems of the Ministry of Finance, and extracting 
information directly from these systems ensures integrity.  

The Presidential website includes a Transparency section where proceedings, Executive 
Guidelines, Presidential and general reports are freely available. The administration plans 
to release travel reports, payrolls and former officials’ cessation reports.24 Other institutions 
of importance for transparency include:  

• Comptroller General: Projects include: publication of institution budgets and an 
information platform on public resources (“Do you know how your money is 
spent?”). The Comptroller participates in the Transparency Institutional Network 
organised by the Ombudsman and in other auditing activities. 

• Ombudsman’s office: Working on transparency, including elaborating the Public 
Sector Transparency Index and maintaining the Transparency Institutional 
Network. Responsibilities are being expanded in Draft Law N° 20.361.  

• National Archive General Directorate: Promotes the digitisation of institutional 
information.  
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• Attorney General: Mainly in charge of ethics principles that must be respected in 
the public sector. 

Interoperability. Currently there are no standardised publication formats, or integrated 
technology platforms for information systems and information provision, but they are 
included in the Draft Laws (No 19.113 and N° 20.361). It is expected that standards will be 
established to allow interoperability of information systems between and within public 
institutions, and to enable technologies to be used cost-effectively, efficiently and safely.25 
The government is considering establishing general platform parameters to facilitate the 
inclusion of new information technologies. 

Digitisation of PSI/content. Government-sponsored digitisation will be considered in 
policy development. 

Monitoring and evaluation 
The Ministry of National Planning and Economic Policy (MIDEPLAN) is responsible for 
designing, monitoring and evaluating the National Development Plan, including Open 
Government, using an indicator-responsible-timeline model. Reports are provided to 
MIDEPLAN six-monthly and to the Open Government Partnership annually. The ENGA 
has developed an assessment matrix and implementation, monitoring and evaluation 
indicators for Transparency and Access to Public Information, jointly designed with civil 
society, academics, private industry and public institutions. These are available on the 
Strategy’s website.26 Eight projects are monitored on a permanent basis:  

1. Open Data Policy 
2. Decree on transparency and access to public information 
3. Progress with the draft laws on access to public information 
4. Information directory of public institution profiles 
5. Design of the pilot plan for document management and file administration 
6. Strengthening implementation and enforcement of Law N° 8220 – Law of 

Protection of Citizens on Excessive Requirements and Administrative Procedures 
7. Inventory and promotion of technological platforms for development of Open 

Government 
8. Public Sector Transparency Index of the Ombudsman’s Office.  

With the introduction of the Executive Decrees in 2017, the government is working with 
institutions on fulfilling the Ombudsman’s Transparency Index, containing more than 150 
indicators.27 

Data and indicators 
Indicators focus on inputs rather than on outputs and key performance indicators. Input-
side indicators include Strategy Fulfilment, Tracking Implementation, Completion 
Percentage, and Monitoring Action Execution. Policy targets and indicators are defined and 
outlined in the ENGA Transparency and Access to Public Information Axis.28 The 
Ombudsman’s Office has developed and implemented the Public Sector Transparency 
Index, a representative and much-used indicator.29 The ENGA evaluation is also 
available.30 

Policy improvement 
The ENGA assessment matrix enables improvements to operational parameters including: 



DIGITAL ECONOMY POLICY IN COSTA RICA | 51 
 

      
  

• Timeline adjustment 

• Accountability 

• Setting responsibility 

• Process feedback 

• Execution and proposal optimisation. 

No data are available on whether improvements are achieved and on the impacts of policy 
improvement.  

10.3. Assessment and recommendations 

Recommendation of the Council for Enhanced Access and More Effective Use 
of Public Sector Information [OECD/LEGAL/0362] 
Costa Rica is planning public sector information (PSI) policy with a draft Law on Access 
to Public Information (File No 20.361) pending. The two policy strands framing PSI policy 
are the Open Government Strategy and free access to open data, and counterbalancing 
protection of privacy and personal data. However, information coverage in the Strategy is 
more limited than in comprehensive PSI policy, and is based on access to public interest 
administrative information, rather than on economic re-use of all public sector information 
and content, transparency and fair competition. A single government open data portal is 
functioning but is not adequately filled, enforcement rules are general, clarification of 
copyright treatment necessary, and there is little evaluation of the Strategy’s effects and 
performance indicators are mainly inputs. PSI policy also lacks elements such as trained 
public servants and an institutional culture to make PSI readily available, budgets, 
technological tools, and public-private partnerships to develop and exploit public data. 
Open Government efforts are a partial solution, but the time frame to develop PSI policy 
remains undefined and information access regulations are still perceived sectorially. 

Recommendations 
• Develop and implement a comprehensive PSI policy covering all public sector 

information and content to reap the associated economic and social benefits. 

• Implement the single government data portal and pro-actively encourage the 
administration, autonomous institutions and public enterprises to populate it. 

• Address the role of copyrights, particularly to cover content in public archives, 
libraries, museums, and galleries, and encourage Costa Rica to consider ways to 
implement Open Creative Commons kinds of copyright and intellectual property 
regimes that facilitate re-use and make works widely accessible and usable by the 
public. 

• Encourage an evaluation culture and monitor policy and guidelines regularly and 
consistently using output-based key performance indicators.  

  

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0362
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11.  INFORMATION AND COMMUNICATION TECHNOLOGIES (ICTs) 
AND THE ENVIRONMENT 

11.1. Policy 

Costa Rica is planning its first policy on green ICT. Costa Rica has been leading on ICTs 
and the environment in Central America but it does not have an established public policy 
specifically in this domain. However, private initiatives such as Smart and Green Costa 
Rica (Costa Rica verde e inteligente”) hosted by the Costa Rican Chamber of Information 
and Communication Technologies (CAMTIC, Cámara Costarricense de Tecnologías de 
Información y Comunicación) support and encourage the use of environment-friendly 
information technologies. 

In terms of policy development, the ICT and Environment Commission31 was created in 
2016 as part of the Presidential Social Council (Consejo Presidencial Social) with two main 
tasks: to collaborate in the execution of the environmental and ICT goals in the 2015-2021 
National Telecommunications Development Plan (PNDT),32 and to analyse and propose a 
national roadmap in this domain. As the policy is in planning, it is too early to outline future 
policy changes. 

Legal framework 
General policy framework  

Although Costa Rica has no specific policy for ICTs and the environment, a comprehensive 
general policy framework is in place. Obligations on environmental issues and ICTs are 
binding according to Article 129 of the Political Constitution, and the Public 
Administration General Law (Ley General de Administración Pública) Law N° 6227, 
establishes the hierarchy of all rules/regulations. The regulatory domain is defined by the 
regulations and other written or unwritten acts emanating from relevant public bodies. 

The goals in the PNDT related to the Energy and Environment National Plan (Plan 
Nacional de Energía y Ambiente) and the PNDT itself are binding at budgetary level, 
according to Article 4 of Law on the Financial Administration of the Republic and Public 
Budgets (Ley de la Administración Financiera de la República y Presupuestos Públicos) 
Law N° 8131. 

In addition, the functions of Rector of environment are granted to the Minister of 
Environment and Energy through Articles 2 and 4 of the Executive Decree N° 38536-MP-
PLAN, Organic Regulations of the Executive Branch (Reglamento Orgánico del Poder 
Ejecutivo). It gives authority to the President of the Republic together with the Rector 
Minister to coordinate, articulate and conduct the activities of each sector in accordance 
with the National Development Plan (PND), and to coordinate, monitor and evaluate the 
results of the activities undertaken by sectoral institutions to implement sectoral, regional 
and institutional public policies. In certain matters of special interest to the State, the 
Rectory of the Executive Power may be extended to the private sector. 

Finally, judgments, decisions and jurisprudence of the Constitutional Chamber of the 
Supreme Court of Justice are binding erga omnes (towards all), according to Article 13 of 
the Constitutional Jurisdiction Law (Ley de la Jurisdicción Constitucional) Law N° 7135, 
in its Decision N° 3309-94 of 5 July 1994, which states: “(...) the reform (to Article 188 of 
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the Political Constitution) made it constitutionally possible to submit autonomous entities 
in general to the national planning criteria, and in particular, to submit them to general 
directives dictated by the Executive Branch or by Central Administration bodies.” 

Detailed political and legal frameworks 

Currently there are detailed political and legal frameworks relevant to ICTs and the 
environment, and for example, the PNDT includes specific goals for other ministries to 
undertake projects related to innovation and ICTs to benefit the environment (see below).  

The Law for Comprehensive Waste Management, Law Nº 8839 of 13 July 2010, established 
the principle of “Extended producer responsibility”. Producers or importers are responsible 
for the product throughout its lifecycle, including post-industrial and post-consumer 
phases. This principle applies only to wastes requiring special handling, including 
electronic wastes.33 

State institutions have various mechanisms to make national environmental information 
available. In particular the National Environmental Information System, SINIA, was 
established under the responsibility of the National Geo-Environmental Information Centre 
(CENIGA, Centro Nacional de Información Geoambiental), Ministry of Environment and 
Energy (MINAE, Ministerio de Ambiente y Energía). CENIGA had identified improved 
institutional capacities as being necessary to streamline information flows. Article 1 states: 
“…The National Environmental Information System constitutes the official platform for 
institutional and sectorial coordination and connection of the Costa Rican State to 
facilitate the management and distribution of knowledge regarding national environmental 
information.”34 

ICT and environment-related policies in other policy domains include: 

• Energy policy. The National Energy Plan 2015-2030 includes ICT-related 
elements.35 The Plan includes low-emission power supply, respecting sustainable 
development and balancing economic, environmental and social objectives, and 
covers, inter alia, guidelines for the transportation sector to promote efficient and 
cleaner public transport, fostering the use of alternative fuel, and improving energy-
use and pollution standards for new and used imported vehicles. A specific example 
includes strengthening the National Network for Air Quality Monitoring and better 
use of data to improve public policies (Objective 5.1), and using technologies to 
reduce environmental impacts of the public vehicle fleet (Objective 5.2). 

• Environment policy. Costa Rica has policies to encourage the use of digital 
technologies with low environmental impact, including regulations to promote the 
use of shared resources and Cloud Services (MICITT, Guideline N° 046-H-
MICITT).  

Responsibilities and powers 
As described in section 11.1, policy for ICTs and the environment is in its early stage in 
Costa Rica, but it is expected that policy will be driven and monitored by the multi-
stakeholder ICT and Environment Commission. The government is planning to develop a 
common understanding on issues including: the direct effect of ICTs on the environment; 
potential and benefits of ICTs for the environmental sector; and the potential and benefits 
of ICTs to change environment-related social and cultural behaviour.36 Roles related to 
implementation, evaluation and enforcement of ICT and environment policy and the role 
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of non-governmental stakeholders, business and civil society will be decided during policy 
development.  

The National Telecommunications Development Plan has a specific goal that all 18 
Ministries shall have an ICT use and/or innovation project for the benefit of the 
environment and that this will be monitored by MICITT. Each Ministry must define and 
develop projects that best suit their needs. 

11.2. Implementation37 

1 – Co-ordinating ICT, Climate, Environment and Energy Policies 
Policy is driven and monitored by the interagency ICT and Environment Commission led 
by the Executive Branch. Policy coherence is ensured by the Ministry of Environment and 
Energy as Rector responsible for coordination of policy development, and decisions are 
taken by consensus. 

The Minister of Environment and Energy issues regulations, guidelines, circulars and other 
internal acts to the Ministry and to other public entities in the fields of environment and 
energy. The provisions of Article 28 of the Public Administration General Law N° 6227, 
and Articles 2 and 4 of Executive Decree N° 38536-MP-PLAN, Organic Regulations of 
the Executive Branch, give the power to the President and the Rector Minister to coordinate 
and conduct joint activities in each sector. 

Article 2 of the Organic Law of the Ministry of Environment and Energy (Ley Orgánica 
del Ministerio de Ambiente y Energía) Law Nº 7152, gives competence to the Ministry to 
formulate, plan and implement policies for natural resources, energy, mining and 
environmental protection, and for management, control, enforcement, promotion and 
development in these fields. MINAE also conducts and supervises research, technical 
explorations and economic studies of sectorial resources. 

2 – Adopting Life Cycle Perspectives 
Wastes and their life cycle are addressed by the Law for Comprehensive Waste 
Management, Law Nº 8839, which provides a detailed and interrelated set of regulatory, 
operational, financial, administrative, educational, planning, monitoring and evaluation 
actions for waste management from generation to final disposal. For electronic waste, 
Executive Decree N° 35933-S, Regulations for Comprehensive Electronic Waste 
Management, establishes mechanisms for users, producers and managers to work in an 
articulated manner once equipment is considered waste.38  

The Regulations also created the National System for Comprehensive Electronic Waste 
Management (SINAGIRE, Sistema Nacional para la Gestión de Residuos Electrónicos) 
and the Executive Committee for Comprehensive Electronic Waste Management 
(CEGIRE, Comité Ejecutivo para la Gestión Integral de Residuos Electrónicos). CEGIRE 
implements good practices and the ICT life cycle concept in pursuit of environmental 
improvement. CEGIRE and the Ministry of Health are coordinating to develop and 
implement the information system for the quantification of electronic waste collection and 
management, recycling activities, etc., but there are no data on quantities and impacts yet. 

3 – Supporting Research and Innovation in Green Technologies and Services 
MICITT does not have dedicated programs for long-term research in green technology and 
services as such. However the last two National Science and Technology Plans have had 
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annual calls for research on these topics. For example, the 2016 calls included funds for 
renewable energy development, and the National Plan of Science, Technology and 
Innovation 2015-2021 includes technology development of the Smart Power Grid; large 
scale energy storage technologies; research related to transport dynamics and development 
of alternative fuels; and efficient use of biomass and hydrogen. The MICITT has also 
provided financial support to research projects such as the “Atlas of Living Costa Rica”, 
and improving agricultural processes and the sustainable water use (see Recommendation 
9 below).  

The main public energy company, the Costa Rican Institute of Electricity, has an Energy 
Efficiency Lab39 and research programs in biofuels,40 solar energy and alternative energy 
sources. CIVCO, a research centre of the Technological Institute of Costa Rica, has 
undertaken research in green building technologies since 2001 with different programs and 
patents.41 The National Energy Plan 2015–2030 includes R&D on non-conventional 
renewable energies under strategic objective 7.3 “Diversifying the energy matrix”. 

In 2015 Costa Rica approved a Decree on the National Policy of Sustainable Public 
Purchasing, the main objective being to foster the production of innovative goods and 
services with better economic, environmental and socially responsible performance. This 
regulation is in its early stages, and includes research and the creation of a National 
Commission with high-level representatives.42 

The ICT and Environment Commission will also support environmental research, e.g. in 
universities.  

4 – Developing Green ICT Skills 
Costa Rica’s education system favours technical education and training responding to the 
demands of the productive sector. This system fosters the development of skills whether in 
a job or for the unemployed aiming for reinsertion into the labour market. Mechanisms are 
being developed to enable development of skills in green technologies for municipal 
technical staff and in general as part of the policy implemented through universities and the 
National Learning Institute (INA, Instituto Nacional de Aprendizaje). 

The education of technicians takes place either through the Ministry of Public Education 
(MEP) or INA. MEP Technical Vocational Education includes theoretical and practical 
training in a technical field to obtain a middle level technician diploma. Technical training 
for specialised technicians is provided by the INA and to a lesser extent private companies 
and organisations. 

In 2007, MEP created the Technology Resources Office on Education (DRTE) to oversee 
the introduction and/or use of ICT in the education system, and ICT is included in the 
national curricula as part of the MEP Institutional Strategic Objectives, 2015-2018. The 
DRTEs National Program on Mobile Technologies (Programa Nacional de Tecnologías 
Móviles) “Tecno@prender” (PNTM) has also been developed to support educational goals 
through mobile technology. 

INA has an environmental policy, approved by the Board of Directors 20 September 2010 
(Resolution N° 143-2010-JD, amended 16 January 2012 by Resolution N° 004-2012-JD). 
INA is aiming to achieve Environmental Management System (SGA) ISO 14001 
certification, covering both administrative and management support and Vocational 
Education and Training Services (VETS), as part of steps to become a sustainable 
institution and in compliance with the Strategic Institutional Plan (PEI, Plan Estratégico 
Institucional) objective 6.43  
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To implement the SGA, INA has formed 17 Environmental Subcommittees covering the 
12 Technological Training Services Units, nine Regional Units and 54 INA Training 
Centres, developed documents and procedures in the Quality Information System, and 
established the following environmental commitments: 

• Air management (Climate change): Sensitise INA’s population in air pollution 
issues, carbon neutrality and the inventory of institutional emissions. 

• Water management: Responsible use of water resources and management of 
liquid waste. 

• Soil and solid waste management: Promote separation and treatment of solid 
waste. 

• Energy management: Responsible use of energy and technologies that reduce 
electricity consumption. 

• Goods acquisition (Sustainable procurement): Analysis and inclusion of 
environmental criteria in institutional goods acquisition. 

With implementation of the SGA, resource use in INA’s facilities was reduced by 1-5% in 
2015.44 In 2016 there were reductions of 3.3% in transport fuel, and 6% in petrol and 69% 
in acetylene in fixed uses, offset by significant increases in diesel fuel and LPG gas 
consumption in fixed uses (65% and 75% respectively). Electricity, water and paper 
consumption were reduced by 0.3%, 9% and 12% respectively. In addition, INA has 
implemented an Environmental Indicators Information System to meet the Regulations for 
Development of Institutional Environmental Management Programs and support 
ISO 14001 certification.  

Finally, since 2010 INA has issued guidelines on VETS design and development, in which 
strategic units must incorporate green jobs and environmental sustainability as keystones 
in all labour market needs assessments, design and adjustments. In 2016 there were 11 192 
graduates for ICT-related occupations, but numbers specifically related to green ICTs are 
not collected.  

5 – Increasing Public Awareness of the Role of ICTs in Improving 
Environmental Performance and 6 – Encouraging Best Practice) 
Costa Rica is developing public policy for ICT and the environment based on three pillars. 
The first is focused on the promotion of research and is undertaken with the academic 
community. The second is focused on capacity building and is undertaken with the National 
Learning Institute, INA. The third is based on information to the public and consumers 
about the use of technology and its potential to improve environmental performance and is 
being undertaken by the MICITT, MINAE, municipalities and other actors. Under the 
PNDT, all 18 Ministries must implement an environmentally beneficial ICT use and/or 
innovation project. 

Costa Rica has also promoted a culture of sustainable development in legislation, 
businesses and citizen behaviour. One mechanism has been the creation of voluntary 
programs for companies and institutions that seek to improve environmental performance. 
These programs include:  

1. Carbon Neutral Country Programme. By June 2017, 85 institutions were 
certified by this program. 
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2. Environmental Acknowledgment System (Sistema de Reconocimientos 
Ambientales). This recognises organisations that have triggered a significant 
change in the national environmental field, contributing to reaching the goals of the 
National Development Plan and long-term sustainable development, covering four 
areas: clean production, eco-efficiency, social responsibility, and environmental 
entrepreneurship. 

3. Ecological Blue Flag Program (Programa de Bandera Azul Ecológica). Local 
Committees are encouraged to promote resource efficiency and reduce negative 
environmental impacts, such as GHG emissions. In 2016, 4 976 Local Committees 
inscribed and 3 051 (61.3%) obtained the Blue Flag. 

4. Tourism Sustainability Certificate. Awarded in six categories: hotels, tour 
operators, restaurants, theme parks, car rentals and marine tour operators. By May 
2017, 370 tourism organisations were certified.  

Costa Rica has also mandated that every institution in the public sector shall implement the 
Institutional Environmental Management Program (PGAI, Programa de Gestión 
Ambiental Institucional), fostering an integrated waste management approach, efficient use 
of energy resources and use of cleaner technologies in Public Administration (see below 
Recommendation 7 – Governments leading by example). 

In 2016 MICITT provided scholarships to Costa Rican college students and faculty to 
attend the World Information Technology Forum (WITFOR 2016) in San José, initiated by 
the International Federation for Information Processing (www.witfor2016.org). It brought 
together representatives of governments, academia, industry and associations, to discuss 
proposals to reach UN sustainable development goals and improve global conditions: 
reducing poverty and hunger; achieving universal education; promoting gender equality; 
ensuring environmental sustainability; and combating diseases and reducing mortality. 

MICITT is also developing campaigns to create awareness of the importance of managing 
electronic waste as part of the migration from analogue to digital television. 

7 – Governments Leading by Example 
The government has been taking concrete actions on environmental issues. The public 
sector has implemented the Institutional Environmental Management Program (PGAI) as 
established by Executive Decree Nº 36499-S-MINAET (municipalities have followed 
based on article 28 of Law Nº 8839), as well as Regulations for the Development of 
Institutional Environmental Management Programs in the Public Sector. 45 Specifically, the 
regulation addresses the requirement of Article 28 of Law N° 8839 for Comprehensive 
Waste Management, which outlines the responsibility to create environmental management 
systems in institutions, public companies and municipalities. (See Detailed political and 
legal frameworks and Recommendation 2). 

Costa Rica has promoted teleworking in three executive decrees and action plans, and 
public institutions are instructed to take environment-friendly technologies such as cloud 
services into account. As a result, teleworking adoption is higher in the public sector than 
in private companies: 46 

• 29.7% of public institutions applied teleworking in August 2016. 

• In institutions applying telework, 53% of teleworkers are in professional positions, 
18% each in administrative and technical positions, and 11% in headquarters. 

• There were approximately 2 500 public employees teleworking in March 2017. 

http://www.witfor2016.org/
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• Telework is most frequently for two or three days a week. 

A survey by “Business pulse” in the 4th quarter 2016 showed that only 21% of 400 private 
companies interviewed apply telework. 

8 – Improving Public Procurement 
Environmental aspects have an important role in public procurement. Public sector 
procurement and contracting are regulated by Executive Decree N° 39310-H-MINAE-
MEIC-MTSS of the Ministries of Finance (MINAE), Economy, Industry and Trade 
(MEIC), and Labour and Social Security (MTSS).47 This decree aims to stimulate, through 
State purchasing power, the production of innovative and improved environmentally and 
socially responsible goods and services. The Ministry of Finance and MICITT also 
introduced public Guideline N° 046-H-MICITT on the importance of ICTs and the work 
of the State in its implementation, based on the principles of efficient use of resources and 
more effective implementation. 

In assessing tenders and direct bids Ministries must give a 20% premium to products that 
incorporate integrated waste management criteria in their useful product life cycle.48 For 
electronic waste management, see also above, 11.1 Legal Framework, Recommendation 2 
– Adopting Life Cycle Perspectives, and Recommendation 7 – Governments Leading by 
Example. For Regulations for the Development of Institutional Environmental 
Management Programs, see Recommendation 7 – Governments Leading by Example. 

9 – Encouraging Measurement 
The government encourages the development of ICT applications for measuring and 
monitoring environmental challenges in government and non-government organisations. 
MICITT provides financial support to research projects such as the “Atlas of Living Costa 
Rica” (CRBio 2.0). The associated web site (www.crbio.cr) provides free access to 
information on the biodiversity of Costa Rica and related research, education and 
sustainable development. The database comprises over six million records of specimens 
collected or observed in Costa Rica by scientists from 169 institutions and 34 countries. 
The portal uses and adapts free software developed by the Atlas of Living Australia and 
the Global Biodiversity Information Facility (GBIF, www.gbif.org).  

The GBIF is the most important global biodiversity informatics initiative, the outcome of 
a 1999 recommendation of the Biodiversity Informatics Subgroup of the OECD 
Megascience Forum. Costa Rica is a founding member since 2001and CRBio was initially 
created as the Costa Rican GBIF node. Under the leadership of INBio (the National 
Biodiversity Institute) Costa Rica has played a very active role in the GBIF at scientific, 
technical and capacity-building levels. The head of the Costa Rican delegation chaired 
GBIF’s Scientific Committee 2007-2009, and chaired the Outreach and Capacity Building 
Subcommittee 2001-2005. Additionally, members of the Costa Rican delegation lead 
GBIF-sponsored mentoring programs to establish biodiversity ICT platforms in Peru, 
Nicaragua, Argentina, Benin and Chile. 

Finally, MICITT has a permanent Program for Innovation with the production sector to 
spread best practices, including in ICT. The work to improve agricultural processes and 
sustainable water use are good examples of using ICT to deal with the challenges in 
monitoring and managing natural resources. 

In terms of ICT measuring and monitoring, Costa Rica has established the institutional 
framework and is consolidating the National System of Environmental Information 

http://www.gbif.org/


DIGITAL ECONOMY POLICY IN COSTA RICA | 59 
 

      
  

(SINIA) in accordance with the National System of Statistics. The SINIA receives 
environmental information from systems established for specific issues. 

11.3. Monitoring and evaluation 

The process to create a green ICT policy has started and the government is gathering 
information and revising national environmental policies to facilitate this process. 

10 - Setting Policy Targets and Increasing Evaluation 
As Costa Rica does not yet have a green ICT policy, data and indicators have not yet been 
developed to measure policy effectiveness. No data has been provided on the effectiveness 
of various sub-strands of policy, e.g., the application of the electronic waste management 
regulation (Recommendation 2), or green ICT-related education and training outcomes 
(Recommendation 4).  

Costa Rica has established the institutional framework and is consolidating the National 
System of Environmental Information (see Recommendation 9). Nevertheless the country 
should enhance its capacities to generate a broader range of high-quality indicators to 
measure the performance of environmental policies. To this end, the government is working 
to modernise the system’s communications platforms and will publish the first Report on 
the State of the Environment to raise awareness and facilitate the use of environmental 
information in decision-making. 

11.4. Assessment and recommendations 

Recommendation of the Council on Information and Communication 
Technologies and the Environment [OECD/LEGAL/0380] 
Costa Rica has no specific policy for green information and communication technologies 
(ICTs), but has a range of actions and plans related to the Recommendation, reflecting 
Costa Rica’s highly developed pro-active government role in environmental and 
biodiversity protection. An over-arching policy on ICTs and the environment is being 
developed, some elements are in place and there are specific actions covering aspects of 
recommendations 1-8 of the Recommendation. Nevertheless there is limited or no data 
provided on the extent to which life cycle approaches have been adopted, the success of 
electronic waste recycling, and the extent to which green jobs and occupations and training 
have been developed. Furthermore, more specific use of ICTs and concerted approaches to 
spreading information on best practice and benefits could be undertaken and the potential 
environmental benefits be more explicitly recognised.  

Recommendations 
• Develop a comprehensive policy for ICTs and the environment, building on 

frameworks already in place.  

• Extend existing government initiatives to increase public awareness of the role of 
ICTs in improving environmental performance and encourage wider sharing of best 
practices for ICTs and the environment. 

• Develop key indicators and data collection to monitor and evaluate interactions 
between ICTs and the environment, including key areas such as teleworking, 
public procurement, waste management, training and skills.   

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0380
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12.  PRIVACY 

12.1. Policy  

The objective of Costa Rica’s privacy policy is to guarantee to everyone, regardless of 
nationality, residence or domicile, respect for their right to information self-determination 
in relation to their life or private activity and other personality rights, as well as the defence 
of their freedom and equality with respect to the automated or manual processing of the 
data corresponding to their person or property. Costa Rica seeks to balance its vision of a 
flexible and efficient system that allows the country to be competitive in the age of big data 
while at the same time being protective of personal data.    

Legal framework 
Costa Rica’s Law on Personal Data Protection (Law No. 8968) of 2011 provides the main 
legislative framework for personal data protection in Costa Rica. It aims to ensure respect 
for people’s fundamental right to information self-determination, i.e. the right to control 
the flow of information concerning each person and prevent discrimination. Law No. 8968 
provides the general data protection regime for Costa Rica, applicable to the automated or 
manual processing of personal data by public or private parties in Costa Rica and to any 
type of subsequent use of these data. It creates a national register of databases operating in 
the country; defines rights for data subjects and provides protection mechanisms; contains 
restrictions for processing of sensitive data; provides a set of duties for data controllers and 
processors; and establishes a set of main principles: lawfulness, purpose limitation, consent, 
data quality, transparency, limited access, security, confidentiality.  

Law No. 8968 established the Data Protection Agency of Inhabitants (PRODHAB) as 
Costa Rica’s main enforcement agency for personal data protection. The Agency must 
maintain a list of regulated databases and all information needed to effectively enforce 
personal data protection rules; resolve claims of violations of personal data protection 
standards and order that data violating personal data protection rules be erased, rectified, 
completed or amended; levy sanctions; contribute to the development of regulations on 
personal data protection; develop the necessary instructions for public institutions; and 
build awareness by inhabitants of their rights concerning processing of their personal data.  

In 2012, Costa Rica enacted Regulations to the Law on protection of the individual from 
the processing of personal data. The first Regulations to the Law on the Protection of the 
Individual from the processing of their personal data were created by Executive Decree N° 
37554-JP, in force since 2013. In December 2016, the Regulations were reformed by 
Executive Decree No. 40008-JP to clarify text and simplify procedures. Bylaw No. 8968, 
on how to act regarding the processing of personal data, has been in force since 2014.  

• Collection Limitation Principle: Article 4 of Law No. 8968 establishes the 
right to information self-determination, allowing everyone to control the flow 
of information concerning their person. Article 5 contains the Principle of 
Informed Consent, whereby data can only be processed on the ground of prior 
and informed consent in writing. Consent can be revoked in the same way.  

• Data Quality Principle: Article 6 of Law No. 8968 contains the Data Quality 
Principle, establishing that personal data may only be collected, stored or 
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processed, when such data is current, truthful, accurate and appropriate for the 
purpose for which it was collected. 

• Purpose Specification Principle: Article 5.1 b of Law No. 8968 specifies the 
obligation, when personal information is requested, to inform the data subject 
of the purposes of the personal data collection beforehand in an express, precise 
and unambiguous way. 

• Use Limitation Principle: Article 5.2 of Law No. 8968 (on granting of 
consent) establishes that the data processor must obtain the express consent of 
the data subject. This consent must be in writing, either in a physical or 
electronic document and may be revoked in the same way, without retroactive 
effect. Express consent is not required when: a warrant is issued by a competent 
judicial authority or a resolution is adopted by a special commission of inquiry 
in the Legislative Assembly in the exercise of its office; the relevant data is of 
a public nature, or; the data must be delivered on constitutional or legal 
grounds. 

• Security Safeguards Principle: Article 10 of Law No. 8968 establishes that 
the data controller must take the necessary technical and organisational 
measures to ensure the security of personal data and prevent tampering, 
accidental or unlawful destruction, loss, or unauthorised access.  

• Openness Principle: Article 12 of Law No. 8968 establishes that data 
processors (natural and legal persons, public and private, that have in their 
functions the collection, storage and use of personal data), can issue and 
register with the PRODHAB protocols setting out the steps to be followed in 
the collection, storage and handling of personal data, in accordance with the 
rules provided by law.  

• Individual Participation Principle: Article 7 of Law No. 8968 guarantees the 
right of every person to access their personal information without delay and 
free of charge and to obtain rectification and updating or erasing of their 
personal data when they have been treated in violation of the provisions of Law 
No. 8968. The rectification, updating or erasing of personal data must take 
place within five working days of the reception of the request by the data 
controller. Article 13 plans that persons can also use a simple and fast 
administrative procedure before the PRODHAB for acts that violate their 
fundamental rights. PRODHAB can order, ex officio or at the request of a 
party, that data be erased, rectified, completed or amended when these 
contravene the rules on protection of personal data. 

• Accountability Principle: Article 31 of Executive Decree No. 37554-JP 
establishes the obligations for persons responsible for personal data treatment. 
Law N° 8968 plans a sanctioning procedure. 

• Part Three. Implementing Accountability: Article 12 of Law No. 8968 and 
Article 32 of Executive Decree N° 37554-JP, establishes that persons that have 
functions of collection, storage and use of personal data must issue a privacy 
management programme or “protocol” setting rules for the collection, storage 
and handling of personal data, in accordance with Law No. 8968.   
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• Basic Principles of International Application: Free Flow and Legitimate 
Restrictions: Costa Rica does not restrict transborder flows of personal data, 
except in the case of sensitive data.  

• National Implementation: Law No. 8968 protects privacy, establishes 
PRODHAB as a privacy enforcement authority, provides reasonable means for 
individuals to exercise their rights, sanctions failures to comply with laws 
protecting privacy, includes education and awareness raising, ensures that there 
is no unfair discrimination against data subjects, considers the role of relevant 
actors.  

• International Co-Operation: Costa Rica has started to take measures to 
facilitate cross-border privacy law enforcement co-operation and to 
establishing procedures to cooperate internationally. 

Responsibilities and powers  
PRODHAB has full responsibility and authority to develop national privacy policies and 
ensure compliance with the rules on data protection. PRODHAB is an independent agency 
under the Ministry of Justice and Peace whose responsibilities includes registering and 
accessing databases, resolving claims, imposing sanctions for violations of the rules on 
protection of personal data, and providing guidelines to public institutions on how to handle 
personal data (see Box 12.1 for full description). 

PRODHAB may penalise violations of personal data protection rules with: for minor 
offenses, fines of up to five times the monthly base salary49; for serious offenses, five to 
twenty monthly base salary; and for very serious offenses, fifteen to thirty monthly base 
salary and 6-month suspension of database operation.  

 

Box 12.1. PRODHAB Responsibilities (per Article 16 of Law No. 8968)  

• Ensure compliance with the regulations on data protection, both by private individuals 
or legal entities, and by public entities and bodies.  

• Keep a record of regulated databases, with information disclosures provided by database 
administrators.  

• Access regulated databases to effectively enforce personal data protection rules.  
• Resolve claims of infringement of personal data protection rules.  
• Order suppression, rectification, addition or deletion of information contained in files 

and databases that contravene personal data protection rules.  
• Impose sanctions on persons that violate personal data protection rules, and transfer to 

the Public Prosecutor’s Office those that may constitute a crime.  
• Promote and contribute to the drafting of regulations to implement personal data 

protection rules.  
• Issue the necessary guidelines, which should be published in the Official Gazette (La 

Gaceta), in order for public institutions to implement adequate procedures regarding the 
handling of personal data.  

• Build knowledge among inhabitants of their rights concerning the collection, storage, 
transfer and use of their personal data.  
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In addition, it should be noted that the Judicial Branch has a specialised group called the 
Computer Crime Section that carries out investigations on cybercrime issues, including 
those that are related to data protection.  

Non-governmental stakeholders, notably business, academia and civil society, play an 
important role in policy development in Costa Rica. In particular, the PRODHAB 
encourages the participation of specialised technical sectors for the development of new 
regulations. Every legislative act is subject to a public consultation period and comments 
must be taken into account before enactment. Moreover, non-government stakeholders can 
promote or request non-regulatory norms or standards on privacy and data protection, for 
example by INTECO, Costa Rica’s National Standardization Institute and other similar 
entities.  

12.2. Implementation  

PRODHAB is developing a methodology to fully enforce, conduct interventions and audit 
the use of personal data. The methodology will be published in the Agency’s Strategic Plan 
that is expected to be published by late 2017, and that will include the goals, objectives, 
and work plan for the next five years. In addition, the Agency has continued to train public 
entities, public officials, and citizens, and has launched a media plan in this first half of 
2017. 

Non-regulatory measures 
PRODHAB considers that education of companies and users to develop a culture of privacy 
is essential. The Agency builds awareness among citizens and business of their rights and 
responsibilities concerning the collection, storage, transfer and use of their personal data. 
The Agency trains public entities, public officials and citizens, including through lectures 
and conferences. In 2016, the Agency focused on educating and assisting local 
governments. The focus in 2017 is on building co-operation with the consumer protection 
agency and with the ombudsman. PRODHAB launched a media plan in the first half of 
2017 to build awareness of data protection and privacy. These activities are supported by 
business sector and public institutions. 

Enforcement 
Privacy and data protection policy is enforced judicially and by the PRODHAB, which 
resolves claims for violation of personal data protection rules and to safeguard the rights of 
individuals (Article 24), and can dictate precautionary measures (Article 25) and impose 
sanctions (Article 28).  

Between mid-2014 and early 2017, PRODHAB had 150 cases brought by citizens covering 
inappropriate use of personal data in a large range of situations; such as financial products, 
hospitals, or lotteries. A majority of the claims reportedly relate to financial products.  

PRODHAB is developing a methodology to fully enforce, conduct interventions and audit 
the use of personal data. The methodology is expected to be published in the Agency’s 
Strategic Plan late 2017, which will include PRODHAB’s goals, objectives, and work plan 
for the next five years.  
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Cross border co-operation 
With regard to cross border co-operation for privacy and data protection enforcement, 
PRODHAB is a member of the Ibero-American Data Protection Network (Red 
Iberoamericana de Protección de Datos) and participates in international privacy 
conferences. Costa Rica plans to take actions to sign the Convention for the Protection of 
Individuals with regard to Automatic Processing of Personal Data of the Council of Europe 
and is also interested in joining the Global Privacy Enforcement Network (GPEN).  

Costa Rica also recent ratified the “Convention on Cybercrime” (known as the Budapest 
Convention), that in some cases is relevant to privacy protection. Costa Rica’s efforts to 
combat fraudulent and deceptive commercial practices across borders is discussed in the 
separate report on Consumer Policy in Costa Rica that notes the challenge that Costa Rican 
investigators face to reliably obtain timely and relevant information from their foreign 
counterparts and from the private sector. In this sense, the recent ratification of the 
Budapest Convention is expected to improve Costa Rica's ability to obtain evidence in data 
protection investigations that have a criminal component, helping to address jurisdictional 
limitations. 

12.3. Monitoring and evaluation 

PRODHAB publishes an annual report on its activities and the queries processed by the 
Agency are accessible at http://www.prodhab.go.cr/resoluciones/. While PRODHAB does 
not yet have the means or tools to evaluate or to monitor effectiveness of Law N° 8968 or 
bylaw N° 8968, the Agency is developing a methodology in order to be able to do so, which 
is expected to be published in late 2017. 

12.4. Assessment and recommendations 

Recommendation of the Council concerning Guidelines Governing the 
Protection of Privacy and Transborder Flows of Personal Data 
[OECD/LEGAL/0352, as amended]; Recommendation of the Council on Cross-
border Co-operation in the Enforcement of Laws Protecting Privacy 
[OECD/LEGAL/0188]; Declaration on Transborder Data Flows 
[OECD/LEGAL/0216] 
 Costa Rica’s privacy regime is enacted through a comprehensive legal and regulatory 
framework, the basis of which is provided by the Law on Personal Data Protection (Law 
No. 8968), and that covers the basic principles of the OECD Privacy Guidelines. 
PRODHAB enforces Costa Rica’s privacy law within the limits of its current powers and 
carries out awareness raising campaigns on privacy and personal data protection. 
Transborder flows of personal data are not restricted. Although Costa Rica’s privacy 
regime is still nascent with data protection enforcement agency PRODHAB beginning 
operations mid-2014, the country is engaging internationally through the Ibero-American 
Data Protection Network and plans to deepen international engagement. PRODHAB is 
planning to finalise its privacy strategy late 2017 that will reflect a co-ordinated approach 
across governmental bodies.   

Recommendations 
• Finalise the PRODHAB privacy strategy reflecting a co-ordinated approach across 

governmental bodies;  

http://www.prodhab.go.cr/resoluciones/
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0352
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0188
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0216
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• Develop and implement methodologies to monitor and evaluate data protection 
activities to inform policy;  

• Take appropriate measures to further facilitate cross-border privacy law 
enforcement co-operation. 
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13.  HEALTH DATA GOVERNANCE 

13.1. Policy  

Legal framework 
A young legal and regulatory framework in Costa Rica enables the development of 
processes for the governance of health data:  

• The Law on Personal Data Protection (Law No. 8968) of 2011 and its 
Regulations (detailed in this report in Section 12);  

• The Law on the Rights and Duties of the Users of Public and Private Health 
Services (Law No. 8239) issued in 2013 created a general instance, the General 
Audit of Health Services, as well as particular instances for health 
establishments, known as Health Services Comptrollers;  

• The Law Regulating Biomedical Research issued in 2014 (Law No. 9234) 
created the National Council for Health Research (CONIS) that oversees 
Scientific Ethical Committees in entities conducting biomedical research. 

• The Law on the Unique Digital Health Record (Law No. 9162) enacted in 2013 
establishes the normative bases for the development of a Unique Digital Health 
Record (EDUS) including aspects of quality, data security, accessibility, 
technological solution for its development. This law must be implemented by 
September 2018 and is part of the National Development Plan 2015-2018 
(PND) that defines the priorities of the current Administration. 

• The Regulation on the Use of Standards for Health Data in Patient Care issued 
(Decree No. 39652-S-MICIT) of February 2016. 

• The Regulation on Informed Consent in the Care practice in the Costa Rican 
Social Security Fund (CCSS) issued by CCSS in 2012.  

Responsibilities and powers  
The PRODHAB is Costa Rica’s main enforcement agency for personal data protection, 
with the goal of protecting data subjects’ rights. The PRODHAB supervises data 
controllers’ activities when processing personal data, monitors the lawfulness of personal 
data processing of both public and private sector data controllers, examines complaints and 
notifications received from persons and conducts preventive inspections at its own 
initiative. The PRODHAB also supervises personal data processing activities in research 
activities and sets general requirements for organisational and technical data protection 
measures. 

The Ministry of Health leads the formulation and implementation of health policy. The 
Costa Rican Social Security Fund (CCSS) is the institution in charge of implementing the 
2013 Law on the Unique Digital Health Record (Law No. 9162). 

The National Council on Health Research (CONIS) is an independent, multidisciplinary 
and multisectoral body established by Law No. 9234 of 2014 Regulating Biomedical 
Research that regulates supervises and monitors biomedical research at the national level. 
CONIS has the authority to accredit, register and supervise multidisciplinary Scientific 
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Ethical Committees (CEC), which must be established in each entity where biomedical 
research is carried out. CONIS also accredits researchers and has other functions including 
inspection, record development and initiation of administrative and judicial proceedings.  

13.2. Implementation  

Costa Rica is working to develop and implement a national health data governance 
framework that secures privacy while enabling health data uses that are in the public 
interest. Health data are used for health-related public interest purposes in order to improve 
health care quality, to manage health care resources efficiently and to contribute to the 
general progress of science and medicine.  

It should be noted that the Discussion of the OECD Health Committee on health policy in 
Costa Rica and the completion of the accession review of the Health Committee predated 
the adoption of the Recommendation of the Council on Health Data Governance 
[OECD/LEGAL/0433 ]. Notwithstanding, the Health Committee found that overall the 
health sector in Costa Rica displays “an impressive degree of inter-sectoral co-ordination 
at national level, coupled with effective dialogue between users and health service 
managers to drive service improvement at local level; and, innovation around professional 
roles and the use of ICT that other health systems could learn from.”  

Costa Rica aims to ensure effective interoperability of information in the Health Sector. 
The Regulation on the Use of Standards for Health Data in Patient Care issued (Decree No. 
39652-S-MICIT) of February 2016 regulates “the use of Health information standards and 
interoperability among Costa Rican Health information systems, between the different 
management levels, the first level, the second level and the third level, the public and 
private systems and health insurers”. The Regulation creates a commission to 
operationalise the decree and develop the necessary standards, in which public institutions, 
private and public service providers, as well as the College of Physicians and Surgeons 
participate (Article 2). Moreover, it set a period of two years (by February 2018), for health 
sector institutions to conform and comply with the interoperability standards. These 
standards include Standard INTE/ISO/HL7 27931:2016, an application protocol for 
electronic interchange of health care data.50 Promoting interoperability “of the information, 
its processing, confidentiality, safety and use of standards and protocols between the 
various entities of the health sector” is also an objective of the Law on the Unique Digital 
Health Record (Law No. 9162) enacted in 2013. 

Costa Rica has recently had a review of the capacity of public sector health data systems 
used to process personal health data to serve and protect the public interest. The Republic’s 
General Comptroller (CGR) reviewed the development of the Unique Digital Health 
Record operated by the Costa Rican Social Security Fun (CCSS) and published its report 
in 2016.  

National legislation plans that the processing of personal of health data requires informed 
consent and that clear information must be provided to individuals on the collection, 
objectives, benefits and legal basis for the processing of personal health data and on 
appropriate alternatives. Law No. 8968 considers data of a biomedical and genetic nature 
as “sensitive data”, i.e. as “information concerning the inmost jurisdiction of the person” 
(Article 3 e) and bans the processing of such data. For biomedical research, Law 9234 
establishes the information requirements for informed consent (Article 10) as well as for 
clinical investigation information (Article 11).  

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0433
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There are lawful alternatives and exemptions to requiring consent. For example, Law 8968 
stipulates that consent is not required when necessary “for prevention or for the medical 
diagnosis, the provision of medical care or treatment, or the management of health 
services, provided that the data processing is carried out by an official or health official, 
subject to professional secrecy or his or her function, or by another person also subject to 
an equivalent obligation of secrecy” (Article 9 d). Law 8239 on the Rights and Duties of 
the Users of Public and Private Health Services stipulates the right to “Ensure that the 
confidentiality of your medical history and all information relating to your medical 
condition is respected except when, by special law, the health authorities must be 
informed.” 

Law 8968 defines who is considered to be the person responsible for the management of 
personal data (Article 3). The Regulation of Law 8968 established in Decree 37554 
provides controls and safeguards by establishing the security measures that must be 
followed in the handling and processing of personal data. 

Costa Rica has review and approval procedures for the use of personal health data 
processed for research and other health-related public interest purposes. For example, 
CONIS accredits, registers and supervises multidisciplinary Scientific Ethical Committees 
(CEC) that are established in each entity where biomedical research is carried out to 
evaluate biomedical research. CONIS also accredits researchers and has other functions 
including inspection, record development and initiation of administrative and judicial 
proceedings. 

Costa Rica maximises the potential and promotes the development of technology, with the 
Costa Rican health sector using and improving tools to collect and process health data on 
an ongoing manner, adapting them according to global trends, using increasingly 
sophisticated technologies and increasingly focusing on information security and privacy. 

The PRODHAB conducts education and awareness raising, skills development, prevention 
and promotes technical measures to help protect privacy in Costa Rica. It consults with data 
subjects, data controllers and data processors, and others regarding protection of personal 
data and privacy, including about personal data processing for scientific, scientific medical 
research purposes.  

Assessment  

Recommendation of the Council on Health Data Governance 
[OECD/LEGAL/0433] 
Costa Rica recognises the importance of balancing the need to protect personal data while 
allowing availability and sharing for public health, healthcare and research purposes and is 
developing its system of health data governance in line with these principles. 

 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0433
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14.  THE PROTECTION OF CHILDREN ONLINE  

14.1. Policy 

The policy approach for the protection of children online in Costa Rica is articulated around 
four major actions: i) strengthen the regulatory framework; ii) strengthen interagency 
coordination; iii) identification and implementation of projects that promote an online 
protection culture; and iv) support for research and evaluation of the impacts of national 
plans.  

Policies in related areas such as data protection, criminal investigation, education, 
distribution of films and computer games also touch upon the protection of children online. 

Legal and regulatory framework 
Since signing the Convention on Children's Rights in 1990, Costa Rica has formally 
committed to respecting the rights of minors who are considered rights-bearing subjects. A 
number of national and international laws are accountable for that commitment and they 
constitute the Children Protection National System, which through the participation of a 
number of institutional actors seeks to coordinate actions for the protection of civil, 
political, economic, social and cultural rights needed from this population.  

Costa Rica has passed a series of laws that protect children: the Law Against Domestic 
Violence (1996), the Law to Protect Adolescent Mothers (1997), revised management of 
the National Child Welfare Agency (PANI) (1997), establishment of the Childhood and 
Adolescent Code ( 1998) and the Law Against Sexual Exploitation of Minors (1999). 

The legal basis for the protection of children online in Costa Rica is, however, mainly 
provided by Law N° 8934 of 27/04/2011, Protection of children and adolescents from 
harmful content on the Internet and other electronic media (Ley de Protección de la niñez 
y la adolescencia frente al contenido nocivo de Internet y otros medios electrónicos). 

Provisions under this law were extended to Internet Cafes on 23 March 2012 by Executive 
Decree N° 31763 on Regulations on the Control and Ruling of Shops offering Internet 
Public Service (Reglamento de Control y Regulación de Locales que ofrecen Servicio 
Público de Internet).  

In addition, the Penal Code was modified by Law N° 9135 in 2013 with the addition of 
Article 167 bis (Seducción o encuentros con menores por medios electrónicos) that 
sanctions with two to three years imprisonment whoever knowingly and with knowledge 
of the character of the material establishes any communication including pornographic 
content by digital means with a minor.  

Decree N° 31764. of 26/04/2004 introduced Regulations of Video Arcades or Cyber Games 
(Reglamento de Funcionamiento de las Salas de Videojuegos o Juegos Cibernéticos y la 
Clasificación de los Juegos según el Nivel de Violencia), providing rules for their labelling 
and classification according to international standards.  

Responsibilities and powers 
Several Ministries and agencies are involved in policy development on issues related to the 
protection of children online. The Ministry of Science, Technology and 
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Telecommunications (MICITT) is the main governing body in the field of information and 
communication technologies (ICTs), and coordinates the activities of the National 
Commission on Online Safety established in 2010 by Executive Decree N° 36274. The aim 
of the Commission is to promote the safe, meaningful and productive use of ICTs by 
minors, and empower families and children including through targeted educational 
programmes. The Ministry of Public Education (MEP) and the Ministry of Culture and 
Youth (MCJ) are also members of the National Commission on Online Safety.  

Costa Rica’s National Child Welfare Agency (PANI), established in 1930, is the body 
responsible for the implementation of policies for children and adolescents, including 
plans, programs and projects to promote and guarantee the rights and the integral 
development of minors and their families, with the participation of state institutions and 
other social actors. Together with civil society, PANI engages in actions to safeguard the 
physical and emotional integrity of children and adolescents who are exposed to situations 
of high risk, and whose parents are unable to adequately care for them. 

The National Council for Childhood and Adolescence, a body created by Law N° 7739 in 
1998 is attached to the Executive Branch, and provides a space for discussion, consultation 
and coordination between the Executive, decentralized state institutions and representative 
community organizations. It has the power to ensure that the formulation and 
implementation of public policies are consistent with the country’s vision of a 
comprehensive legal framework for the protection of minors’ rights, under the Code for 
Children and Adolescents (CNA) and in accordance with established principles. 

The National Commission to Combat the Commercial Sexual Exploitation of Children and 
Adolescents (CONACOES) is also active in preventing online sexual exploitation of 
children and adolescents. CONACOES reports to the National Council of Childhood and 
Adolescence. It has legal standing under the National Child Welfare Agency.  

Non-governmental organisations (NGOs), businesses and civil society play a central role 
in the development and implementation of policies and are represented in both the National 
Council of Childhood and Adolescence and the National Commission on Online Safety. 
The most important NGOs in the National Commission on Online Safety are the Paniamor 
Foundation and the Omar Dengo Foundation, both created in 1987 as non-profit entities. 

In 2005, the Paniamor Foundation was designated as a best-practice institution by the 
ministry of foreign affairs in international cooperation. Its mission is to catalyse long-
lasting changes in the quality of children lives and promote compliance with laws 
protecting children’s rights in Costa Rica.  

The Omar Dengo Foundation aims to develop and enhance the quality of education through 
informatics and the application of new technologies in the Costa Rican education system.  

14.2. Implementation  

Non-regulatory measures 
Both the MICITT and MEP have a significant role in carrying out public awareness 
campaigns and educational activities. These bodies help coordinate and promote prevention 
campaigns to sensitize parents and children to responsible behaviors, training for officials, 
and the creation of protocols, manuals, and Web-based instruments for parents, teachers 
and children.  

During the reporting period, the activities co-ordinated by MICITT included: 
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• The “Crianza Tecnológica” (Technological Upbringing) 
(www.crianzatecnologica.org) developed in partnership with the Paniamor 
Foundation. This is a web-based platform for parents, teachers and responsible 
persons providing guidance on the safe and secure use of the Internet and mobile 
technologies. (http://crianzatecnologica.paniamordigital.org/) 

• Public awareness campaigns through social networks to promote online protection 
in collaboration with mobile companies and public institutions. In 2016 within the 
framework of the Safer Internet Day, MICITT organized a teleconference that 
included actors from MICITT, Universidad Estatal a Distancia (UNED – State 
University for Distance Learning), the Paniamor Foundation, NIC-CR, and 
Chicos.NET. 

During the reporting period the activities co-ordinated by MEP included:  

• The implementation of a national strategy called “Tecnoaprender” (Techno-
learning) that promotes the development of digital skills and advice to children, 
adolescents, teachers and parents on the secure and productive use of digital 
technologies. 

• Seminars and training sessions for specialists, teachers, librarians and trainers, 
partly in co-operation with the Omar Dengo Foundation , e.g. the “Programa 
Nacional de Informática Educativa” (National Educational Computer Program) 
whose main goal is to build capacities in the use and appropriation of digital 
technologies. 

Enforcement 
MICITT and PANI are responsible for promoting the design, implementation and execution 
of policies on the protection of children according to the legislation. The country’s telecoms 
industry regulator, Costa Rica’s telecommunications superintendency (SUTEL), is the 
entity responsible for implementing the provisions regarding the regulations on harmful 
content on the Internet and other electronic media. The Executive Branch is responsible for 
coordinating policies and ensuring compliance. 

When PANI has knowledge of a situation violating the rights of one or more minors, using 
digital media on the Internet, it must coordinate with relevant institutions and refer the 
matter to the Court. It relies on the provisions of the Code of Children and Adolescents, 
Article 111.  

Costa Rica signed in 2011 the Inter-American Convention on Mutual Assistance in 
Criminal Matters (Aprobación de la convención interamericana sobre asistencia mutua en 
materia penal), Law N° 9006. This multilateral convention commits signatories to 
providing mutual assistance in criminal investigations, prosecutions and proceedings, 
including all computer-related crimes involving minors. 

14.3. Monitoring and evaluation  

There is no formally established process in Costa Rica to regularly measure and evaluate 
the effectiveness of the policies and initiatives. Developments and emerging needs are, 
however, monitored through ad hoc surveys and research by academic centers and 
institutions.  

http://www.crianzatecnologica.org/
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As an illustration, in 2013 a research project was carried out by the Panamior Foundation 
and the Instituto de Investigaciones Psicológicas (IIP) of the University of Costa Rica with 
the support of MICITT-CONICIT on the use of smartphones, tablets, and Internet in 
Children from 10 to 13 years of the Metropolitan Area of Costa Rica. The results indicated 
that 84% of children between 10 and 12 years old had a cell phone and 67% of these 
children accessed the internet from their phone. The study also showed that most children 
use their cell phones for entertainment. That is, they use it for games, social media and 
YouTube. 

The study provided insights on the level of children uses of digital technologies and 
highlighted gaps in risk awareness and the need for greater education and training of adults 
and care-givers to support and guide minors in their use of digital technologies. This led 
MICITT in 2016 to support the Panamior Foundation in establishing the crianzatecnologica 
programme (Technological Upbringing).  

14.4. Assessment and recommendations 

Recommendation of the Council on the Protection of Children Online 
[OECD/LEGAL/0389]  
Costa Rica’s main policy objective for the protection of children online is to extend existing 
off-line protection of children to the Internet. The legal frameworks on child protection and 
on communications reflect fundamental values, and include specific regulation for the 
protection of children online. The Ministry of Science, Technology and 
Telecommunications, the Ministry of Public Education and the National Child Welfare 
Agency have the main responsibilities in this area. The Panamior Foundation and the Omar 
Dengo Foundation are very active in implementing a variety of measures to empower and 
educate children, adolescents, teachers and parents and to raise awareness through media 
channels. International cooperation happens mainly at the regional level, such as such 
through Costa Rica’s participation in Inter-American Convention on Mutual Assistance in 
Criminal Matters. The National Commission on Online Safety established in 2010 provides 
a good means to improve the coordination of the different actors involved in developing 
and implementing policies for the protection of children online. 

Recommendation 
• Improve the regular monitoring and measurement of the evolution of children 

digital literacy and further the growth of a robust empirical and analytical basis for 
evidence-based policy development and implementation.  

 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0389
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Registered Certifiers," "Time Stamp Policy," "Guidelines for Registration Authorities," "Compliance 
Features from Registration Authorities (RA) of the National Hierarchy of Registered Certifiers of Costa 
Rica." 
6  National Development Plan (PND, Plan Nacional de Desarrollo “Alberto Cañas Escalante”) 
National Development Plan 2015-2018 
7 Open Government National Strategy (ENGA, Estrategia Nacional de Gobierno Abierto) (2015). Open 
Government National Strategy; Open Government (Gobierno Abierto), http://gobiernoabierto.go.cr/ 
8Decree on Open Data, 12 May 2017. 
http://www.pgrweb.go.cr/scij/Busqueda/Normativa/Normas/nrm_texto_ 
completo.aspx?param1=NRTC&nValor1=1&nValor2=84004&nValor3=108193&param2=1&strTipM=TC
&lResultado=1&strSim=simp 
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scij/Busqueda/Normativa/Normas/nrm_texto_completo.aspx?param1=NRTC&nValor1=1&nValor2=8416
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(2015), Articles 27 and 30. 
http://www.pgrweb.go.cr/scij/busqueda/normativa/normas/nrm_texto_completo.aspx?param1= 
NRTC&nValor1=1&nValor2=871&strTipM=TC 
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&nValor2=79442&nValor3=100459&strTipM=TC 
12  Law of 
Protection of the person from the processing of their personal data (Ley Protección de la Persona frente al tratamiento 
de sus datos personales) (2011), Law No 8968, PRODHAB, Ministry of Justice and Peace, Articles 4, 5, 6 and 16. 
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18  National Telecommunications Development Plan 2015-2018 (Plan Nacional de Desarrollo de las 
Telecomunicaciones): http://www.micit.go.cr/images/Telecomunicaciones/pndt/PNDT-2015-2021.pdf  
19 Constitutional Chamber (Sala Constitucional). http://sitios.poder-judicial.go.cr/ salaconstitucional/. Comptroller 
General of the Republic (Contraloría General de la República). http://www.cgr.go.cr/ 
20 Penal/Criminal Code (Código Penal) (2014), Law No 4573, Articles 293 and 294. 
http://www.pgrweb.go.cr/scij/Busqueda/Normativa/Normas/nrm_texto_completo.aspx?param1=NRTC&nValor1=1
&nValor2=5027&nValor3=98548&strTipM=TC Covering state secrets related to internal or external security, and 
information obtained as part of an individual’s employment. Criminal Procedure Code (Código Procesal Penal) 
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