FEDERAIL TRADE,

COMMISSION

U. S. Feder al Tr ad
Approach to Promoting a Safer
Internet Environment for Children

Phyllis H. Marcus
Federal Trade Commission



U.S. FTC Approach to Promoting a
Safer Internet Environment for
i Children

A Enforcement

A Education

A Encouraging Self -Regulation
A Exploring the Marketplace



i Enforcement

A FTC Act (15 U.S.C. § 45)

A CAN-SPAM Act (15 U.S.C. §§ 7701-7713)
A Adult Labeling Rule (16 C.F.R. Part
316.4)

AChil drends Online Pr
(15 U.S.C.§§ 6501-6508)



i Enforcement; The FTC Act

A General statutory authority to prohibit
unfair or deceptive acts or practices in or
affecting commerce.

A FTC v. Various, Inc. d/b/a
AadultFriendFinder (Dec. 2007)



i Enforcement; CAN -SPAM & ALR

APl aces a bumperathkeadtowas
and children.
A Commercial e-mailers must:
A alert recipients to the presence of
sexually explicit content in the
subject line; and,
A ensure that the initially viewable
area of the email message contains no
graphic sexual images.



Enf orcement : Chi | dr €
i Protection Act (COPPA)

A COPPA is the only child -specific federal
privacy law in the United States.

A Commercial website operators must provide
NOTICE and obt ai iCONS&EMTe nt s ¢
before collecting personal information from
children under age 13.



:LCOPPAOS Goal

A Permit parents to make informed choices
about when and how c¢hi
Information is collected, used, and
disclosed online; and,

A Enable parents to moni
Interactions and help protect them from
the risks of inappropriate online
disclosures.



i Who must comply with COPPA?

A Commercial sites directed to children
that collect, maintain, or provide the
opportunity to disclose PII.

A Operators of general audience sites
(including teen/tween sites) who have

actual knowl edge t he
PlI.

A Entities on whose behalf operators
collect the information.



i Who must comply with COPPA?

A

0 Op er a4 amypérson who operates a website located on
the Internet and who collects/maintains PII from or about

the siteds user s, or on whose
collected/maintained, where such site is operating for
commercial purposes involving commerce.

Includes foreign -based websites involved in commerce in the
U.S. or its territories. Such sites must comply if they are
directed to, or knowingly collect PIl from, U.S. children.

Conversely, U.S.-based websites that collect information
from children outside of the U.S. also are subject to COPPA.



iWebsites odi rect ec

FTC considers several factors, including:

A Subject matter, content, age of models, language,
graphics, activities, or incentives;

4~ Whether advertising promoting or appearing on
the site is directed to children;

4 Evidence about intended audience;
4 Empirical evidence about audience composition.
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i General Audience Websites

A Must have actual knowledge that they
collect personal information from

children.
AOACt ual knowl edgedo
asking a chil dos ag

other age -identifiers. May also come
from notification from a concerned
parent or other individual.
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iWhat i S Opersona

Full name A A persistent
identifier, such a

_ number held In
A E-mall address, cookie, which is

A Social Security Number combined with

4 Telephone number perspnal mfo_rmayon
) A Any information tied
A A screen name

_ _ to personal
revealing an e-mail information -- age
address gender, hobbies,

preferences, etc.

A Physical address
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Create an imbeename:* Enter your first name:*
But don't use your real name! [Belinda |
Think of something fun and simple. -
[ BellieMike | Enter your last name: *
o | Michaels l

Enter a password:*
| | Enter an email if you have one:

Enter your password again:* F

I I Enter your parent's email: *
An email invitation will be sent to this

You are a:’ parent.
l"_-l Boy |='0 |Girl |phyllismarcus@comcast.net
How did you hear about imbee?:
When were you born?* Other
Feb 23 1997
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savings
sent to your C ell Ph one

Why print coupons when you can have them sent to

your wireless phone?

Sign up for Borders Mobile Alerts, and you'll always have savings in
hand when you're at Borders! We'll text you Borders Mobile
coupons, as well as details about special offers available in store and
online and information about books, music, and movies you'll love.

Emeleniceassed - -
ex: whndoe@email.com

Wireless phone number:
ax: 1234567830

Wireless phone camier: —-SELECT CARRIER — ¥

Date of Birth: _

ax: mmadyyyy

1 Yes, 1 want to receive text message notifications from Borders



Please do not include a "1" in front of the area code.
Standard text messaging rates may apply.

Select Carmmier:




Examples of non-personal
iInformation

A First name only, without other identifying
iInformation

A A screen or user name that is not tied to an
email address or other identifying
Information

A Gender, hobby, or preference information
that is not tied to an email address or other
identifying information






