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Enforcement

ÁFTC Act (15 U.S.C. § 45)

ÁCAN-SPAM Act (15 U.S.C. §§ 7701-7713)
Á Adult Labeling Rule (16 C.F.R. Part 

316.4)

ÁChildrenõs Online Privacy Protection Act                
(15 U.S.C. §§ 6501-6508) 



Enforcement: The FTC Act

Á General statutory authority to prohibit 
unfair or deceptive acts or practices in or 
affecting commerce.

Á FTC v. Various, Inc. d/b/a 
AdultFriendFinder (Dec. 2007)



Enforcement: CAN -SPAM & ALR

ÁPlaces a bumper between òx-ratedó email   
and children.
ÁCommercial e-mailers must: 
Á alert recipients to the presence of 

sexually explicit content in the 
subject line; and, 

Á ensure that the initially viewable 
area of the email message contains no 
graphic sexual images.



Enforcement: Childrenõs Online Privacy 
Protection Act (COPPA)

Â COPPA is the only child -specific federal 
privacy law in the United States. 

Â Commercial website operators must provide 
NOTICE and obtain parentsõ CONSENT
before collecting personal information from 
children under age 13.



COPPAõs Goal

Â Permit parents to make informed choices 
about when and how childrenõs personal 
information is collected, used, and 
disclosed online; and,  

Â Enable parents to monitor their childrenõs 
interactions and help protect them from 
the risks of inappropriate online 
disclosures. 



Who must comply with COPPA?

Â Commercial sites directed to children
that collect, maintain, or provide the 
opportunity to disclose PII.

Â Operators of general audience sites
(including teen/tween sites) who have 
actual knowledge that they collect kidsõ 
PII.

Â Entities on whose behalf operators 
collect the information.



Who must comply with COPPA?
Â òOperatoró -- any person who operates a website located on 

the Internet and who collects/maintains PII from or about 
the siteõs users, or on whose behalf such information is 
collected/maintained, where such site is operating for 
commercial purposes involving commerce.

Â Includes foreign -based websites involved in commerce in the 
U.S. or its territories.  Such sites must comply if they are 
directed to, or knowingly collect PII from, U.S. children. 

Â Conversely, U.S.-based websites that collect information 
from children outside of the U.S. also are subject to COPPA. 



Websites òdirected to childrenó

FTC considers several factors, including:

Â Subject matter, content, age of models, language, 
graphics, activities, or incentives;

Â Whether advertising promoting or appearing on 
the site is directed to children;

Â Evidence about intended audience;

Â Empirical evidence about audience composition.







General Audience Websites

Â Must have actual knowledge that they 
collect personal information from 
children.

ÂòActual knowledgeó can come from 
asking a childõs age, grade, birthday, 
other age -identifiers.  May also come 
from notification from a concerned 
parent or other individual.





What is òpersonal information?ó

Â Full name

Â Physical address

Â E-mail address, 

Â Social Security Number

Â Telephone number

Â A screen name 
revealing an e-mail 
address

Â A persistent 
identifier, such a 
number held in 
cookie, which is 
combined with 
personal information

Â Any information tied 
to personal 
information -- age, 
gender, hobbies, 
preferences, etc.









Examples of non-personal 
information

Â First name only, without other identifying 
information

Â A screen or user name that is not tied to an 
email address or other identifying 
information

Â Gender, hobby, or preference information 
that is not tied to an email address or other 
identifying information




