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1 Some possible Identity a
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» social behaviour - or how t
with others;

* names - or what the
people;
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» Cost-benefit ratio
Organisation




3 Desirable Characteristics of a
Identifier

* universality of coverage : every relevant pers

* uniqueness : each relevant person should
people should have the same identifier

* permanence the identifier should no

» collectibility : the identifier shoul
occasion

» storability : the identifier s
systems

* precision : every id

identifier that mis

4 ‘Acceptability

Clarke:
‘its use should conform to con

* Whose standards,
 To what exten
Should in




Focus level of assessme
methodologies

identifier
— intrinsic nature and sensitivity of specifi
psychological significance

system architecture

—includes issues relatin
retention period, FR
interoperability and i

Example:

Privacy Framework: Application eval
(© 2005 International Biometric Group)

. Higher Risk of
Lower Risk of gne
. Issue Privacy
Privacy .
. Invasiveness
Invasiveness
Overt Is the system deployed overtly or covertly? Covert
Optional Is the system optional or mandatory? Mandatory
Verification Is the system used for Identification or verification? Identification
Fixed Period Is the system deployed for a fixed period of time? Indefinite

Is the system deployed in the public or private

Private Sector Public Sector

sector?
Individual, In what capacity is the user interacting with the Employee, Citizen
Customer system?
Enrollee Who owns the biometric information? Institution
Personal Storage Where is the biometric data stored? Database Storage

What type of biometric technology is being

Behavioral deployed?

Physiological

Does the system use biometric templates, biometric
images, or both?

Templates Images




5 Two relevant developments in
approaching social and ethical acc
assessment:

- Ethics of technology and e

From individual responsibi
responsibility
(C. Mitchum, R. von Sci

- Interdisci

5a From individual responsibility to ¢
co-responsibility

The problem with individual ethica

» Specialization, proliferation, ¢
roles, expertise, knowledg
arrangements, make indi
oversee, predict, or
actions and desi



5b From impact asessment
to
normativity in technological

» Acceptability issues and soci
adequately understood
consequences of (mi
systems that in t

5c Implications of both developments fi
technology assessment methodol

. Focus on embedded values and norm

» Organising platforms for ongoing i
dialogue on interface of scienc
ethics, law, policy etc.

+ Efforts to expand the nu

relevant perspectives i
* Researching net
practices




6a Challenges for ID mana

+ Digital identification procedure
and privacy risks (skimmin
databases etc.) — limit ID
required; maximise P
anonymity

. Unive_rsal i
security
conte

6b Challenges for ID mana

* Managing digital identity not to remain prero
but to be defined as right of end-user; desi
control

* Analyse ‘technical issues’ (succ
interoperability issues etc.) a







