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OECD Global Forum on Information Systems and Network Security:
Towards a Global Culture of Security

AGENDA

DAY 1: MONDAY 13 October 2003

9.00 REGISTRATION

9.30-10.15 Opening and Key Note Addresses

Chair of the Conference: Peter Ferguson, Director, Electronic Commerce Policy, Industry Canada,
Chair of the Working Party on Information Security and Privacy

Opening Remarks:

e Mr. Odd Einar Derum, Minister of Justice, Norway

e Mr. Herwig Schlogl, Deputy Secretary General, OECD

Keynote Speech: Opportunities and Challenges in Digital Economy: the Importance of Information
Systems and Network Security

e Mr. Oluf Ulseth, State Secretary for Trade and Industry, Norway
10.15-10.30  Introductory remarks

*  Peter Ferguson, Conference Chair

e  Hugo Parr, Chair of the Committee for Information, Computer and Communications Policy

10.30-10.50 Coffee Break



10.50 Session 1: Creating a Culture of Security for Information Systems and Network
Moderator:  Peter Ford, First Assistant Secretary, Attorney General’s Department, Australia

*  Presentation of the Guidelines by the moderator

Round Table on the roles of the participants
0 Government:

. Tomohiro Innami, Director, Office of IT Security Policy, Commerce and
Information Policy Bureau, Ministry of Economy, Trade and Industry, Japan

. Robert P. Liscouski, Assistant Secretary for Infrastructure Protection, U.S. Department
of Homeland Security

0 Business: Lowell E. Thomas, Director, Government Plans and Programs, Verizon

0 Civil Society: Marc Rotenberg, Executive Director, Electronic Privacy Information Center
(EPIC)

11.50-12.20 Discussion

12.20-13.30  LUNCH sponsored by Verizon

13.30 Session 2: Examples of Implementation: Case studies and practical guidance

Moderator: Carol Curd, CIO, Enterprise Information Security and Privacy, Enterprise Information and
Technology, EDS

e Overview of OECD member countries’ implementation plans: Anne Carblanc, Principal
Administrator, Directorate for Science, Technology and Industry, OECD

*  Awareness, Education and Responsibility
0 EU “e-Aware” project: Lorenzo Valeri, RAND Corporation

0 “Policies for a Safer Internet: cyber ethics for cyber security — The initiatives of the
Interministerial Committee for a Responsible Use of the Internet”: Paolo Vigevano, Head of the
Technical Secretariat, Department of Innovation and Technologies, Prime Minister’s Office, Italy
- ICCP Vice Chairman

0 Information Security Assurance for Executives: BIAC/ICC Business Guidance on
Implementation of the OECD Security Guidelines in Support of Building a Culture of Trust,
Jeremy Ward



*  Response

(0]

The WARP Concept (Warning, Advice & Reporting Point) — A UK initiative to establish a
‘network’ across the UK to provide better & more timely advice & warnings relating to
electronic attack, and for receiving incident reports: Peter Burnett, NISCC, UK

Activity of Telecom-ISAC Japan: Hiroyuki Takeda, Director, IT Security Office Information
and Communications Policy Bureau, Ministry of Public Management, Home Affairs, Posts and
Telecommunications, Japan

“Best Practice for Computer Warning Networks: Mcert - An existing CERT for small and
medium sized enterprises in Germany” A Public Private Partnership Project to secure Germany's
IT-Infrastructure. Founded by Germany's ICT-Association BITKOM, seven industry sponsors
and the German Government: Stephan Grosse, Federal Ministry of the Interior, Germany

CERT Integration into Whole Government Activities: Jinhyun Cho, Korea Information Security
Agency (KISA)

15.45-16.05 Discussion

16.05-16.25 Coffee Break

e Security Life Cycle

0]

The changing nature of threats and vulnerabilities, Yih-Yeou Wang, Head of Division,
Ministry of Science, Technology and Innovation, Denmark

Life Cycle Security of Control — Creating Security Synergies in the Multi Business Unit
Environment: Giuliano Tavaroli, Security Senior Group Vice President, Telecom Italia

Security management, design and implementation: Mikael Kiviniemi, Finland

Secure software development: Ralf M. Engers, Chief Technology Officer, Utimaco
Safeware AG, Germany

*  Ethics and Democracy
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Balancing security needs and democratic values: Georg Apenes, The Data Inspectorate,
Privacy Protection Commissioner, Norway

How can improved trust in the new technologies enhance democracy and free speech, (tbd)

17.55-18.15 Discussion

END OF DAY 1

19.30

DINNER hosted by Symantec



DAY 2: TUESDAY 14 October 2003

9.30-9.50 Remarks from Day 1: Commissioner Orson Swindle, Federal Trade Commission,
United States

9.50 Session 3: Information Systems and Network Security in Broader Context

Moderator: Keith Besgrove, Chief General Manager, Regulation and Analysis, National Office for the
Information Economy (NOIE), Australia

*  Global frameworks and standards

European Commission: Pernilla Skantze
APEC: Steve Orlowski

GBDe: Tomohiko Yamakawa

W3C: Rigo Wenning

o O o O

10.35-10.50  Coffee Break
e The Role of Technology in Supporting Information Systems and Network Security and Trust

0 Frangois Steiger, Senior Vice President Europe Middle East and Africa, VeriSign Inc.

0 Takaaki Matsumoto, Deputy Senior Executive Manager, Research and Development
Headquarters, NTT Data, Japan

* Experiences outside the OECD

0 Husin Hj Jazri, Director of the National ICT Security and Emergency Response Centre
(NISER), Malaysia

0 Mustapha Amghar, State Secretariat in charge of Post and Information and
Communications Technology, Morocco

0 Reza Salim, Associate Director, Bangladesh Friendship Education Society (BFES)

0 Hasan Hourani, Chief Technology Officer, e-Government Programme, Ministry of
Information & Communications Technology, Jordan

12.00-12.45 Discussion

12.45-14.30 LUNCH



14.30 Session 4: Future Action to Promote a Global Culture of Security

Moderator:  Geoff Smith, Head, Information Security Policy, Information Security Policy Group,
Department of Trade and Industry (DTI), UK

Participant Roundtable:
0 Government
. Katarina de Brisis, Senior Adviser, Ministry of Trade and Industry, Norway
. Joe Richardson, Department of State, USA
0 OECD Non-member Economy

. Chuan-Te Ho, Deputy Director, Department of Information Management Reearch
Development and Evaluation Commission, Executive Yuan, Chinese Taipei

0 Business
. Detlef Eckert, Senior Director, EMEA, Microsoft Europe (B2C)

. Joe Alhadeff, Vice President for Global Public Policy and Chief Privacy Officer,
Oracle Corporation (B2B)

0 End user’s perspective
. Stephan Engberg, Founder of Open Business Innovation

. Stephanie Perrin, President, Digital Discretion Inc.

16.30-16.50 Concluding Remarks by the Chair of the Conference

17.00 Adjournment



