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Summary

Here we present an overview of concepts, ideas, and examples of extreme events
(Xeventg, and explore various methodological ideas for anticipating, and sometimes
even forecasting, the occurrence of these rare and often socially damaging surprises.
The emphasis in this paper is on Xevents in social systems, as opposed to the surprises
naturethrows our way like earthquakes, hurricanes and volcanic eruptions. Part of the
story told here involves the creation of a taxonomy of Xevents, in order to deconstruct
their investigation into classes of problems ranging from the relatively easy tosaddres
to the nearly impossible. After an exposition of general issues and considerations
surrounding Xevents, the paper takes a {églel overview of three topical areas
economic/financiatrashes, pandemics, cybershoeks illustrate the general ideas.

We conclude with a brieaccount of social unrest asvents, and end by listing
various areas of research that appear ripe for investigation in theesinart

What is an Extreme Event- and Why Does it Matter?

Imaginethe following events:

1 A virulent strain of the avian virus jumps to humans in Hong Kong, sweeps across Asia, and
ends up killing more than fifty million people.

1 A magnitude 8 earthquake centered on the Ginza in Tokyo kills two million people outright,
with property damage mounting inttoe trillions.

1 Bees around the world begin dying off in massive numbers, interfering with pollination of
plants worldwide, precipitating a global food shortage.

1 An asteroid ten kilometers wide crashes into the Atlantic Ocean, setting off a tsunami that
destroys all life on Earth.

9 Iranian terrorists set off a nuclear weapon in Times Square during rush hour, leveling much of
Manhattan, killing a half a million people, and permanently reducing New York City to
rubble.

1 A tanker car carrying chlorine derails Rio de Janeiro, spilling its content and killing more
than five million Cariocas.

This list could be carried on almost indefinitely. The point is that surprising events capable of killing
millions, if not hundreds of millions, of humans happen. Moreoseen without huge loss of lives,
capital stock is decimated, setting back development worldwide for decades. Not a single one of the
items on the foregoing list is impossible. And, in fact, some of them like an asteroid impact or the spill
of a deadlychemical have already happenethany times!

Each of these events is vileas come to be called inrecentyemars fe xt r e nkeventfa vent ,
short. These are events generally seen as deadly surprises whose likelihood is difficult to estimate, and
that can turn society upsiegown in a few years, perhaps even minutes. Xevents come in both the
Anatural 0 camndedbumanmiety. The asteroid s-trike |
inspired nuclear blast serves nicely for the latter.

Butwhateal |l y qualifies as an Xevent, anyway? | d c
guestion. But two factors are certainly part of the answer: (1) an Xevent is rare, something outside



everyday experience, and (2) the event is capable of caadinge chage in everyday life, at least

locally. This usually amounts toassive destruction of human life and propeatthough this may not
necessarily be t helnregarsl o thafigst pnopedty, if suficierd dat brothe typey

of event exists to enable us to apply statistical tools to estimate the likelihood of an Xevent taking
place, the distribution describing that likelihood wg#inerallybe one with whatare e r me d .fiof at t a
The default gaussian distribution so beloved by probabilists and statisticians everywhere simply does

not apply to measure how often such events are likely to occur. Xeventstaadot more frequent

than the normal distribution waillead us to believe.

Evolutionary biologists and geophysicists have noted that manytéomgprocesses are ultimately
driven by the Xevents. For instance, the theory
argues that most of the time evoli on i s ndt doing much of anything
such as the Cambrian explosion about 530 million years ago in which most major groups of complex
animals appeared over about8® million years, and the whole system is set off onto an gntiesV/

trajectory. There is evidence suggesting that the same phenomenon applies in the human social
domain, as well.

Generally speaking, when we use the term fiextr e
damaging to society, as with the evententioned above. But this bias stems mostly from the

' i nguistic fact t hat in everyday speech the wor
space and ti me. I n other words, ités somet hing
corfined to a limited spatial region. Hurricanes and tornadoes are good examples. Théyuefa

few hours anda f f ect a | imited geographical area. Wi t h
Afevent 0, itds not sur pr i stivenig that they result in manyg deatts | | Xe

and/or do great property damage and they do it quickly. But if we abandon such a limited
interpretation of what constitutes an event, things begin to look rather different.

The first point to note is that events have a charactetisfading time(UT), a period that measures

the time between the start of the event and when it ends. For some events, like earthquaKes, the
might be just a few minutes or even seconds. Hwrdypes of events, such as a war,Wfies more

likely to be measured in years. Moreover, events are not necessarily localized in space, either.
Something like a financial crisis or a pandemic may well encompass the entire world.

When it comes to theffect of an evento s oci et y, impaetdirhellT), tha petiodoveh e
which the eventobés effect sIT ofaam astbreid sfrikel may welShe, for
millennia, while thdT of a hurricane like Katrina is probably just a fewngea

Putting these two notions together, consider the quantity
X =1- UT/(UT +IT)

The numberX is always between O and 1, which is conveniand gives a numerical feel for the
Afextremehssa given event, tending to separate th
Here are a few examples to illustrate the basic idea of this measure:

1 A Force 5 Hurricane Striking Miami BeacHere theX is near 1, with a shold T and a much
longe IT. So this is an Xevent.

1 A Force 5 Hurricane over the Caribbean Séathis caseX = 0, t since thdT is zero (there
is no societal impact, at all). Thus, it is not an Xevent, at all.

f The PostWWI | Ger man fi E ¢ o This revet mighitibe arc Xeend or not,
depending on what you mean by the event versus its impact. Is the event the implementation



of the Marshall Plan? If so, théT is around 5 years, while the€ is probably about 25 years.

So theX = 5/6, which would characeer Xeeenhis as a An
1 The Development of Agriculturest accounts would measure th€ as about 8,000 years

ending around 20@@ . In this case, the IT is still taking place, 4,000 years later. ®hen

would then be around 1BBand gr owi ng. |l dd ahé@ambtder Xeegehhi

developing into a major one.

The last two examples are Xevents that are by ho means negative or damaging, but just the opposite.
Here we see why the conventional interpretation that an Xevent always refers to somettiiag isega
very misleading. If the UT is short, the overwhelming likelihood is that the impact on society will be

destructive for the siimaplgeickertetaas somethindidown thantd s a |
build it up (2° Law of Thermodynamics!). Sof you insist that the term ¢
occurrence very localized in time, youbre virtu:

death and destruction, not growth axtoetter life quality.

Of course, there will be probies with almost any measure likein the sense that examples can be

cited when everyday common sense says one thing while the measure suggests something else. So |
think Xas defined above shoul-at thiembtoa k ean <satgeemri knign dp o
consideration of any potential Xevent.

A careful examination of numerous natural and smede Xevents turns up a few distinguishing
fingerprints ofthe unfolding ofsuch eventg-ollowing the outline presented in Albeverio et al (2006),
theseinclude

i Statistical If there exists sufficient data to employ extremengatatistics, the distributiofor
the occurrence and magnitude of an Xevent is generally from a family ofhpliob
distributions, like thgstablg Levy or (stable) Paretian giributions. These families include
the familiar gaussian distribution as a very special case, as the gaussiaori/ thember
that has a finite variance. All other members display the fat tail property, which technically
means they have an infinitariance. Many Xevents, though, are so rare that we have little, if
any, data upon which to bring statistical procedures of any type to bear upon them.

We also note the ubiquity opowerlaw distributions in the world of XeventsThese

distributions measure the relationship between the frequency of an event and its magnitude.

For instance, ararthquaketwice as large is four times as rare. If this pattern holds for
earthquakes of alll si zes,ed.hehhitsh emeda nsst rti thautt
typicalsi ze of earthguake in the conventional sert

It's now known that the distributions of a wide variety of quantities seem to follow the-power
law form, at least in their upper tail (Xevents). Scientifierast in powetaw relations stems

partly from the ease with which certain general classes of mechanisms generate them. The
demonstration of a powdaw relation in a collection of data can point to specific kinds of
mechanisms that might underlie the pbmenon in question, and often suggests a deep
connection with other, seemingly unrelated, systems

0 Dynamics: Systems displaying Xevents live far from equilibrium. This means that system
variability and collective effects from the components of the systdntéraction are the most
important determinants of the behavior of the system.

U Evolutionary ProcesseAs noted earlier, t he Xevents shapg
evolution takes. Small, incremental changes operate for long periods of time whaam,an
Xevent takes place and the whole system is shot off onto an entirely different course.



U More Effect than Causéihe commonalities of behavior of Xevent systems is focused more
on the effect the events have on human life than on the specific tbatiggves rise to the
event. Deaths from the Xevent are large, financial losses are large, and environmental
destruction is large.

U The Mere Possibility of Disaster or Booinm the developing world, the very possibility of
disasters, combined with the kaof social safety nets, limits risk taking in the society (i.e.,
lack of credit due to disaster risk) and appears to be a major contributor to poverty traps. On
t he other hand, in the developed countries
likely to lead to new technological innovations that can be expected to lead to an-Xevent
generated boom | eading to Athe next big thing

U Policy response:Society typically underestimates the chance of an Xevent, even those that
are not so unlikely. & example, expenditures on disaster assistance involve investing far
more in reacting to disasters than in taking steps to prevent them. Moreover, probabilistic tools
are rarely used to support policy decisions involving Xevents.

Methodological Issues

Let 6s now consider a few conceptual i ssues that
on Xevents.

V Anticipation: Without a doubt, the single most important tool we could develop for dealing
with Xeventswould be a systematic procedure for early warning of a possible event. As the
saying goes, Af orewarned is forear medo, and
anticipating major discontinuities like a financial meltdown or a crash of the Inteowéd be
a huge step toward effectively addressing such crises.

V Forecasting:Some may argue that anticipation and forecastingfareall practical purposes
the same thingBut this is not the case. Anticipation deals with early warning gbdissibility
of an event occurring; forecasting has to do with claims that an event of a certain type and of a
certain magnitude will take place at a certain place and time with a liteéhood As noted
earlier, the notion of likelihood is a slippery one, esghcia the context of Xevents where
we have little, or perhaps even no, actual data upon which to base any kind of standard
probabilistic forecast. What we need here is
likelihood.

V Trends:A large numbeof peopleope at i ng as f uforecass that educedof t en n
the following formula ATomorrow wil|l be just |l i ke toda
wor seo. I n short, they are trend foll owers a
into the future. For such people, surprises never occur and trends never change. Strangely, this
kind of trend following is almost alwaygght. But it 6s al so al most al way
you certainly shoul ealétfutupstoy thisatypg of forecast. What o a s
you should be ready to pay for, though, is information abouttihging points those
moments in time when the current trend is rolling over and beginning to change. That type of
information i s gol dithen. Mataemadticallyosuch furaimgl péirds aggo | d ,
called fAcritical 6 points and there is a very
systems literature. Oddly, though, that theory has been very little employed for the kind of
practical questiomabout Xevents that concern us here.



V Extreme Risk Analysigin entirely new theory of quantifying the risk of an Xevent needs to
be developed. Since data is scarce, this theory will have to make use of scenarios based upon
behavioral, psychological, sotdgical and economic factors and insights into the future
gained from the way a popul ationd6s mood bi as
New forms of insurance should also be introduced based on the results of this type of analysis.

V Modeling: Traditional mathematical modeling a la physics will have to give way to what
Stephen Wolfram(2002)has t er med fa ndehhis ik b acknceoifi whiglc i e nc e
computer programs replace mathematical formalisms. The creation of anbagedt
modeling (ABV) laboratory for testing hypotheses about Xevents is necessarily an important
component of whatever form an Xevengésearchnitiative might take, since we require some
type of Al aboratoryo to do control | embt repe:é
experiment wioth Ain the wild

To summar i z e, hidlist of¢héfeci amethodologicdyrbaspdXevents research activity
might productivelycenter upon

Global catastrophes (including the huntaused variety)
Early-warning/horizorscanning systems

Extreme risk analysis and management procedures

Surprise, resilience and tipping points

Methods of forecasting collective social events and behaviors

Computer simulation and scenario construction as laboratoriesiftyirsg Xevent
Development of counterfactual thought experiments in social processes
Tools for the analysis of the fragility of critical infrastructures

=4 =4 -8 -_a_8_9a_9_-29

From what 6s been said above, itos cl ear t hat t h
veil of the future, at least a little. Thuany meaningful program for understanding and anticipating
extreme events will have to confront both the uncertain and the just plain unknown

The Uncertain and the Unknown

During the preparation for the Apollanar landing mission in the late 1960s, the US space program
was deeply concerned about unknown lunar microbes possibly contaminating the Earth upon
splashdown of the lunar capsule in the Pacific. Elaborate procedures were put in place to quarantine
the astronauts as they exited the capsule and were taken to special facilities at the Johnson Space
Center in Houston, where a further period of quarantine awaited them while scientists analyzed lunar
material brought back by the astronauts for signs of grgy ¢f biological contamination.

This is an example of trying to protect against
the mission there was a complete absence of knowledge about the properties of duvtaegnor
evenwhether there wereng microbes, at all! As it turned out, there were no microbes, at least none
detectable by any of the Apollo missiofidis conclusion confirmed what many scientists had inferred

from knowledge of the barren lunar surface, along with the lackeafcut, unambiguouffects on

earthly life of numerous asteroid and meteorite impacts on the Earth over millions of years. The
argument here being that whatever microbes might exist on the Moon would be no different from
those carried from outer space by metestiand that human life had evolved to survive nicely in the

face of this sort of contamination. The argument turned out to be correct. But at the time it was simply
informed speculation, and National Aeronautics and Space Administration (NASA) management
rightly didnét feel secur e enoug kindiomthetatyament s p e c u
being correct



Interestingly, a verylifferentsituation occurred just a few years later as NASA prepared for the 1976
Viking landing on Mars. After flipy missions showed formations that looked like ancient river beds

on the surface of the planet, many scientists thought landing a spacecraft on Mars might lead to the
introduction of microbes from Earth into the Martian environment that could proliferadein some
unknown way contaminate the planet. Since the Soviet Union was planning a similar mission at the
same time, planners from the two nations agreed to carry out the program so that the risk of a microbe
running amok on the planet was less than ione thousand during the period of the two unmanned
exploratiors. NASA management decidehat to meet this requiremettiteir Viking Lander had to

have a risk of less than onetan thousanaf contaminating the Martian environment. No1®95)
presents a very informative account of how these risks were calculated.

The Martian situation i snkrmwkeseampl el noftHdeal Bhgue
plenty of information abduthe microbes involved, since they were of earthly origin and had been
studied here for many years. What was unknown was the effect such microbes might have when set
loose on the Martian surface. Here again arguments surfaced based on impacts frathainberdtes

on Mars, the very same type of bodies that impacted Earth. The core of the argument was that the
microbes on Earth arose via evolution freoch othemvorldly objects. But what woulthose same

sorts of microbesdo if left to run wild onMars?

As noted, these two examples illustrate two broad categories of the unknown: The Unknown
Unknown, where we have essentially no data at al
against, and the Known Unknown, in which we do have data bubt s -upaas tb whether the data is

relevant or not to the situation at hand. This line of thought leads to consideration of how, exactly, we
tackle the problem of pushing back the boundaries of uncertainty.

Laws and Data

Generally speaking, theege two majotoolsavailable to the analyst when attempting to pull back the

veil of uncertainty surrounding a given system or process: (1) knowledtmwvefgoverning the

syst emds b e h absénationsicen datapas to (h@w) the system behaweder various
conditions. Letds examine each of these in turn.

As it's usually taught, the process of science consists of the following stages:

observations — empirical laws <= laws of nature — theories

g

experiment theory

As indicated by the double arrow, this process, or metimvd)ves a continual interplay back and

forth between experimentation and theory construction. Since the philesbphience bookshelves

sag under the weight of scholarly treatises expounding on the pieces of this diagram, let's just touch
lightly on oneor two aspects of each component that are of particular importance for the needs of this
paper.

Observations: The observatiom f event s, or Ahappeningso, i n the
schemes, scientific or otherwise, are anchored. Such albeery may take the form of sensory
impressions like the sight of a bolt of lightning, the smell of freshly baked bread, or the smooth feel of
satin. On the other hand, the observations may be more indirect, such as reading the pointer position
on a voltméer or noting the ticking of a Geiger counter. Usually, we're not interested-imosenly



isolated events, but in sequences of observations. This is especially true when it comes to matters of
prediction, where our concern is with attempting to diZio&v a sequence of observations of some
phenomenon will carry on into the future. But whether the observations are multiple or not, they
constitute what we calhefacts.And it's the facts that the process of science is geared up to explain.

Empirical relationships. After observing several occurrences of particular types of events, an
irresistible next step is to try to organize the observations into some meaningful pattern. This is the
essence ofvhat we mean by an empirical relationship relation characterizing compactly the
observed facts. So, for example, after taking many observations of sunspot activity over the course of
time we might notice a rhythmic cycle that peaks about every 11 years. This pattern of highs and lows
of sunspot actity constitutes an empirical relation linking the amount of activity with the peréod
of observation. Another example arises when we observe fluctuations of the U.S. dollar exchange rate
on the international currency markets in response to the @der&l Reserve's setting of the discount
rate. We note that whenever the Fed raises the discount rate, the dollar tends to rise in value against
most foreign currencies. The amount of the rise varies according to many factors, but the overall
relation betveen the rise or fall of the discount rate and the value of th&r @ainstitutes an empirical
relationship In fact, what distinguishes the winners from the losers in the curteadipng game is the
degree to which a trader can ferret out a good appatiinmto the exact nature of this relation

Laws of nature: An empiricalrelationshiphas a kind of contingent aspect to it; new observations
can rather ealsi convince us to modify the relatio®n the other hand, a law of nature has thefi
something cast in concrete permanent, fixed, immutable. At what stage does an empirical
relationshipbecome a law of nature? The ontological status of such laws is very unclear. They seem to
be more than simply eonstant conjunction of observationsince they suppothe forecast of events
that may not yet have occurred but coulth the other hand, they are far from being inevitable logical
truths. Exactly where the dividing line is placed varies from situation to situation.

Theories: A law explans a set of observations; a theory explains a set of laws. The quintessential
illustration of this jump in level is the way in which Newton's theory of mechanics explained
Kepler'slaws of planetary motion. Basically, a law applies to observed phenomena in one domain
(e.g., planetary bodies and their movements), while a theory is intended to unify phenomena in many
domains. Thus, Newton's theory of mechanics explained not only Kef@ess, but also Galileo's
findings about the motion of balls rolling down an inclined plane, as well as the pattern of oceanic
tides. Unlike laws, theories often postulate unobservable objects as part of their explanatory
mechanism. So, for instance, Fd&utheory of mind relies upon the unobservable ego, superego, and
id, and in modern physics we have theories of elementary particles that postulate variousftgees of
quarks, all of which have yet to betually observed and measured.

Prediction andexplanation are the twin pillars upon which the scientific enterprise f@sts.of the

principal goalsof science(although not the only ongplong with religion, mysticism, and all of

science's other competitors in the reafjgneration game, is to malksense somehow of the worldly

events we observe in the course of everyday life. Thus, the point of the practice of science as science is

to offer convincing explanations for these events, as well as to back up those explanations with
accurate, reliable prdi cti ons about what will be seen next.
prediction and/or explanation? In what way does it differ from predictions and explanations generated

by employing the tools and techniques of other predictive and explanatoeynes, e.g., those
associated with the practice of asbgy or procedures involvingnel Ching?

While the long answer to this query would require several books to provide, the short answer is rather
easy to give here. Scientific explanation and predidscexplanation and predicticoyrule,or as it 6s
sometimes puby law. To take a simple example, the observed fact that copper is a good conductor of
electricity and silicon is not, is explained by invoking the rule that chemical elements or compounds
having a lot of easily detached electrons in their outer shell can use those electrons to conduct heat and
electricity. On the other hand, the rule states that those elements like silicon that do not have an



abundance of such free electrons are not goodiwmors. The situation is similar with regard to
prediction. For instance, we can accurately predict that there will be a full moon on October~30, 2013

by appealing to the rules of celestial mechanics, essentially Newton's equations of gravitation and
motion. And, in fact, when a rule like Newton's proves useful enough over a long enough period of

ti me, it's often enshrined in the | exi dwsof of sci
planetarymotion.

What do all these musings about obs#ions, laws, and theories have to do with scientific prediction

and explanation? In what way do we actually employ scientific laws and theories to explain and make
projections of the events of daily liféncluding Xevent® Since pictures always speakidier than

words, the connections erdisplayed in the diagram on the next pag®ich summarizes what
philosophers of scienderm thescientific methodWhile the actual process of sciencalmost never

follows preciselythe path laid ouin the diagramthe picture isstill useful in elucidating the major
componert of the scientific method: obs/ations, theories, and experiments.

In the diagram, note the manner in which the operations of logical inference, experiment, induction,

and deduction interactinduction, the process of arguing from specific instances to general
conclusions, is employed on the experimental side of science to gersedtenships andaws

(empirical and from naturejrom observations. The complementary operation of deducti@n, th
drawing of specific conclusions from general instances, is then used to generate predictions and
explanations from scientific theories. The dotted leg of the triangle with two arrowheads represents the

fact that we alsespeak in everyday language when meke predictions based on observations.
However, we still often use the methods of science to test those predictions experimentally.

This is a good place to clarify some terminological issues that will appear throughout the remainder of

this paper. When&w speak of having a fimodel 6 for a proce
stock mar ket we mean t hat we have a theory, oft
how the system changes over the course of time and/or in responsegescimaits internal structure.

Generally, this means we have a law that we believe and trust represents a good approximation as to
the way the system actually works.

Laws
+

Theories

Induction Deduction

“Everyday language”

Observations Experiment ' Pred\itions
¥

Facts Explanations

When we talk about having Adatao for a particul g
the behavior of the process, usually taken over some patrticular time period. These observations are
generallyexpressed numerically, although this neednemtessarily be the case. For example, the data

mi ght be qualitative, as in ANitde bbseili nadtshors g



97.4 degrees in the r oohaedata meansethat whave sufficeste , to
observatios athandthat we can feel comfortablesing statistical tools to say something meaningful
about how the data pattern is likely to change over a given period of time.

As the identification of extreme events is the leitmotiv of this papeagmiimary notivation for the
identification of incipient extreme events is the risk such everdsepo t 0 s o c ivaytbgefly | et 6 s
about riskand itsanalysis.

Typically, risk analysis is subdivided into three components:

1 Risk Assessmenthis is theprocess of estimating the probability of the occurrence of an
event, along with the effectbe evengenerateshould it occur.

1 Risk Managemenithe process of identifying measures to be taken to control and/or mitigate
the damage an event may cause.

1 Rik Communication: The process by which risk assessment and management are
communicated to decisiemakers and the public,-krge.

But what do we mean by dArisko?

A generic definition of risk given in MacDiarmid (1993®nethat follows what we said a m@nt ago

about risk assessmeri$ that riski s At he probability of occurrence
severity of the consequences iIif the outcome does:s
by the notions ofadversity(i.e., an event @t damages society) amgverity(the magnitude of the

damage) in this definition of thprobability of an event. Introduction of the idea of probability
automatically implies risk evaluation, which can be done only in situations where we actually have

data . This is fine in many cases; but itdéds not S
Xeventsandy | ob al shocks, since those shob&eghngogemner
which either have never happened before or haventpkace so seldom that even extreavents
statistics are powerless to give any meaningful

To get a better feel for the typesanincepts and toobsvailable for analyzing risk in various situations,

| et 6 s rud the moded/data dickamy into its constituent partsmodel/no model, data/no data

and see what is and is not possible by way of tools for studying risk assessment. Here we focus on the
assessmenaspect, since the other two components of riskyaislare not primarily matters of
scientific analysis, but mostly focused on policy, mass psychology, and other areas outside the domain
of methodological study.

Two-by-Two

Following a famous aphorism from former U.S. Defense Secretary Donald Rumsfeld, we can call
these different classes of uncertainty #@own Knowns (KK), Known Unknowns (KU), Unknown

Knowns (UK)andUnknown Unknowns (UU). t 6 s i nstr uct ifthese categorexamdni ne e
match them up with situations in which we have or do not have models and/or data.

U0 Known Knowns(Model and Data):This type of problem is the best of all possible worlds.
The prototypical example here is planetary motion, where we have desitell model,
Ne wt o n 0 s paltidemnstionp doupled with lots of data gathered over centuries on the
positions of the plaets at different points in time. For the most part, problems in the KK
category arise in the natural sciences, pritpdmcause the objects of studglanets, billiard
balls, electrons never change their rule of motion, unlike the animals and humhosnake

10



up social and behavioral systems such as financial markatitraffic networksor ecological
food webs.

But even in the natural sciences we cannot afford to be too complacent. As models always
involve throwing away aspectd the real world thawe think d o né@atter for the questions

we want to answer, the models are necessarily incomplete. And we nevwekmeall whether

what we thrav anay really does matter, in any caS®, for instance, different climate models

used to estimate quantitiessich as longerm temperature or wind patterns omit different
aspects of the real world like the sea interface, oceanic currents, wind patterns and the like,
and thus come to different conclusions on questions dagathings like global warming

even when they employ the same data. And the data itself is far from complete, containing
gaps in both space and time, as well as measurement deviations, that introduce errors into the
calculdions carried out using the ruleacoded into the models.

Given these various caveats and disclaimers, it would be a stretch to claim that climatic
phenomena belong to the category of Known Knowns. On the other hand, when it comes to
weat her forecasting wedre on far morrettysol i d
well-tested, and as long as we confine our interesbtaininguseful forecastgsubstantially

better than just saying fWVaemorar opne rwioldl obfe aj uf
defensible to put weather forecasting into the Known Knosaisgory, as opposed to climate,
asattested to byhe furious debatasdaysurrounding global warming

All this having been saidhe fact that we have a dynaral model for the process under
investigation meansve can oftenmake use of tools fromappied mathematics and
computational analysis to effectively address many questions of practical concern. For
example, the theory of chaotic dynamical systems (Casti, 1994) enables us to understand why
a small error in the starting condition for a weatfegecasting model can lead to nonsensical
results in the forecast after just a few days of simulation time. Or whiyagauracyin the

data for a planetary position can give rise to similar nonsense about the position of that planet
after several millennia.

In another direction, recentiyeveloped tools in network analysis (Newman et al, 2006) give

the possibility for understanding the deep connective structure of systems like the Internet, and

to identify MApressure poi ntosldlead o cdtast@pghic st r uc
systemic collapse. These tools also show us how to designslzatge systems like power

grids and transportation networks that are resilient to various sorts of disruptions in different

parts of the system. At present, the lirgkipp of dynamical models, which are inherently

local, with the global structures identified through network analysis, is a hot topic of research

in the systems methodology community.

Before | eaving this KK domai n, gdod racslelsvamdr t h p c
excellent data is no guarantee of being able to effectively predict the behavior of a system.
Every model has some boundary of applicability, and no data set is either totally complete or
without inaccuracies of one type of another. So, deample, the laws of Newtonian
mechanics and gravitation do an excellent job of forecasting planetary positions for even a
century or two. But if you ask where Saturn or Uranus or even the Earth will be a million

years from now, these models simply brekvn since the actual laws of planetary motion

are rife with instabilities that manifest themselves over such long timeframes. So even the KK
category of situations is not absolute, but only relative to the questions you want the model

and data to address.
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Known Unknowns(No Model but Data)This is certainly the most commonly encountered
situation, especially for problems in the social and behavioral domains. We have a lot of
measured data, and want to either construct a model that fits that data audsresp
understanding of how the component pieces of the system fit together, or we simply want to
process the data so as to be able to infer what is more or less likely to turn up when we next
observe the system. The prototypical example of the fitgtgin is the work done by Tycho

Brahe, Johannes Kepler and Isaac Newton in building up the theoretical basis for modern
astronomy. Kepl &rto infes theee eBipirecdl eetatsonshiud planetary

moti on. Newt on then arwsatoefd neotmodel t(hMeda wtnoont 6
laws as a consequence, but provided a tool for prediction of new phenomena like oceanic tides
that were not part of Keplerodés focus, at all/l

Certainly the second path of analysis is what we most often see whegimgterdents, extreme

or otherwise, in the human domain. Forecasting an epidemic from the outbreak of a disease
like influenza is a good example.typical situation here (in the developed world, anyway)

thatwe have a substantial amount of data takefiffgrent locations at different points in time

about people who are infected with the flu, along with perhaps a breakdown of their
socioeconomic status, age category and other such demographic characteristics. This data is
then processed using statisti@and actuarial techniques to provide estimates of how the
disease will spread, whether it will blossom into a-fidtiged epidemic, which demographic
groups are most likely to be impacted and so forth.

This is not to say that there do not exist matheraband computer models for epidemiology;
there are many as a quick Google search will confirm. Bubdel for the local spread of an
outbreak of flu othe commorcold, or even for the developmenitan epidemic is one thing.

But amodel that we beliein fordescribing how these local phenomena developartdl-
fledgedpandemids something elsagain. Much effort is currently underwaydevelop such
models. But at present there appeat o b e-b o b madslthatveaable us to anticipate

and forecast the emergence of a global pandemic from local pockets of disefiser@owe

are in the situation of having data, but no model that can be fully trusted to address the
questions we most care about when it comes to the development andapadati-blown
pandemic.

The important point to note about this story is that the data is generally aggregated (that is, not
expressed at the level of individuals but only as properties of groups), and is processed
without benefit of any underlying dynaeal model telling us how the flu might spread from

an infected person to someone whodéds not infe
We 61 | come back to this point | ater when we
studying pandemics.

Unknown Knowns(Model but No Data)At f i r st hearing, the noti ot
thatdéds unknown appears to be an oxymoron. Ho
of this seeming paradox rests in the distinction between implicit versus explicit knowledge.

This distinction isili st r at ed by the famous dialogue bet\
told by Plato. In this account, Meno asks Socrates how a person can look for something when

he has no idea what it is. How can he know when he has arrived at the truth when he does not

ar eady know what the truth is? Socrates does
answers with a poetic story, now termed the theory of recollection. This theory assumes that
immortal souls mix with the world of knowledge in a kind of wesfrit, and thus we have

only to fArecollecto a piece of knowledge by
illustrates the technique by explidgtlgignorammdéfng one
geometry. The dialogue between Socrates and bowsshioe slave capable of learning a
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complex geometric problem because fihe alread
the implicit knowledge is made explicit, and so the unknown known becomes known.

There is actually nothing especially mysterigas least in principleabout this process of the
implicit becoming explicit, as it lies at the heart of mathematical knowledge, in general. In
mathematics, we begin with a small set of axioms, statements taken to be true without proof.
We then go on temploy the tools of logical inference to proceed from these axiomsbgtep

step, to prove (i.e., make explicit) what is implicit in the axioms. So in this sense every
theorem in elementary geometry is an explicit statement that is already implicitynszhin

the axioms of Euclidean geometry. And, in fa
for mathematics lies at the heart of much research in mathematical logic and foundations,
since a different set of axioms leads to different theoremsoasdtance, in hyperbolic or

other norEuclidean geometries, which each arise by changing one of the axioms in the
Euclidean caseBut mathematics is one thing, the reairld of global shocks and extreme
events is quite another.

What type of methodoldogc a | tools do we have availabl e
properties from a set of background assumptions represented, for example, by a particular
scenario of the wddl of 2020? One possibilitis computer simulationWe construct the world

of that senario inside our computers, and then create different circumstances in that electronic
world and examine the consequences of these changed conditions. The simulation may often
produce unexpected behaviors (emergent properties) that make explicit whplidg in the

rules and background constraints imposed by the scefiddte: Exactly howthese emergent
properties emerge is not at all understood, and constitutes a major research question in both
psychology and scienceSo the model here is the sttuie and rules of the scenario (the

axioms, so to speak). But there is no data. The data actually has to be generated by the
simulator during the course of its exploration of the axioms constituting the simulation.
Deeper exploration of this line of attackn t h e -téa xnplliiciittd questi on
research qgquestion, one that paperdl | consider it

Unknown Unknowns(No Model and No Data)Here we enter the trugerra incognita
literally! In fact, if you take this categpr at f ace val ue, itds ver
kinds of events might fidt into it. How ca
ds |
t hi

speaking Aunknowndo? The whole thing soun
loosening a bit the interpreat i on of the term Aunknowno,
instance, if we think aboulypesof events that actually have happened and then consider
variants of those events that have never yet been seen, we start edging into the domain of
unknownunknowns. A good example of this woul an alien invasion.

To the best of our knowledge today, no extraterrestrial civilization has yet made contact, in
person or otherwise, with humanity. So an invasion of the type Hollywood regularly portrays

isreal y an unknown unknown. We havendét the fain
be, or what the impact of its occurrence woul
donodt know anything. There are numeumanus acc
civilization overrunning another one, generally with disastrous consequences for the society
thatds overrun. For i nstance, t he Spanish in
destroyed the life and culture of an entire continent. FrenclBetish colonization ofNorth
America,Polynesia, Australia and New Zealand led to similar outcomes. In all such cases, the

more technologically advanced culture simply made a hostile takeover of the less
technologically advanewrsogironu@, asteaidli sgi n her
recovered. ltds easy to i magine how humanity
candt 1imagine it , |-ficBoh shelfeokyeur lacal baokstprdBut this t he s c
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analogy iscertainpot a fAmodel 6 that we can place any
aliens from another world.

An analogous line of argument can be made for unknown unknowns arising from a
technological development that is a discontinuous extrapolation from lHiomedlready

known. The famous Agray gooo0 c avolrisgtselfo phe or
reproducing natoe ch obj ects running amok and gobbl i
building copies of themselves is a good illustration of tRj@etof glob& shock. These

nandech objects are simply vastly smaller versions of motors, gears and other types of
mechanical devices that we are already familiar with. But when scaled down to the nano level
(onehbillionth of a centimeter), they acquire entirely diffat sorts of properties and potential

for damage than an ordinary hurrsined gear or lever. Again, the scieffiction shelf is

littered with imaginative scenarios for how this type of global shock might take place.

So the methodology of choice for addsing unknown unknowns is first of all to employ a

large enough dose of imagination to transfer the unknown into the category of an unknown
known, i.e., one witbut a model but with a story or scenario. Thendddt a t hat 6s i nd
relevant to the unlawn via some related type of known shock or catastrophe.

Of course, some may argue that the likelihood of an alien invasion or a gray goo catastrophe is

so remote that i1itds hardly wor t-khangiogfglosat udy w
shocksHowever, the whole point of going fAoutsid
to consider exactly this sort of thingnd to take it seriously. After all, just because something

has never happened befamee r t ai nl y d o essimpdssibleiomepdn ynecasdardyt itéo
improbable, since such terms really only acquire meaning if there is data underlying them. The
point is that we simply have no data at al/l
on society.

The chart below summarizessth f our cat egories of unknowns wedve
possible combinations of models and data, along with methodologies appropriate to each category.
These elements then form the backbone of any scientific study of the unknown. Thes sihetion

follow will go through each of the four versions of the unknown in three very different categories of
problem$ Global Finance/Economics, Pandemics, and Cyber S8acksrder to explore how we

might address questions arising in these categoriesriasfacomprehensive investigation of global

shocks.

Data No Data

Model Known Knowns Unknown Knowns
(dynamical system theor (simulation)

network analysis)

No Model Known Unknowns Unknown Unknowns

(statistical techniques) (imagination and
scenarios/stories)

How Things Might Work in Practice

The models/data and known/unknown dichotomies provide a structural framework for thinking about
global shocks, in general. But these sorts of vague generalities, useful as they are as a taxonomic
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crutch, dondét teldl u gsetimem énpractice. Saih thih section we look att u a |l |
threevery different sorts of crisesfinancial/economic, pandemicsyber shocks as topical areas in

which global shocks can (and have) occurred, and consider how the taxonomic structure outlined
above can be ed to gain insight into how we might productively analyze extreme events in these

very different domains.

Financial and Economic Crises

The distinction between a financial crisis and an economic one is primarily a wftierescale.

Financial crises like a stock market crash or a bank run play out over a period of a few hours to a few
months, either quickly fading away or morphing into something more like a major economic collapse.
Economic criss, on the other hand, amventslike the Great Depression or the still unfolding
Japanese deflation, which run over a perad many years. Taken on their own timescdleth

financial and economic @#s are negative extreme eveirighat they are rare and have an unfolding

tme thatés considerably shorter than the timesca
will occasionally move backndforth between the two major categories of shocks, financial and
economi c, without e x pl i osidering at the mdmien. dg-or thd sakehof o n e
exposition and brevity, weodll usually talk about
shocks that gain the immediate attention of people and the media, primarily because they are the
shocks thathange the way of life for individuals through loss of a job, a bank account or retirement

fund, and/or a home.

The first thing to note is that financial and economic crises come in several flavors:

1 Speculative BubblesThe bursting of a financial buliblis probably the most graphic
illustration of a financial shock. The first such crisis was the bursting of the South Seas Bubble
in Britain in 1720 and the Mississippi Bubble in France. In both cases, the mpinpalved
assumed the watebt of the coumy leading to the bursting of the bubble when there were no
more buyers left to invest in what was tantamount to a by netw@familiar Ponzi scheme.

I n more recent times, these sorts of bubbl es,
living through, have been aided and abetted by vast amounts of easy credit allowing
speculators to dramatically leverage their positions in Internet stocks, housing or other sorts of
asset classes. But as with the South Seas case, at some point prices leseltat which no

more players enter the game, the asset price weakens and the stampede for the exit begins.
End of bubble! Besides the currently deflating U.S. housing bubble and the Internet bubble of
20002001, examples of this type of crisis inclutie Japanese property bubble in the 1980s

and, of course, the U.S. stock market crash of 1929.

1 Bank RunsWhen depositors of a bank rush to withdraw their money faster than the bank can
call in loans to pay them, the bank can become insolvent. Thigrin eads to many
depositors |l osing theirtr savings if theydre
panic i f of {finitocsiomthesproabss msddepositdrsdmpr banks starting getting
nervous about their own savings and rush tihdvaw their funds. A variant of this scenario
arises when banks have too many 4penforming loans on their books and begin to worry
about not having enough capital available immediately to loan out to businesses and
individuals. This situation leads tofiac r e d i ,t as banks bezdme very reluctant to lend,
which in turn throwshuge handfuls of sand into the geafscommerce. Here we see how
easily a financial crisis can quickly be transformed into a major economic crisis like a
recession as the crédrunch spreads.
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A recent example of this sort of bank run was the Northern Rock crisis in the U.K. in 2007.
The savings and loan crisis in the United States in the 1980s, which led to a credit crunch that
in turn contributed greatly to the recession of 2990is an excétnt reallife illustration of

the dangers of a shock in one part of the system rapidly spilling over to affect an entire
national, or even international, economy.

1 Monetary Crisis:n the 1980s, a number of Latin American countries defaulted on theis bond
leading to an international financial crisis. Another type of international crisis arises when a
country, like China today, uses a currency with a fixed exchange rate relative to another
(usually the U.S. dollar). If that fixechte currency comes undepeculative attack in the
foreignexchange markets, the country may be forced to devalue its currency to protect it
against the attack. In either case, the global financial system is threatened. T8 7893n
financial crisis was a currency crisis ofg sort, as was the 1998 Russian crisis that resulted in
the devaluation of the Russian rubleda Russian default on their government bonds.

Economists often argue above that financial crises often letm or at least precedgeneral
economic cies like recessiona claim that is welkupported by the datdhe Great Depression of

the 1930s seems to be of this type, where bank runs and stock market crashes appear to have led to an
overall economic downturn lasg for more than a decade. The guime mortgage and property

price crisis in the United States and elsewhere in the world that began in 2008 gives the appearance of
being another catalyst for a broader economic decline.

On the other handsorre economists argue that recessionsnatedrectly caused by financial crises

but that the crises get exacerbated by inappropriate governmental action that ultimately blow them up
into a fulHledged economic recessioA prime example of this line of argument was provided by
Milton Friedman and Ana Schwartz, who wrote (1971) that the economic decline that was sparked by
the stock market crash of 1929 and the bank panic of the 1930s would not have degenerated into the
Great Depression if these financial shocks had not bewglified by mistakes byhe U.S. Federal
Reserve on monetary policy. In this view, while a financial crisis reath® initial shock triggering an
economic declingother factors of a more economic nature can serve to prolong it iat@ssion or

even further into @epression.

Note here that in either cagke actual connection between the financial system and the overall
economic system is the key element, and this connection is not at alindelistood. So all we really

say with confidence is that the financial markets,me@sasured by something like the Dow Jones
Industrial Index, does serve as a leading indicator of an impending recession. But whether turmail in
the financial markets actualbause such a recession is far from evident. In fact, the financial index is
not even a suréire leading indicator, as seen by the 1987 U.S. market crash that did not presage any
sort of recession. But when there is a recession, the markets are always ail ieéofehand. And

thatdéds about al | we can say at our current stat
economics.
For our purposes, itéds not especially important

direction starts from ahock that can lead to another shock. Our goal here is to explore concepts and
tools for understanding and anticipating the sh
important to have some idea of the various ways a financial crisis migaubed.

Causes of Financial Crises

Trying to identifythe cause of a financiaollapse is a lot like the weknown story of the blind men

and the elephant. Following each crash, there is a veritable snowstorm of analyses as to what caused
the crisis, eeh analysis tending to focus on one or another of the possible causes depending on the
background, prejudices, and political leanings of the analyst. By way of illustrating the fairly obvious
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fact that there is no one, single cause of any crash, we can loetter than offer the diagram on the
next page of theurrent crisis.

All this having been said, itobés stild]l I nstru

of financial crises, if for no other reason than these factors must be weigthedprocess of
developing scientific tools for understand these sorts of financial and economic shocks.

A Seltfulfilling Prophecies:The finance guru George Soros has argued (1988) that finance is
more about psychology than statistics, in that successvesting resides primarily in
investors guessing the intentions of other investors and taking action on those baésses
the other investors make t tefexivity Amohereexampiee c al
relates to a bank run as described iegriwhen a depositor thinks other depositors will
withdraw their money from a bank, so that depositor has an incentive to take out his money
too. The polite term used by economists to describe this anticipatiostrasegic
complementarityalthough everyay language would be much more likely to use the far less
opagque t-falfilling prophecg |8fu t ités same phenomenon:
incentive to do the same thing they surmise others will do, then a financiahaagiarise as
a kind ofpositivefeedbackprocess in which investors pil to an investment solely because
they expect others to do the same thing.

A Cashflow Gap:Here we find potential financial crises residing in a gap between the risks an
institution takes on with it assetand debts. A typical case is when a bank has -tdront
obligations to pay out to depositors upon demand, yet has taketelomgisks on its debt in
the form of loans. If the depositors start a run on the bank and demand their money, the bank
may not e able to get back to cash fast enough by calling in loans to satisfy the demands.
This is what happened to Bear Stearns in 2007 when it was unable to roll ovéeshatebt
that it was using to finance losigrm mortgage investments.
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A Leverage: When institutions or individuals borrow to invest more than they actually have in
assets, the potential return goes up along with the potential loss. In particular, the loss can
exceed the ability of the investor to repay, thus creating a batakrrhe bankruptcy, in turn,
means that creditors wonot be repaid, perhap:
So leverage has the potential to spread a loss in one area through the entire financial system.

A Weak or Norexistent Regulatim Government regulation of financial institutions has several
goals, not the least of which is to ensure that firms report their assets and liabilities accurately
and transparently, as well as maintain adequate reserves to meet their obligations. This often
entails restrictions on leverage, for example. Many argue that financial crises have been
precipitated by poor regulation. For instance, it has been argued that thé&@@6@ncial
meltdown was caused by excessive-taking (i.e., leverage) in the U.Bnancial system. On
the other hand, some claim th&io muchregulation can cause a crisis. For instance,
regulations requiring banks to retain too much capital might cause them to cut back on lending
just when liquidity is most needed in the financigistem, thereby tipping a momentary
financial downturn into a crisis.

A Herding: Many have noted that financial crises often take place shortly after introduction of
new financial instruments, such as investment in shares of a company was a new innovation
that began with the South Seas Bubble of 1720, while collateralized debt obligations were new
instruments contributing to the crisis of 26BF08. Unfamiliarity with such innovations often
cause investors to wildly overestimate the value of assets, whiamiteads riae investors
to Afoll ow the | eader o over t heleaglasgefitimgf t he
from this misestimatef asset values. As these new investors-ipiléo the market, the
i nstrument ds val udwherpaaraaH isinevitagble ewhidre dreonomew p o i n
investors left At that point, the spiral reverses and a crash ensues.

A Fraud: The history of finance is filled with examples of people and/or institutions grossly
misleading investors with fraudulent ictes about the assets they manage or control. The case
of Bernard Madoff in New York is a good case in point, in which Madoff gave his clients false
statements of assets for years before his Ponzi scheme collapsed iR@@i&chemes are,
of course, justone type of fraud, and Madofflas simply one of many traders and fund
managers fraudulently hiding their activities in the current crisis, as the U.S. government has
initiated numerous investigations of fraud at institutions ranging from the mortgageifiga
companies Fanny Mae and Freddy Mac to the megizrer AIG. Frauds often lead to the
collapse of firms, which in turn lead to other firms collapsing and ultimately to a cascade that
ends in a systemic financial meltdown.

There are many theories oinéncial crises, ranging from the Marxian idea of long waves of
depressions and booms to the notions of Hyman Minsky (1986) about market fragility and credit
excess to herding models in which investors buy (or sell) when they see other investors dszEintethe

thing. Each of these theories deserves more space to adequately outline and discuss than is available in
a report of this type. Moreover, the theories themselves are not as important to the thrust of this paper
as the types of crises and their possitduses.

Let us now shift our attention to the fourfold taxonomy introduced earlier involving models and data,
and match these up with methodologies for investigating financial crises.
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Methodology for the Knowns and Unknowns of Finance

i

Known Knowns (KK): Without a doubt, the most well understood economic paradigm is the
neoclassical equilibriumnentered model of economic processes, in which perfectly rational,
infinitely seeing, errofree calculators buy and sell in order to satisfy theidaesnd wishes.
These transactions, of course, lead to a change in price for market goods, prices rising if
buyers outnumber sellers, declining if the reverse is the case. Under the stringent rational
expectations assumption that agents act so as to maxinair satisfaction, this process leads
theoretically to a level of prices that are in equilibrium, at which both buyers and sellers are
satisfied.

This catoon version of a real economy msed on a mathematical framework that is
tantamount to recasiy Newtonian mechanics in the terminology of economics. The basic

setup is a system of differential equations characterizing the dynamics of price changes as
buyers and sellers finegotiated a transacti ol
convergng (attimet= B! ) t o an equilibrium price | evel
further transactions take place.

ltdés difficult to believe today, but not | on
the success of their field. For exampl i n a 2008 paper title f
(macroeconomics, that is), Olivier Blanchard, now chief economist at the International

Monetary Fund, wr ot e: AThe state of macr o i s

Bernanke, now chairman of the UfS=deral Reserve, praised the economic performance over
the previous two decades, which he attributed to improved economic policy making.

Then everything came undone.

Very few economists foresaw the current economic crisis. Even more importantly, the

profession simply ignored the possibility of a catastrophic failure in a market system.

Economists took it as an axiom of faith that the market system is stable. In short, they simply
assumed that assets like stocks, housing prices, and the like were adiwagisexactly right

by the market. There was nothing in the neoclassical economic models, Keynesian or
otherwise, that even allowed for the possibility of the type of meltdown seen in 2008. To put it
bluntly, thestateof-the-art models of the economicqmesamade little, if anypoint of contact

with the actual world we live in. So in our earlier models/data dichotomy, there are both

models and data. But the models are simply and literally incredible, which of course is
somewhat worse than having no mioaleall.

A corollary of the equilibriurrcentered view of the economy was thecadled efficient
market hypothesis (EMHJg fiction developed by the Chicago school of economics in the
1960s to describe the workings of the financial markets. The EMH comes in several forms, all
of them involving the relationship between information available to investors and how that
information is assiffated into the market price of an asset. The most common version asserts
that all publicly available information ialready reflected in the market price of a security,
which implies, among other things, that there can be no arbitrage possibilitiestt|rireh

market (in this case, the stock market) is perfectly efficient in incorporating all available
information into the current price of a stock.

Incidentally, his view of price formatin contains a builiin paradoxsince it says that it does
you no good to collect informatioas that information cannot help you obtain a trading
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adwantage in the market. So howitsthat information is assimilated into prices if no one
gathers information8 0 t he EMH can only be rrigght i f not

As with price equilibrium for goods and services, the type of price equilibrium claimed by the
EMH for stocks and commodities is also a fiction. And not even a very good fiction, as Wall
Street traders thumb their noses at it each and every daw. fBgre dangerous insofar as
financial crises goes are two corollaries of the EMH, @apital Assets Pricing Method
(CAPM)and theBlackScholes Option Pricing Formuldoth tools used routinely to measure
the riskiness of an asset. While this is no pkacgo into technical details, the CAPM and the
Black-Scholes formula rest upon the noligcredited assumption that price movement obey a
normal (Gaussian) probability distribution, which assumes away the very sorts of extreme
price movements that have wrgdinned each and every economic and financial crisis.

In summary, then, the sorts of global financial shocks that have regularly appeared since the
South Seas Bubble in the 1700s are simply impossible to accommodate within the theoretical
machinery (red: models) of equilibrium economics and efficienérket finance. The models

si mply don értthegrauadrdata amdobsereations of what actually happemsain
markets and it he r eal economy. Even wor se, t he mod
situations when nothing untoward seems to be happening, but fail just when you need them
most in the domain of fAextremed economic and

But |l etdbs not throw out ttoole devielepbdyto deal with t h e
equilibrium ecoomics may still be employed to study actual economic processes. The
movement of prices, people, money, and goods is still a dynamic process, even if the rule of
motion was totally misunderstood by the economics professiqgrdyBiamical system theory

as atool is still relevant tathe understandingf bath financial and economic processige

just have to gt thedynamicsright and, even more importantly, ask the right questidosls

from dynamical system theqrijke cafstrophe theory and chaotic dynasare also relevant

to understanding how an economic process can shift dramatically from one behavioral regime

to another in an instant, metaphorically speaking, as a consequence of seemingly innocuous
changes in one or another paftthe process. Buttahe momenwwe r eal |l y dondt u.
what the Arighto rul e of fonodwirestmcts fisagefadhesec h pr o
toolsto special situations

Data is theother side of this coinas even the best model fails if the data used to
calibrate/exercise the model is hadsufficient, or just plain irrelevaniThis is the familiar

AiGar bage i n, garbage out 0 [rbrecomoputerrjapgon. Soe 6 r e
again, when we speak questions in the KK categoye mean those for whiclve have a

model that we can believe represents the situation with fidslifficient to answeithe

questions we want to addremsdthe data the model uses is adequate in amount, accuracy and
relevance for the requirements the model imposes.

Known Unknowns (KU):Here we have a situation that paradoxically is actually better than

the KK. | say paradoxicallysince no model but only data is generally speakirsjfuation to

be preferredto one in which we have a modelb u t one thatodéds demons
Disastrously wrong, actuallgsin the case of equilibrium economics and efficient markets, as

recent world events testify. So what about this situation in which data is abundant, but in

which there is no model at handat we can believe inPhi s fAbel i evabilityo
i mportant her e, since webdbve already termed t
financial modelAnd itis;it 6 s si mply not believabl e.
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This situation of data but no model is actualpical of the kind of world that financial
analysts work in every day. Lots of information about price movements, volume of securities
traded, volatility of price movements and the like, give rise to the myriad statistical measures
so beloved by technittraders. These measures include things like moving averages, the VIX
volatility index, Elliott wave patterns, advandecline ratios, and dozens of other statistical
indicators that traders mine for information on where markets are heading next. Bhiif typ
statistical mining of the data is not confined to finance either, as macroeconomists use pretty
much the same sorts of approaches in their analysis of past economic data in an attempt to
ferret out patterns for GDP, unemployment, consumer sentimednbther suchmeasures of

the health of the macro economy

From a global shock perspective, there is a gigantic problem in employing these sorts of
techniques. That prodan is that by their very desigthe statistical methods look for
regularities in the data, things like trends, cycleend other suchrepetitive patterns. But

extreme events like the collapseaobank or a stock price hajest the opposite character. By
definition, a financi al or economi c crisis
unexpected. So identification of regimes in which a crisssirock is likely is not something

we can expedb be able to do using mainlisgatistical methods.

What we can conclude for these KU events is that the usual tools we use to study them will
not help in identifying situations in which the system is near to breakdown. Unlike the KK
events, where thpotentialweakness resides in an inappropriate model for such situations,
here we have no model at all. But for KU events we end up in the sagehlt this time
because the tools we use to process the data are inappropriate for the job.

We should note that the foregoing statement dagsnean that statistical methodology will

not be able to find signs of extreme events, provided those emengdready implicit in the

dat a. But to bring out those AXeventso requ
events really are already present in the data, and (b) that we have statistical methodology that

is designed to find irregularitieShe field of extremeevent statistics is beginning to address

point (b). But point (a) seems to simply be assumed rather than justified in all studies |
examined as background to this report. At the moment, then, we have to conclude that we

have developed té®that may be capable of addressing a limited sample of financial crises,
specifically those of the sort that have already happened in the past and that we can feel
confident are incorporated into the raw data from which the statistics are calculated.

In passing, we mentioned earlier that the central difficulty in using the tools of both the KK

and KU domains to address economic shocks is that they derive from a Newtonian view of the
world, one aimed at addressing regularly occurring events, not irreghuaks, booms or

busts. Before moving on to consider the other two classes of economic problems, UK and UU,
itds worth taking a page or two to | o®k just
century economists to see more clearly why methgiesobased on dynamical systems and
Gaussian statistics will almost certainly never lead to effective methods for identifying crises.

Models, Muddles and Money

It's one of the small ironies diistory that in 1699 Isaac Newton was appointed Master of the Royal
Mint, a position from which he ferociously pursued counterfeiters for many years. Ironic, since were
Newton alive today, there's little doubt that he would be equally relentless in dwaain the
businessschool professors who have so debased his own mechanistic view of the world by assuming
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that that's howthewbrd' s f i nanci al mar kets operate. As web
there's something dramatically wrong with tomventional wisdoms of academic finance.

The Newtonian assumption from which everything else flows is that all observable phenomena emerge
as the result of the interaction of material particles. So Newton's world is a world of particles and
forces. Snce an understanding of this world is crucial to the theme of this essay, let me briefly sketch
the outline of théVeltanschauunbequeathed to us by Newton.

Assume we have a systeBronsisting ofN material particles. Let's agree to let the quanftyt)
represent the position of tlidn particle at time, with the velocity of this particle then being, t) =

dx(i, t)/dt the time derigtive of the position. bw supposehat we are interested in some prop&ty

of the system, say it's temperaucolor, shape or whatever. Newton made the astonishing claim that
any such propertyQ could be expressed as a function of the positions and velocities of the particles,
i.e., as functions of(i, t) andv(i, t).

In particular, if our propertyQ happendo be the acceleration of, say, the first particle, then we are
immediately led to Newton's Second Lawh at t he par ta=c ERng wherantistieel ear t i
particle's mass anid is a force. Cagey as ever, Newton never really specified the exact nature of this
mysteri ols sfiifacricnegd si mply Al make no hypotheses.

Let's look for a moment at some of the -sothidden assumptions built to this wildly simplistic
view of theway and why of things.

1 Conservative’As the particles careen about on Newton's billiard table, the overall system
neither gains nor loses energy to/from the external environment. In particular, there are no
frictional effects and the system rums forever.

1 HomogeneousThe Newtonian parties are indistinguishable from one another and, in fact,
have no observable attributes whatsoever other than their mass, position and velocity.

1 Indestructible:Particles are neither created nor destroyed.

9 Path Independenifhe value of any quantit® at timet+t depends only on the value Qf
at timet. In other words, the system has no memory.

9 Absolute:There is no buiin upper limit to the velocity of a Newtonian particle; neither is
there any |l ower | imit to the Aactiono of a p

oL}

1 Equilibrium-oriented: While not explicitly builtin to the Newtonian setup, there is a strong
presumption that the kind of system described by Newtastidble. In fact, the presumption is

that the longrun behavior of these Newtonian systems is either a periodic orbit or, if frictional
effects are introduced, a single global equilibrium point to which all motions are drawn as the
time t goes to infinity.A consequence of this assumption is that the system always moves so
as to arrive at a state of minimal energy. In particular, the particle trajectories remain bounded,
much like balls on a billiard table, and don't fly off to infinity.

So these are ¢éhground rules in Newton's game of particles and forces. And, in fact, it has become
something of a cottage industry and a prescription for Nobel prizes in the physics community to relax
one or another of these constraints. For example, imposing a fiiitersal speed limit on particle
velocity led Einstein to the special theory of relativity. Similarly, Max Planck assumed a finite lower
bound on a particle's action, which led to quantum theory. In yet another direction, Ilya Prigogine
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dropped both the eservaitve and equilibrium assumptions witthe end result being his theory of-far
from-equilibrium dissipatie processes along with a Nobel Prize in chemist@f course, this is a
crudecaricature of the development of physics, andot meant to sathatany oftheseresearchers
actually foll owed t hi s -thpface sbservatipnt thabp theiNobétgrites onl y
winning efforts can bénterpretedas stretching the Newtonian paradigm beyond its elastic iimit

different directionsifanyt hi ng, this observation is a testame
insight into the way of the worldnd certainly not intended to trivialize the magnificent achievements

for which these Nobel prizes were awarded

With these successes, it'srthdo argue with Newton's intellectual treasure chest, at least in physics.
And it's certainly defensible to probe the limits to which this bilHaatl paradigm can be extended to
other areas of life. But in the case of finance, what's good for the godeénitely not good for the
gander, too. What works for physics, sad to say, just doesn'tteegank for finance - despitewhat
econophysicistseem to believeTo see why, let's first see how the current conventional wisdom in
academic finance matek up to this Newtonian setup.

The Physics of Finance

To paraphrase Oscar Wilde, jargontli® last refuge of scoundrelSo let me briefly go over the
primary buzzwords forming the backbone of the conventional wisd@oademic finance. We'll then

see how these watchwords of finance are simply translations of the same concepts sketched above for
the Newtonian paradigm of mechanics.

1 Efficiency:As we saw a moment ago, to a financial theorist an efficient stock market
is one in which any piece of new information coming into the market is immediately
assimilated and reflected in stockds pric
the nature oft h e i nformati on, vari ous Arandom w
behavior have been studied. If the information available is only past and current
prices, then we have what's called tveak RWT.On the other hand, if the
information set consists of any pidy available information, we then have what's
called thesemistrong RWTThe semistrong RWT more often goes under the rubric
the efficient markets hypothesis (EMHas described earlier. Finally, iall
information, public or private, is admissiblegthwe come to thstrong RWTEach
of these randorwalk theories holds that there can be no trading system based upon
the corresponding type of information that will allow one to systematically outperform
the market, taken as a whole (as measured byttsaygow Jones Industrial Average
or the S&P500 Index).

1 Rationality: Perfect rationality- finance style- means not only that all information
relevant to the price of a stock is processed objectively, instantaneously and without
error, but also that ingtors act so as to maximize their marginal utility. So in arriving
at a decision to buy or sell, a rational
relevant information (we'll see later what thaghtmean).

1 HomogeneityThis assumption means thall investors are alike; they have the same
desires (to maximize their take) and the same attitudes toward risk.

9 Stability: The standing stability presumption in finance is that price of any security is
always moving toward a single, stable equilibripnice at which all the buyers and
sellers in the market are satisfied.

T Memoryfree:i The mar ket has no memoryo is the
assumption. It means simply that the path the stock's price took in getting to its current
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level is irrelewant in assessing what price will be tomorrow. In mathematical terms,
such a process i s ter med iMar kovian, 606 i
moment is determined solely from its current price. In short, whatever information

about the past is relamt to the future is already buitt to the current price.

The match between the concepts finance theorists find useful and those employed by physicists is not
exact. So, for instance, we find the single (and singularhfine concept esinwithef f i ci e
both path independence and absolutism in physics. This is because efficiency assuatigelthatnt

past information is already reflected in the current stock price. So the market has processed an
unlimited amount of past information, at leas principle. And the path by which the price arrived at

its current level is irrelevant in determining where it will go ngx@ memory) Now we enter the

realm where there is no meaningful data upon which to calibrate models, if we have them, or data
upon which to build theories in the absence of a model. By and large, this is the realm of the
unexpected, where the real crises reside.

i

Unknown Knowns (UK):What type of economic or financial crisis can we envision for which

we have a model but no dataiPsEof all, no data implies that the crisis, whatever it may be, is

one that has not yet been seen. But having a model also means that the unobserved crisis is
still something that can be accommodatdgthin our existing frameworKor characterizing

evens. In the language of dynamical syseem t hi s fAnewo tongitesi s wo ul
endpointof the dynamic, but one that has never yet been visited by the trajectory of the
existing economic or financial process. In short, the possibility for the crigisesdy builin

to our view of how things might unfold. The conditions have simply never yet been right for
that possibility to be realized. So in contrast to the-tighe of crisis, which is by definition
something we have seen before even though wer@mvable model to predict or understand

it, a crisis of the UK variety is one whose seeds already witlin our economic worldview

they have just never before germinated into a crisis.

The type of mechanical model of economic processes offeredebMdtvtonian framework

does not lead to a model ofetlsort we have in mind here. Rathgmething that explicitly

takes into account the fact that human psychology and behavior is the driving factor in what

does and does not occur in social intercourse, not just economics and finance, leads to models

of the sort webreos all biolkkg aa b otuhte hreirsee. alnedt
phenomenon ter med fihg lideab Hdrei aurarhoded wibh corsist offai x
systematic procedure feaharacterizing the social mood, how a society feels about the future
optimistic or pessimistie ona timescale of a few decades.

In its modern incarnatigrglobalization had its birth at the 1975 World Economicuifo

meeting in Davos, Switzerland. That was a time wtten general view of the futuréhe

global social moodwas escalating upward at sachatic rate. A few years later, the G8 was
formed, followed by the North American Free Trade Agreement (NAFTA), and later the
formation of the World Trade Organization ( WT@sthe i dea of the fAmood?o
enters into the story of the rise afadl of g| obal i zati on in a central
look at how we might actually measure this seemingly ephemeral quality.

Some years back, financi al anal yst Robert Pr ¢
the social mood leads to socadtions. He then proposed using the financial market averages
as a way of measuring the mood. He called t h

same purpose for measuring social mood that a thermometer serves for measuring the overall
motion ofa collection of molecules. The underlying argument is that a market average like the
Dow Jones Industrial Average (DJIA) reflects bets that people make about the future on all
timescales from seconds to decades. The financial markets collect all treesadgtrocess

them into a single number: a change of price. That price change then serves as a very effective
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measure for how people feel abdue future. If they are optimistic about the futuresy tend

to buy and prices i nthe eradeney;is ta sell andiprcgs@o downp € s S i
Furthermore, the stronger the collectsantiment, the larger the bets people ma&ks.just as

a thermometer doesnodt me arsauroomis doing the fimamozak vy s i n
market &erages do rorepresent the feelings of every single person in a population either.
Nevertheless experience shows that an index like the DJIA serves as a much better
characterization of the social mood than other types of measures of mood, such as opinion
surveys, anual births Internet marketand the like. Moreover, accurate financial data is easy

to find in every daily newspaper, and is available over quite long periods ofL#nme add

that we can use such an index as an anticipatory tool for collective sweiats like the

process of globalization e c aus e i t 6 s heaWirandial nankeb averages Iseaviaast

leading indicator of macroeconomic phenomena, such as GDPownmwit and, yes,
globalizationtoo. Much, much more on this topic is availabletire bookMood Matters

(Casti, 2010).

Since the driving force behind globalization is to a large degree the American corporate
community, we look to the Dow Jones Industrial Average (DJIA) from I8®@ardas an

indicator of the overall global mood fdnis example, since the New York Stock Exchange is

still about the closest thing we have to a global financial market. Every single milestone in the

path to globalizationfrom the launching of the basic idea at Davos to the formation of the

World Trade Orgni zati on in 1996 to Chi,toakfplace itai ni ng
peak in social moods illustraéd in the figure displayed on the next pageHer e | d6ve i n:
guestion marks as to how things might unfold after 2004. | guess by now (early 20al0) we

know the answer to that questjas the DJIA shot up to over, 080 in 2007, then collapsed

to around 7000 in 2008, fure making a bounce to about,@Q0 at the time of writing (March

2010). Depending on your prejudices and forecasting methoddahige is either running

out of steam just about now or will continue to a new maligt. There are arguments on

both sdes of this divide, myown prejudices leaning toward a strong downward wave
unfolding that will takanth@eOfGMhobyg wmetebHs daorx

I ncidentally, this chart il lustrates a point
extreme events are discont i dheitypds efsthingsoer even
typically think of as Xevents earthquakes, volcéc ewptions, hurricanes have this

catastrophic character. But more benign extremetsvaay not. And globalization definitely

fallsintot hi s category. Whatodés i mportant about t he
not, but wheré¢he currentrend beging¢ o r ol |l over to a new trend. I
the turning points Andt hat 6 s j ust what we s e globalizatot he ¢ h:
process began rolling over aroutite year 2000. As a point of reference, let me note lilea¢ t

is actually a pretty wellleveloped area of mathematics aimed at addressing this issue of
turning points calledgingularity theory which merits morattentiont han it 6s recei ve
as a potentially useful tool in studyitite onset oKevents.

From 1975 to 2000, the global social mood was rosy enough to emit heat. In such times, the
types of events we expect to see are those that can be labeledveryidaywords like

Auni fyingo, Ajoiningodo, dAwel comi shgwsthathydhefiex par
year 2000 this global mood was already starting to flatten out. Whilpréoess of rolling
overt ook about five years to really get goi ng,

now in the early stages of a decattexyy decline, oné¢ h at 6 s ledditolsacial pehavior.
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and events of just the opposite character: Localization instead of globalization, fragmentation
instead of unification, xenophobia instead of welcoming

The difference here from the KK case is ttiad model is nothing so mathematically well

defined as a set of differential equations a la Newton. Instead, the model is now a procedure

for characterizing the mood of a population, and then interpreting that mood in the context of a
particular type of eent (here the globalization process) on a given timescale. In the foregoing
example, the fAprocedureo for measuring the mc
ki nd of A andthé conseguent projection of the averages into its mdgtflikere

pattern Thisis one wayamong many to measure moauhe that has a humber of attractive

features making it a conveniemteter stick of choice. Monitorintnternet blogs and social

networking sitesto ferret out how people feekould be anotheras would surveys and
questionnaires. \Whraisséne syistemmtic procadure to charactefiza the t

mood and how it is changing. But that 6s onl
Aprocedureodo i s a set herhoodsuggests byfwayrof actions/eventsr et i
pertaining to the type of social issue weore

The type of tools needed to usefully apply these basic ideas of social mood and its impact on
social events arstill in their infancy, and certainly cannot be said to have been developed to a
point where we wwell @s tleachde | s yt shteagthuadssirlesi A4 r oc e d u
best, they are at preseatcombination of empirical measuring sticks, the sociomeied

insight and intuition, the interpretation. This is still far from a science. But research programs
pushing themethodology from empirics to science is presently being vigorously pursued at
severainstitutions.

Unknown Unknowns (UU):In absence odboth a credible model and actual data on economic
processes, we might think that we have no tools at all for anticipating economic events,

i ncl ud-ofhgb Nwerd surprises. Well, al most. But n
give us what we needne solution is to simplgreatea world that does. In the case of the

economy, this leads to the idea of building an electronic version of the world we want to study
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inside our computers, which itself constitutes a model, and then using this surroddtéow
generate data, events, booms and busts in the silicon economy. How do we do this? Let me
illustrate the approach by a specific example addressing the problem of modeling the global
economy. L elobalsvorldal I t hi s

First, we have to ideriti what countries will constitut&slobal World their geopolitical
relationship to each other, their trade alliances, what sorts of economic ties they share, and all
the other factors entering in to ecdnoenhidcd i n-
upon which decisions taken by countries play themselves out in the form of exchanges of
goods, services and money. Next, we have to define an economic strategy for each country in
Global World In essence, this is a set of rules stating how eachtrgowill behave
economically(and perhaps otherwise, toapder different states of the world and under
different actions taken bghe other countries. In other word#e decisions a country takes

with the information available to it at the time. We milgn define a measure of success for
each country. This quantity should be a kind of yardstick by which each country evaluates the
results of its actions and decides whether its current strategy is succeeding or failing to achieve

its economic goals. Fihal y, we need a kind of #fAmeta rul eo
country wants to change its strategy and, if so, what new strategy it will employ in the next
round d exchanges. Inshort,thematau | e i s a fAr ul Bisthiefeatvethah ngi ng

makesGlobal Worldan adaptive process.

The steps just outlined lead to a computer model that in the jargon of system science is called

an Aadaphaved aggiemul ati ono. I n everyday | angua
spirit to a compter game. But there is nothing more serious in life than game<labdl
Worldi s a serious tool for answering fAWhat i f?

encoded in the model. What if Country A imposes trade tariffs? How doeshtnageeffect

Country B? Omwhat if Countries C and D join into a mutual trade pact? How doe#tpatt

existing trade agreements between Countries E, F, and G? And & iafinitum The point

here is thaGlobal Worldconstitutes daboratoryfor doing contolled, repeatable experiments

about the economic processes going on inside the computer. In particular, this setup admits the
possibility of actually creating situations that may lead to a crisis of one sort or another, and
looking for ways to avertitfpo possi bly to make it occur if it

An interesting example of just this sort of approach to financial markets was carried out
awhile back at the Santa Fe Institaied detailed in the bookgentBased Modeling: The
Santa Fe Institute wificial Stock Market(Ehrentreich, 2008), where researchers constructed
an electronic version of a stock market in order to investigate situations in which the efficient
market hypothesis we considered earlier might be even approximately valid. Irothds tive
objects in interaction were traders, each of whom had a set of different trading rules that they
might employ. At any given time they used one rule from their set to decide whether to buy,
sell or hold. These orders were then broadcast to aatisgecivho implemented trades and
adjusted security prices to reflect the relative level of buy and sell orders. The traders also had
a rule for deciding how well their currenile was working (itgrofitability!), and could use

the metarule to change t@nother trading strategy if their current rule was not profitable
enough An important feature of this artificial marketits periodic boorandbust cycles

just like those ina real stock market. Buinlike a real stock market, heresearchers could
actuallystudy he circumstances that brought abaltoom or a crash.

Another exercise of this sort involveth agenbased model callethsurance Worldin which

the worldbébs catastrophe insurance industry,
major primary insurers and -fasurers, along with the customers who actually buy this
insurance against earthquakes, hurricanes and thékkails of this exersie are available in

(Casti, 199).

28



We again emphasize that these kinds of simulations allow us to study situations in which there
is either no data, or the data available is not the right kind of data for addressing the gjuestion
we most liketo answer.

Pandemics

In the 1947 existentialist nov@he PlagueFrench novelist Albert Camus paints a gripping picture of

medical workers joining together to fight an outbreak of the bubonic plague. Set in the Algerian port

city of Oran, the charaatgin the story are taken from a bragmbctrum of everyday lifearging from

doctors to fugitives to clergymen, all forced to address the very “"Camusian" issue of the human
condition and the vagaries of fate. The end result of these separate deliberations seems to be that
humans have at best an illusion of control dirtldestiny, and that ultimately irrationality governs
events.The Plagueas an account of how people in a situation of stress deal with the philosophical
guestion of what Camus calls fAthe Absurd,ab an ev
we see it as ¢é& well , absurd, gui xotic, unpredict

The surface story line ifihe Plaguds that thousands of rats begin to die unnoticed by the residents of
the city. Soon, a local newspaper reports this seemingly strange phenomdnamess hysteria
develops in the populace. In a waikaning, but tragic, effort to quell the hysteria, public officials
collect all the dead rats together and burn them, thus creating a catalyst to actually promote spreading
of the plague. Following a 1@f political bickering over what actions to take, the town is quaraghtin

postal service is suspendadd even phone and telegram service is confined to essential messages.
How this latter edict contributes to confining the disease is a mystery,dautadinly contributes to the

sense of isolation felt by the townspeople.

As the plague spreads throughout the city, people finally give up their petty individual concerns and
join together to help each other survive the pestilence. Ultimately, the fague itself out and life
returns to normal. People take up their previous daily life patterns, returning to theibsmibed,
ignorant selves. And so it goes.

The Plagues but one of a huge number of fictional accounts of an epidemic and its effénet daily

life of a large population. In Camus's day, it was relatively easy to confine a disease to a local
geographic region, as people didn't fly halfway around the world for a long weekend in The Seychelles
or buy food intheir local market that begdts day on another continent. But in today's world the
plague outlined by Camus would almost surely not be confined to the borders of Oran, but quickly
spread to continental Europe and from there to Asia and/or North America and/or South Africa and/or
wherever. Our task in this section is to look at the possibility for just such an outbreak and the
likelihood of its decimating hundreds of millior$ people (or more) before the disease hasits

course.

Before setting sail on this voyage through theldvof viruses, bacteria, and other nasty, dangerous
things, let's first clarify the terminology that we'll use throughout this discussion.

Incidence:The number of new cases of a disease that appear in a given population of a specified
period of tme.

Epidemic: An excessive and related incidence of a particular disease above what is normal for a
given population. For instance, Camus's plague was an epidemic.

Pandemic: An epidemic that spreads beyond a given continent and becomes aangae
problem. AIDS today is a pandemic.
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Endemic:A disease having a relatively low bases v e | i ncidence rate, but o
constant. The common cold is the most typical endemic disease in just about any population.

With these defiitions out of the way, we see that epidemicd amen pandemics are far framew
phenomena. They have been with humankind for just about as long as humankind has existed. And
they're not going away anytime soon. Just to put some meat onto this skeletatistahere is a short

list of some of the more infamous and deadly outbreaks of disease over the last couple of thousand
years.

1 TheAntonine Plagu€165 180AD): A suspected outbreak of smallpox that decimated Rome
for more than a decade, killing 5,000 people a day at its péakestimated number of deaths
wasfive million.

1 The Plague of Justinian(541 750AD): Probably a bubonic plague in the eastern
Mediterranean area. This disease began in Egypt and quickly spread to Constantinople and
then to Europe and Asia. It was killing 10,000 people a day in Constantinople at its peak.
Estimated number ofahths: Onejuarter to half the human population in the areas where it
was active.

1 The Black Death(1300s1400s and beyond): A pandemic outbreak of bubonic plague in
Europe, the Middle East, China and India. Estimated number of deaths: 100 million over a
period of 200 years.

1 The Spanish Flu(19181919) : The AGreat Influenzado that
plague in history. This pandemic is said to have started in Haskell County, Kansas, and
transmitted though movement of soldiers at the end ofitse\World War. Estimated number
of deaths: 100 million. In contrast to the Black Death, which killed over a period of centuries,
the Spanish Flu claimed a similar number of victims in $issimonthsTo put this figure into
perspective, given that the vid's population is no about four times greater tham 1918,
the same illness with the same level of lethality waoldiay strike down over 350 million
people worldwide!

1 AIDS(198Iipr esent ) : Most | ikely a virus ankdiat Aj un
Africa a few decades ago. Estimated number of deaths: 25 million and counting.

This chronicle could be greatly extended but the point is clear. Epidemics and their much nastier
relatives, pandemics, have a richly deserved position as one aduh&iBrsemen of the Apocalypse.

But the foregoing list is just a summary. To understand the likelihood of another killer plague, we need
more information on just how these diseases not only start, but spread through a population. So let's
look at how a moern plague, Ebola fever, has unfolded over the course of the last 25 years.

In 1976, Mabako Lokela was a44arold schoolteacher in Zaire. Returning from a trip to the north

of the country in late summer that year, he became sick with a very highDeverg the next week,

he started vomiting and began to bleed from his nose, mouth, and anus. He died less than a week later.
At the time, no one could pinpoint the cause of his death, although now he is seen as the first victim of
what we now call Ebolaekver.

Not long after Lokela's death, more than 300 other patients began turning up with the same symptoms.
The overwhelming majority of them died within a couple of weeks. And thus Ebola fever came onto
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the radar of the international medical communitypashaps the most virulé disease to ever infect
human beings

Thirty years after the first outbreaik's still unclear what the precise origin of Ebola is, although there
is some evidence pointing toward fruit bats as the carrier. For a chilling acobtinis highly
infectious virus and how it migrated from the African jungle to the outskirts of Washington, D. C., the
reader can do no better than to consult Richard Prestorrsebi@sy bookThe Hot Zon€1994) This
compulsively readable volume tettse story of how a secret military SWAT team made up of soldiers
and sentists wasnobilized to stop the outbreak of this virus.

What does it take for a pathogen like Ebola to spread through a population? And what are the warning
signs we need to be axeeof that signal an epidemic pandemicn the making?

The first point to note is that as in the rest of life, when it comes to infectious diseases not everyone is
created equal. Some people are simply more well positioned genetically and socialtgitattand/or

acquire the disease than others. In Severe Acute Respiratory Syndrome (SARS), a Chinese physician
spread the infection to a number of people in a hotel, who in turn took the outbreak to other Asian
countries, the disease ultimately spreadmgiore than 30 countries around the world and killing over

800 people.

Epidemics are a function of the disease pathogen itself (the virus or Batheripersons who actually
contractthe disease, and the environment in which the infected people operate (the population of
uninfected people). The journalist Malcolm Gladwell has described the process of the outbreak of an
epidemic in his booRhe Tipping Poinf{2000) where he identifiethree Laws of Epidemics: The Law

of the Few, The Stickiness Factor, and the Power of Context. Let me briefly summarize each of them:

The Law ofthe Fewfr her e exi st fAexceptional 6 people in a
well connected and at the same time strongly virulent. Thus, these few special people have the ability
to expose a disproportionately large number of the population to the infeetignt. In the lingo of
the epidemiological communi ty, such people are
Toronto, for instance, was traced to such a super spreader.

The Stickiness Factofthis law says that there are relatively femgie changes that can be made
many pathogens that enabletheno fihang ono i sfteyean loflpaniaastaigaod , yea
example of this, where each autumn new strains of last year's virus appear, each a slight modification
of what came beforahe changes being just enough to enable the virus to slip through the body's
immune system and infect a population.

The Power of Contexifhis law asserts that humans are a lot more sensitive to their environment
than it may seem at first glance. Irhet words, whether people are ready to change their behavior
and, for instance, voluntarily quarantine themselves or even take basic precautionary measures to
avoid infection, such as wearing a mask or even washing their hands, depends on the cultural
stardards of the particular population they belong to. In a small town, people will react differently than
in a major metropolis. And that difference may be the difference that matters insofar as whether an
epidemic breaks out or not.

So t hese ahywhich épelemitd od eitlsendiseases or rumors spread. What are the stages
we should be aware of that give us an eadyning sign that an epidemic is in the making?
According to the World Health Organization (WHO), there are six distinct phases afdanpia,

ranging from the appearance of an influenza virus subtype in animals with low risk of human infection
(Phase 1), to sustained transmission of the virus in the general human population (Phase 6). The
various Phases constitute an increasingly clear s o f signal s, or Afingerpr
brewing. Here is a summary chart of all six Phases:
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As an example of the use of this table to characterize the stage of a possible pandemialtbe so
Abirdo or Avi aallylabdled thevH5K1wisus, is tuerently mtiPhase 3. Movement up to
Phase 4 would represent a huge increase in the danger to humans, as it is the first Phase at which
humanto-human transmission has been verified. This would no longer leave the vihes ¢areful
monitoring stage, but enormously elevate the importance of seeking a vaccine and initiation of
preventive public health measures.

What can we do realistically to prevent a pandemic?
There are at least three ways to stop a pandemic in ikstrac

71 Eliminate Infected AnimalsBy slaughtering the entire poultry population of @meta-half
million birds, the authorities in Hong Kong stopped the avian flu virus H5NL1 in its tracks after
the initial cases of human infection were reported in 1997ortimately, this process was
both hugely expensive and not totally effective, since the virus has reappeared since that time.
Nevertheless, the procedure has some measurable effect, at least if the virus can be localized.
Similar mass culling was used ihe U.K. to stem foeandmouth disease in cattle in 2001,
when four million animhs wer e s | aught e aprdach t@Bsopping disease fi s h o
raises many troubling questions, not the least of which is who is going to compensate the
farmers for the loss of their animals, hence their livelihood?

i Vaccination: Protecting animals and humans by vaccination is also a tricky business. For
instance, even if a vaccine exists it may be impractical to administer it to large numbers of
people or animals. Moreover, it's difficult to distinguish a vaccinated animal carhfnom
one that's not. So restriction of movement of the-vexctinated may be difficult to monitor or
control.

9 Drugs: In contrast to vaccines, which are preventive measures, drugs ar¢heftsst
treatment to prevent the outbreak of a pandemic. Betebal infections, there now exist
many very effective antibiotics. There also exist a growing number of bacterial strains
resistant to such drugs, liseme strains of tuberculosis
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