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ABSTRACT

The present paper considers prospects for a future global shock causedklyeme geomagnetic

storm and its effecton critical infrastructure for electrical power and satellisnabled
communications, navigation, andomitoring. Following a brief review of the phenomenon and
selectedrisk assessment examples t he paper describes a Awor st roe
consequences, atige current state @fforts to mitigate vulnerabilitieand consequencedany such

efforts are operational measures relying on adequate warningaddition to operational and
infrastructure hardening measures, mitigatiopportunities existin the form of international
cooperation to addr etheseplammeént af exa high-follagettransfameesc k s 0
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EXECUTIVE SUMMARY

Over the last six years, natural hazards have caused catastrophic consequences across the globe.
Tsunamis, hurricanes, flooding, earthquakes, and volcanic eruptions have led to hundreds of thousands
of fatalities and billions of dtars in economic costs. Geomagnetic stormdsa type of space
weathed aremuch less frequent, butvethe potential to cause damage across the globe with a single
event. In the past, gomagnetic stormisavedisruped spacebased assets as well as terrakassets

such as electric power transmission networks. Ehigh-voltage (EHV) transformers and
transmission lings built to increase the reliability of electric power systems in cases of terrestrial
hazardé are particularly vulnerable to geomagnetigaihduced currents (GICs) caused by the

di sturbance of Ea iTheiGdtangoasdossaoftinesetassets cobuld edusk a voltage
collapse and lead to cascading power outages. As a natural event whose effects are exacerbated by
economic andechnological developments, geomagnetic storms pose a systemic risk that requires both
domestic and international policyriven actions.

As part of the OECD Future Global Shocks project, this case study on geomagnetic storms was
undertaken to identify #strengths, weaknesses, and gaps in current international risk management
practices. The literature on geomagnetic storm risk assessments indicates that the state of the art for
assessing the security risk from this type of event isistiioate Thereare examples of analyses that
describe threat, vulnerability, and consequence, butdaheyotintegratel, primarily because of the
weakness in the threat analysiBhe lack of valid risk assessments has limited risk mitigation efforts

in many criticalinfrastructure sectorss it is difficult to demonstrate the utility of investing in either
hardening or operational mitigation efforts, especially if these investments reduce time and money
spent in preparing for more common risks.

To explore the risko the international community, this report presemtatform to discuss the risk of
geomagnetic storms by describingnarst reasonablescenario and its risk factorsOur analysis

identifies areas with EHV assets that are in vulnerable locations aldatitude and ground
conductivity, andexamines the firsiand seconarder consequences of axtremestorm, highlighting

those consequences with an international impact such as sadrsityplusEHV transformes and

satellite communication signal deglation In addition to exploring the expected economic
consequences of a geomagnetic storm event, the report also assessed psychological consequence in the
form of social unrest, behavioral changes and social vulnerabilitye potential for internatici
consequences if an extreme event occurs are high, although the severity of those consequences can be
mitigated if the international community takes certain actions in advance, such as investing in
additionalgeomagnetic stormwarning systems.

Geomagetic stormsan be categorized as a global shock for several reasons: the effects of an extreme
storm will be felt on multiple continentshe resulting damage to electric power transmission will
require international cooperation to addresmsd the econoim costs of a legthy power outage will
affecteconomies around the world. As a global shock event, a severe geomatpretialthough
unlikely, could lead to major consequences for OECD governments.



INTRODUCTION

The OECD has identified geomagnetic storms as having the potential to disrupt interdependent critical
infrastructure sectors.This study focuses specifically on the risk that this formse¥erespace
weathet may propagate disruns ona global leveland cause secondary effects in other areas of
society and the economySocioeconomic trends are increasing both the vulnerability to and the
potential consequences séveregeomagnetic stormsThus,the most severgeomagnetic terms,

which are lowfrequency/highconsequence (LF/HC) events, paae increasingly importantisk to

modern society.

Space Weather and Geomagnetic Storms

The Sun is the source of severe space weatharge, violenteruptiors of plasma and magnetic fits

fromtheSu n 6 s &mwnast@anal mass ejectislfCMES), are the origirof geomagnetic storms

(National Academy of Sciences [NAS], 2008CME shock wavesreatesolar energetic particles

(SEPs), which are higanergy particles consisting of etemns and coronal and solar wind ions

(mainly protons) When CMEsead towards thEarth, thesegeomagnetic storms create disturbances
thataffecttheEar t h 6 s ma dt takes approximatedyltw to three days after a Ailiches

from the Sunfor a geomagnetic storm to rea8larth and toaffecttheEar t h6s geomagnet
(NERC, 1990)

Di sturbances in the Earthds geomagnetic field c
relying on spacdased assets but also can result in tetabstffects, including disrupting electricity
distribution networks. o magneti ¢ st or ms can ahdgaieelysuehas at el |
signals from satellites involved in tii&obal Positioning System (GPSYNAS, 2008, 2009) Figurel

shows the potential for GPS satellite effects by mapping the total electron content (TEC) of the
October 2003 geomagnhetic storm. The TEC of the
storm, which increases the density of the ionosphere and leaiignad propagation delays to and

from satellites (Gubbins, et al., 2007). A value of 90 TEC units, for example, corresponds to a range
delay of about 15 meters (Rao, et al., 2009).



Figure 1. The Potential for Satellite Effects from a Geomagnetic Storm: Total Electron Content
(TEC) from 30 October 2003 storm
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Critical infrastructures relying on this spdoased asset can suffer disruption in the event of a
geomagnetic storm. For instance, iaternational oilfield services company experienced syrv

interference at its surveying and drilling sites during the Octbberv e mb e r 2003 fnfHal

geomagnetic stormvent(described later in the repoifNOAA, 2004a; NAS, 2009) Geomagnetic
storms also can drive terrestrial effects. For instance, gea@tiagiiorms can cause ground induced
currents (GICs) that can pose a threat to electric grids (NOAA, 2004a)nderstand the effects of a
severe geomagnetic storm, it is important to examine the severity, timing, and geographic distribution

of the storm

! The U.S. National Oceanic and Atmospheric Administration (NOAA), categorizes space weather
into three typeswhich each have their own measurement scajesmagnetic storms, solar
radiation storms, and radio blackoutSeomagnetic storms are caused by coronal mass ejections
from the sun, while solar radiation storms and radio blackouts are caused by solar Sleees.
ANOAA Space Weat her Scal es, 0 NOAA/ Space
http://www.swpc.noaa.gov/INOAAscales/#Gccessed 27 August 2010.



Box 1. Geomagnetic Storm Scales

There are several scales used to measure the severity of geomagnetic storms. The K and Ag indices
are used to categorize the intensity of geomagnetic storms. The K values ranges from 0 to 9 and are
based on the maximum magnetic field deviation during a 3-hour period. The Ak index values range
from 0 to 4houw indexoderived FomzZight daily 3-h our K {Molohskieeeat, @000).
So-c al | e d gedmagriete storms are classified with K values ranging from 0 to 4 and Ak values
ranging from 0 to 20. A fminord geomagnetic storm classification is based on a K value of 5 or Ak
values ranging from 30-50. A fsevered geomagnetic storm is categorized using K values ranging
from 7 to 9 and Ak values ranging from 100-400 (Molinski et al., 2000). Switching scales in 1999, the
National Oceanic and Atmospheric Administration (NOAA) introduced the G scale, based on the
planetary K index to measure the projected geomagnetic effects on physical infrastructure (Molinksi
et al., 2000). A planetary K index, also known as a K, is calculated for K indices observed at 13
stations, primarily in the Northern Hemisphere. The K, indices are used to determine the ap index.
The ap index is a mean amplitude of magnetic activity.

Source : NOAA, 2004a

Severity

More severe storms are expressed with higher negadivue Dst indices. A severe geomagnetic
storm is defined as any event with a Dst of less tb80 ranoTeslas (nT) In addition, geomagnetic
storm intensity is frequently described in terms of positimaeoTeslas per minute{s/min). The
Carrington Event of 1859 (described later in the report) was measurédeét nT (Lakhina et al.,
2005). The Carrington storm was approxietatthree times as intense as the most severe
geomagnetic storm of the past thirty years, the 1988n responsible for the Quebec power outage
(also described later in the report].his geomagnetic stornegistered at a Dst 6640 nT (Lakhina et

al., 2005). The 2003 geomagnetic storm referenced in Fifjyseaked at410nT. No recorded
geomagnetic storm since 1932 has exceed@d nT (Cliver and Svalgaard, 2004).

Timing

At the start of a geomagnetic event, plasma emitting from the sun wousteregfi-5 nT (Tsurutani

and Gonzale1993). The Carrington Event storm took 17 hours and 40 minutes to fravelthe Sun

to Earth at a speed of 2380 km{kakhina et al., 2005). In comparison, the 1972 geomagnetic storm
took 14.6 hours to reach Eadha speed of 2850 km/s, which is the fastest time recorded for a storm
(Lakhina et al., 2005). When the storm reaches
phases the initial phase, the main phase and the recovery phase. All thesesplan affect
infrastructure. The initial phase takes minutes to hours to complete and can emit a maximum of tens
of nTs. The main phase can take between 30 minutes and several hours and produces negative
hundreds of nTs. The duration of the recovginase, which is the longest of the three, ranges from

tens of hours up to a week and is the phase in which nT levels return back to normal (Tsurutani and
Gonzalez, 1993).



Higher nT/min measurements are directly correlated with higher GIC levels arpbtdwtial for
corresponding surges in EHV lines and transformers (Kappenman et al., 2000). Severe geomagnetic
storms at higher negative Dst levels can cause GICs to surge transmission lines in a short period of
time. The 1989 geomagnetic storm took omhe minute and ten secondsafgproachthe Quebecois
electrical grid and interrupt it entirepA.W.P. Thomsonet al, 2009

Geographic Distribution

Although higher geographic latitudes are more susceptible to geomagnetic storm activity than lower
regions, damage from GICs have been witnessed in countries in lower Igtdudesas South Africa

(Koen and Guant, no datapd Japan (Thomson et al., 2009). During the Carrington storm, auroral
displays were observed at 23° matjc latitude North and Souftbakhina et al., 2005). Auroral
sightings of the 1989 storm also were witnessed at lower magnetic latitudes around 29°N (Cliver and
Svalgaard, 2004). In addition to affecting various regions of the world, GICs also can shut down
numerous grids simultanasly on a regional or globacale (Thomson et al., 2009).

A more accurate model of GIC geographical prediction than solely charting latitudinal ranges would
involve mapping ground conductivity data based on rock type, fluid content and mineral ¢dmmposi

of each region. This modeling approach would involve tdigeensional, multiayered mapping, as
there is an association between higher GIC levels and ardagredter conductivity levelhomson

et al., 2009).

In addition to mapping out regiorsased on geological conductivity to predict GIC distribution, a
more influential factor on GICs involves change
Together with ground conductivity, these magnetic field changes can generate akddsievhich

move GICs throughout electrical grids (Kappenman et al., 2000). GICs also are driven by currents
from the earthés magnetosphere and ionosphere.
correlated with the rate of change over tinie ot he Eart hés magnetic field
GIC movements would be to predict magnetic field movemems$ predicting changes in the
magnetic field is presently very difficult to do (Thomson et al., 2009).

Critical Infrastructure and Geomagnetic Storms

Geomagnetic stormsandisrupta number of differentrdical infrastructurs. Electric power systems

are particularly vulnerable to the effects of a geomagnetic storm, and are highlighted in thisAgport.
geomagnetic storms reach tBat h 6 s thaycabisdaheBar t hés magnet iwhichf i el d
in turn caugsflows of electric currents hr ough conductors atGICsbam Ear t
flow through power tramsission grids (as well as pipelines and undersea cadnheHead topower

system problem@Kappenman et al., 2000The severity of GICs for electric utilities determined by
theEart hés surface horizont al opeatecdt theldctrid utilities | e |l d
(Molinski et al., 2000).

Electrical power transmission networks face greater vulnerability to geomagnetic siiimey span

longer distances to supply demand cendlers to the use of higholtage transmission lines to convey
electricity over longer geographic distances (KappenmanAdimertson, 1990). This is because the

| onger di stances make them better Afant ennaso t
geomagnetic stormsAs a result of deregulationntemational electricity trading has risen across

Europe and North Amara. For example, in Western Europe, the deregulation and market integration

of electricity has led to improved creBerder flows of electricity in the European Union
(Ahvenniemi, 2005) The transportation of electric power over long distandes incrased
transmission networks vulnerability to GICs resulting from geomagnetic stofos.example, the
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northeastern region of the United States receives regular power transfers from Bapgesoman
and Albertson, 1990)

GICs can overload electrical pew grids, with recent estimates stating that 300 large EHV
transformers would be vulnerable to GICs in the United States (NAS, 2088hap illustrating the
locations of EHV assets in the United States is shown in the section on Estimating Consequence,
below. The NAS (2009) has reported that:

GICs can overload the grid, causing severe voltage regulation problems and,
potentially, widespread power outagebloreover, GICs can cause intense internal
heating in extranigh-voltage transformers, putting theat risk of failure or even
permanent damage.

Damage to an EHV transformer from a GIC could take months to repair. Replacing EHVs would
require significant time and incur significant cost. Replacement times for EHV transformers can reach
as long as ongear (Barnes and Van Dyke, 1990f.ountries located imorthern latitudessuch as
Canada, the United States, and 8@andinavian nationgre extremely vulnerable to geomagnetic
storms. Power systems located in these countries are more likely toiexpersignificant GICs
because of their location in the northern latitudes, the soil type (igneous rock) surrounding electrical
infrastructure which is a somewhat better condyctod the fact that transmission networks ieséh
countries cover longer dances to the load centéan area that has high demand for power)
(Kappenman and Albertson, 1990Power systems located in the northern regions of the North
Ameri can continent are extremely vulner aolth e bec
pole (Kappenman et al., 1990Fountries farther southlso can be susceptible to geomagnetic storms
but the severity of consequences is likely less than for those in the northern latitudes.

Macro Socioeconomic Trend: Growing Reliance on Interdepedent Infrastructures

The interdependency of critical infrastructures has grown significantly due to technological advances,
such as the use of the Internet by both users and operators of the infrastructure. A geomagnetic storm
that disrupts the electripower grid affects not only the energy sector but also all the other
infrastructure sectors that rely on electricity to carry out their mission. This socioeconomic trend
increasedoth the vulnerability to and the potential consequencsesw@regeomagaetic stormsin the

past two decades, there has been an increased awareness of threats posed by geomagneticestorms
interdependent infrastructures of modern soci&hgctric power, spacecraft, aviation, and GRSed

position industries are vulndrie to the effects of severe geomagnetic stofKappenman and
Albertson, 199Q) The NAS (2009) notes that:

During thecentury and a halffollowing the 1859 Carrington eventihe growth of

the electric power industry, the development of telephonegadid communications,

and a growing dependence on sphased communications and navigation systems,
the vulnerability of modern society and its technological infrastructure to space
weather has increased dramatically.

While the immediate and direct imgaaf geomagnetic stormmay be arelectrical power outage,

soci etydbs dependence o0 n corckreed abputlangtery potver sutaygr a di n g
critical servicedNAS, 2008). Once fuel for backup power runs out, resupply of fuel (e.gugir

gasoline pumps) is reliant on electricitph power blackout lasting longer than 72 hours could create
long-term implications for interdependent public and private infrastructuBesh dong-term power

outage could interrupt communication systestgp freidnt transportation, and affettte operations of
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financial institutions. For example, during the 2003 blackout in the U.S., some retail banking
operations were closed for the first two days of the blackéuafcial and Banking Information
Infrastructure Committee2003). Additionally, emergency and medical systems could be strained and

food supplies dependent on pisttime delivery could face shortag@sAS, 2008) Leading experts

on geomagnetic storms state that potemttdctsfrom majorgeomagnetic storms on the U.S. power
grid could persist for multiple year sisagterthati n t u
could affect the United States. o (U.S. House Ho

Government agencies, alongth international firms (construction, agricultural, oil and gas), use

precision geolocation servicesliant on GPS signals to carry out their operationGeomagnetic

storms can degrade the strength of and distort signals emitted by GPS saf@tiesinsequence of

such a disruption is that GP SForrexamme arrersirslocéition s s a
given by the GPS signal could affect positioning operations of-deegn drilling platformswhich

could result in the platform chaimg its position and causing a drill line to bre@kAS, 2008)
Geomagnetic storms also have the potential to damage sapliteanently, but signal degradation is

a more common consequence of this space weather phenomenon.

Notable Historic GeomagneticStorms and Associated Consequences

The following sectiondetails three major geomagnetic stormthe OctobeiNovember 2003
AHal | owe eha Quele®osver@utagenf 1989,andthe Carrington Event of 1859 hese three
historical severe geomagnetimisns illustrate the vulnerability of various types of infrastructure to
geomagnetic storms, discuss which industries \&fezted and indicate the potential for widespread
disruption to interdependent critical infrastructures on a global scale.

The Ocbbeii November 2003 Halloween Event

From late October to early November 2003, large geomagnetic saffientedthe power system
infrastructure, the aviation industry, and satellite communications. In Swib@e8ydkraftGroup (a

large power utility)experienced transformer problems, which led to a system failure and a subsequent
power outage(NOAA, 2004a)

During theOctoberNovember 2003Halloweenevent,the internationahirline industry experienced
communication problem®n a daily basis, wittsignificantly degraded communicatioreg high-

latitudes. The solar activity caused communication problems for ground and airline controllers and
degraded higlirequency communicationsAs par t of airline carrierso
high solarradiation exposurdevels and communication blackout asghe carriers decided to reroute
high-latitude flights, which cost airlines $10,000 to $100,000 per rerouted (N§DAA, 2004a) The

Federal Aviation Administration (®A)6 s -@Ugr8ented aviationavigation guidance was affected

by the geomagnetic storms and the FAA could not provide GPS navigational guidance for
approximately30 hourgdNAS, 2008)

The strong radiation storms cause@ National Aeronautics and Space Administration (NABA)

isste a flight directive to its astronauts on the International Space Statidering them to take
precautionary measuremd suspend space walkiNASAds Goddard S@Bpacee FI i
Science Mission Operations Team reported that 59 percent of missmemesaffected by the
geomagnetic storms during this time perioéollowing the OctobémMovember 2003CME, the

Japanese ADEQS satellite lost contact with the Japan Aerospace Exploration Agditeyassessed

damage to the ADEQOS3 satellite could be the ajor reason why it has not recovered since the
incident. Similarly, the Cosmic Hot Interstellar Plasma Spectrometer (CHIPS) satellite computer went
offline for 27 hours.
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The 1989 Quebec Power Outage Event

On 13 March 1989, a geomagnetic stoaffectedCanadian and U.S. power systemesulting in a

major power outagefor nine hours for the majority of the Quebec region and for partthef
northeastern United StatéMolinski et al., 2000).The HydreQu e bec gri d6s geogr apl
its 1,000 km tansmission lines to the load center made it susceptible to geomagnetic storms
(Kappenman and Albertson, 199@Jentral and southern Sweden also experienced power losses when
GICs disrupted six 130kV power lingBabayev et al., 2007)The GICs flowing though thepower

system severely damaged seven static compensators on the La Grande inetiweoktydreQuebec

grid, causing them tdrip or shut down automaticallpefore preventive measures were possible
(NERC, 1990) The loss of theompensators reseli in a system disturbanead severe equipment

damage. The wunavailability of new equi pment to 1
equipment prevented power restapatto the transmission networlhe power delay was also due to

the damaged equipmieand load transfers at the distribution network lewalhile work was being

conducted to bring power back to the Hydpaebec grid, the New Brunswick and Ontario power
systems helped provide emergency assistance to Quékgmower was restored tdydro-Quebec, it

received assistance from New England and New York systems as well as the Alcan and McLaren
systems based in Quebe€he voluntary reduction of power use by industrial customers during the
incident also helped Quebec to meet its power demands.

After nine hours83 percenbdf full powerwasrestoredbut one million customers were still without
electrical power (NERC, 1990). h€ total cost of the HydrQuebec incidents is estimated to $&

billion. (Canada/OCIPEP, 20025ince the incidenthe Canadian government heet up protective
measurest the HydreQuebec site, such as transmission line series capacitors, which cost more than
$1.2 billion, to block GICs from damaging the system (Canada/OCIPEP,.2002)

The Carrington Event of 1859

The most severe space weather event recorded in history is the Carrington Event oFrit8628
August to4 Septemberl859, auroral displayften called the northern or southern liglggsanned
several continents and were observed around the woNdBritish amateur astronomer, Richard
Carrington, recorded the solar outburst, a whiet flare, which was verified independently by
Richard Hodgson in LondonAccording tomodernexperts, the auroras witnessed were actually two
intense geomagnetic stormsAcross the world, telegraph networks experienced disruptions and
outages as a result of the currents generated by the geomagnetic $toaadition to disturimg the
telegraph networks, operators in various locations disconnected batteries frogysterins and used
the current generated by the aurora to send mesfdg&s 2008) The economic costs associated
with a catastrophic evergimilar to that of the Carrington Evecduld measure in the range of several
trillion dollars (U.S. House Homelan8ecurity Committee, 2009)
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GEOMAGNETIC STORM RI SK ASSESSMENT: STATEOF THE ART

Awareness of geomagnetic storms and their potential effects has igrtwenpast two decades, but a
comprehensi® understanding of the risks has proved elusi@ne of the obstacle® productive
discussions of the risks from space weather is inconsistent terminolatifijough the literature
contains analysis putatively on threat, vulnerability, hazard, andmig&{ of the analysis on space
weather focuses on potential consequefCasnada/OCIPEP, 2002; Shaw and Howes, 2001; Jansen et
al., 2000) Although there are multiple definitions for risk, it is generally accepted that a risk
assessment should endeavoamswerthethree basic questiomosed by Kaplan and Garrick (1981)

1  What can happen?
1 How likely is it to happen?
1 What are the consequences if it does?

At a minimum, then, any discussion of the risk form space weather must address the likelihood of
significant space weather evemtcuring and thenthe potential unwanted outcome$o establish a
foundation for the discussion of the effect of space weather on infrastructure, this paper will use the
termsand definitions found iMTable 1to describe thl risks and their contributing factor§.o assess

the state of the art for risk analysis and risk management for space weather and its effects, the
following sections address the literature for assessments of consequence, vulnerability, threat, risk, and
risk mitigation.

2 The operating levels of higipltage networks have increased from the-200 kV desigrthresholds
of the 1950s to the 345 to 765 kV extigh-voltagel evel s of todayo6és networ
ratio of resistances vias significantly with voltage class, as the resistance is approximately 10
times lower for the 765 kV than for the 115 kV linB§ERC (2010) High-Impact, LowFrequency
Event Risk to the North American Bulk Power SysERC, Princeton, NJ
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Table 1. Key Terms and Their Definitions

Term Definition

Consequence The effect of an event, incident, or occurrencemoonly
measured in four wayfiuman, economic, mission, and psychological
but may also include other factors such as impact on the environmer

Criticality The importance to a mission or function, or to continuity of
operations.

Hazard A natural or marmade source or cause of harm or difficulty.

Likelihood The chance of something happening, whether defined, measurg
or estimated objectively or subjectively, or in terms of general
descriptors (such as rare, unlikely, likely, almost certain), frequenaies
probabilities.

Mitigation An ongoing and sustained actioimplemented prior to, during, or
after an incident occurrenaeto reduce the probability of, or lessen the
impact of, an adverse incident.

Risk The potential for an unwanted outcome resultifrom an incident,

Risk Management

Scenario

Threat

event, or occurrence, as determined by its likelihood and associated
consequences; the potential for an adverse outcome assessed as a
function of threats, vulnerabilities, and consequences associated wit
incident, event, or occurrere

The process of identifying, analyzing, assessing, and communig
risk and accepting, avoiding, transferring or controlling it to an
acceptable level considering associated costs and benefits of any ac
taken.

A hypothetcal situation comprised of a hazard, an entity impacte
by that hazard, and associated conditions including consequences w
appropriate.

A natural or marmade occurrence, individual, entity, or action th
has or indicates the potential to harlifie, information, operations, the
environment and/or property. For the purpose of calculating risk, the
threat of an intentional hazard is generally estimated as the likelihoo
an attack being attempted by an adversary; for other hazards, threat
generally estimated as the likelihood that a hazard will manifest.
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Vulnerability A physical feature or operational attribute that renders an entity
asset, system, network, or geographic area open to exploitation or
susceptible to a given hazard; a quatiite or quantitative expression of
the level to which an entity, asset, system, network, or geographic ar
is susceptible to harm when it experiences a hazard.

Source: DHS (U.S. Department of Homeland Security) (2010), Risk Lexicon.

Consequence Assessme

The literature primarily refers to economic consequences when discussing geomagnetic storms. There
are additional consequence factors, such as psychological consequences, that will be discussed later in
the report. One of the simplest ways to assessisequence is to aggregate insured lossEse

insurance industry tends to evaluate natural hazards from this perspective and this is reflected in the
2000 Swiss Re report on space weafflansen et al., 2000Although the report identifies a series of

potential losses, the clearest estimates are of past incidents that involved the loss of an insured asset,
such as communication satellite&.similar approach typifies the first step of economic cost estimates

of effects on the energy sectoThese beip by assigningmonetaryvalues to assets that require
replacement due to the geomagnetic storm and th
cannot produce electric power for a short period of time and must purchase it from other providers.

Replacements costs are ultimately a very small contributor to the estimates of the overall costs from
power outagesThese estimates include a rough esti mate
monetaryvalue fora standard energy un(kilowatt hour, kWh) multiplied by the expected demand

(Barnes and Van Dyke, 1990)The monetaryvalues are not the current market value of a kWh,
however, but a higher estimate that typic@lpased either on assumptions of bdsst income, food

spoilage, lost pduction, overtime wages, and opportunity costs for seryEkestricity Consumers

Resource Council, 2008)orc onsumer sé wi l l i ngness Wilingpeasyto t o a v
pay models usually are based on surveys of consumers and can prodaseof/alito 100 times the

market price for a kWSanghvi, 1982)

Willingnessto pay is a useful metric in that it takes into account aversion to loss in addition to the
inherent value of an asset or service, but it is an estimate of perceived Viadwahan a true value in

a market or actuarial sengdennings and Jennings, 2000)Villingnessto-pay models also can be
skewed by part i cthegpereceptisnéof peobabilityi rathersthara matibnale choices or
objective probabilities(Sunstein 2003) Al t hough they provide some i
perception of the losses, estimates based on willingogssy models represent an inflated value over
actual economic lossesThe upper bound for the estimate of thertheast power outagd dugust

2003, for example, was based on a willingAesgay value of 120 times the average price per
Megawatt hour (MWh), with no allowance for fluctuation in demand in the hours within the power
outage(ICF, no date) Discrepancies in assumptions oe talue used for willingnegs pay account

for the billions of dollarédifferences in estimates of the same lesgale event (such as thiertheast

power outage of August 2003puch estimates are useful in that they all fall within the same order of
magnitude and allow a common view of the societal costs of an event, but they are a poor substitute
for an actual estimate of economic costs for an ev&hta minimum, they fail to consider industry
attempts to recover lost production, deferred consupmmding, intrasector transfers of production,

or increased spending as a result from the equipment I@kassPasha, 2009; Joo et al., 2007)
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An alternate approach to assessing the consequences of a geomagnetic storm is to avoid cost
estimation and fous on the effect within a sector of infrastructulidnere are three clear examples of
approaches to takeThe first details all the potential effects on the types of components within an
electric system (including production, transmission, and disioibut The 1991 study prepared by

Oak Ridge National Laboratory used this approach to document past problems encountered in various
types of equipmentBarnes et al., 1991)The report acknowledged that these problems could cause
degradation or disruptiorof service, but did not provide an estimate of scerspeific
consequences.The second approach goes a step further to describe the anticipated effects of a
geomagnetic storm on the components of a systéma 2002 assessment of the electric power
transmission system of the mainland United Kingdom, the consequences for multiple scenarios that
varied by storm severity and location of the electrgjet | ows of el ectric cur
ionosphere)wvere expressed as estimates for reactive powsedg¢Erinmez et al., 2002) Such an

analysis provides information on the reactive reserve power requirements for a power system, but does
not forecast whether the system can or cannot sustain such an event and maintain Besvibed

approach is to ake that determination of continuity of servickappenman(2007)illustrated the

potential effects of a geomagnetic storm of the estimated severiyMafy 1921 storm. In that
simulation, a geomagnetic stormas estimated to have introduced 4,800 nm/mii 50 degrees
geomagnetic latitude, creating exceedingly large demand for reactive power to maintain voltage in the
transmission system (over 100,000 megaaatpere reactive [MVAR]).This, in turn, could lead to

Apr oetapgbsic al e v ol taangde ficnoaljloarp speocdw @appegman, @00Nodhec k o u t .
American Electricity Reliability Corporation (NERC) (201dyew from the 2007 Kappenman analysis

and stated t hat a severe storm ficoul dEHWnt ai |
transformers 6 whi c h coul d |l ead t o Hepr adnloricnshaetalges rofe st or
el ectricity supply capability. o

Estimates ofconsequence to otharfrastructuresectorsfollow similar patterns. They can list any
potential effects, provide scenaspecfic changes in operating parameter, or describe the effects on
services or missionsThey can estimate economic costs by focusing on replacement costs of affected
hardware or they may attempt to provide a larger economic cost estimate that incorpoeatésaut

or indirect costs.Those that simply list potential effects are the most common and exist for multiple
infrastructure sectoréKoskinen et al. 2001; Lanzerotti, 2007; Bedingfield et al., 1996; Jansen et al.,
2000)

Vulnerability Assessment

The March 1989 geomagnetic storm led to new interest in the vulnerability of the electric power
infrastructure to space weather in general and GICs more specifiddiy.1991 study prepared by

Oak Ridge National Laboratory identified some importaminerablity factors noting that storm

severity by itself was a poor indicator of whether a geomagnetic storm would have an effect on electric
utility systems. Ground conductivity played an important role, as did the direction of Hhks

because magnetic fielfluctuations generally flow in an eastest direction(Barnes et al., 1991)

Similarly, researchers concluded that longeMHHes are exposed to larger GICs, and that equipment

in more northern latitudes was most likely to be affec&®000 study diided vulnerability into two
categories: 1) t he pl aand 22)0tke typeu anfl aonfiguratipe ofethee c t r |
equipment(Molinski et al., 20000 The geoel ectric field is based ¢
proximity to the polar auroraone. Equipment susceptibility is based on the directional orientation of

the transmission lingsheir lengths the electrical Direct Current resistance of the transmission
conductors and transformer windingse transformer type and mode of connegtéord the method of

station grounding and resistan¢®olinski et al., 2000) These considerations are consistent
components of vulnerability analysis for individual systems or larger interconnections.
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The vulnerability factors differ for other indussiebut latitude is a common consideratiomhe
aviation industry, for example, is concerned primasilith risks during higHatitude @bove 50
degrees) and polar operatiomb@dve78 degrees).For satellite systems, the equatorial region has the
highestpotential for ionospheric irregulariti¢émerican Meteorological Society, 2007for satellite
communications, latitude is an important factor in total electron count density (alongltitittieand
time of day), which in turn is a major component ofnerability to interference and delays of signals
(NAS, 2008) Infrastructure sectors outside the energy sector do not have similar sdersaib
vulnerability frameworks, complicating cresector analysis.

Threat Assessment

French (2007) notes that make an informed decision on any type of risk, an organization requires

some consideration of the frequency of an unwanted event (such as for a natural hazard) or indicators
that an event may occur (such as for a terrorist attathk@. lack of a framewdrto assign any type of

value or relative assessment of geomagnetic storms is a major weakness in the current state of the art.
The Oak Ridge National Laboratory stu@arnes et al., 1998cknowledged the lack of insight into

threat information.It de<ribes the 1dear cycle of geomagnetic disturbances thatgpeene insight

into when to expect peak solar activity, but <ca
predict either the onset or t hmhisraaaysisoftbedeS. of a
electric power sectpKappenmar(2007) stated that a geomagnetic storm of the estimated severity of
aMay 1921 storm i s fn cAtthoumh theestatememnt is tiue,at doed nbtprevide v e n
meaningful insight todecision makers who must weigh various risks and investments in risk
mitigations. Molinski and colleague$2000 attempted to put a frequency on severe geomagnetic
events overyeariwhodlag 22y c | eThey lestimated theopnobabjliiot i t ud e
occurrence A-teaths ofea percknt in mortherw latitudes to-thiwusandths of a percent

i n, for exampl e, t he sout liseer Figure Z ddloa)nMso | @ n s k h é
definition of isever e, @/mihn below the severityi of thegMarera989r  t
geomagnetic storr@80 nT/min)and more than an order of magnitude below the severity required for
the consequences in the United States estimated by Kappenman in his 2007 analysis.

S
h

Without a quantitative oruglitative approach to comparing the potential threat of geomagnetic storms

to other phenomena, it exceedingly difficultfor any organization or nation to assess the risks to
meaningfully inform strategic policy and planning decisioMghile Love and @nnon (2009) have

modeled data from 1958 to 2007 to develop estimated frequencies for geomagnetic storms of different
magnitudes (see Tabk bel ow) , they note that A[w]ithout t
(Dst) statisticsfrom a longer timegan, it is difficulttosay whet her t hese esti mat
Note also the difference in units between Dst in nT, and dB/dt in nT/min, in describing storm severity.

The disturbance storm time (Dst) index measures the intensity of geomagnetis istmanoTesla

(nT) units DB/dt, which is measured in nanoTesla units/ per second (rifideks the changing rate

of the Bfield, which is the magnetic component of the electromagnetic field (Balch, undated).
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Figure 2. Probablility of a North American Event

Source: Molinski et al. (2000)

Table 2. Estimated Frequencies for Geomagnetic Storms of Different Magnitudes

Strength of the Storm Frequency
(nanoTesla)

> 100 4.6 per year

> 200 9.4 per 10 years

> 400 9.73 per 100 years
> 800 2.86 per 1,000 years|
> 1,600 7.41 per 1,000,000

Source: Love and Gannon (2009)
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Risk Assessment

The lack of a valid threat assessment precludes a true risk assessherstare, however, some very
valuable analytic reports that allow decisioakars to examine the issue of geomagnetic storm risk.
One of the first was the Oak Ridge National Laboratory s{@dynes et al., 1991) thdbcumengd

past problems encountered in various types of equipmahhough it does not produce an actual

threa assessment (as discussed above), the report describes geomagnetic storms in relation to the 11
year sun spot cycle with a predictable peak in activitiie report then describes vulnerability factors

and potential consequence$he general conakionsare that the vulnerability of U.S. electric grid
connectiondikely will rise due to the trends in industry and increasing use of EHV equipment that is
essential in modern electric power transmission.

Molinski and colleague§2000) examined the risk to |$. and Canadiaalectrical grid connections

and provided some valuable contributions to the fieRY displaying probability and vulnerability
geographically, the analysjgovided one approach farban areaso consider the likelihood of an
event. InMo | i n s k iMdrdrealn@ttave, Quebec, and Vancouver, for example, fall into regions
of high conductivity and in between probability bands of 0.02 and 0.1 percent of a storm within a 22
year cycle that introduces changes in the magneticdfeibore han 300 nT/min.Boston, New York,

and Seattle are also in regions of high conductivity, but within a lower probability band (between 0.02
and 0.009 percent)Molinski also compares this likelihood to other natural hazards, such as wind and
ice storms, with are much more commdrelatively). The analysis also explores consequences and
the potential for voltage collapse in extreme scenatitiee the Oak Ridge report, it does not attempt

to combine the risk factors, but it does discuss them sequentialyiding a general framework for
discussing the issue.

The 2002 assessment of the UK mainland grid by Erinmez and colleagues followed a similar pattern
but provided much more insight into operational riskbis assessment incorporated the vulnergbilit
components that the strategic assessments identified by determining regional ground conductivity and
then mapping the electric transmission system to identify susceptible equiphimenteam then used

four scenarios of storm severity and simulated gedormance in those condition$his allowed the

team to calculate GIC strength and estimate MVAR demaritk result was a scenafiy-scenario
estimate of the reactive power reserve requirements for various storm scehhriogunately, this
lackedany differentiation by likelihood of the scenarios, but the results were useful nonetheleds

they provided decision makers with the potential severities of the consequences given an occurrence
and theassessedulnerability of the system.

Risk Mitig ation

The literature on mitigating risk of geomagnetic storm effects on electric power systems is very
consistent, focusing on two basic methods of reducing either the vulnerability or the consequence.
The first risk mitigation method is hardening; theca®d is operational proceduresin recent

testimony to the U.S. Congress, William Radasky and John Kappenman described the potential for
both (U.S. House Homeland Security Committee, 200&jectric power utilities can harden their
systems against GIChrbugh passive devices or circuit modifications that can reduce or prevent the
flow of GICs. Hardening is most effective faritical transformers that play a major role in power
transmission, are very expensive, and difficult to replaés. mentioned it he @A Not abl e Hi
Geomagnetic Stormso section earlier in the rep
measures such as transmission line series capacitors that cost more than $1.2 billion in Canadian
dollars (Government of Canada, 20020perational mitigations are actions taken to minimize
potential exposure to GICs, such as taking asseimeffmaintaining realime situational awareness,
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and reacting aggressively to developments to avoid voltage coll&@serational mitigations tehto
cost far less than hardening but rely on warnings, alerts, monitoring devices, and proper execution of
plans and procedures.

Barnes et al. 199)) in the Oak Ridge National Laboratory report described these same basic
mitigation methods.Although amore limited selection of GKBlocking devices were available and
operational strategies were relatively new (based largely on the March 1989 storm) these two
mitigation approaches have been the foundatiorgémmagnetiaisk management for the past two
decades.The literature for risk mitigation in other sectors parallels that of the energy sActlyses

of other sectors that may be affected by geomagnetic stamgsis as the communications sector,
describe potential consequences as well as potéatidivare designs that allow equipment or vehicles

to withstanda geomagneticstorm, or operational procedures that reduce exposure and help limit
effects.

Summary of the State of the Art

The literature indicates that the state of the art for assessisgahsty risk from geomagnetic storms

is still in development. There are examples of analyses that describe threat, vulnerability, and
consequence, but they do not integrate them, primarily because of the weakness in the threat analysis.
Some elementsf dthesestrategic assessmedtspecifically the use of probability to describe the threat

of geomagnetic stormshold promise, and the scenakiased assessment used by Erinmez and
colleagues provides a solid foundation for addressing risks to the ele€tastiucture, as well as
cascading effects.The literature does not reveal similar efforts for other sectors of infrastructure,
which tend to rely on ad hoc consequence assessments to provide insight into the potential risks from
geomagnetic stormsThe lack of valid risk assessments in some ways has limited risk mitigation
efforts. Without a sense of the likelihood of such events or at least a mechanism for relative
comparisons, cogienefit analyses have been unable to demonstrate the utility ofingvegher in
hardening or in testing and maintaining operational procedures, especially if these investments reduce
investments in preparing for more common risk, such as ice stofiihs. lack of scenaribased
analyses in sectors other than electric @owas limited the ability to perform multector analysis

and obtain a more thorough understanding of the operational constraints that nation or region may
encounter in response to a major geomagnetic storm, and therefore representsimgesgianent ¢
response planning.
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INTERNATIONAL RISKS FROM A WORST REASONABLE CASE

To understand the riskgeomagnetic stormposeto the inernational community and determine
whether investments beyond current levels are warranted, deciakers need to establish a context

to provide the parameters for assumptions, analysis, and discugdibough much of the literature
addresses extrenyesevere storms, the beginning of any discussion must acknowledge that storms of
different severity occur with different frequencies and that there are generally acdeptetated
expectations for the types of organizations that are responsible tagenahese risks. Most
geomagnetic storms are quiet or minor, but even these have some effects, if only by increasing wear
and fatigue in electric or electronic equipmetitilities and infrastructure operators are expected to
address these risks througtonitoring maintaining equipmeni@and rapid responseshould outages
occur. Past events (the March 19831ebecstorm in particular) haveausedmore acute damage to
equipment, which in turn had an effect over a geographic region, as opposed to lettdized

Infrastructure operatorsave the responsibility for incident management and play the lead role in
response. A few governments have taken steps to support industry in managing these risks by
investing in highcost monitoring to assist with wangs and alertsf¢r a detailed discussion, see
section on Al nter nat,belowa The Bvidenke ofvhiorse sgprans thad predaef f o r
modern infrastructure indicates that there is a risk of extremely severe storms that have thetpotential
cause damagen a continental or globadcale The consequences of such an event would require
international cooperation for response and restoration.

To support international examination of this issue and assist the OECD in establishing a péatform
discuss the risk of geomagnetic storms in depth, the following sections describe a potential scenario
that would fall into this last category (see Fig@yeand its risk factors.Figure3 also helps illustrate

that geomagnetic storms pose a systemnsic ais defined by OECDhatural events whose effects are
exacerbated by economic and technological developments, and which require both domestic and
international policydriven actions to addreqECD, 2010)
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Figure 3. Responsibilities for Geomagnetic Storm Risk Management Based on Relative
Probability and Geographic Range of the Estimated Effects
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Scenario Description

As discussedabove, an extreme geomagnetic storm would affect the northern latinms A
geomagnetic storm that occurred in April 200Qstrates the geographic range of a severe storm,
touching North America, Europe, and Asia (see Figdire This storm produced magnetic field
variations of 348 nT/min and 8 A GICs, but did not have a significant effect on electric power
systems. Using the basic framework in Figurg this storm represents a T
Molinski and colleagues as greater than 300 nT/min) and a case in which government warning assisted
tactical preparation by the local utilitiedzor multinational effectshe threshold for severity of the
stormmustbelarge’As a si mpl i fying assumpt i ohefolloWiegt us de

An extreme storm is a storm that produeeagnetic disturbances of an order of magnitude
strongerthan a severe stor(®,000 nT/min), extending the geographic area that can be affected
and the potential for physical damage to EHV equipment.

Kappenmanin 2007 has described storms that have peaks between 2y0005,000 nT/min as
plausible. Therefore, our reasonable, stoase scenario isa gorm of a maximum strength of

3,000 nT/min at 50 degrees geomagnetic latitude Using our definition of an extreme storm, we
assume that a 3,000 nT/min storm would represent9ald¢el storm, an Alevel of 400 and a G
extremescore on the NOAA scale (seeBbx fiGeomagnetic Storm Scal eso
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Figure 4. The Global Footprint of Geomagnetic Storm from April 2000

2000-04-07 01:00:10.515

Fig. 8. Giobal footprint of clectrojet predicted by the forocasting system at 01:00UT oo Tth April 2000.

Source: Erinmez et al., 2002

Estimating Consequence

The consequence assessment for this scenario considered economic, casualty, and psychological
impacts, as well as potentiakdiptions of critical infrastructure. The impact of such a scenario would
primarily be economic, due to replacement costs from damaged or destroyed assets (e.g., electrical
power transformers and satellites) and from the costs associated with the ahismiptiritical
infrastructure and industry. The potential for loss of life is low in this scenario, restricted to indirect
loss of life associated with the loss of electricity and the resulting cascading effects on other critical
infrastructures. The lgsof electricity could cause mass transit and passenger rail systems to fail and
traffic signals to stop working, both situations where accidents could ensue. The loss of refrigeration
could affect those who rely on medications that must be kept colder\&fortages due to the failure

of electrical pumps to convey the water or power the purification plants could also lead to acute
exposure to toxicants or disease. Firefighters would not have access to water to put out fires and
hospitals would not havaccess to water to take care cfiak patients. In each case, however, other
circumstances beyond a geomagnetic event are necessary to lead to injury, illness, or death.

In many ways, théirst- and seconarder effects on infrastructuege the causef the economic costs,

the potential for indirect loss of life, and the disruption of essential societal missions. To further
examinethe consequences tfe scenariotherefore, the following sections identiflyese cascading
consequencesind highlightthose with international implications. Without the ability to run a
complex simulationthe authors basethese cascadingconsequences on historical examples and
existing analyses.Analysis indicates an extreme geomagnetic storm scenario would resiitin f
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order consequences for eight critical infrastructure sectors arskestdrs (as categorized by the U.S.
Department of Homeland Security):

Communications (Satellite)
Communications (Wireline)
Energy (Electric Power)
Information Technology
Transportabn (Aviation)
Transportation (Mass Transit)
Transportation (Pipeline)
Transportation (Rail)

NGO~ LONE

The most significant effects from past events have occurred in the electric power sector; subsequently,
most of the analyses of potential future events also feeuesed on electric powelr-or these reasons

and due to the fundamental role electric power plays in supporting the other sectors of infrastructure as
well as the general population, this assessment will begin by examining the potential effects ¢o electri
power before describingffects inothersectors

First-Order Consequences: Electric Power

The damage or loss of transformers and the resulting power grid outages are directomefirst
consequences of an electric power disruption due to a geontagtain, leading tovidespread
outages A severely damaged transformer generally cannot be repaired in the field and may need to be
replaced witha new unit, whichoften have manufacture lead times of 12 monthdooger (NAS,
2008) The large transfoners that support heavy transmission lines can cost in excess of $10 million
each(Marusek, 2007) The March 1989 blackout in Quebec and the Octbloetember 2003 outages

of electric power equipment in the northeastern United Stateslemeexamples othe impact of a
severe space weather event on the electric power indugiocording to a study by Metatech
Corporation, an event like the great geomagnetic storm of May 1921 would result isdalge
blackouts affecting more than 130 million peopiethe United Stateand exposing more than 350
EHV transformers to the risk of permanent dam@iasS, 2009)

The economic impact of the loss of such criticdtastructurewould be high the lowest estimate of

the economic costs to the United StateshefAugust 2003 blackout in North Amerifot due to an
extremegeomagnetic storm, whose consequences would be worsé)bilién U.S. dollars (U.S.
Canada Power System Outage Task Force, 2004¢ blackout resulted in the loss of 61,800MW of
electricload serving more than 50 million people on both sides of the CaBada borde(U.S-
Canada Power System Outage Task Force, 200éarly half of the Canadian economy is located in
Ontario and was affected by the blackout. Most areas were fully réstattén two days, although

parts of Ontario experienced rolling blackouts for more than a week before full power was restored
(Electricity Consumers Resource Council, 2004)

The worst consequence from the 1989 geomagnetic storm was the voltage ¢allaosgessive and
uncontrollable decline in voltage) that caused the power outage in the Hydro Quebec system, affecting
most of the province of Quebeén extreme geomagnetic storm could create worse eff&itSs that

destroy EHV transformers and thésre cause a transmission system to lose voltage or that cause a
sudden loss of reactive power can lead to voltage collapse, potentially leading to cascading power
outages. Although a voltage collapse did not cause the 2003 Northeast power outagegithefch
events would be similar due to the simultaneous loss of key assi&iRC (2010) states that ra
extremegeomagnetic storm could result in the | o0oss
cause widespread outages. 0
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There are many factothat influence the probability of transformer loss, reactive power needs, and
voltage collapse in the event of such a storm, but the loss of a percentage of EH} tstasformers

near generation plantmost certainlywould cause generated power tosugldenly unavailable for
transmission and distribution, leading to instability in the giBe&cause lines of ove&45kV are the

least resistant to GICs and transformer84# kV andlargerwill consume proportionally the largest
amounts of reactive poweour analysis will focus on those ass@#&ERC, 2010) The map below
(Figure 5) displays those assets in North America, as well as regional conductivity and the areas of
geomagnetic disturbanceRegions with high ground conductivity above the geomagtetitude of

50 degrees (demarked by the orange line in Figure 5) are most susceptible to GICs.

* The high @d of the range for historical storm strength is set by the 1859 Carrington event. Some
analysis has concluded that the Carrington event was the largest solar proton eventyieaa 450
period and twice as strong as the next largest event. Althoughliissorical precedent and a
worst case, it may not be the most effective benchmark. See Shea et al., 2006, as well as Love and
Gannon, 2009.
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Figure 5. Vulnerability of North American Electric Power Assets to Geomagnetic Storms
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Figure 5aboveshows a small nuber ofNorth American EHV assets that fall withine area ofikely

greatest geomagnetic disturbarmeehe regions of highest regional conductiioy both) and where

we would expect the most severe consequendeite Figure 6 below shows the sameoimfiation for
northern Europe Although there are assessments of a truly cataclysmic event, such as a power outage
along the entire eastern seaboard of the United States, there are fewer studies of storms that fall
between that extreme and the historicahtdhmark of the 1989 storm, and none that attempt to predict
the damage and recovery time in North Ameritéis is due to the very low likelihood of that type of
storm severity. The energy sector has experienced widespread power outages before, pertaps
notably in August 2003, but those did not involve the replacement of multiple EHV adééteut a

more suitable basis for analysis, thereforés gimalysis will rely on a simplifying assumption that a
severe geomagnetic storm would cause thedbssultiple EHV asset& areas above the 50 degree
geomagnetic latitudeleading to a widespread power outage for four areas around the globe:
Scandinaviathe United Kingdomthe Pacific Northwestegion shared bythe United States and
Canada, andhe Northeastregionshared bythe United States and Canada, to include Quebec, New
York, and New England.

28



Figure 6. Vulnerability of Selected European Electric Power Assets to Geomagnetic Storms

Source: ELFORSK in Lundstedt (2006)
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