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We live in an information and media society, and over the last few years we have become more and more dependent on ICT 
(Information and Communication Technology). The Internet has become more important, both nationally and internation-
ally, for trade, industry and commerce, both for the Government and the individual user. Electronic interaction is expanding, 
and often the information exchanged can be defined as sensitive for the companies concerned.

Malfunction in the ICT infrastructure can cause grave consequences for an enterprise, a sector, or for an entire society. Con-
sequently, it is very important that we are aware of the potential risks and vulnerabilities, and the importance of continuous 
work to prevent failures in the ICT infrastructure. 

Information security is not only related to the creation of secure technical systems. It is of significant importance that we 
also are well aware of the sharing of responsibility, and that approved routines and plans for the ICT security are being 
continuously reinforced. 

Information security implies a total approach when it comes to the decision and introduction of technical safety equipments, 
making the individual person responsible trough awareness, knowledge, education and training in safety measures. 
Information security is an administrative responsibility. The foundation for a well-organised plan on information security in 
the various enterprises, whether it is a private, governmental, or a municipal enterprise, depends upon the management be-
ing aware that well-functioning ICT infrastructure is a crucial factor when it comes to fulfilling their goal achivemments. 

When everything is “running smoothly” in a business, and has done so for a while, it can be a challenge in many cases to get 
the management to give priority to security and safety precautions – until a disaster happens. Suddenly, many unanswered 
questions arise. For example: What kind of shared information is administered by the enterprise? Where is it stored? What 
is the value of this information? What happens if critical information is lost or compromised? 

These guidelines have been devised to describe the growth trends within information security, and the challenge they 
involve. The guidelines also pinpoint the Norwegian priority areas that can meet these challenges. The document is also 
meant to be a contribution to create a general awareness of information security at management levels in enterprises. In this 
way, we can together, strengthen Norway’s information security. 

Oslo, December 2007

Preface

Vi lever i eit informasjons- og mediesamfunn, der vi dei siste åra er vorte meir og meir avhengige av IKT
(informasjons- og kommunikasjonsteknologi). Internett vert stadig viktigare, nasjonalt og internasjonalt,
for næringslivet, forvaltninga og kvar einskild brukar. Omfanget av elektronisk samhandling aukar og det
er ofte verksemdskritisk informasjon som vert utveksla.

Bortfall av fungerande IKT-infrastruktur kan få store konsekvensar for ei verksemd, ein sektor eller for
samfunnet som heilskap. Det er difor svært viktig at alle er medvitne på at risiko og sårbarheit må føre-
byggjast kontinuerleg.

Informasjonstryggleik handlar ikkje berre om dei teknologiske løysingane som vert valde, men like mykje
om fordeling av ansvar og oppfølging av rutinar og planverk.

Informasjonstryggleik inneber ei heilskapleg tilnærming til val og innføring av tryggleiksteknologiar,
ansvarleggjering av den einskilde, bevisstgjering, utdanning, erfaringsdeling og opplæring i trygg bruk.

Informasjonstryggleik er eit leiaransvar. Grunnlaget for eit vellukka informasjonstryggingsarbeid er at
leiinga i kvar einskild verksemd, anten det dreier seg om privat, statleg eller kommunal sektor, innser at
IKT-infrastrukturen er ein kritisk faktor for å nå dei mål verksemda har. 

Utfordringa i mange verksemder er å få prioritert tryggingsarbeidet når alt ”går som smurt”, inntil det
skjer ei katastrofe. Då vert spørsmåla mange: Kva for felles informasjon vert forvalta i verksemda? Kvar
finst den? Kva verdi har den? Kva skjer når den er tapt eller kompromittert?

Vi har fått utarbeidd retningslinjene for å beskrive utviklingstrendar innanfor informasjonstryggleik og
utfordringar dei fører med seg, og i tillegg peike på nasjonale innsatsområde som kan vere med på å møte
utfordringane. Dokumentet skal også bidra til å leggje vekt på informasjonstryggleik som eit kritisk ele-
ment i leiinga av ei verksemd. Vi vil gjere leiarar merksame på nasjonale prioriteringar, slik at vi saman
kan medverke til styrka informasjonstryggleik i Noreg.

Oslo, desember 2007

Heidi Grande-Røys Liv Signe Navarsete

Anne Grete Strøm-Erichsen Knut Storberget

Forord
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1.1 Formålet med dette dokumentet

Formålet med å utgi nasjonale retningslinjer for å styrke
informasjonssikkerheten er å skape en felles forståelse for
hvilke utfordringer vi står overfor, og identifisere områder
der det er behov for å gjøre en ekstra innsats for å styrke
den nasjonale informasjonssikkerheten. Retningslinjene
skal bidra til å fremme en bedre forståelse for hvordan alle
brukere, utviklere og tilbydere av IKT (Informasjons- og
kommunikasjonsteknologi) kan dra fordel, og bidra til
utviklingen av, en sikkerhetskultur på området.

Retningslinjene for det nasjonale arbeidet med informa-
sjonssikkerhet har en tidshorisont fram til 2010.

1.2 Mål for arbeidet med informasjonssikkerhet

Regjeringen peker i St.meld. nr. 17 (2006-2007) på behovet
for å sørge for godt vern av den norske informasjonsinfra-
strukturen gjennom forebyggende tiltak, å kunne svare
effektivt på IKT-sikkerhetshendelser gjennom beredskapstil-
tak, og å sørge for bærekraft i sikkerhetsarbeidet gjennom
blant annet kompetanseutvikling og standardisering.

Regjeringen har tre overordnede mål for informa-
sjonssikkerhetsarbeidet:

1. Robust og sikker kritisk infrastruktur og støtte-
systemer for kritiske samfunnsfunksjoner,

2. God sikkerhetskultur ved utvikling og bruk av
informasjonssystemer og ved elektronisk infor-
masjonsutveksling,

3. Høy kompetanse og fokus på forskning om
informasjonssikkerhet.

Arbeidet med IKT-sikkerhet vil primært være innrettet
mot vern og utvikling av informasjonssystemer og nett. I
tillegg handler IKT-sikkerhet om å arbeide for å innføre
nye tenke- og handlemåter ved bruk av informasjonssyste-
mer og nett, og ved utveksling og informasjon. Innsatsen
som gjøres på dette området vil også bidra til å styrke per-
sonvernet, selv om personvernet ikke har hovedfokus i
denne sammenhengen. 
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1.1	 The purpose of this document
The purpose of issuing national guidelines to strengthen 
information security is to create a shared understanding 
of what challenges we are facing and to identify areas in 
which extra efforts are needed to strengthen the national 
information security. These guidelines shall contribute to 
promote a better understanding of how users, developers 
and Information and Communication Technology (ICT) 
providers can benefit from, and contribute to, developing a 
culture of security.

The time horizon for these guidelines stretches into 2010.

1.2	 Information security goals
In Report No. 17 (2006-2007) to the Storting 
(The Norwegian Parliament), the Government called atten-
tion to the need to ensure that 

the Norwegian information infrastructure is well pro-––
tected by taking preventive measures
that an ability is developed to be able to respond effec-––
tively to ICT security incidents through  
preventive action, and 

to ensure that security efforts remain –– sustainable 
through, i.a. competency development and standardiza-
tion. 

The ICT security efforts will primarily be designed to 
protect and develop information systems and networks. 
ICT security is also about working to introduce new ways 

Introduction1	

The Government has three general objectives with 
its information security work:

Robust and secure critical infrastructure and 1.	
support systems for crucial functions in society. 

A solid security culture with respect to the  2.	
development and use of information systems 
and in electronic information exchange. 

High competency levels and focusing on  3.	
information security research.
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of thinking and acting in terms of how information systems 
and networks are used and how information is exchanged. 
The measures taken in this area will also contribute to 
strengthen privacy protection, even though privacy is not 
the main focus in the present context.

An adequate level of ICT preparedness shall, at all times, 
exist in society. All preparedness efforts taking place in 
sectorial enterprises must include ICT preparedness, even 
when not mandated by rules and regulations.

1.3	 Target group
These guidelines are directed at state government authori-
ties. The implementation of these guidelines might also af-
fect municipalities, municipal counties, private enterprises, 
private organizations, households and individuals.

The Ministries and their agencies are responsible for 
implementing measures within the action areas in the pres-
ent guidelines. The management in the county municipali-
ties, the municipalities and the private sector should, on 
their own initiative, take responsibility for implementing 
measures and for promoting a security culture in accor-
dance with these guidelines. In that connection, the central 
authorities will have a role in facilitating the involvement of 
county municipalities, municipalities and the private sector 
in the implementation of measures of cross-sectoral nature.

1.4	 Background
Today’s Information and Communication Technology (ICT) 
is becoming increasingly complex. Services supported by 
ICT expand into all areas of society. This implies increased 
technology dependencies within the individual enterprise, 
between enterprises, between social sectors and across 
national borders. Disruptions in such services can have 
great consequences for an enterprise, a sector or for soci-
ety at large. It is therefore, a precondition that technology 
solutions that are chosen are reliable, secure and contrib-
ute to create trust in the individual user. The complexity of 
technology and its interdependencies mean that strategic 
choices that are being taken to strengthen information 
security must be seen in association.
By “Information security” is meant protection against 
breaches of confidentiality, integrity or availability of the 
information that is being processed in a system, or the 
protection of information systems and networks in them-
selves. A precondition for having good information security 

presupposes users and developers of systems and network 
that are aware of, and understand ICT security issues.

Today, provisions on information security are integrated 
into various laws and rules and regulations. Examples of 
such laws are the Norwegian Security Act with Regula-
tions, the Norwegian Data Protection Act, the Norwegian 
Act on Electronic Signatures with Regulations and the 
Norwegian Freedom of Information Act with Regulations. 
Information security is also incorporated into various sector 
laws and regulations. The Norwegian Electronic Commu-
nications Act with Regulations and the Norwegian Patient 
Data Act with Regulations are prime examples.

These national guidelines are anchored in the applicable 
body of rules. In addition, the present guidelines identify 
challenges that should be considered in the adaptation and 
further development of this body of rules.

The previous National Strategy for Information Security (in 
Norwegian: Nasjonal strategi for informasjonssikkerhet) was 
presented in 2003. A number of measures and activities 
were implemented over the course of the strategy period 
2003-2006. 1The major part of this security work was car-
ried out in the sectors, primarily by agencies and enter-
prises. Securing the critical ICT infrastructure in society 
was a priority. The organization of cross-sectorial work was 
strengthened. The Ministries’ responsibilities regarding 
national coordination of warning, advice and assistance was 
clarified. The National Information Security Coordination 
Council (KIS) was founded in 2004. The Council is com-
posed of representatives from the various Ministries and 
Agencies with a role in the area of ICT security. The Coun-
cil’s mandate includes ordinary ICT security, security in 
critical ICT infrastructure in society and national security.

1	 See www.kis.stat.no for an overview of implemented 
measures and established entities.
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Security challenges and trends2	

After launching the National Strategy for Information Secu-
rity in 2003, primarily four technological and user-related 
developments have stood out:

Privacy is also challenged by new methods of communica-
tion and ways of using information systems and networks. 
Users must therefore become better at utilizing existing 
tools that can help strengthen privacy protection. In devel-
oping new security solutions, consideration should be given 
to the challenges in the area of privacy protection.

In the following the most central security challenges and 
information security trends are described.

2.1	 Interdependencies between critical 	
infrastructures are increasing

In this context “critical infrastructure” is defined as the 
facilities and systems that are necessary to maintain the 
functions that are critical for society. These functions cover 
basic needs in the society and contribute to a sense of 
safety in the population.2Electronic communications, power 
and electricity, water and drainage, etc. are identified as 

2	 Ref. Norwegian Official Report NOU 2006:6,  
When security comes first: Protecting Norway’s critical in-
frastructure and critical social functions (in Norwegian: 
Når sikkerheten er viktigst, Beskyttelse av landets kritiske 
infrastrukturer og kritiske samfunnsfunksjoner).

critical infrastructures. What critical infrastructures have 
in common is that their failure or destruction might have 
serious consequences for society.

Today, there is a strong interdependency between ICT and 
provision of electricity. This interdependency represents a 
significant vulnerability in society. Providers of ICT infra-
structure and services have, to varying degrees, imple-
mented protective measures against irregular supply of 
electric power. While the old telephone network functioned 
even without electricity, broadband telephony depends 
on the users’ access to electricity, or that they have an 
emergency power supply such as batteries or generators. 
Secure power supply is therefore, especially crucial for ICT 
providers and enterprises that depend on ICT.

Knowledge about interdependencies is vital for the efforts 
to reduce vulnerabilities, and should therefore, be devel-
oped further. This is particularly important with respect to 
the interdependencies between critical ICT infrastructures, 
ICT operations and the power supply.

ICT is an integrated part of critical infrastructures in 
society and functions in society (enterprises) that are based 
on these infrastructures. Enterprises in charge of criti-
cal infrastructures have a special responsibility to protect 
information, systems and networks. Other enterprises 
might also be responsible for critical ICT infrastructures in 
society in the sense that they provide services, products or 
have competencies that are essential for managing critical 
functions in society.

2.2	 Dependency on the Internet is increasing
In recent years, developments in society have made us 
more dependent on secure and well-functioning communi-
cation on the Internet. The Internet is becoming increas-
ingly important, both domestically and internationally, for 
large parts of the private sector and for the individual user. 
There is a clear tendency for more and more companies 
to base their entire or central parts of their business on 
ICT and to use the Internet to offer an increasing number 
of services. The need for data transfer capacity is increas-
ing. And this in turn increases the importance of having a 
secure and robust communication infrastructure.

Increased use of Internet services for commercial purposes 
has made many Norwegian companies’ more vulnerable 
to even brief operational disruptions. More and more 
companies say that they would have significant problems 
if they had to shut down operations for one day, some after 
just one hour.

There has been an increase in society’s depen-•	
dency on ICT and the Internet. Society at large 
has become increasingly vulnerable to even 
brief operational disruptions in systems and 
networks.This growing vulnerability is partly 
a result of increasing systems and network 
complexities. 
There is a growing tendency for targeted, cus-•	
tomized and professional attacks. 
Financial gain continues to be the most impor-•	
tant motivation for attackers, who are increas-
ingly going underground to steal confidential 
data. There are clear signs that the criminal 
activities have become more professional. Cur-
rently there exists an illegal market for trading 
tools to commit security violations.
 The great increase in the number of PC and In-•	
ternet users, with varying skills, has brought an 
increasing need for awareness raising, informa-
tion sharing and training. All users must obtain 
a better understanding of their responsibility 
towards other users of the Internet, and the 
skills they need to manage that responsibility.
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The society is facing an increasing level of electronic 
interaction. The extent of the information being exchanged, 
sensitive information included, is continuously increasing. 
Citizens and companies’ use of the ever more integrated 
financial and economic service structure in Norway — and 
globalization in general — might be hindered because of 
the lack of mechanisms, such as electronic identification 
(eID), that make it possible to enter into binding agree-
ments on the Internet. Use of eID can also reduce the risk 
of personal data abuse. These developments place demands 
on the solutions that are used to secure information and 
transactions on the Internet. Such demands particularly ap-
ply to authentication, integrity, confidentiality and non-repu-
diation of electronic messages or transactions. In addition, 
there are the demands for authorization of the interacting 
parties. .

eID can be used for authentication and can be realized with 
various technologies, including PIN codes, SMS pass-
words, PKI, etc. Electronic signatures are solutions that 
link a specific content with an identity in a non-repudiable 
way. Such solutions can be realized through the use of PKI 
or by using eID in combination with other technologies, for 
example, by logging and tracking.

2.3	 Society is getting more vulnerable to attacks 
on the ICT infrastructures

Internet access failures can have great consequences for 
those who use the Internet to provide service and services. 
The already extensive use of Internet gives opportunities 
for quicker spread of malicious code and denial-of-service 
attacks. A denial-of-service attack can, at its most extreme, 
mean that a service is made inaccessible as a result of a 
targeted attack, often manifested as extremely heavy net-
work traffic. A growing number of ICT and Internet users 
also increase the risk of undesired events that result from 
human error.

There is a growing trend for Internet attacks to be finan-
cially motivated. Internationally, we are seeing an increase 
in fraud attempts by acquiring personal information, which 
can then be used for financial gain through the use of e-
mail. More than 90 percent3 of all phishing attempts are di-
rected at financial institutions in an effort to obtain banking 
and credit card information and other data. The attacks are 
more targeted and adapted toward smaller target groups 
than previously. E-mailing smaller groups makes it difficult 
to detect and react to fraud attempts.

In order to make operations more efficient, many compa-

3	 Anti-Phishing Working Group, Phishing Activity Trends 
Report, June 2006.

nies have connected control systems for critical infrastruc-
tures to their administrative systems, which in turn are 
connected to the Internet. The danger is that malicious 
software, intentionally or unintentionally, can be down-
loaded from the open Internet and spread via the adminis-
trative network to the control system. This kind of “tunnel” 
into the control system can be deliberately exploited by 
criminals or, as its most extreme consequence, by terror-
ists in order to carry out acts of sabotage. It can also open 
up for espionage by making it possible to gain access to 
enterprise-sensitive information. If the enterprise under 
attack is important in terms of critical functions in society, 
the potential for damage is great, especially during crises 
or war.

2.4	 Networks, terminals and services melt together 
to create complexity and opaqueness

Telephony, radio and television are moving toward using 
one unitary physical infrastructure, in which traffic is prin-
cipally based on the use of Internet Protocols (IP). Today’s 
Internet is being used for e-mailing, searching and retriev-
ing information, interactive services such as e-commerce 
and Internet banks, file sharing and interactive gaming, 
among other things.

A new trend is that more and more people are using IP 
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dende avtaler på nettet. Bruk av eID kan også redusere
risikoen for misbruk av personlige opplysninger. En slik
utvikling stiller krav til de løsningene som benyttes for å
sikre informasjon og transaksjoner på nettet. Slike krav
gjelder særlig autentisering, integritet, konfidensialitet og
uavviselighet av elektroniske meldinger eller transaksjo-
ner. I tillegg kommer krav til autorisasjon av de samhand-
lende parter.

eID kan benyttes til autentisering og kan realiseres med
ulike teknologier, herunder PIN-koder, sms-passord, PKI
osv. Elektronisk signatur er løsninger som knytter et inn-
hold til en identitet på en uaviselig måte. Løsningene kan
realiseres gjennom bruk av PKI eller bruk av eID i kombi-
nasjon med andre teknologier, for eksempel logging og
sporing.

2.3 Samfunnet blir mer sårbart for angrep på 
IKT-infrastruktur

Svikt i tilgangen til Internett kan medføre store konse-
kvenser for dem som benytter Internett til å yte service
og tjenester. Økt internettbruk kan føre til hurtigere
spredning av ondsinnet kode og tjenestenektangrep. Et
tjenestenektangrep kan i ytterste konsekvens føre til at en
tjeneste blir utilgjengelig som følge av et målrettet
angrep, ofte i form av store mengder nettverkstrafikk. Et
økt antall brukere av IKT og Internett høyner også risiko-
en for at uønskede hendelser oppstår som følge av men-
neskelige feil.

Trenden er at internettangrep i økende grad er økonomisk
motivert. Internasjonalt ser vi en økning i svindelforsøk
ved å tilegne seg personopplysninger som kan benyttes til
økonomisk vinning ved hjelp av e-post. Over 90 prosent av
alle forsøk på phishing er rettet mot finansielle institusjo-
ner for å få tak i bank- og kredittkortopplysninger og
annen informasjon. Angrepene er mer målrettet og tilpas-
set mindre målgrupper enn tidligere. Forsendelse til min-
dre grupper gjør det vanskelig å oppdage og reagere på
svindelforsøk.

Hensynet til effektivisering har ført til at mange virksom-
heter har knyttet styringssystemer for kritisk infrastruktur
til virksomhetens administrative systemer som igjen er
blitt knyttet opp mot Internett. Faren er at ondsinnet pro-
gramvare, bevisst eller ubevisst, kan bli lastet ned fra det
åpne nettet og spres via det administrative nettet til sty-
ringssystemet. En slik «tunnel» inn i styringssystemet kan
bevisst utnyttes av kriminelle eller i ytterste konsekvens
terrorister til å utføre sabotasje eller det åpner for spiona-
sje ved at det er mulig å få tilgang til virksomhetssensitiv
informasjon. Dersom den rammede virksomheten har
betydning for samfunnskritiske funksjoner er skadepoten-
sialet stort, særlig under kriser eller krig. 

2.4 Nett, terminaler og tjenester smelter sammen
og skaper kompleksitet og uoversiktlighet

Telefoni, radio og TV beveger seg i retning av anvendelse
av en enhetlig fysisk infrastruktur der trafikken i hovedsak
baserer seg på bruk av internettprotokoller (IP). Internett
benyttes i dag blant annet til e-post, søking og innhenting
av informasjon, interaktive e-tjenester som e-handel og
nettbank, fildeling og interaktive spill. 

En ny trend er at flere har tatt i bruk IP-telefoni, tale over
Internett, ofte også ledsaget av bildeoverføring. Når
mange tar i bruk denne formen for telefoni, til erstatning
for vanlig telefoni, vil behovet for robusthet og tjenestekva-
litet i Internettet øke. Konvergens gjør det derfor nødven-
dig å bygge ut den norske delen av Internettet på en
robust måte. Internetteknologien kan bruke forskjellige
typer fysisk infrastruktur som fiber, kabel, kobber og
radio. Dette kan gjøre det lettere å etablere en robust
infrastruktur hvor brukere har flere alternative tilknyt-
ninger, men det gir også mulighet til å velge rimelige løs-
ninger hvor mange ulike kommunikasjonstjenester bruker
en enkelt fysisk tilknytning. Da skapes en infrastruktur
som er sårbar. Det er av stor betydning at det etableres
alternative trafikkveier for å gjøre viktige kategorier bru-
kere, for eksempel redningsetater, helse- og sosialsekto-
ren, mindre sårbare. Forstyrrelser og avbrudd i IP-telefo-
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telephony, conversations over the Internet, often accompa-
nied by image transfers. As many start to use this form of 
telephony, replacing the usual telephony, the need for Inter-
net robustness and service quality will increase. Conver-
gence therefore requires that the Norwegian portion of the 
Internet be expanded in a robust manner. Internet technol-
ogy can use various types of physical infrastructure, such 
as fiber, cable, copper and radio. This can make it easier to 
establish a robust infrastructure where users have several 
alternative connections. But it also provides opportunities 
for selecting low priced solutions where many different 
communication services use just one single physical con-
nection. In that case the infrastructure that is created is 
vulnerable. It is of great importance that alternative traffic 
routes are established so as to make important categories 
of users — such as the rescue services, the health and social 
services — less vulnerable. Disruptions and failures in the 
IP telephony service may, for some users, threaten life and 
health. A likely development is that several players will 
begin using IP technology to produce services, but retain 
these as closed private networks. Such networks will share 
the physical infrastructure with the Internet, but exist as 
separate networks.

2.5	 Wireless networks and mobile services 	
create new usage patterns and increased 
vulnerability

Increased usage of mobile equipment and mobile network 
components provide a new set of challenges when Internet-
based services are developed. So far, mobile data tools have 
had weaker security protection than personal computers. 
Connections are made both via wireless networks and 
mobile phone networks. Unsecured wireless access points 
provide a high degree of anonymity on the Internet and can 
camouflage individuals who wish to attack specific services 
or the network in general.

2.6 	 New vulnerabilities in software are a problem
Designing, producing and subsequently managing an ad-
vanced information system are complicated and demanding 
tasks. It is therefore important to perform security assess-
ments to verify that accessibility, integrity and confidential-
ity as well as authentication and authorization requirements 
are handled in a satisfactory manner. An ICT system is not 
static. New functionality is added, and programs and hard-
ware are upgraded regularly. It is not known how many 
data security breaches Norwegian companies are exposed 
to due to self-inflicted errors, but the number is assumed 
to be significant. This is not often talked about. A company 
that has been exposed to this kind of event usually does 
not wish the general public or the authorities to know if it 
has experienced serious problems as a result of unavailable 
ICT systems. Still, we occasionally read about, for example, 
Internet banks or mobile networks being out of order. 

Users of dominant software platforms are exposed to mali-
cious codes and viruses more often than other users.

2.7	 Lack of security awareness among users 	
constitutes a high and increasing risk

One of the greatest challenges to information security 
is the lack of security awareness among users. Many 
companies and individuals underestimate the risk of poor 
information security. The failure to prioritize such efforts 
by enterprise management and anchoring the efforts in the 
management is also a challenge. One of the reasons leaders 
lack awareness is that there is an absence of vulnerability 
and risk analysis and lack of documented cost-benefit 
analysis with respect to the benefits of good information 
security. Individuals, whether they are home users or 
employees in an enterprise, seem to have a general lack of 
knowledge and awareness with respect to the need for in-
formation security and the role they themselves are playing 
as actors on a network. Computers without protection can, 
without the owner’s knowledge, be controlled remotely and 
thereby be used, for example, as a platform from which to 
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nitjenesten kan for enkelte brukere utgjøre en trussel mot
liv og helse. En sannsynlig utvikling er at flere aktører tar i
bruk IP-teknologi til å produsere tjenester, men beholder
dette som lukkede private nett. Slike nett vil dele den fysis-
ke infrastrukturen med Internettet, men vil fremstå som
atskilte nett.

2.5 Trådløse nett og mobile tjenester skaper nye 
bruksmønstre og økt sårbarhet

Økende bruk av mobilt utstyr og mobile nettverkskompo-
nenter gir nye utfordringer når tjenester basert på Inter-
nett utvikles. Mobilt dataverktøy har hittil hatt svakere sik-
kerhetsbeskyttelse enn PC-er. Tilknytningen skjer både
via trådløse nett og mobilnett. Usikrede trådløse aksess-
punkter gir en høy grad av anonymitet på nettet og en
maskering for dem som vil angripe spesifikke tjenester
eller nettet generelt.

2.6 Nye sårbarheter i programvare er et problem 

Det å utforme, sette i produksjon, og deretter forvalte et
avansert informasjonssystem er en komplisert og kre-

vende oppgave. Det er derfor viktig å gjennomføre sikker-
hetsvurderinger for å verifisere at krav til tilgjengelighet,
integritet og konfidensialitet, samt autentisering og autori-
sasjon blir ivaretatt på en tilfredsstillende måte. Et IKT-sys-
tem er ikke statisk. Ny funksjonalitet blir lagt til, og opp-
graderinger av program og maskinvare skjer med jevne
mellomrom. Det er ikke kjent hvor mange datasikkerhets-
brudd norske virksomheter har på grunn av selvpåførte
feil, men antallet antas å være betydelig. Det snakkes ikke
mye om dette. En virksomhet som er utsatt for en slik
hendelse ønsker som regel ikke at offentligheten eller
myndighetene skal få kunnskap om at den har hatt alvorli-
ge problemer som følge av utilgjengelige IKT-systemer.
Fra tid til annen kan vi likevel lese om at for eksempel
nettbanker eller mobilnettverk er ute av funksjon. 

Brukere av dominerende programvareplattformer blir
oftere enn andre brukere utsatt for ondsinnet kode og
virus.

2.7 Manglende sikkerhetsbevissthet blant 
brukerne utgjør en høy og økende risiko

En av de største utfordringene for informasjonssikkerhe-
ten er manglende sikkerhetsbevissthet hos brukere.
Mange virksomheter og enkeltindivider undervurderer
risikoen ved dårlig informasjonssikkerhet. Manglende for-
ankring og prioritering i virksomhetens ledelse er også en
utfordring. En av årsakene til fravær av oppmerksomhet i
ledelsen er manglende sårbarhets- og risikoanalyser og
manglende dokumentasjon av nytten av god informasjons-
sikkerhet i forhold til kostnadene. Enkeltindivider, enten
de er hjemmebrukere eller ansatt i en virksomhet, ser ut
til å ha en generell mangel på kunnskap og bevissthet
omkring behovet for informasjonssikkerhet, og hvilken
rolle de selv spiller som aktør i et nett. Datamaskiner uten
beskyttelse kan, uten eierens viten, fjernstyres og dermed
utnyttes for eksempel som plattform for tjenestenektang-
rep (DoS-angrep) mot blant annet Internetts infrastruktur.
Et tjenestenektangrep mot kritiske deler av Internetts
infrastruktur kan få konsekvenser for internettbruken
nasjonalt, regionalt og globalt. Dette stiller krav til at alle
internettbrukere tar et større ansvar for egen atferd på
Internett og sikkerhet i eget datamiljø. Sikkerhets-
problemene på Internett er i dag komplekse. For at den
enkelte skal kunne opptre sikkert på Internett og sikre sitt
eget miljø kreves det bevissthet og kunnskap om de ulike
sikkerhetsutfordringene.

2.8 Kompetanseutfordringene øker i takt med økt
kompleksitet

Økt kompleksitet i systemer og nett gjør det vanskeligere
for bestillere av systemer og nett å stille klare og presise
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launch denial-of-service attacks (DoS attacks) against the 
Internet infrastructure. A denial-of-service attack on critical 
parts of the Internet infrastructure can have consequences 
for Internet usage nationally, regionally and globally. This 
requires all Internet users to take greater responsibility for 
their own conduct on the Internet and for the security of 
their own data environment. Today the security problems 
on the Internet are complex. To be able to act securely on 
the Internet and to protect one’s own environment requires 
awareness and knowledge about the various security chal-
lenges.

2.8	 The Competency challenge are growing in 
step with the increased complexity

Growing systems and network complexity makes it more 
difficult for those who buy systems and networks to place 
clear and precise demands on security. Choosing among 
ICT systems and products that shall meet certain security 
requirements requires that one has thorough knowledge 
of the strengths and weaknesses of the various solutions. A 
lack of such knowledge can lead to bad investments or in-
adequate information security. Furthermore, the complex-
ity makes it more difficult for the individual user to gain an 
overview of all the security-related challenges that might 
be associated with the use of ICT.

Personal computers are becoming ever more powerful, 
and are available 24-hours a day with broadband connec-
tion. They are used in a growing number of areas and are 
thereby also becoming a more tempting target for intrud-
ers. As a result of this development, unsecured personal 
computers in the home constitute a greater risk than previ-
ously. This is, among other things, due to the increased dif-
fusion of so-called “botnets”, which are groups of personal 
computers that can be controlled remotely from a central 
source. The infected personal computers can be remote-
controlled by means of malicious software, and can then be 
used for extorting money by commanding them to initiate 
attacks that block access to central computer systems in a 
company or other enterprise.

2.9	 Increased internationalization contributes to 
national networks and systems increasingly 
falling outside national control

Monitoring of operations and managing serious errors 
and disruptions on the networks require staff with high 
skill levels that are available 24-hours a day. For reasons of 
cost and efficiency, providers of electronic communication 
networks and services work continuously to increase the 
automation and centralization of their operations. Increased 
globalization will imply that many national and international 
providers will offer outsourced operational centers and 

tasks to countries with lower costs. This kind of centraliza-
tion and remote control of traffic make electronic communi-
cations more dependent on how well connections function 
across country borders. Increased outsourcing can mean 
that portions of our critical social infrastructure will be 
controlled from abroad. Monitoring is more difficult when 
parts of the enterprise is managed abroad and governed by 
the host country’s rules and regulations. In the long term 
extensive outsourcing of portions of critical ICT infrastruc-
ture abroad contributes to a downscaling of skills levels 
and capacity. In turn this might lead to a weakened ability 
to manage national information security in an appropriate 
manner.

New methods to solve tasks, which in turn create new 
application areas, can also open up for new forms of abuse. 
Even if most innovations do not directly threaten the pro-
tection of privacy or information security, it is a challenge to 
handle such considerations in a globalized world.

2. 10	 Changes in the manner in which technology 
is used by organizations create new security 
challenges

The software used in many organizations is currently 
much more standardized than previously. The develop-
ment within modern ICT is designed toward the reusing 
of software, and toward connecting data systems using 
the Internet across organization structures. Today this 
happens in a completely different way than previously. 
So-called Service Oriented Architecture (SOA) makes it 
possible to technologically integrate value chains over the 
Internet. Such integration challenges established collabora-
tion patterns among organizations. A customer can quickly 
transfer from data system to data system across several 
enterprises to order a product or a service. Transfer of user 
data from system to system in order to give users access 
without having to be re-authenticated and re-authorized — 
also called “federation” — might require a reassessment of 
the principles of accountability with respect to information 
security in their own organization. Similarly, the trend to-
ward establishing joint portals, such as Altinn and MinSide, 
is a challenge for participating enterprises with respect to 
overall responsibility for information security. Outsourcing 
or disaggregation and professionalization of parts of inter-
nal ICT operations create similar problems.

In that connection it is important to clarify who is responsi-
ble for what at all times, so that responsibility for important 
network or systems components that fall outside organi-
zational borders also is accounted for and do not become 
points of vulnerability for potential attacks.
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2.11	 The Internet creates new social trends 	
– and increased vulnerability for participants 
in their social interaction on the Internet

The development toward the so-called Web 2.0 — or partici-
patory web — opens the doors for an unknown range and 
type of social interaction over the Internet. Net sites such 
as MyPage, MySpace, YouTube, Facebook and similar sites 
attract millions of users and create a potential hotbed for 
the dissemination of malicious software or other types of 
attack. Chat rooms open up for direct attacks of the type 
“social manipulation” (social engineering) with serious 
consequences as a result.
This development creates a challenge in terms of compe-
tency and awareness raising. Users of such services need 
knowledge about privacy protection, potential security 
hazards, and the responsibility that each individual has 
to prevent the spread of malicious software, and resulting 
consequences for other Internet users. Exposure of own 
personal data can also constitute a threat to individuals 
that hold positions of trust within information security in 
various types of enterprises in that the data can be used for 
blackmail or other forms of manipulation.
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The areas of action described in this Chapter are defined 
on the basis of identified security challenges and the 
Government’s main objectives for the work with informa-
tion security. The action areas support one or more of these 
objectives, and the descriptions of each area have been 
kept at a general level. Processes for the further concretiza-
tion of the action areas and the implementation of concrete 
measures are described in Chapter 4.

3.1	 Critical ICT infrastructures must be 	
better protected

The responsibility for securing the critical ICT infrastruc-
ture belongs first and foremost to the enterprise that plays 
a part in operation of the infrastructure. Failures in critical 
ICT infrastructure can lead to immediate and serious 
consequences for great parts of society. All enterprises that 
own a piece of critical ICT infrastructure must introduce 
protective measures and establish redundancy solutions 
that ensure the maintenance of operations and supply. Both 
the enterprises and ICT providers should prioritize mea-
sures to ensure robustness by among other things duplicat-
ing important components. Quick recovery after a break-
down is both a commercial and public goal. Preparedness 
for handling breakdowns should therefore be strengthened 
both with providers and users.

Society is critically dependant on an extensive ICT infra-
structure. For many enterprises ICT is an enterprise-critical 
factor. An important action area is conducting exercises 
in how to handle events in which critical ICT functions 
fail. Exercises can uncover organizational weaknesses and 
provide increased skills and important experience with how 
to restore normal functions. Regular exercises make it pos-
sible to reduce the negative consequences of serious events 
that hit ICT infrastructure. Exercises should be carried 
out at all levels of society. Exercises will also contribute 
to reduce vulnerabilities in the ICT systems of individual 
enterprises. .

Identifying critical ICT infrastructure is important for 
enterprises to be able to prioritize preventive measures 
and preparedness actions. Each ministry is responsible for 

identifying critical ICT infrastructure in their sector and en-
sure that it is protected, cf. the principles of accountability, 
conformity and proximity. A body of methodologies should, 
on the basis of existing tools, be established as an aid to 
identify critical ICT infrastructure and critical functions that 
depend on ICT.

Outsourcing services are becoming more widespread. 
Enterprises responsible for critical ICT systems have a 
special responsibility to ensure that the interests of security 
and preparedness are met when outsourcing. Enterprises 
must ensure that security and preparedness obligations 
are managed in a satisfactory manner through agreements 
with service providers. The authorities should advise on 
the security and preparedness-related consequences of 
outsourcing.

Internet service providers should offer security solutions 
as part of their service provision. The conditions on which 
the provided solutions are based, and the security risks 
covered by the solutions, should be evident. The efforts 
involved in attaining a satisfactory security level with 
respect to electronic communications services should pre-
dominantly be met through self-regulation. However, the 
authorities need to follow industry developments closely. 
In case the authorities assess that an adequate security 
level has not been met through self-regulation, it might be 
relevant to issue orders to improve the security. A lack of 
security, however, can also be due to a lack of knowledge 
about ICT security. Further measures targeting awareness-
raising efforts with respect to users of Internet services 
and other electronic communications services will there-
fore be equally important, cf. subsection 3.5.

Responsibility for the implementation: All Ministries that 
have identified critical ICT infrastructure in their sectors, 
the Norwegian Ministry of Justice and the Police in its 
capacity of responsibility of security and preparedness

All enterprises that own critical ICT infrastructure 
must introduce protective measures and establish 
redundancy solutions that ensure the mainte-
nance of operations and supply. Preparedness for 
handling breakdowns in the critical ICT infrastruc-
ture must be strengthened both with providers 
and users.
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3.2 	 Regulations on information security must be 
made more consistent and intelligible

Many developments related to the Norwegian regulations 
on information security are influenced by international 
decisions and legal codes developed outside Norway. 
This entails a number of obligations, and this is one of the 
reasons for inconsistent use of concepts. When formulating 
law and sub-regulations that affect information security, 
it should be emphasized that such texts need to be easily 
understood while aiming to use a shared cross-sectoral 
conceptual system. Guidance can help to achieve a more 
accurate interpretation and better implementation of the 
regulations so that terms, definitions and interpretations 
are made as consistent as possible. If not, variations in 
interpretation will make it difficult for enterprises that are 
subject to several different regulations to meet their obliga-
tions. Formulating new regulations should be coordinated 
with existing regulations to the greatest extent possible so 
that the number of new provisions is limited.

Ministries and supervisory authorities shall improve com-
munication with the enterprises covered by the regulations. 
This applies particularly to municipalities and small and 
mid-sized enterprises. Knowledge about experiences and 
perspectives on how the regulations are perceived and 
function is an important basis for developing the regula-
tions, and one of the objectives of this communication. It 
must be presupposed that government bodies collaborate 
and coordinate their efforts to the degree necessary when 
communicating information about the regulations. Existing 
collaboration arenas between the administrators of regula-
tions should be continued and further developed.

Responsibility for implementation: All Ministries adminis-
tering regulations pertaining to ICT security, including ICT 
security in sector regulations.

3.3 	 Information and information systems should 
be categorized to facilitate assignment of 	
action items

There might be various considerations that justify protec-
tion, including privacy protection, shielding trade secrets, 
considerations related to national security, accessibility, 
etc. In certain cases this is warranted by law, for example, 
by the Norwegian Security Act and the Norwegian Privacy 

derfor legges vekt på at disse skal være lette å forstå samti-
dig som det tilstrebes et felles begrepsapparat på tvers av
sektorer. Veiledere kan bidra til riktig tolkning og bedre
implementering av regelverkene, slik at ordlyd, definisjo-
ner og tolkning gjøres mest mulig konsistent. I motsatt til-
felle vil tolkningstvil gjøre det vanskeligere for virksomhe-
ter som er underlagt flere ulike regelverk å overholde sine
forpliktelser. Utforming av nytt regelverk bør i størst mulig
grad koordineres med eksisterende regelverk, slik at
omfanget av nye bestemmelser begrenses.

Departementer og tilsyn skal forbedre kommunikasjonen
med virksomhetene som omfattes av regelverkene. Dette
gjelder særlig kommuner og små og mellomstore virksom-
heter. Kunnskap om erfaringer og synspunkter på hvordan
regelverket oppfattes og fungerer, er et viktig grunnlag for
regelverksutvikling og et mål for denne kommunikasjo-
nen. Det må forutsettes at myndighetsorganer i nødvendig
grad samarbeider og koordinerer seg i forhold til å formid-
le informasjon om regelverk. Eksisterende samarbeidsare-
naer mellom regelverksforvaltere bør videreføres og
videreutvikles.

Ansvar for gjennomføring: alle departementer som forval-
ter regelverk innenfor IKT-sikkerhet, herunder også IKT-
sikkerhet i sektorregelverket.

3.3 Informasjon og informasjonssystemer bør
klassifiseres for at tiltak lettere skal kunne
tilordnes

Alle IKT-systemer og all informasjon som blir
behandlet i IKT-systemene med betydning for
rikets sikkerhet eller personvernet skal iht. gjel-
dende regelverk være klassifisert. Eiere av informa-
sjon og informasjonssystemer som ikke omfattes
av regelverket skal oppfordres til å gjennomføre
verdivurderinger for å identifisere hvilken informa-
sjon som er nødvendig å beskytte.

Det kan være ulike hensyn som begrunner beskyttelse,
herunder hensynet til personvernet, skjerming av bedrifts-
hemmeligheter, hensynet til rikets sikkerhet, tilgjengelig-
het mv. I enkelte tilfeller er dette hjemlet i lov, for eksempel
i sikkerhetsloven og personvernopplysningsloven. Klassi-
fisering av informasjon og informasjonssystemer skaper
økt bevissthet om betydningen og verdien som informasjo-
nen eller IKT-systemet i virksomheten representerer. Et
annet mål er at en slik klassifisering vil forenkle arbeidet
med sikring av IKT-systemene og informasjonen. 

Eiere av informasjon og informasjonssystemer som ikke
omfattes av regelverket, skal oppfordres til å gjennomføre

verdivurderinger for å identifisere hvilken informasjon
som er nødvendig å beskytte. Tilsvarende må det
gjennomføres verdivurderinger for å identifisere hvilke
IKT-systemer som er nødvendig å beskytte. 

Klassifisering av informasjon og IKT-systemer bidrar til å
klargjøre hva som skal defineres som kritisk informasjon
eller et kritisk IKT-system. En felles tilnærming til hvor-
dan informasjon og IKT-systemer skal klassifiseres vil
redusere sannsynligheten for at virksomheter som samar-
beider om et felles prosjekt klassifiserer samme type sty-
rings- og kontrollsystemer og administrative systemer
ulikt, og eventuelt krever ulikt sikkerhetsnivå på samme
type informasjon.

Ansvar for gjennomføring: alle departementer og under-
lagte virksomheter.
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Regulations on information security shall be re-
viewed in order to pave the way for simplification 
and harmonized use of concepts. The authorities 
must communicate better with each other and 
with the enterprises covered by the regulations. 
Guidance efforts need to be intensified, especially 
with respect to municipalities and small and me-
dium enterprises.

All ICT systems and all data processed in ICT 
systems important to national security or privacy 
protection shall be categorized according to ap-
plicable regulations. Owners of information and 
information systems not covered by the regula-
tions shall be encouraged to implement value 
assessments in order to identify which information 
it is necessary to protect.
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Data Act. Categorizing information and information 
systems increases awareness of the significance and value 
that enterprise information or the ICT system represent. 
Another objective is that such categorization will simplify 
the efforts to secure the ICT systems and the information.

Owners of information and information systems not cov-
ered by the regulations shall be encouraged to implement 
value assessments in order to identify which information it 
is required to protect. Similarly, value assessments must be 
carried out to identify which ICT systems it is necessary to 
protect.

Categorization of information and ICT systems contribute 
to clarifying what needs to be defined as critical informa-
tion or a critical ICT system. Shared approaches on how 
information and ICT systems should be categorized will 
reduce the likelihood that collaborating enterprises catego-
rize similar management and control systems and adminis-
trative systems in different ways, and perhaps demanding 
different security levels for the same type of information.

Responsibility for implementation: All Ministries and agen-
cies and enterprises under their control.

3.4	 Risk and vulnerability analysis should be 	
carried out by everyone, especially by 	
owners of critical infrastructures

Implementing risk and vulnerability analyses is a neces-
sary measure to manage risk and it enables the enterprise 
to uncover what areas are vulnerable and exposed to risks. 
In some cases orders to perform risk and vulnerability 
analysis are warranted by law, but such analyses should 
be part of a continuous activity in each enterprise. The 
analysis should be performed regularly or when needed. 
The implementation of the analysis should be part of an es-
tablished management system for enterprise risk manage-

ment and must be anchored within the management. It is 
in the individual enterprise’s own interest to carry out risk 
and vulnerability analyses also when the enterprise is not 
covered by a body of rules that requires this.

Even if the risk and vulnerability analysis primarily is the 
responsibility of the enterprise, the Ministries must, in col-
laboration with subordinated agencies and relevant players, 
facilitate the implementation of such analyses. Through 
their subordinate agencies, the Ministries shall seek to 
raise the security skills levels of the participants in the vari-
ous sectors. Where necessary the sector authorities must 
ensure that risk and vulnerability analyses are implemented 
through regulation. In some sectors this has already been 
done. And there are also cross-sector regulations that 
require the use of risk and vulnerability analyses for certain 
areas.

Enterprises that handle critical ICT infrastructures in 
society, or other functions depending on ICT, have a special 
responsibility for performing regular risk and vulnerability 
analyses. The enterprises will also need guidance as to the 
choice of method of analysis. Authorities responsible for 
security and preparedness must contribute to carry out 
these plans. 

Responsibility for implementation: All Ministries, agencies 
and enterprises under their control.

3.5 	 Efforts to raise awareness and disseminate 	
	 knowledge must be increased

There are a number of dependencies between enterprises 
and between the various sectors in society with respect 
to the use of ICT. That makes it difficult for the individual 
enterprises to assess the total consequences for society if 

Enterprises that handle critical ICT infrastructure 
or ICT operations have a special responsibility for 
carrying out regular Risk and Vulnerability Analy-
ses. The authorities must, in collaboration with 
relevant participants, facilitate the implementation 
of the risk and vulnerability analyses, and actively 
seek to raise the skill levels of the participants by 
contributing with guidance and advice. Where pro-
vided by the regulations, implementation of such 
analyses shall be included in an established man-
agement system for enterprise risk management. 
Risk and vulnerability analyses must be anchored 
within the management.

Everyone shall have access to information about 
threats and measures to prevent these. There is a 
need to ensure an increased user awareness and 
knowledge of ICT and the Internet. Established 
awareness-raising activities shall be continued and 
developed further. This applies to the activities of 
the Norwegian Centre for Information Security 
(NorSIS) and the information and advisory activi-
ties of the Norwegian Post & Telecommunications 
Authority (Post og Teletilsynet) including the se-
curity portal Nettvett.no. Long-term collaboration 
between government agencies and the private 
sector organizations should be established to de-
velop programs for raising awareness, training and 
building a good security culture.
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there is a lack of action with respect to information security. 
In order to reduce society’s vulnerability, information about 
threats, vulnerability and efforts shall be shared. Govern-
ment agencies responsible for security and preparedness 
are responsible for obtaining and communicating informa-
tion about threat situations at the national and general 
levels. In order for everyone to have access to the same 
information about threats and measures to reduce threats, 
all owners and vendors of components for critical ICT 
infrastructure in the public and private sectors, should be 
invited to participate in common venues to share informa-
tion. Other businesses too, are encouraged to participate in 
arenas where such information exchange occurs.

The responsibility for information security resides with 
the management of each enterprise. The management 
must be familiar with the risks the enterprise runs when 
introducing new ICT tools to all or parts of the enterprise. 
The management must also possess the necessary order-
ing competence for purchasing new ICT tools, using the 
assistance of external consultants, or the outsourcing of the 
enterprise’s ICT services. Management must, based on a 
risk assessment, establish the security level of the enter-
prise and ensure that the requirements for information 
security are followed up by everyone within the organiza-
tion. Consequently, all enterprises should have a system for 
raising awareness and building competence within the area 
of information security. The system should cover everyone 
in the enterprise. It is difficult and time-consuming to bring 
about changes in attitudes. Long-term collaboration should 
therefore be established between the authorities and the 
private sector organizations in order to develop programs 
for awareness raising, training and building a good security 
culture.

Awareness of risks and available protective measures is the 
first line of defence for security in ICT systems. The pub-
lic’s awareness and knowledge therefore, generally needs 
to be increased. Established and goal-oriented measures 
to strengthen ICT security awareness shall be continued. 
This, among other things, applies to the activities of the 
Norwegian Centre for Information Security (NorSIS) and 
the information and advisory activities of the Norwegian 
Post & Telecommunications Authority (Post og Teletil-
synet), including the security portal Nettvett.no. Good 
resource utilization in this area requires close collabora-
tion between government agencies, the private sector and 
private organizations. Government agencies responsible for 
security and preparedness shall therefore, in collaboration 
with the private sector, contribute to raising awareness of 
threats, inform about measures and promote good atti-
tudes. Product and systems providers will be encouraged 
to set up an environment in which all products and systems 
geared toward the mass market are accompanied by easily 

understood information and training materials related to 
information security. 

Responsibility for implementation: Managers in all govern-
ment enterprises.

3.6 	 Warning and event handling shall occur in an 
expedient and coordinated manner

The dependency of networks, including the Internet and in-
creased globalization, mean that there is a substantial need 
for coordinated warning and guidance. There is a need for 

Bevissthet om risikoer og tilgjengelige beskyttelsestiltak
er den første forsvarslinjen for sikkerheten i IKT-systemer.
Bevisstheten og kunnskapen hos befolkningen generelt
skal derfor økes. Etablerte og målrettede tiltak for å styr-
ke bevisstheten om IKT-sikkerhet skal videreføres. Dette
gjelder blant annet aktivitetene til Norsk senter for infor-
masjonssikring (NorSIS) og Post- og teletilsynets opplys-
nings- og veiledningsaktiviteter inkludert sikkerhetsporta-
len Nettvett.no. God ressursutnyttelse på området tilsier et
tett samarbeid mellom myndighetene, næringslivet og pri-
vate organisasjoner. Myndigheter med ansvar for sikker-
het og beredskap skal derfor, i samarbeid med privat sek-
tor, bidra til bevisstgjøring om trusler, opplyse om tiltak og
påvirke til gode holdninger. Leverandører av produkter og
systemer vil bli oppfordret til å legge til rette for at alle
produkter og systemer rettet mot massemarkedet ledsa-
ges av lettfattelig opplysnings- og opplæringsmateriale om
informasjonssikkerhet. 

Ansvar for gjennomføring: ledere i alle statlige virksom-
heter.

3.6 Varsling og hendelseshåndtering skal skje raskt
og koordinert

Sikkerhetshendelser og trusler mot samfunnskri-
tisk IKT-infrastruktur og samfunnskritiske funksjo-
ner avhengige av IKT må oppdages og rapporteres
raskt. Gjennom en systematisk rapportering og
deling av erfaringer knyttet til IKT-sikkerhetshen-
delser sikres en større grad av kompetanse og
læring. Dette vil også bidra til at myndighetene
kan gi gode råd om sikkerhetssituasjonen ut fra
preventive hensyn.

Avhengigheten av nett, herunder Internett, samt økt glo-
balisering, gjør at behovet for koordinert varsling og råd-
givning er stort. Det er behov for at virksomheter rappor-
terer om IKT-sikkerhetshendelser til relevante sektormyn-
digheter. Eksisterende samarbeid og informasjonsdeling
mellom varslingsinstansene og hjelpeapparatet skal videre-
føres og videreutvikles. Gjennom systematisk rapportering
og deling av erfaringer knyttet til IKT-hendelser sikres en
større grad av kompetanse og læring. Dette vil også bidra
til at offentlige instanser kan gi gode råd om sikkerhetssi-
tuasjonen ut fra preventive hensyn.

Norwegian Computer Emergency Response Team
(NorCERT) hos Nasjonal sikkerhetsmyndighet er kontakt-
og koordineringspunkt nasjonalt og internasjonalt, for å
beskytte mot og respondere på sikkerhetshendelser med
alvorlig eller akutt påvirkning på Internett.

NorCERT, KRIPOS, Politiets sikkerhetstjeneste (PST) og
Forsvaret bør samarbeide tett for å utveksle erfaringer om
trusselbildet, gi hverandre faglig hjelp og tydeliggjøre
nasjonal arbeidsdeling i kampen mot uønskede hendelser
på Internett.

Ansvar for gjennomføring: Forsvarsdepartementet,
Justisdepartementet og Samferdselsdepartementet.

3.7 Alle departementer bør fremme bruk av
standarder, sertifisering og egenregulering

Systemer som er utviklet i samsvar med anerkjente
standarder for informasjonssikkerhet er i hovedsak
mer sikre. Sektormyndighetene bør stimulere alle
virksomheter og leverandører til å ta i bruk sertifi-
serte løsninger. Fornyings- og administrasjonsde-
partementet vil vurdere om det skal stilles krav om
sertifisering eller selvdeklarering (egenkontroll) av
informasjonssikkerhet for offentlige virksomheter.
Norske myndigheter må bli mer aktive og fremme
funksjonalitets- og sikkerhetskrav i forbindelse
med utvikling av nasjonale og internasjonale stan-
darder for informasjonssikkerhet.
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Security events and threats against critical ICT 
infrastructure and functions critical to society that 
depend on ICT, must be discovered and reported 
promptly. A higher degree of competence and 
better training will be the results of systematic 
reporting and sharing of experiences associated 
with ICT security events. This will also contribute 
to the authorities’ ability to provide good advice 
about the security situation from a preventive 
point of view.
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enterprises to report ICT security events to the relevant 
sector authorities. Existing collaboration and information 
sharing between the actors in charge of warning and the 
supporting apparatus should be continued and developed 
further. A higher degree of competence and better training 
are ensured by systematically reporting and sharing experi-
ences associated with ICT security events. This will also 
contribute to the public authorities’ ability to provide good 
advice about the security situation from a preventive point 
of view.

The Norwegian Computer Emergency Response Team 
(NorCERT) of the Norwegian National Security Authority 
(NSM) is the contact and coordination point nationally and 
internationally in order to protect and respond to security 
events with serious or acute influence on the Internet.

NorCERT, the Norwegian National Criminal Investigation 
Service (KRIPOS), the Norwegian Police Security Service 
(PST) and the Norwegian Defence Forces should collabo-
rate closely in order to exchange experiences about the 
threat picture, assist each other professionally and clarify 
the national division of labour against unwanted events on 
the Internet.

Responsibility for implementation: The Norwegian Min-
istry of Defence, the Norwegian Ministry of Justice and 
the Police and the Norwegian Ministry of Transport and 
Communication.

3.7 	 All Ministries should promote the use of 	
standards, certification and selfregulation

Providers and producers of information systems and 
networks important to critical ICT infrastructures must be 
able to document that their systems have been developed 
and implemented in accordance with the acknowledged 

standards within the ICT area.

The authorities must take a more active role with respect to 
specifying and requiring documented information security 
in connection with public procurement. The Norwegian 
Ministry of Government Administration and Reform will 
assess whether or not public enterprises shall be subject to 
requirements for certification or self-declaration (internal 
control).

Standards within information security are established by 
international standardization organizations. It is impor-
tant that Norway participates in this work so as to be able 
to affect the development of the standards, as well as to 
ensure knowledge about and implementation of the results. 
The provision of information with respect to available ICT 
security standards should be strengthened. 

The authorities should encourage all enterprises and pro-
viders to start using certified solutions. This will contribute 
to encourage the ICT industry use approved standards in 
its development, implementation and operational tasks.

International standards are becoming more and more 
important for the national use of ICT. The harmonization 
of applicable technical security requirements and opera-
tional security levels is a continuous process. Standardiza-
tion efforts are primarily driven by the participants in the 
private sector. The public sector has so far participated only 
to a limited extent. This may have resulted in the under 
representation of the general public’s interests concerning 
the development of standards. The Norwegian authorities 
must therefore, eventually in collaboration with authori-
ties in other countries, become more active in promoting 
functional and security requirements in connection with 
the development of international standards for information 
security.

The Norwegian Ministry of Trade and Industry has asked 
Standards Norway to work out a national strategy for the 
increased use of standards, and strengthened participa-
tion in national and international standardization efforts by 
December 31, 2007. ICT will be an important area in this 
strategy. ICT security will become more important and will 
therefore be a natural focus area. Standards Norway has 
already performed extensive work within the areas of ID 
cards, e-signatures, biometrics and ICT security. 

Standards for information security should support competi-
tion within the ICT market and the general work toward 
open standards in the ICT area. 

Responsibility for implementation: The Norwegian Minis-
try of Government Administration and Reform, the Norwe-

Systems developed in accordance with acknowl-
edged standards for information security are 
essentially more secure. The sector authorities 
should provide incentives to all enterprises and 
providers to start using certified solutions. The 
Norwegian Ministry of Government Administra-
tion and Reform will assess if certification or 
self-declaration (internal control) of information 
security for public enterprises shall be required. 
The Norwegian authorities must become more 
active in their promotion of functionality and secu-
rity requirements in connection with the develop-
ment of national and international standards for 
information security.
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gian Ministry of Trade and Industry, other Ministries.

3.8 	 Ministries should promote Research and 	
Development (R&D), education and compe-
tency development on information security.

Knowledge about information security must be strength-
ened. The National Curriculum for Knowledge Promotion 
in Primary and Secondary Education and Training has 
ICT as one of its five basic skills, and ICT is part of the 
professional competency goals. Information security should 
therefore be included as a natural part of ICT use in the 
educational framework. This places demands on basic 
education and competency development for teachers and 
on teaching materials. 

It is important that Norwegian universities and university 
colleges offer educational components that provide a major 
within the area of information security. University and uni-
versity college ICT classes should have their own informa-
tion security component. 

Graduate education and raising skills levels within infor-
mation security must be strengthened for users of ICT. 
Certification is a means to ensure that security personnel 
have the approved competence. Ministries should ensure 
that certification within ICT security becomes a criterion 
for hiring ICT staff.

The public and private sectors should make better pro-
visions for master students of information security to 
be given the opportunity to work with current security 
problems within a sector, or in an individual enterprise 
by proposing concrete topics for a Master’s thesis within 
information security.

Provisions must be made so that the research environ-
ments within basic research and applied research can have 
a good interaction with leading ICT companies and special-
ist environments across sectors. It is important that the ap-
plied research within information security detect changes 
in technologies and methodologies at an early stage. 
Research within information security must be strengthened 
nationally and thus provide incentives for Norwegian par-

ticipation in the international venues. In addition to direct 
R&D grants, the public sector also plays an important role 
as customer and purchaser of various goods, development 
projects and services. ICT security should also be integrat-
ed with other relevant research programs.

Responsibility for implementation: The Norwegian Minis-
try of Education and Research, the Norwegian Ministry of 
Trade and Industry, the Norwegian Ministry of Govern-
ment Administration and Reform.

3.9 	 A coordinated arrangement should be 	
established for identity management and 
electronic signature across sectors

In selecting a security level for a given electronic interac-
tion, all public enterprises shall carry out a risk analysis in 
accordance with applicable regulations, and then choose 
solutions for eID’s or e-signature in accordance with that. 
To assist with such assessments, there must be a foun-
dation of a joint framework for authentication and non-
repudiation in electronic communications with and within 
the public sector. Several countries have developed similar 
frameworks in order to coordinate risk and security assess-
ments, in cases where electronic interaction affects the 
general public and private enterprises. 

In order to simplify the use of eID’s and e-signatures for 
users, it is expedient to have a shared scheme for issuing 
eID’s at a security level that enables eID’s to be used in sev-
eral different contexts. This could be an eID with medium 
security level, but adequate for securing many types of 
transactions. It could also be an eID with a very high level 
of security and an electronic signature.

In order for public enterprises to begin using eID’s and 
e-signatures for electronic transactions with the general 
public and private enterprises in a simple and cost-effective 
manner, interconnectivity must be addressed. 

Responsibility for implementation: The Norwegian Minis-
try of Government Administration and Reform, the Nor-
wegian Ministry of Justice and the Police, the Norwegian 
Ministry of Trade and Industry.

Norwegian enterprises and the population at large 
shall have a high degree of competence within the 
area of information security. R&D within informa-
tion security must be strengthened nationally, 
and incentives should be provided for Norwegian 
participation in international venues.

A joint framework for authentication and signing 
in electronic communications with and within the 
public sector should be established. Interconnec-
tivity for electronic ID’s (eID) and signatures must 
be managed.
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3.10	 The Ministries international collaboration 	
on information security shall be further 	
developed

Norway is participating actively in several international 
professional arenas whose purpose is to strengthen cross-
sector information security. The efforts are mainly concen-
trated within the frameworks of international organizations 
such as the European Union’s European Network and 
Information Security Agency (ENISA), the Organization for 
Economic Co-operation and Development (OECD), the In-
ternet Governance Forum (IGF), and others. Participation 
in such efforts contributes to better information security in 
Norway. It also gives Norway the opportunity to be present 
when international policies are drawn up to ensure a more 
secure Internet globally.

It is important that Ministries participating in the inter-
national arenas for securing ICT and the Internet across 
sectors have a joint approach to all strategically important 
questions. Norwegian participation in this area must be 
coordinated and developed further in order to leverage the 
actions that are taken. 

Responsibility for implementation: All Ministries that work 
with ICT security at the international level.

3.11 	 Information security efforts shall be 	
coordinated through the National Information 
Security Coordination Council (KIS) 

The Norwegian Ministry of Government Administration 
and Reform is responsible for coordinating preventive and 
cross-sector efforts with respect to information security. 
Each sector ministry is responsible for handling informa-
tion security within its sector. The sector ministries also 
assess which measures should be implemented within their 
sector.

Through the establishment in 2004 of the The National 
Information Security Coordination Council (KIS) which is 
headed by the Norwegian Ministry of Government Admin-
istration and Reform, a framework has been established 
for improving the coordination of the government agen-
cies’ preventive efforts involving information security. The 
interface between KIS, the academia and the private sector 
needs to be strengthened. 

Responsibility for implementation: The Norwegian Minis-
try of Government Administration and Reform.

Ministries that work with information security at 
the international level shall have a shared inter-
national approach to all strategically important 
questions of a cross-sector nature associated with 
the secure use of ICT and the Internet.

KIS shall be carried on and developed further as 
a cross-sector coordination body within informa-
tion security for central Ministries and subordinate 
agencies. The interface between KIS, the academia 
and the private sector needs to be strengthened.
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Implementation4	

Information security is first and foremost the responsibility 
of the individual enterprise. But implementation of mea-
sures within the various action areas presupposes effec-
tive assistance of the private sector, the central and local 
authorities and the individual user.

In accordance with the principle of accountability each 
Ministry shall be responsible for following up on the ac-
tion areas of these guidelines within its respective area of 
responsibility. The Ministries must, in collaboration with 
their agencies and subordinate enterprises, ensure that 
each sector follows up on initiatives and that measures are 
coordinated with the other Ministries to the degree neces-
sary. The Norwegian Ministry of Government Administra-
tion and Reform has a general coordination responsibility 
for following up on initiatives.

Strong dynamics in the professional field necessitates short 
strategy periods. These guidelines will be the basis for the 
Government’s work on information security for the period 
2007-2010. As old security issues are solved, new ones will 
come to light with the advent of new technology, changes 
in usage patterns and altered threat scenarios. Conse-
quently, protective measures that might be relevant today 
could be outdated tomorrow. In this general document the 
Government has therefore chosen to focus on action areas 
rather than concrete measures. It is up to the participants 
within each sector, at any given time, to implement the 
most suitable measures necessary to strengthen informa-
tion security within the individual action area.

Initiating concrete measures within the various action 
areas could, among other places, occur in connection with 
the preparation of the Ministries’ annual budget alloca-
tion letters to their agencies and subordinate enterprises, 
in which the objectives and priorities for the agencies 
and enterprises are given. Actions that affect the private 
sector shall be carried out in close collaboration with the 
private sector’s own bodies. Measures affecting consumers 
shall be implemented in collaboration with the consumer 
organizations. To the degree the security measures also 
affect privacy the authorities involved in the protection of 
privacy should also be involved in the implementation.The 
Government will follow information security developments 
by conducting regular reviews in order to map status and 
challenges within the area.

The National Information Security Coordination Council 
(KIS) will be responsible for keeping track of the imple-
mentation of measures taken within the action areas and 
may, via the Norwegian Ministry of Government Admin-
istration and Reform, report to the Government about the 
overall status as needed. KIS will also play a role when 
it comes to the identification of cross-sector challenges 
within the ICT security area, which need to be followed 
up. KIS can also act as a facilitator to initiate measures of a 
cross-sector nature without changing the Ministries sector 
responsibilities. In this context KIS can create working 
groups in order to prepare concrete measures on the basis 
of the action areas. The Ministries can use KIS to discuss 
coordination and prioritizing measures. A framework will 
be created to have a dialogue with the private and munici-
pal sectors in connection with initiating measures. KIS can 
be the arena for such dialogue meetings.
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Informasjonssikkerhet er først og fremst et virksomhets-
ansvar. Gjennomføring av tiltak på de ulike innsatsområ-
dene forutsetter imidlertid en effektiv medvirkning fra
næringsliv, sentrale og lokale myndigheter og den enkelte
bruker. 

I samvar med ansvarsprinsippet vil det enkelte departe-
ment ha ansvar for å følge opp retningslinjenes innsatsom-
råder innenfor sitt ansvarsområde. Departementene skal i
samarbeid med underlagte virksomheter sørge for sektor-
vis oppfølging, og at tiltak i nødvendig grad blir koordinert
med andre departementer. Fornyings- og administrasjons-
departementet har et overordnet samordningsansvar for
oppfølging.

Sterk dynamikk i fagfeltet tilsier korte strategiperioder.
Disse retningslinjene vil bli lagt til grunn for regjeringens
arbeid med informasjonssikkerhet i perioden 2007-2010.
Samtidig som gamle sikkerhetsproblemer løses, dukker
det nye opp som følge av innføring av ny teknologi,
endringer i bruksmønster og endringer i trusselbildet.
Følgelig vil også sikringsstiltak som kan være aktuelle i
dag kunne være utdaterte i morgen. Regjeringen har der-
for i dette overordnede dokumentet valgt å fokusere på
innsatsområder fremfor konkrete tiltak. Det blir opp til
aktørene i den enkelte sektor å finne frem til de til enhver
tid mest egnede tiltak innenfor det enkelte tiltaksområde
når arbeidet med styrket informasjonssikkerhet skal
gjennomføres.

Iverksetting av konkrete tiltak innenfor de ulike innsats-
sområdene kan blant annet skje i forbindelse med utarbei-
delsen av departementenes årlige tildelingsbrev til under-
liggende virksomheter, hvor mål og prioriteringer for virk-
somhetene blir gitt. Tiltak som berører næringslivet skal
gjennomføres i nært samarbeid med næringslivets egne
organer. Tiltak som berører forbrukerne bør gjennomfø-
res i samarbeid med forbrukerorganisasjonene. I den grad
sikkerhetstiltakene også berører personvernet bør person-
vernmyndighetene involveres ved gjennomføring.

Regjeringen vil følge utviklingen innenfor informasjonssik-
kerhet gjennom regelmessige undersøkelser for å kartleg-
ge status og utfordringer på området. Koordinerings-
utvalget for forebyggende informasjonssikkerhet (KIS) vil
ha et ansvar for å holde oversikt over gjennomføringen av
tiltak på innsatsområdene, og kan via Fornyings- og admi-
nistrasjonsdepartementet rapportere til regjeringen om
samlet status ved behov. KIS vil også ha en rolle når det
gjelder å identifisere tverrsektorielle utfordringer på IKT-
sikkerhetsområdet som må følges opp. KIS kan også opp-
tre som pådriver for å igangsette tiltak av tverrsektoriell
karakter, uten at dette endrer det enkelte departements
sektoransvar. Det kan i denne sammenheng være aktuelt å
opprette arbeidsgrupper i regi av KIS for å utarbeide kon-
krete tiltak på bakgrunn av tiltaksområdene. Departemen-
tene kan bruke koordineringsutvalget til å drøfte samord-
ning og prioritering av tiltak. Det vil også bli lagt opp til en
dialog med næringslivet og kommunal sektor i forbindelse
med iverksetting av tiltak. KIS kan være arena for slike
dialogmøter.

4  Gjennomføring
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5  Økonomiske og administrative konsekvenser

Primæransvaret for sikring av informasjonssystemer og
nett ligger hos eier eller operatør, og ligger innenfor
ledelsens linjeansvar. Sikkerhetsarbeidet må ivaretas i dag-
lig oppgaveløsning og finansieres innenfor rammene for
finansiering av den ordinære virksomheten. Hvert fagde-
partement har et overordnet sektoransvar. Tiltak i sekto-
rene skal finansieres innenfor gjeldende budsjettrammer.

Forslag til finansiering av ekstraordinære tiltak skal frem-
mes i den ordinære budsjettprosessen. Samordnings-
ansvaret som Fornyings- og administrasjonsdepartementet
har for informasjonssikkerhet skal kun gjelde forebyg-
gende, tverrsektorielt arbeid.
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Economic and administrative consequences5	

The owner or operator has the primary responsibility for 
securing information systems and networks. This respon-
sibility falls within the management’s line responsibility. 
Security efforts must be handled as part of the daily opera-
tional routines of the enterprise and be financed over the 
regular budgets. Each sector ministry has an overall sector 
responsibility. Sector measures must be financed within 

the existing budget frameworks. Proposals for financing 
extraordinary measures must be presented in the ordinary 
budget process. The coordination responsibility that the 
Norwegian Ministry of Government Administration and 
Reform has for information security shall only apply to 
preventive, cross-sector efforts.
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Appendix: Words and expressions

Authentication Mechanism for verifying a claimed identity - that you are who you claim to be.

Authorization The process of granting access to certain ICT resources, or the right to perform certain 
actions in a system.

Availability Security that a service meets certain requirements to stability, so that relevant information 
and services are available as needed.

Biometrics Authentication solutions that utilize measuring physical properties of a person (typical 
characteristics of finger prints, facial shapes and similar properties).

Botnet A group of infected computers that are remote controlled from a central source. The com-
puters are controlled by means of a bot program and is referred to as a (ro)bot or a zombie. 
Botnets can, e.g. be used in connection with blackmail where a computer is commanded to 
execute distributed denial-of-service attacks (DDoS) against the website of an enterprise.

CERT English acronym: Computer Emergency Response Team. Expert team that handles security 
events. CERT is a registered trademark of Carnegie Mellon University. Many therefore, 
use the abbreviation C(S)IRT, which stands for Computer (Security) Incident Response 
Team.

Confidentiality Ensuring that only authorized persons gain access to data.

Convergence The merging of media based on digital technology. The Internet has been the driving force 
behind the merging of telecommunications, broadcasting and data processing. Conver-
gence means that the differences between the data processing, telecommunications, and 
media sectors are blurred.

Critical social infrastructure The ability of society to function is heavily dependent on a number of physical and technical 
infrastructures. In case these infrastructures fail severely, society is not capable of main-
taining the supply of goods and services on which the population depends (cf. Functions 
critical to society). These infrastructures can be referred to as critical to society.

Denial-of-service attack Denial of Service Attack (DoS/DDoS). Attack on a website in the form of volume of 
requests. This makes it difficult for others to contact the services desired. As a worst case 
scenario, this can result in the break-down of the attached website’s servers. Such attacks 
might involve the use of several powerful computers (potentially a network of computers) 
simultaneously (see also Botnet).

Digital signature A PKI-based electronic signature. A data element that accompanies an electronic message 
or a document, which links the document to an identity. A digital signature is generated by 
first storing a digital ―finger print‖ of the document, and then encrypting it with the private 
key for the person who needs to sign it. See also PKI.

Digital certificate Electronic proof of identity for the owner of a private and an associated public key, which 
shows that the public key belongs to the person in question. See also PKI.

Distributed denial-of-service A denial-of-services attack that is launched from several machines at a common target 
simultaneously. (See also Botnet and Denial-of-Service.)

Domain Name System
(DNS)

Service on the Internet that translates domain names (e.g. www.regjeringen.no) to IP ad-
dresses (e.g. 195.225.0.230).

eID Electronic identification of a person, an enterprise, a data system, or similar entities. Can be 
executed by means of user names, passwords, PIN codes or other relevant technologies.

Electronic tracking Electronically stored information that can be used as proof or documentation. Also called 
electronic proof or digital proof.



Encryption To garble a text (or a bit pattern) to an unreadable, incomprehensible so-called cipher text, 
which can only be decrypted by means of an encryption key.

E-signature Data in electronic format linked to other electronic data, which can be used as an authenti-
cation method.

Functions critical to society Functions that cover society’s basic needs and the population’s sense of safety, e.g. banking 
and financial services, health and care services, etc. See also Critical infrastructure.

Hash algorithm Mathematical function that creates a ―digital fingerprint‖ from an amount of data. A good 
hash algorithm will always create different fingerprints for different amounts of data, even 
if the difference between the data is just one bit.

Hacking A slang term for making small alterations to computer software. Is frequently used in a 
negative sense, and, if so, about the alterations made by unauthorized persons with dishon-
est intentions.

Information security Protection against infringements of confidentiality, integrity and accessibility of the data 
that is being processed by the system or of the system in itself.

Infrastructure Basic structures and systems required for an organization, a collection of organizations or a 
country to function in an effective manner.

Integrity Know for certain that data and the data processing are complete, accurate and valid and a 
result of authorized and controlled activities.
Ensuring that only authorized persons gain access to data.

Interconnectivity Interconnectivity involves the interaction among various service providers at four levels: 
Technical, policy-related, business-related and legal. Interconnectivity between two eID 
providers’ solutions means that you, as a user of their services, need only relate to one of 
them (similar to telephony services).

Non-repudiation Know for certain that someone sending a message through an information system cannot 
deny or reject that he or she is the person in question that performed the action in ques-
tion.

Phishing Attempts to acquire unauthorized information, such as passwords and bank information. 
A typical example is a false e-mail from a bank in which the recipient is requested to follow 
a link to a false website, which seemingly belongs to the bank. There, the recipient will be 
asked to disclose personal bank information, which can then be used for theft or fraud.

PKI English abbreviation: Public Key Infrastructure. A collection of security services, security 
components and players that make it possible to use digital signatures at a large scale. It 
is based on asymmetrical cryptography and the use of public and private keys linked by a 
mathematical function.

Social engineering Social manipulation. A manner in which to manipulate other individuals’ perceptions that 
contributes to establish credibility for a player with criminal intentions, and through that 
gains access to carry our illegal acts.

Spam Unwanted e-mail. This is mostly a case of mass distribution of advertisements via e-mail. 
The threat consists in the resource consumption linked to the processing of these mes-
sages, as well as legitimate messages’ drowning in all the spam. Spam can also be used to 
spread viruses. Similar to spam and e-mail, SPIM is used about instant messaging mes-
sages (Instant Messages – IM).

Trojans Malicious software disguised as a legitimate program. The purpose might, e.g. be to gain 
remote access to a computer or to leak out information from the computer. It can either 
hibernate as it awaits an external event or work actively in the background.
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Worms Software capable of spreading from machine to machine. In addition to be able to spread 
itself, the software will perform undesired actions, such as leaving malicious software for, 
for example, keyboard logging, servers for remote access of the computer, botnets, etc.

Virus Malicious software that reproduces itself. It is usually part of another program. When this 
program is executed, the virus program, too, will execute.

Vulnerability The vulnerability of a system is an expression of the weaknesses and defects in the system 
and special circumstances that increase the likelihood that threats will materialize in a 
security event (examples of special circumstances include size, complexity, the number of 
players involved, geographical distribution, frequent alterations and exposed location).
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