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Importance of Identity Management within 

the Federal Government

"Trusted Identity" is a key enabler for ensuring the safety and security 
of our national assets

A growing need to authenticate identity
ÅDetermining access rights on a moment's notice is essential

ÅDenying access to those who would cause us harm

The following are among our objectives: 
ÅImprove our security by implementing recommendations of the 9-11 

Commission, etc

ÅAchieve appropriate identity assurance for
Å physical access 

Å electronic access 

ÅImplement common vetting processes, to extent practicable

ÅIncrease use of cryptographic and biometric identity credentials



Federal Partnership with Private Sector

The United States government has partnered with the 

private sector on key identity and access management 

initiatives, to:

Å Improve Homeland Security 

Å Identify solutions for enabling secure Electronic 

Authentication (E-authentication) through identity proofing 

and technical standards

Å Ensure interoperability between federal credentialing 

programs (e.g. HSPD-12, First Responder Authentication 

Card, Transportation Working Identification Card) and the 

private sector

Å Ensure appropriate privacy protections are effectively 

implemented 



Implementing Secure Authentication 

and Ensuring Interoperability

E-Authentication Policy Framework (M-04-04 and NIST SP 800-63)

Å Established a government-wide framework 

Å Describes four levels of identity assurance 

× 1- Little Assurance, 2- Some Assurance, 3- High Assurance, 4- Very High Assurance 

Å Requires agencies to review new and existing electronic transactions and implement 

appropriate identity proofing and technical solutions

General Services Administration works with private sector to:

Å Ensure Products and Services offered to the federal government meet specific technical 

and policy requirements and facilitate interoperability

Å Enable reuse of identity credentials through trust relationships between different 

government programs and external entities

Enablers of the E-authentication policy include HSPD-12 and Federal PKI



HSPD-12 & Federal PKI

Homeland Security Presidential Directive 12
Å Enhances security, increases Government efficiency, reduces identity fraud, and 

protects personal privacy by establishing a mandatory, Government-wide 
standard for identity proofing and credentialing of federal employees and 
contractors.

Å HSPD-12 credentials are used for both physical and logical access to federally 
controlled facilities and information systems.

Å Technical standard is being leveraged by other federal programs (such as the 
First Responder Authentication Cards and Transportation Workers Identification 
Card) and external organizations to facilitate interoperability across domains. 

Å Successful interoperability testing between credentialing programs:  

Exercises include ñWinter Stormò and ñSummer Breezeò led by the 

Department of Homeland Security. 

Federal Public Key Infrastructure Policy Authority
Å An interagency body set up under the Federal CIO Council to enforce 

digital certificate standards for trusted identity authentication across 
the federal agencies and between federal agencies and outside 
bodies, such as universities, state and local governments and 
commercial entities. 



Ensuring Privacy Protections

Federal Laws & Policies 

Å Privacy Act of 1974

Å Health Insurance Portability and Accountability Act (HIPPA) 

Å Office of Management & Budget privacy policies include:

o M-07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information

o M-06-15, Safeguarding Personally Identifiable Information

o M-07-04, Use of Commercial Credit Monitoring Services Blanket Purchase Agreements 

o M-08-10, Use of Commercial Independent Risk Analysis Services Blanket Purchase Agreements 

Policies are intended to address recommendations of the Identity Theft Task Force

Federal CIO Council Security and Identity Management Committee (SIMC) 

established in September 2008

Inviting Private Sector Participation

Å Identity Theft Task Force 

Å American Health Information Community

Å DHS First Responder Partnership Initiative (FRPI) 



Identity Management Task Force

Å National Science and Technology Council chartered the IdM 
Task Force to assess the status of and challenges related to 
IdM technologies and to develop recommendations

Å Three primary tasks were given:
ü Provide an assessment of the current state of IdM in the U.S. government;

ü Develop a vision for how IdM should operate in the future;

ü Develop first-step recommendations on how to advance toward this vision.

Å Twelve recommendations were provided which focus on:

Å Public Key Technology 

Å Privacy 

Å Interoperable digital identities 

Å Identity applications interface 

Å Secure authentication

Å Scalable authentication 

mechanisms

Å Biometrics 

Å Federation with systems outside the 

federal government

Å Supply chain management 

Å Security vulnerability analysis 

Å Usability

Å Governance



Moving Forward

Å The incoming Administration, which will be provided with the 
recommendations of the NSTC IdM Task Force etc, will determine 
next steps 

Å General Services Administration (GSA) to focus on:

üReducing authentication system development & acquisition 
costs

üFacilitating more cost effective solutions for providing 
credentials to business partners or, through trust relationships, 
leverage credentials issued by external entities

üEnsuring interoperability 

Å GSA and Federal CIO Council groups, in coordination with other 
IdM program representatives and industry, to develop the Federal 
Identity Management Handbook



http://www.whitehouse.gov/omb

http://www.biometrics.gov

http://www.cio.gov

http://www/nist.gov

http://www.idmanagement.gov

http://www.idtheft.gov
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Legislative Background

Clinger-Cohen Act of 1996
Å Provides processes for executive agencies to analyze, track, and 

evaluate the risks and results of major IT investments

Å Mandates reporting on the program performance benefits

Paperwork Reduction Act of 1995
Å Establishes information resources policy & principles

E-Government Act of 2002
Å Promotes the dissemination of government information through:

Å USA.gov

Å Regulations.gov

Federal Information Security Management Act of 2002
Å Provides a comprehensive framework for information security 

standards and programs

Å Provides uniform safeguards to protect the confidentiality of 

information provided by the public for statistical purposes

Government Performance Results Act
Å Holds Federal agencies accountable for achieving program results 

Å Emphasizes results, service quality and customer satisfaction

Freedom of Information Act
Å Protects democracy by establishing presumption all government 

information is public unless exempted from disclosure (e.g, classified)

Privacy Act
Å Requires Federal agencies to develop 

systems of record for any information in 

their possession that identifies an 

individual by name, number, or any 

identifying particular assigned to that 

person


