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THE SPAM PROBLEM THE SPAM PROBLEM 
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ii--mode subscribersmode subscribers

The severity of the spam The severity of the spam 
problem increased in problem increased in 
early 2001 as iearly 2001 as i--mode mode 
subscribers reachedsubscribers reached
the 20 million level.the 20 million level.
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ii--mode SPAMmode SPAM

Spam to iSpam to i--mode addresses comprises advertising by dubious mode addresses comprises advertising by dubious 
dating sites and demands for payment of fictitious invoicesdating sites and demands for payment of fictitious invoices

Invitation to access siteInvitation to access site
URL providedURL provided

Dubious dating siteDubious dating site

Intimidating languageIntimidating language
Bank a/c details Bank a/c details 
and/or telephone number and/or telephone number 
providedprovided

Demand for payment of Demand for payment of 
fictitious invoicesfictitious invoices

Address sm ile・・・@・・・

Title ドキドキしたいとき

"電車で見かける素敵な彼（^。^）
街で見かけたアノ娘（^? )^みんな
このメール? 見てるかも(?? ?)
出逢い??はいつもスマイル
（^? )^

http://www.・・・・・・

女性はもちろん 完 全 無 料男
性は５０ポイント分サービスです

Address 料金管理課

Title   最終通告

当方はメールサーチ内の有料サイト
課金管理部です。貴殿が観覧した観
覧料金（掲示板記載代含）１７９８０円
(無料ポイント超過分)が未納となって
おります。２月２日午後１時迄に大至
急ご入金ください。
振込先Ａ銀行　Ｂ支店（普）××××。
尚、今回入金無き場合地方の債権
回収業者に貴殿の債権を延滞金を
付け約６倍の金額で債権譲渡させて
頂きますのでご注意ください。
連絡先は06-××××-××××
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Business modelBusiness model Profit structureProfit structure

Operators Operators 
of of 

dubious dubious 
dating dating 
sitessites

AverageAverage

peoplepeople

Spam Spam 
outout--
sourcing sourcing 
feefee

AA．．Advertising mailAdvertising mail
"" Free points"Free points"
"" Better chance of meeting."Better chance of meeting."

••Can mail back and forth Can mail back and forth 
until free points are used upuntil free points are used up

TransTrans--
mittersmitters

SalariesSalaries

Site usage chargesSite usage charges

BB．．Invitation mailInvitation mail
"" Let's get together"Let's get together"

CC．．AccessAccess
"" I really want to see youI really want to see you
（＾。＾）（＾。＾）. . ""

""Decoy"Decoy"

DUBIOUS DATING SITE BUSINESS MODEL AND DUBIOUS DATING SITE BUSINESS MODEL AND 
PROFIT STRUCTUREPROFIT STRUCTURE

""Operators of dubious dating sites" make huge profits by using Operators of dubious dating sites" make huge profits by using 
"decoys" to encourage average people to become paying members"decoys" to encourage average people to become paying members

"" An annual 50K EURO An annual 50K EURO 
return on an initial return on an initial 
investment of investment of 
10K EURO by 10K EURO by 
operating a site" operating a site" 

"" Most dubious dating Most dubious dating 
sites operators are sites operators are 
said to run 10+ sites said to run 10+ sites 
as a whole"as a whole"
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SPAM IS THE MOST COSTSPAM IS THE MOST COST--EFFECTIVE EFFECTIVE 
MEANS OF ADVERTISINGMEANS OF ADVERTISING
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Delivery costsDelivery costs
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Source:Source: NTT NTT DoCoMoDoCoMo, Inc. , Inc. 



- 5 -

Valid Valid 
addressesaddresses

INDUSTRY STRUCTUREINDUSTRY STRUCTURE

Operators Operators 

of of 
dubious dubious 

datingdating

sitessites

ii--mode mode 
subscriberssubscribers

List salesList sales

Address Address 
list list 
developersdevelopers

DoCoMoDoCoMo
serverserver

Spam Spam 
requestrequest

TransmittersTransmitters

List salesList sales

Bulk Bulk 
spamspam

SpamSpam

SpamSpam

MobileMobile
phonesphones

. . .. . . . . .. . .

. . .. . . InternetInternet

Sites accessSites access
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EVOLUTION OF THE ADDRESS LIST DEVELOPERS EVOLUTION OF THE ADDRESS LIST DEVELOPERS 
Despite countermeasures taken by DoCoMo, 

address list developers' methods continue to "evolve"

Bulk spamBulk spam

Default eDefault e--mail mail 
address changed address changed 

from tel. no. to from tel. no. to 
alphaalpha--numeric numeric 

addressaddress

Blocked any Blocked any 
ee--mail sent to mail sent to 

large number of large number of 
invalid einvalid e--mail mail 

addressaddress

DoCoMoDoCoMo
countercounter--

measuresmeasures

Evolution Evolution 
of of 

address list address list 
developersdevelopers

Used Excel to Used Excel to 
produce produce 
addressesaddresses

Developed Developed 
addressaddress--
generation generation 
softwaresoftware

Harvests addresses from Harvests addresses from 
public sources autopublic sources auto--
maticallymatically or manuallyor manually

Stronger transmission and Stronger transmission and 
address generation capacityaddress generation capacity

•• Transmission engine Transmission engine 
capable of up to 20 M capable of up to 20 M 
mailmail--outs per hourouts per hour

Harvested fromHarvested from
public sourcespublic sources Resumed bulk spamResumed bulk spam

Alerted users to Alerted users to 
risks of listing risks of listing 
addresses on addresses on 

public sourcespublic sources

090XXXX0000
090XXXX0001
090XXXX0002
090XXXX0003

j＊n@docomo.ne.jp
t＊m@docomo.ne.jp
p＊r@docomo.ne.jp

・・・
・・・

・・・
・・・

Internet

http://…
BBS

• j＊n.0202@docomo.ne.jp
• .......................

×
j＊n.0＊2-smile@docomo.ne.jp
j＊n.0＊3-smile@docomo.ne.jp
j＊n-2＊4.0202@docomo.ne.jp
j＊n-2＊4.0203@docomo.ne.jp
j＊n-2＊4.0204@docomo.ne.jp

・・・
・・・

teltel no.no. short wordshort word long complex wordlong complex word
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EVOLUTION OF TRANSMITTERS EVOLUTION OF TRANSMITTERS 
Spammers continue to defy all measures DoCoMo puts in place

DoCoMoDoCoMo
countercounter--

measuresmeasures

Deactivated Deactivated 
mobile mobile 
phonesphones
for spam for spam 
based on based on 
user claimsuser claims

DeactivatedDeactivated
mobilemobile phones phones 
for SMS for SMS spamspam
basedbased on user on user 
claimsclaims
(being (being 
considered)considered)

Restricted Restricted 
numbernumber
of mailings of mailings 
to up to to up to 
1,000 per 1,000 per 
dayday・・phonephone

Evolution Evolution 
ofof

transmitterstransmitters

PC generated spamPC generated spam

Mobile phone generated spamMobile phone generated spam

EE--mailmail
spamspam

SMSSMS
spamspam

EE--mailmail
spamspam

. . .. . .

Filter function Filter function 
that only accepts that only accepts 
incoming mail from incoming mail from 
useruser--designated designated 
domainsdomains

. . .. . . . . .. . .
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. . .. . .

Delivery Delivery 
costscosts

System System 
outlineoutline

STEP I STEP I （（2G2G））

–– 22G device with external G device with external 
interface connected to PCinterface connected to PC

STEP III STEP III （（3G3G））STEP II STEP II （（2G2G））

–– ２２€€centcent／／mailmail –– 0.30.3€€centcent／／mailmail

–– Multiple 2G devices Multiple 2G devices 
connected to PCconnected to PC

–– Disassembled 3G devices Disassembled 3G devices 
and built transmission and built transmission 
systemsystem

•• 3G uses undisclosed 3G uses undisclosed 
external interfaceexternal interface

22GG

–– ２２€€centcent／／mailmail

22GG

DEVELOPMENT OF MOBILE PHONE 
GENERATED SPAM
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DoCoMo'sDoCoMo's EFFORTS OTHER THAN TECHNICAL EFFORTS OTHER THAN TECHNICAL 
SOLUTIONSSOLUTIONS

""Preventing transmission"Preventing transmission" ""User sophistication"User sophistication"

DoCoMoDoCoMo is also devising a number of other measuresis also devising a number of other measures

First litigation in JapanFirst litigation in Japan
•• Claims for damagesClaims for damages

Deactivated mobile phones Deactivated mobile phones 
for spamfor spam
Support law making process Support law making process 
by authoritiesby authorities

Continuously develop selfContinuously develop self--
defencedefence tools for subscriberstools for subscribers
Mass advertising of such Mass advertising of such 
measuresmeasures

DoCoMoDoCoMo measuresmeasures

SpammersSpammers ii--mode subscribersmode subscribers
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ISSUES FOR FUTURE CONSIDERATIONISSUES FOR FUTURE CONSIDERATION

CrossCross--border selfborder self--regulation and legal actionregulation and legal action

ア
SpamSpam

SpamSpam

SpamSpam

SpamSpam

SpamSpam


