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THE SPAM PROBLEM
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I-mode SPAM

Spam to i-mode addresses comprises advertising by dubious
dating sites and demands for payment of fictitious invoices

Demand for payment of
Dubious dating site fictitious invoices
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DUBIOUS DATING SITE BUSINESS MODEL AND

PROFIT STRUCTURE

"Operators of dubious dating sites" make huge profits by using
"decoys" to encourage average people to become paying members

Business model

Site usage charges
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until free points are used up

Profit structure

" An annual 50K EURO

return on an initial
Investment of

10K EURO by
operating a site"

Most dubious dating
sites operators are
said to run 10+ sites
as awhole"



SPAM IS THE MOST COST-EFFECTIVE
MEANS OF ADVERTISING

Delivery costs
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INDUSTRY STRUCTURE
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EVOLUTION OF THE ADDRESS LIST DEVELOPERS

Despite countermeasures taken by DoCoMo,
address list developers' methods continue to "evolve"
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EVOLUTION OF TRANSMITTERS

Spammers continue to defy all measures DoCoMo puts in place

PC generated spam >

Evolution
of
transmitters

Mobile phone generated spam

Filter function Deactivated | Restricted Deactivated
DoCoMo that only accepts mobile number mobile phones
counter- incoming mail from phones of mailings for SMS spam
Measures user-designated for spam to up to based on user
domains based on 1,000 per claims
user claims | day+phone (being

considered)



DEVELOPMENT OF MOBILE PHONE
GENERATED SPAM

STEP | (2G) > STEP Il (2G) > STEP Il (3G) >

System — 2G device with external — Multiple 2G devices — Disassembled 3G devices
sl interface connected to PC connected to PC and built transmission
system
« 3G uses undisclosed

external interface

Dil(l)\;?;y _ 2€cent./mail — 2€cent/mail — 0.3€cent./mail



DoCoMo's EFFORTS OTHER THAN TECHNICAL
SOLUTIONS

DoCoMo is also devising a number of other measures

DoCoMo measures

‘ "Preventing transmission" I ‘ "User sophistication" I

First litigation in Japan Continuously develop self-

« Claims for damages defence tools for subscribers
Deactivated mobile phones Mass advertising of such
for spam measures

Support law making process
by authorities
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ISSUES FOR FUTURE CONSIDERATION

‘ Cross-border self-regulation and legal action I
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