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The Importance of Emaill

*nternet is fundamentally a communications
environment (compare with radio and i

<t mail is most widely used Internet application
(ahead of search engines, reading News; I9ieWsine
web sites)

< out of 10 Internet users use email

sBasis of otner emergine aieplicieigsiEnsi\ViSiY



The Scope of the Problem

<pam is expensive ( 18 b) (Radicati Group,
2003)

*66% of spam contains false headers (FE€,; 2005]
*85% of spam is in English (CNIL; 2002)

<8ut non-English; spam on rise (INVEUSBIZ2008)
*|2 %, of spam is pornographic(@NIIEZ002)

*538Y% of emalliis; SpamNEHEp LTI RZ0105)



Spam is on the Rise
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Spam - The Multiple
Dimensions

«dentity theft, fraud and deception
*\etwork security

*Reduced consumer confidence
“*nvasion of privacy (Children; peneaiaRnyreie)

<Jnsolicited paper mail mayiseian
!
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Pew Internet Study (2003)

*/0% say spam has made Internet unpleasa
*5% say spam has reduced use of emalil
*52% say spam has made users Iess tisting

*80% say filters may block nen-spampiepiall



TACD (2004) -
Users Want Spam to End

5% “hate” or “‘are annoyed” by spam
*84% said spam should be banned
*82% favor opt-in
*52% shop less online lbecause el s

<‘Concerns about spamiale SalEuiyAsESHITIES
around the world*



TACD (2001)

<k esolution “Governments need te Work togetner
to develop common approaches, to address
common concerns about unseliciied commereial
email.”

*olicy shouldilbe based enprHeE alifiealve
consent.”




USA NGO Statement on
Spam (2002) - 5 Principles

*Opt-In (enables trust)

<«Jsers with legal rights
*Baseline legislation (not preemptive)
< echnological appreaches

*nternational cooperation (jslisliciEn HEcclioig)
enforcement; stancaras)



Long-term Consequences
of Fallure to Address Spam

smpact on Internet as communications media

«mpact on Internet as online marketplace

*mpact on Internet as means, to deliver
government services (e-gevernment)

s« mpact on Internet as, poliicalfierng

*Collapse ofi tiust and diminiSEdiEeidieEIglIgE
economy andi senVviCes (KEYNOEEDICOECEIING)
INt'] frameworks - plivacysSCellii/ACOIIIEICE)



Cost Shifting Dilemma

*spam is fundamentally a cost-shifting problem
(similar to pollution)

«But “solutions” may also Impose Costs en
consumers in time, money, convenience, and
privacy -- should homeowners 2l 'fmr*'urigs

sjrelelffsiglEleae)tipirzlo)]iny sinic)
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EPIC to US Senate (2003)

<‘Spam Is a complex problem. There s ne s mpe
legislative solution. A multi-tiered appreachtisai:

Includes aggressive enforcement, better
technology for identifying; andfiltering spampene
cooperation at the state andintepatepailEVvEvill




