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The CAN SPAM Act of 2003 E’

What to look OUT fol

The “From” line |s ambiguous, does not clearty [deniify

\What to look for:

The “From” line accurately and clearly reflects the sender

or inftiator of the e-mall.
Messaga conlert is consistent with the teot in the
"Bubject” line.

Friom: |Cu5‘: mercarsagoodetallencom |

the sander of the e-mall and s most kely not a valld retumn
e-mall address.

The "Subject” line makes i
clear that the e-mail is a
commercial advertissment.

The “Bubject” line iz misleading and

does not make [t clear that the e-mall Message teudt ks not consistent with the “Subject” line
T s

From: [Heyigie @ efjizygiw.com |

To! |*r'c; e-malliemailoddress |
—Subject: [Post Holiday 50% Off Sale of Good Retaller |

| Post Holiday 50% Off Salell

Good Refaler would ke 50 fake this opporfunsy 1o inéomn you of oul
Poaf Hicldany S0% Ol 3oel You can save 505 onoany and all fema in
siockl Vist goodretaliencom fof mone iInformaion.

SH w2 D&

s apeal 506 O Ao S0 OF T cpopnsiad SO O

Te: |Sponmwictim@emaolloddress |

—Subject: || got your message |

Y B
| Get a free insurance quote nowl

Qur records show that you are in need of
petter insurance coverage. Click here to

get a free quote now!

1 you racsived this message in smor or da nol ~
wish to reosime any mon e-mall from us, pleese Call us now ot 1-555-insurad
sand & raply massags with "REMOAVE"

i thi subjact ine toc removsifigoad retaller. com

Message does not provide a valld poatal
address as & way for the reciplent

Message includes the sanders Message includes a working retum e-mail
valld postal adkdress as 8 means axdress aa a way for tha consumar o decline
for the recipient io contact the sander: 1o receive further commercial a-mail from the
The DMA requires an achual sirest sander. A working Enk or olher electronic
address. way for consumers fo request removal is also

nccaptable. REPORT ILLEGAL SPAM:

Federal Trade Commission:

THE uce@ftc.gov
'I % State Attomeys General: hitp //www.naag.orgfag/full_ag_table.php
U.S. Depariment of Justice: F i
Food and Drug Administration {medical fraud

Message doss not provide arry way for 1
recipient o decline to recehve further

o contact the sander. commercial e-mall from the sendar,

Piresd Morketimg Assoclotien



B Mail From: Tat?Sue <tat?sue@direcway. com?> MEE
File Edit Wiew Actions Toolz Accountz ‘Window  Help
Fram: |Tat25 e <tatZzue@diecway. coms CLC: ¥
Ta Iabuse@telus.net; Federal Trade Commizsion; zzConsumner Affairs
- Cloze
Subject: IDne of pour uzers iz sending SPAM. Take appropriate meazures please
Message: “] nie of pour ugers 1z sending SPAM. Take appropnate measures please - =35
w
Reply
Return-path; <wduyioy 1 wiEstatfordnet coms:
Return-path; < wduwioy /1 wiEstatfordnet. coms %
Received: from a3d-mtal?. direcway. com [234-mtalz [66.82.4.91])
by maill2. direcway. com ¥
[Planet Mezsaging Server 5.2 HotFis 1.12 [built Feb 1.3 2003]] Fonward
with ESMTP id <OHEM 00458k 5 g ail 02, direcway, coms: for
tatZzueEing-ma-dasmon;
Sat, 17 Jan 2004 17:03:45 0600 [EST) @
Received: from a24-corems07. direcpe. com [a34-corems 07 direcpe. com
[6E.82.4.87]] Delete

by a34-mtalZ. direcway. com
[Planet Mezzaging Server 5.2 HotFix 1.12 [builk Feb 133 2003]]
with SMTP id <OHBMNO0FSARYW AT 1 222 34-mtal?. direcway. conms for
tatZsuel@direciway, com
[ORCPT tatZzue@direcway,com); Sat, 17 Jan 2004 17:03:45 -0500 [EST)
Received: from dB6-183-124-103 bohsia telus. net
[mnail. ezdropship. com [66.183.124.103]) by a34-coremz07 . direcpe. com with
SMTP
[MailShield w204 - LIMUE Jul 17 2001 16:58:31]; Sat,
17 Jan 2004 17.00:25 -0500
Received: from [110.155.184.156] by d66-183-124-103 behsia. telus. net id
T2ADFTII0 for <tat2sue@direcway. coms: : Sat, 17 Jan 2004 193:02:50 -0300
Date: Sat, 17 Jan 2004 19:03:50 -0300
Fram: Stacey Fisher <wduigy 7T wiestaffordnet. coms
Subject: Extra Casz.h for you! klitkcohnvay o
Tor tat2sue@direcway, com
Reply-ta: Stacey Fisher <yvduyigwd 1 wisstaffordnet, comy
Message-id: <1t-$e540 -055%w-ari--da-8-5a@ 3 fpive. mpn. o
MIME -version: 1.0
-Mailer: Microzoft Qutlook Expresz 5002319 6700
Content-type: multipart/alternative; boundary=_DE 34565,
-Pricrity: 1
H-SMTP-HELD: dBB-183-124-103 bchsia. telus. net
S TP-MAIL-FROM: sdusigy 7T wiststatfordnet. com
HSMTP-RCPT-TO: tatkZsuedEidirecway, com
#-SMTP-PEER-IMFO: mail. ezdropzhip. com [BE.1832.124.103]
Original-recipient; fo?? tatZsue@Edirecway. com

-_DEZABES.




Spam-0-meter

14 Dec O3 11 Jan 04 25 Jan 04

Pre-CAN- Post CAN- Post CAN-
SPAM SPAM SPAM
Total e-mall 228 174 188
recelved
Total "spam" 169 103 118
Change from -40% -31%
Dec. 14
% "spam” 4% 59% 63%
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