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FOREWORD 

In 1999, the OECD adopted a set of voluntary Guidelines for Consumer Protection in the Context of 

Electronic Commerce (ñthe 1999 Guidelines,ò Annex I) to assist governments, business, and consumer 

representatives in developing and implementing consumer protection mechanisms for online transactions. 

In light of the dynamic development of the Internet since that time and the conclusions reached at the 2008 

Seoul Ministerial on the Future of the Internet Economy, which highlighted consumer protection and 

empowerment issues, the OECDôs Committee on Consumer Policy (CCP) launched a review of the 1999 

Guidelines to determine how they might need to be adapted to respond to new and evolving challenges.    

In support of the review, the OECD is organising a conference, Empowering E-Consumers: 

Strengthening Consumer Protection in the Internet Economy, which will take place from 8-10 December 

2009, in Washington, D.C. This report provides background for the conference, which will bring together 

senior government officials, representatives of the business community, civil society, international 

organizations, academics and other stakeholders from OECD and non-member economies. The report 

frames the issues that will be discussed, and is structured to follow the conference agenda; conclusions will 

be developed in a subsequent report that will be prepared in 2010.  

The report, which was declassified by the Committee on 6 November 2009, was prepared principally 

by Brigitte Acoca of the OECD Secretariat, in consultation with stakeholders. It has benefited from 

information gathered through a questionnaire circulated to governments in 2009, as well as a discussion 

jointly organised by the CCP and the International Consumer Protection and Enforcement Network 

(ICPEN) on 1 April 2009. A more comprehensive and complete analysis will be prepared during 2010. 
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INTRODUCTION  

1. The Internet has provided consumers with a powerful tool for searching for and buying goods 

and services. Benefits have included increased competition and lower prices, more choice in products and 

services, and the convenience of shopping for goods and services from vendors located around the world, 

from anywhere and at any time.  The background material for the OECDôs 2008 Seoul Ministerial on the 

Future of the Internet Economy, which looked closely at how the Internet could be more effectively used to 

benefit society, recognised these transformative effects, noting that: ñAs the services it [the Internet] 

supports become pervasive, ubiquitous and more essential in everyday life, the economy is increasingly the 

Internet economyò (OECD, 2008a, p. 4). Given the significant benefits of e-commerce to the economy and 

to consumers, it is important for governments and stakeholders to work together to ensure that the benefits 

are fully realised, which includes finding ways to boost consumer confidence in online transactions. 

Adequate disclosure and assured privacy and security are key in this regard.  

2. Electronic commerce (ñe-commerceò) involves the buying, selling or exchanging of goods, 

services, and information through electronic networks. E-commerce has three basic forms: business-to-

business transactions (B2B), business-to-consumer transactions (B2C), and consumer-to-consumer 

transactions (C2C).  B2B e-commerce is the largest category by far, but the two consumer-oriented forms 

which are the focus of the CCPôs work (B2C and C2C) have been growing rapidly in recent years, based 

largely on the rapid expansion and diffusion of the Internet and, more recently, on increased broadband 

access. Mobile commerce (or ñm-commerceò) also has developed, offering a new platform for commercial 

transactions, including those that are Internet-based.  

3. In many respects, consumer-oriented e-commerce shares characteristics with the types of distance 

selling carried out by mail order: buyers and sellers have limited or no personal contact and the two parties 

are often not in close proximity to one another. Reflecting this, countries have often applied laws and 

regulations applicable to distance selling to e-commerce. The Internet, however, has an ñinherently 

international natureò and e-commerce transactions take place with far more ñease and speedò than 

traditional distance selling (OECD 1999). The commercial environment thus differs from what consumers 

are used to, which has created new challenges for them (OECD 1999). This, in turn, has given rise to the 

development of new guidelines, laws and regulations in many OECD countries and non-member 

economies. Considerable attention has been paid to creating a policy framework that promotes good 

business practices and builds consumer confidence in the online environment. Core elements of this 

framework include adequate disclosure, protection for consumers who purchase online from fraudulent and 

unfair commercial practices and efficient and effective mechanisms for dispute resolution and redress. 

4. This report assesses current trends and challenges in e-commerce for consumers with a view 

towards identifying where consumer protection may need to be strengthened or changed. It is structured 

along the lines of the agenda for the upcoming OECD conference. It comprises two parts. Part one 

examines how e-commerce has evolved and assesses the role that international guidelines have played in 

shaping the trading environment. Part two identifies some of the key challenges facing consumers and 

policy makers as e-commerce evolves. The following topics are addressed:  

¶ Evolution of e-commerce and the role of international guidelines: 

- E-commerce trends and outlook: Consumer aspects. 

- Promoting e-commerce: Role and effectiveness of international guidelines.  

¶ Developments and challenges:  

- E-commerce regulatory frameworks. 
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- B2C: Business as sellers - recent developments. 

- Mobile commerce. 

- C2C: Consumers as sellers. 

- Digital content products.   

- The participative web: Consumer-driven content in e-commerce.  

- Protecting children on-line. 

- Accountability in e-commerce.     

I. Evolution of e-commerce and the role of international guidelines  

5. Section one describes how e-commerce has evolved during the past ten years, and provides an 

assessment of the role that international guidelines have played in protecting and empowering consumers 

in the Internet economy. 

E-commerce trends and outlook: Consumer aspects
 
 

6. The Internet economy has grown dramatically since the 1999 Guidelines were adopted. It has 

opened up new commercial opportunities for business and consumers. Consumers have benefitted 

significantly through enhanced capacity to research and compare products, expanded choice in products 

that may be purchased at any time and from anywhere, and more possibilities to customise products to 

better meet personal preferences. In addition, increased transparency has intensified competition, 

oftentimes resulting in lower prices for consumers. Airline and hotel bookings by consumers using the 

Internet have grown sharply, while a broad range of other items, including cars, food, appliances and 

electronic equipment are also being sold online. In the services sector, financial services, including online 

banking, have been expanding rapidly. Copyright-based industries (including film, music, games, news and 

book publishing) have also played a leading role in promoting e-commerce by developing new types of 

products and content. Opportunities for further growth, however, appear to be substantial.  

Issues for the E-Commerce Outlook panel 

¶ How has e-commerce (excluding B2B) evolved over the past 10 years globally and in different country and product 
markets?  

¶ What have been the principal factors driving development?  

¶ What explains the differences in the role that e-commerce is playing in different product sectors and in different 
countries?  

¶ What have been the principal obstacles in furthering development of e-commerce?  

¶ What specific factors are impeding expansion of cross-border transactions?  

¶ What do complaints data and market research tell us about conditions in e-commerce and what needs to be 
addressed to strengthen confidence in the platform?  

¶ How is e-commerce expected to change in the next several years?  

¶ What new technological and policy issues are emerging? What impact will mobile commerce have on markets?   

Profile of e-commerce 

7. In the OECD area, the number of consumers purchasing goods and services over the Internet is 

rising. As shown in Figure 1, the percentage of adults doing so increased from 26.9% in 2004, to 35% in 

2008. There is, however, considerable variation among countries. More than 50% of adults from Japan and 

several European countries ordered or purchased goods or services on the Internet in 2008, while in a 

number of other OECD countries, less than 10% did so.  
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Figure 1.  Individuals who ordered or purchased goods or services on the Internet as a percentage of adults  

 
Notes: (*) Australia (data for 2007 instead of 2008), Belgium (data for 2005 instead of 2004), Canada (data for 2003 instead of 2004, 
2007 instead of 2008), Italy (data for 2005 instead of 2004), New Zealand (data for 2006 instead of 2008), Switzerland (data for 2005 
instead of 2008), United States (data for 2003 instead of 2004). (**) OECD average (simple average of available data). Generally, 
data from the EU Community Survey on household use of ICT, which covers EU countries plus Iceland, Norway and Turkey, relate to 
the first quarter of the reference year. For the Czech Republic, data relate to the fourth quarter of the reference year. Individuals aged 
16-74 years, except for Canada (18-74), the Czech Republic (15+), Japan (6+), Mexico (18+), Switzerland (14-74). Data generally 
refer to Internet use in the last 12 months for non-Eurostat countries and for Eurostat countries. 
Source: OECD ICT Database. 

8. The number of consumers using the Internet to purchase products is, however, only part of the 

picture. The volume and types of products being purchased are also important indicators. Data on the 

magnitude of e-commerce trade are unfortunately not available for many countries and where data do exist, 

they are often not comparable. Available information from national authorities suggests that B2C e-

commerce is expanding rapidly but that its role remains relatively low, especially when compared to 

traditional retail and B2B e-commerce.  In the United States, for example, B2C e-commerce retail sales 

have grown many-fold since 2000, rising to USD 133 billion in 2008, up 5% from 2007. Their role, 

however, is still relatively limited, accounting for less than 4% of total retail sales (US Census Bureau, 

2009a). B2B, on the other hand, generates USD 3.1 trillion in sales, accounting for over 27% of total B2B 

transactions.  

9. Studies reveal that acceptance of the Internet as a trading platform is growing. In 1998, just 

before the 1999 Guidelines were adopted, consumers were not buying much online. Instead, ñmosté 

cho[o]se to research the productôs cost and availability, and compare features, advantages, and benefits 

online, [to] then buy, using traditional means (phone, fax, retail outlet)ò (Campbell, 1998). This type of 

relationship between online and traditional shopping still exists, but the situation is changing and more 

consumers are making purchases online. Between 2000 and 2002, most individuals used the Internet 

principally for sending e-mails and searching for information. By 2007 however, online purchases 

increased notably. According to a survey, 66% of ñonline Americansò purchased a product on-line in 2007, 

up from 46% in 2000 (Pew Internet & American Life Project, 2008, p. 2). In 2008 in the EU, out of the 

36% of Internet users who compared goods or services through price comparison websites, 17% purchased 

a product on-line and 10% in a shop, while 13% did not make a purchase (EC, 2009a, p. 9). 

10. Acceptance, however, varies among sectors. According to a 2008 Nielsen survey, in 2007 the 

most popular and purchased goods over the Internet worldwide were books, clothing, videos, DVDs, 

games, airline tickets and electronic equipment (The Nielsen Company, 2008).  In the United States, online 

leisure travel related spending amounted to USD 83.9 billion in 2008, while other online retail spending 

amounted to USD 141.3 billion (Forrester Research Internet Shopping Forecast, December 2008). Online 

non-travel related retail spending rose from USD 12.3 billion in 1999 to USD 141.3 billion in 2008 

(Forrester Research Internet Shopping Forecast, December 2008).  óMusic and Videosô was one of the top 
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merchandise categories for percentage of online sales, with 74% (US Census Bureau, 2009b). It can also be 

noted that e-commerce has also been a growing vector for sales of services, accounting for 1.8% (USD 124 

billion) of selected service industriesô total revenues in 2007, including, for example, the arts and 

entertainment services. In Italy, in 2008, e-tourism accounted for 50% of the e-commerce market. In 

Mexico, the yearly sales of e-tourism doubled in 2007 alone. In other sectors, the role of e-commerce is 

still relatively low, as evidenced by the overall low share of retail sales accounted for by e-commerce.   

Cross-border trade 

11. The Internet has provided a means for consumers to easily buy products from foreign businesses; 

their willingness to do so, however, has been limited. In the EU, while 33% of consumers purchased 

products on-line in 2008, only 7% of consumers bought from another country (EC, 2009b, p. 6). In the 

same year, while 51% of retailers in the EU were selling via the Internet, only 21 % conducted cross-

border transactions within the EU, representing a 8% decrease from 2006 (EC, 2009b, p. 7). There is 

considerable variation, however, among countries. In Norway, for example, the share of foreign purchases 

was 15% in 2008, while in Denmark and Finland, the share was 20-25%; in Canada, however, close to half 

of purchases were cross-border (OECD, 2009 responses to OECD questionnaire).    

12. There are a number of reasons for the relatively low level of cross-border e-commerce.  

According to an EC report, the European business community believes there are five principal 

impediments: i) language problems; ii ) higher delivery costs; iii ) evolving scams and misleading practices; 

iv) additional cost of compliance with different national fiscal regulations; and v) regulatory barriers, 

including questions pertaining to the applicability of each countryôs laws when cross-border transactions 

take place (EC, 2009b). Some of these reasons are similar to those provided in the answers to the OECD 

questionnaire.  

Factors driving e-commerce growth 

13. One of the main drivers underlying e-commerce growth is the rising number of individuals 

connected to the Web. As shown in Figure 2, some 22 per cent of the worldôs population used the Internet 

in 2007, compared to 2 to 5% in the late 1990s. The uptake has been particularly strong in the developed 

world, where the portion of Internet users has risen more than five-fold from the late 1990s, to 62% of the 

population in 2007.  

Figure 2.  Internet users per 100 inhabitants 1997-2007  

 

Source: International Telecommunications Unionôs World Telecommunication Indicators Database, at: www.itu.int/ITU-
D/ict/statistics/ict/graphs/internet.jpg.  

14. More recently, broadband penetration and the growing use of mobile devices have further 

boosted e-commerce. As shown in Figure 3, broadband subscriptions have surged in the OECD area with a 

compound annual growth rate of 44% since 2000.  

http://www.itu.int/ITU-D/ict/statistics/ict/graphs/internet.jpg
http://www.itu.int/ITU-D/ict/statistics/ict/graphs/internet.jpg
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Figure 3.  OECD broadband subscribers, million (1997-2008) 

 

 

Source: Data collected from the 2009 OECD Communications Outlook (OECD, 2009b) and the OECD Broadband Portal, at: 
www.oecd.org/document/54/0,3343,en_2649_34225_38690102_1_1_1_1,00.html.  

15. Consumers with broadband have been more active in e-commerce than those who do not have 

high-speed access (OECD, 2008b, p. 207). In Ireland and Finland, for example, Internet users having a 

broadband connection were almost twice as active in buying online as those not having broadband access 

(OECD, 2008c, p. 85).  

16. With respect to mobile devices, between 1993 and 2007, the number of cellular mobile 

subscribers grew at an average compound rate of 30% per year in the OECD area (OECD, 2009b, p. 132). 

According to eMarketer, the combined spending on consumer and business mobile applications will top 

USD 13 billion worldwide by 2012, a nearly fivefold increase over 2009. In the United States, in 2007, 

there were 263 million US mobile subscribers (compared to 55 million in 1997), representing an 87.1% 

penetration rate of the US population (OECD, 2009b, p. 132 and 134). This number is likely to grow as US 

consumers continue to access the Internet from mobile devices more frequently than from PCs. In 

Indonesia, in 2008, the total number of CDMA subscribers exceeded 16.3 million, up from 14.4 million at 

the end of 2007 and 7.8 million at the end of 2006, compound annual growth rates of respectively 53 and 

85% (Reuters, 2008). In Japan, according to the Telecommunications Carriers Association, 3G CDMA 

subscribers exceeded 100 million in April 2009. 

17. The presence of e-retailers is another important factor influencing e-commerce activity. In the 

United States, for example, a comparatively high level of e-commerce activity is due, in part, to many large 

successful Internet-only retailers, such as Amazon.com, as well as the presence of most major ñbricks and 

mortarò retailers online. According to an EC report, in countries where there is a high proportion of 

retailers selling online, more consumers also purchase products or services on-line (EC, 2009a, p. 68). 

Consumers in the Netherlands, Sweden and Denmark are the most active in buying online, with more than 

60% having done so in the last 12 months. The proportion of retailers selling online in these countries is 

similarly high, exceeding 50% in each country. Other factors, such as the creation of new websites and 

supply diversification, are seen as drivers for e-commerce growth (FEVAD, 2009). 

Outlook 

18. The financial and economic crisis appears to be giving e-commerce a boost as consumers search 

for ways to reduce expenditures by purchasing items on-line. The savings can be substantial. According to 

research undertaken by Frontier Economics (EC, 2009c, p. 17), consumers in the United Kingdom, 

Germany and France can obtain savings of around 17% by buying consumer electronics products, 

computers, DVDs and clothing on online trading platforms rather than in traditional stores. Businesses are 

also being attracted to the Internet as it provides a means to increase visibility and markets at relatively low 

http://www.oecd.org/document/54/0,3343,en_2649_34225_38690102_1_1_1_1,00.html
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cost during a period of financial hardship. In addition, individuals who lose their jobs appear to be turning 

to the Internet to set up new businesses, which is providing a further boost to e-commerce. For these 

reasons, even as retail sales ease in 2009, e-commerce is expected to grow (E-commerce Journal, 2008).  

19. In the United States, while most economic sectors were experiencing a downturn in the first 

quarter of 2009, online retail sales for 80 retailers rose by an average of 11%; about 70% of both consumer 

brand manufacturers and multichannel retailers reported online sales increases (eMarketer, 2009). 

Craigslist, the ñfree classifiedsò site is expected to generate USD 100 million revenues in 2009, a 23% 

increase from 2008 (AIM Group, 2009).  Amazon generated net revenue of USD 177 million in the first 

quarter of 2009, an increase of 24% from the first quarter of 2008. 

20. In Western Europe,
1
 Forrester estimates that consumers will purchase EUR 123.1 billion of goods 

by 2014, a compound annual growth rate of 9.6% from the 2008 level of EUR 71 billion (Internet Retailer, 

2009). The French electronic commerce and distance selling federation estimated that, for the first quarter 

of 2009, e-commerce sales grew by 26% and should increase throughout the year by 20 to 25% (FEVAD, 

2009).  

21. In China, in early 2009, over 500 000 people, including online sellers and shopkeepers, were 

making their living (as a primary source of income) through Taobao.com, an online auction and retail 

website unit of China's leading e-commerce company Alibaba Group (CriEnglish, 2009). In February 

2009, Taobaoôs transaction volume increased by 131% from the year before, helped by higher Internet 

usage in the country.  

22. The speed and extent to which B2C and C2C commerce grow depends for a large part on the 

level of confidence that consumers have in online shopping. There are challenges to be addressed in this 

regard. Figures related to complaints filed with the European Consumer Centre Network (the ñECC-Netò) 

for 2007 show that half of the cross-border complaints and disputes related to purchases made over the 

Internet (EC, 2009a, p. 72). Delivery problems and dissatisfaction with the products purchased were the 

leading reasons for the complaints, accounting for 75 per cent of the total. Information collected by 

econsumer.gov, which is an intergovernmental initiative that provides a means for consumers to file 

complaints involving cross-border transactions (e-commerce and other forms), reveals a similar pattern, as 

shown in Figure 4. 

 

 

 

 

 

 

                                                      
1
  The countries covered are as follows: Austria, Belgium, Denmark, Finland, France, Germany, Greece, 

Ireland, Italy, Luxembourg, the Netherlands, Norway, Portugal, Spain, Sweden, Switzerland, and the 

United Kingdom.  
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Figure 4. Top Law Violations for E-consumer Complaints (1 January ï 31 December 
2008)

 

1
 Percentages are based on the 14 214 e-consumer law violations reported from 1 January to 31 December 2008. One complaint 

may have multiple law violations. 
Source: US FTC, 2009a, p.13.          

Promoting e-commerce: Role and effectiveness of international guidelines 

23. Governments realised early on that the Internet platform represented a new way of doing business 

and that traditional approaches to consumer protection would have to be adapted. At the international level, 

OECD countries tackled these and related challenges at a 1998 Ministerial on e-commerce, in Ottawa, 

Canada (OECD, 1998). The Ottawa Ministerial laid the groundwork for the development by the 

Committee on Consumer Policy of the 1999 Guidelines (OECD, 1999), which establish key principles for 

protecting consumer interests (Box 1). 

Box 1. Key policy principles in the 1999 Guidelines 

¶ Scope: business-to-consumer (B2C) e-commerce. 

¶ When concluding e-commerce transactions, consumers should benefit from: 

¶ Transparent and effective protection. 

¶ Fair business, marketing and advertising practices. 

¶ Clear information about: 

¶ An online businessôs identity. 

¶ The goods or services at offer. 

¶ The terms and conditions of transactions. 

¶ A transparent confirmation process of the transaction. 

¶ Secure payment mechanisms. 

¶ Fair, timely and affordable dispute resolution and redress. 

¶ Privacy protection.  

¶ Member countries should encourage and enhance: 

¶ Consumer and business education.  

¶ Public-private sector co-operation as well as industry-led regulation. 

¶ The adoption and adaptation of laws and practices applicable to e-commerce. 

¶ International law enforcement co-operation. 
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24. The 1999 Guidelines provide both a framework and a set of principles to assist: 

¶ Governments in reviewing, formulating and implementing consumer and law enforcement 

policies, practices, and regulations if necessary for effective consumer protection in the context 

of electronic commerce. 

¶ Business associations, consumer groups and self-regulatory bodies, by providing guidance as to 

the core characteristics of effective consumer protection that should be considered in reviewing, 

formulating, and implementing self-regulatory schemes in the context of electronic commerce; 

and 

¶ Individual businesses and consumers engaged in electronic commerce, by providing clear 

guidance as to the core characteristics of information disclosure and fair business practices that 

businesses should provide and consumers should expect in the context of electronic commerce.   

Issues for the Guidelines panel 

¶ How effectively have the core principles in the 1999 Guidelines been implemented by stakeholders in OECD 
countries and non-member economies?  

¶ To what extent have these and subsequent OECD Guidelines proved adequate?  

¶ Which areas need further attention?  

¶ How well do instruments being developed in other international fora complement the OECD Guidelines? 

¶ How could international collaboration be improved?   

25. When the Guidelines were adopted in 1999, stakeholders anticipated that in the field of consumer 

policy, further guidelines would be needed in certain areas, notably for combating cross-border fraud, 

fighting spam, and establishing robust frameworks for dispute resolution and redress. In this regard, the 

OECD subsequently developed Guidelines in each of these areas (Box 2). In addition, policy instruments 

were developed by the CCP on mobile commerce, online identity theft, and communication services to 

address new challenges, for the 2008 Ministerial on The Future of the Internet Economy, (Box 2). 
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Box 2. OECD recommendations relating to consumers and e-commerce 

Council Recommendations:  

 

¶ Cross-border fraud. In 2003, the OECD issued Guidelines for Protecting Consumers from Fraudulent and 

Deceptive Commercial Practices across Borders (OECD, 2003a) which aim to establish a common framework to 
combat online and offline cross-border fraud through closer, faster, and efficient co-operation between consumer 
protection enforcement agencies. While the guidelines cover all forms of transactions, the 2003 Guidelines are a 
direct outgrowth of the 1999 Guidelines. 

¶ Spam. In 2006, the OECD issued a Recommendation on Cross-border Co-operation in the Enforcement of Laws 

against Spam (OECD, 2006a), which aimed to enhance cross-border enforcement co-operation in the fight against 
spam.   

¶ Dispute resolution and redress. In 2007, the OECD issued a Recommendation on Consumer Dispute 

Resolution and Redress (OECD, 2007a), which contains principles for resolving B2C disputes (at domestic and 
cross-border levels), both offline and on-line. These Guidelines were developed pursuant to the 1999 Guidelines, 
which called for further study in this area.    

¶ Electronic authentication. In 2007, the OECD issued a Recommendation on Electronic Authentication (OECD, 
2007d), which encourages member countries to establish compatible, technology-neutral approaches for effective 

domestic and cross-border electronic authentication of persons and entities. The Recommendation re-affirms the 
important role of electronic authentication in fostering online trust and the continued development of the digital 
economy.  

2008 Committee-endorsed instruments:  

¶ Online identity theft. Recognising identity theft as a serious threat to consumer confidence in e-commerce, the 

Policy Guidance on Online Identity Theft (OECD, 2008d) contains principles aimed at preventing consumers from 
being victimized online through stakeholder education about the problem.  

¶ Mobile commerce. While mobile commerce development varies from country to country, the Policy Guidance for 
Addressing Emerging Consumer Protection and Empowerment Issues in Mobile Commerce (OECD, 2008e) 

identifies new challenges faced by consumers in the marketplace and ways for governments to address them in 
co-operation with the private sector.  

¶ Communication services. The Policy Guidance for Protecting and Empowering Consumers in Communication 

Services (OECD, 2008f) aims to ensure adequate protection of consumer interests in communication services 
while maintaining an environment that provides incentives to develop new communication services. 

26. One of the key conclusions of the Ministerial was that countries should ñassess the application of 

current instruments addressing consumer protection and empowermenté in light of changing 

technologiesò (OECD, 2008g, p. 10). It is in that context that the CCP is reviewing the 1999 Guidelines. 

The sections that follow examine how governments have implemented the Guidelines and provide 

background on some of the key issues that have emerged in recent years.    

Implementation of the 1999 Guidelines 

27. Over the past decade, the 1999 Guidelines have been widely promoted and adopted by 

stakeholders through (i) new or adapted regulatory frameworks, (ii ) private sector initiatives, and 

(iii ) consumer education initiatives. In most OECD countries, regulations on information disclosure 

requirements for business pre-date the 1999 Guidelines. To adapt these rules to the online environment, 

further e-commerce specific instruments including laws, regulations, and guidance, have been adopted over 

the years, or are being developed by countries. These instruments address a range of related issues 

including fraud, spam, privacy, security, enforcement, and dispute resolution and redress (Box 3).  
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Box 3. New or adapted e-commerce frameworks in OECD countries and non-member economies 

Australia. The 1999 Guidelines served as a model to develop the countryôs best practice model in e-commerce, which was 

revised in 2006 (Treasury, 2006). 

Canada. In 2001, a new approach to harmonised consumer protection legislation in e-commerce was adopted to ensure 

that consumers benefit from equal protection across the country. A common Internet Sales Contract Harmonization 
template was in that regard endorsed by federal, provincial and territorial Ministers (Industry Canada, 2001). The 
Competition Bureau developed an Information Bulletin (Competition Bureau, 2003) to ensure that those making 
representations online understand their responsibilities under the Competition Act. Draft legislation on e-commerce is 
currently being examined to combat spam more effectively. 

Chile. In 2004, Chile reformed its Consumer Protection Act to introduce information disclosure requirements for 

businesses in e-commerce transactions. 

European Union (EU). In 2000, a Directive on electronic commerce was adopted to establish the basic legal framework 

for electronic commerce in the Internal Market. In 2008, the European Commission issued a proposal for a Directive on 
Consumer Rights aimed to clarify and harmonise consumer protections in both offline and online transactions throughout 
the European Union (EC, 2008a).   

France. In 2008, the Loi Chatel was adopted to complete the Code de la Consommation through various measures aimed 
to i) better protect consumers in e-commerce, and ii) put an end to certain commercial practices that had developed. These 
include enhanced pre-contractual information requirements, and indication of a date for the delivery of products.   

Japan. In 2002, Japanôs Fair Trade Commission established an Electronic Commerce Monitoring System to collect 

information on misleading businessô representation online. The Ministry of Economy, Trade and Industry (METI) developed 
Interpretive Guidelines on Electronic Commerce and Information Property Trading (METI, 2007) which provide guidance 
for the application of laws to e-commerce. 

Mexico. In May 2000, the Federal Consumer Protection Law was amended in light of the principles in the 1999 Guidelines. 

Norway. The Consumer Ombudsman published guidelines on B2C e-commerce on its website. The Ombudsman also 
developed a standard contract to be used by online traders to address the following identified problems: i) lack of 
information about delivery costs and right to withdraw; ii) wrong information about guarantees; iii) no contact information 
displayed on the web site; iv) problems with delivery.  

United Kingdom. The OFT provides general guidance for business to help them comply with distance selling regulations. 

The countryôs implementation of the EC directives on privacy and e-commerce empowers a number of enforcers to take 
action against Spam and other internet threats, and the OFT is currently increasing its capability in the area of economic 
threats to consumers on-line. As part of the Governmentôs commitment to improving consumer confidence online, the OFT 
is also producing a strategy recommendation on how Internet threats can best be tackled by UK enforcers. This strategy is 
due to be finalised in October 2010. 

United States. In 2000, the US FTC issued guidance on the application of existing law to online advertising and marketing 

(US FTC, 2000a). On the legislative front, the US Congress passed the CAN-SPAM Act of 2003, which prohibits various 
practices in connection with unsolicited commercial e-mail.  It also passed the US Safe Web Act of 2006, which provides 
the US FTC with enhanced information sharing and investigative powers to facilitate enforcement co-operation with foreign 
law enforcement agencies on cross-border fraud and deception, including spam, spyware, and other online fraud. In 2009, 
the US FTC revised its Guides Concerning the Use of Endorsements and Testimonials in Advertising, which address 

endorsements by consumers, experts, organisations, and celebrities, as well as the disclosure of important connections 
between advertisers and endorsers (US FTC, 2009c). 

Egypt. Draft legislation on e-commerce is currently being discussed by stakeholders. The 1999 Guidelines are being 

translated into Arabic. 

South Africa. Chapter VII of the Electronic Communications and Transactions Act 25 of 2002 was developed based on 

the principles in the 1999 Guidelines and the EC Distance Selling Directive. In April 2009, the country adopted the 
Consumer Protection Act covering e-commerce marketing and selling of products and services. 

Vietnam. Legislation on e-commerce is being developed to notably address issues related to the protection of personal 

information online. 

28. Additional information on implementation measures can be found in, respectively, the 

Committeeôs one and three year implementation reports (OECD, 2001and OECD, 2002a). 
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29. The OECD has not been alone in addressing e-commerce issues. Important initiatives have been 

taken by governments through bilateral or multilateral arrangements, and in other international forums and 

organisations (see Annex II to the present report for an overview of the main intergovernmental 

initiatives). Moreover, while the Guidelines were developed by OECD countries, they are relevant to, and 

have been used by non-member economies as a basis for developing laws and best practices. In its 

response to the OECD questionnaire, the United Nations Committee on Trade and Development 

(UNCTAD) has suggested, however, that while the 1999 Guidelines are a leading model for consumer 

protection in an e-commerce environment, they may not be fully relevant to developing economies where 

consumer protection laws are not fully developed, or have not developed in the same manner as in OECD 

countries. 

Industry self-regulation 

30. The private sector has been active in developing tools aimed at enhancing consumer and business 

confidence in e-commerce. In the United States, in 2000, the Better Business Bureau (BBB) developed a 

Code of Online Business Practices designed to guide ethical "business to customer" conduct in e-

commerce (BBB, 2000). It also established an online reliability seal program which allows consumers to 

ñclick to checkò whether a company is an accredited business that abides by the BBBôs standards. This 

programme is regarded as growing out of the 1999 Guidelines (US FTC, 2000c). In July 2009, leading US 

marketing and advertising industry associations released their self-regulatory programme for online 

behavioural advertising addressing privacy concerns and increasing consumer trust in the collection and 

use of online information (IAB, AAAA, ANA, DMA, 2009). In Mexico, the Association of Internet 

(AMIPCI) developed a code of ethics. In 2008, it also established a system of trust mark allocations 

granted to companies involved in e-commerce to evaluate Internet sites and certify their reliability. In 

Belgium, business developed a code of conduct on mobile commerce governing all services provided 

through a short messaging service code (SMS) over Belgiumôs mobile network (GOF, 2008). A number of 

companies selling products and services via the Internet joined a BeCommerce initiative, a Belgian 

association grouping direct marketing companies aimed to stimulate confidence in distance shopping. The 

association also developed a distance selling trust mark. In Chinese Taipei, trust mark systems were put in 

place by the Secure Online Shopping Association (SOSA) and the Net Consumer Association (NCA), 

which established a website certification system. In Chile, in 2004, an e-commerce Code of Practice was 

developed by Santiagoôs Chamber of Commerce.   

31. Within the EU, Euro-Label, the business community developed an electronic shopping trust 

mark, to boost cross-border e-commerce by helping to assure e-consumers about the reliability of e-

retailersô products and services.
2
 At the international level, business created the Global Trustmark Alliance 

to promote safe e-commerce.
3
 

Public-private partnerships initiatives and agreements 

32. Public-private initiatives have taken a number of forms. In the United Kingdom, authorities 

worked with online auction and price comparison sites to develop messages for consumers about their 

rights online. In Canada, a Code of Practice for Consumer Protection in Electronic Commerce was 

developed by business, consumer groups and government to establish benchmarks for good business 

practice for merchants conducting commercial activities with consumers on-line (Industry Canada, 2004). 

In Japan, the Direct Marketing Association consults consumers on direct marketing and is engaged in 

dispute settlement. In Finland, in 2009, the Consumer Agency and the Direct Marketing Association 

developed a framework that includes basic requirements for businesses selling products on-line. In 2008, 

                                                      
2
  See: www.euro-label.com/euro-label/ControllerServlet.  

3
  See: www.globaltrustmarkalliance.org/index.asp.  

http://www.euro-label.com/euro-label/ControllerServlet
http://www.globaltrustmarkalliance.org/index.asp
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the Advanced Fee Fraud Coalition,
4
 for example, was formed by a number of firms and the African 

Development Bank to raise global awareness about lottery hoax e-mails.  

Education initiatives 

33. The 1999 Guidelines call on governments, businesses and consumer organisations to educate 

consumers about e-commerce and the consumer protection framework in place to enable them to make 

informed choices in e-commerce. The CCP recently completed a major assessment of consumer education, 

following which a series of policy recommendations, including some on digital competence, were 

approved by the Committee (OECD, 2009a). Countries have also been active on this front. In the United 

Kingdom, two websites were developed to educate consumers about on-line purchases: Consumer Direct 

(the national body which provides consumer advice) has a website which contains tips for safe shopping 

on-line, and GetSafeOnline warns consumers about scams. In the United States, OnGuardOnline.gov, 

maintained by the US FTC, provides education about a number of issues including identity theft, Internet 

auctions, childrenôs privacy, online shopping, and social networking, with contributions from public and 

private sector partners. Within the framework of Australiaôs annual National E-Security Awareness Week, 

in 2009, the government partnered with industry groups to educate consumers and businesses about online 

security risks and steps that should be taken to protect themselves. In Mexico, NACPEC (the North 

American Consumer Project on Electronic Commerce), a non-profit Mexican organisation, provides 

information sources on e-commerce for consumers located in North America. In May 2009, the European 

Commission released the eYouGuide, aimed to explain consumer rights in online shopping. Additionally, 

Childnet International and Pro-Music, supported by the European Commission and several local 

governments, launched a global education campaign ñYoung People, Music and the Internetò in 2008, 

which has thus far been delivered to schools and parents in 17 countries and in 13 languages. The 

information portal www.pro-music.org hosts, among other things, a comprehensive directory of legitimate 

online services worldwide. 

34. Education has also been promoted through publicised enforcement actions. The ICPEN and the 

EU CPC Network, for example, carry out co-ordinated sweeps which are designed to combat fraud in a 

highly visible manner through co-ordinated investigation and enforcement action.  In 2008, in the EU, a 

ñsweepò targeted mobile operators to help identify unclear information about prices, trader information, 

and misleading advertising. ICPENôs Fraud Prevention Month is also used to raise consumer awareness 

about scams. Education has been further promoted through simulations. In the United Kingdom, the OFT 

developed two fake websites, delivered through Consumer Direct, that offered miracle health and 

slimming products, providing warnings to the 15 000 visitors that were drawn to the sites.
5
   

Obstacles 

35. The OECD questionnaire asked countries and other stakeholders to describe the main challenges 

that they have faced in implementing the Guidelines.  The responses included a range of perspectives.   For 

example, one view is that the principles were too general in nature.  Another view is that the principles are 

not keeping up with the new developments posed by the evolution of technologies and need to be updated.  

Others expressed the view that full implementation of the guidelines required the participation of a range 

of stakeholders, which complicated the process. Others focused on enforcement challenges including the 

resources and training needed to enforce e-commerce cases, limitations on information sharing and asset 

recovery, and the lack of harmonisation of applicable law and jurisdiction.  Another view pointed to issues 

associated with the privacy of consumer data in e-commerce transactions.   

                                                      
4
  See: www.affcoalition.org/.  

5
  See www.oft.gov.uk/news/press/2009/73-09.  

http://www.pro-music.org/
http://www.affcoalition.org/
http://www.oft.gov.uk/news/press/2009/73-09
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II.  Evolving and emerging issues 

36. Business models and consumer expectations have changed as the Internet has evolved.  This 

section examines a range of legal, business, and technological developments and the consumer protection 

challenges they raise for governments and stakeholders.  Each subsection is keyed to a panel for the 

Washington Conference.  

37. One area which is common to all the issues addressed in this section concerns privacy. Concerns 

over the safety of personal information collected online have been shown in a number of studies to 

undermine consumer confidence and hence their willingness to purchase items, in particular if the 

purchases would involve cross-border transactions (OFT, 2007). The importance of the issue is reflected in 

the review of the 1980 OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal 

Data that is being undertaken by the OECD Committee for Information, Computer and Communications 

Policy (ICCP), through its Working Party on Information Security and Privacy (WPISP). 

E-commerce regulatory frameworks  

38. The regulatory frameworks for e-commerce vary among countries. In addition to differences in 

substantive law, countries have different approaches toward regulation. This can have implications not 

only for business, but also for consumers ï particularly those engaging in cross-border trade. Consumer 

rights and obligations, for example, vary considerably from one jurisdiction to another. Some countries use 

generic regulation, developed in other consumer protection contexts, to address e-commerce issues, while 

others have adopted more specific regulation. Some other countries use a mix of both approaches. 

Issues for the E-commerce Regulatory Frameworks panel 

¶ What are the principal differences in the approaches used by governments to regulate e-commerce? 

¶ What implications do these differences have for consumers and business? 

¶  How can technical and legal barriers be lowered to facilitate cross-border B2C e-commerce?  

¶ How can the Guidelines encourage more international co-operation and collaboration to address these different 
approaches? 

39. Examples of specific legislation include the Loi Chatel which France introduced in 2008; this 

comprises a variety of measures aimed to enhance consumer protection in e-commerce. These require 

sellers to mention their contact details, indicate instances where there are no consumer withdrawal rights, 

and specify the date by which the seller must deliver the ordered product. In Norway, the Consumer 

Ombudsman developed a standard contract to be used by any online trader in 2009.  This followed  an 

assessment which revealed that almost 50% of the 40 sites checked had one or more of the following 

problems: i) a lack of information about delivery costs and right to withdraw; ii ) wrong information about 

guarantees; iii ) no contact information displayed on the website; iv) problems with delivery.  

B2C: Business as sellers ï recent developments  

40. Businesses are continuously developing new ways to attract and serve consumers. Internet 

developers have created websites, for example, that provide consumers with experiences that go beyond 

mere shopping and include information, news, promotions, video clips, games, visualisation tools, and 

opportunities to interact with other consumers. Closely related to this is electronic retailersô emphasis on e-

commerce as providing added value for consumers in the economic downturn, for example, by offering 

lower prices, price comparison tools, free or reduced shipping, and liberal product return policies. Another 
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development concerns social network sites which over time have expanded to include e-commerce 

activities.  

41. Finally, environmental concerns are affecting e-commerce. Many consumers are viewing online 

shopping as a ñgreenò alternative to shopping at bricks-and-mortar retail stores.  Green shopping sites have 

emerged to help consumers find environmentally friendly products and more and more advertisers are 

putting information about product ingredients and environmentally friendly products and practices on-line.  

42. As new business models have developed, a number of issues related to the 1999 Guidelines have 

emerged. These concern, in particular, on-line advertising, which has provided opportunities to serve 

consumers more effectively, while at the same time raising concerns about privacy and the use of personal 

information. There is also evidence that a significant number of businesses are falling short in providing 

consumers with adequate information on their transactions, and their rights. A recent EU-wide 

investigation in websites selling consumer electronic goods for example revealed that 55% of these 

websites showed irregularities in relation to (i) misleading information about consumer rights; (ii)  

misleading information about the total cost of the product; or (iii)  incomplete contact details for the trader 

(Rapid, 2009). On the payments front, considerable progress has been made in developing mechanisms for 

concluding transactions, although price and payments are a source of a significant number of complaints. 

Finally, concerns have been raised about barriers to cross-border e-commerce, beyond the regulatory 

obstacles mentioned above.  

Issues for the B2C Developments panel 

¶ What new approaches are businesses using to leverage commercial opportunities on the Internet?  

¶ What new roles are consumers playing?  

¶ How adequate are the Guidelines in meeting challenges that are emerging as e-commerce develops?  

¶ How effective are they, for example, in addressing new marketing strategies such as behavioural or targeted 
advertising?  

¶ How can payment protection be strengthened?  

¶ How can non-regulatory obstacles to cross-border trade be addressed? 

Online advertising 

43. The Guidelines recommend that ñbusinesses engaged in electronic commerce should pay due 

regard to the interests of consumers and act in accordance with fair é advertising and marketing practicesò 

(OECD, 1999, Part II, Section II). With the rise of new business models in targeting consumers online, the 

concept of fair advertising is attracting increased attention. Online advertising represents a solid 10% of the 

advertising industry (over USD 51 billion in 2008 according to the Interactive Advertising Bureau), and its 

role is growing rapidly. Since 2003, online advertising growth outperformed overall advertising growth 

significantly with double digit growth rates. One forecast predicts that Internet advertising should account 

for about 15% of global advertising spending in 2010, up from an anticipated 13% in 2009 (AAAA, 2009). 

44. One of the key issues that has emerged concerns behavioural advertising, which tailors 

advertising to individual consumers, based on the tracking of their online activities and related information 

captured on the Internet or elsewhere over time.  Such advertising can be beneficial for consumers as it is 

personalised and may help to filter out advertising for products for which a consumer has no interest, while 

at the same time providing the consumer with useful information on the availability, price and 

characteristics of products that may be of great interest. It may also benefit consumers by enabling 

businesses to provide consumers with free online content supported by revenues from online advertising.  
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A recent study found that online advertising contributes to USD 300 billion of economic activity in the 

United States, and directly employs more than 1.2 million people (IAB, 2009). 

45. There are, however, concerns about the extent to which the collection and storage of consumers' 

personal data for advertising and marketing purposes may undermine consumer privacy.
6
 More 

specifically, there is concern about ñthe invisibility of the data collection to consumers; the shortcomings 

of current disclosures about the practice; the potential to develop and store detailed profiles about 

consumers; and the risk that data collected for behavioural advertising ï including sensitive data regarding 

health, finances, or children ï could fall into the wrong hands or be used for unanticipated purposesò (US 

FTC, 2009b).  For example, reports of large data breaches, whether caused by negligence or malicious 

activity, as well as unexpected transfers of personal data to third parties, continue to cause concern (OECD, 

2006d, p. 8-9).  There is some research to suggest that many consumers do not want their online activities 

to be tracked for advertising purposes, even if it may result in discounts or other benefits (Turow et al., 

2009).  

46. There is considerable discussion over what should be done to address these concerns.  In some 

jurisdictions, policy makers have begun to explore the issue and develop guidance for advertisers. For 

example, in November 2007, the US FTC held a ñTown Hallò on behavioural advertising to discuss the 

benefits and risks associated with the issue. The agency prepared a report and issued a set of proposed 

principles to encourage and guide industry self-regulation (US FTC, 2009b). In France, the CNIL 

(Commission Nationale de lôInformatique et des Libertés) published a report in 2009 which describes the 

trends and technology used to analyze consumer behaviour online, as well as the potential related risks for 

consumers (CNIL, 2009). The European Commission also addressed the above issues at a Roundtable on 

Online Data Collection, Targeting and Profiling held in 2009 (EC, 2009d).  

47. In response, industry groups have come up with self-regulatory principles on behavioural 

advertising. As mentioned earlier in this report, in July 2009, for example, an alliance of US advertising 

groups proposed a set of principles to guide the use of behavioural ads. Under the principles, consumers 

would be informed if data about their activities on a website is to be collected or used by third parties for 

online behavioural advertising purposes. Consumers would be given the choice over whether their data 

would be collected, with the ability to opt out of collection, use, or transfer of their data in some cases 

(IAB, AAAA, ANA, DMA , 2009). Best practices for data security would be used and certain sensitive 

personal data would be subject to a higher level of protection and consumer control. The advertising 

groups have indicated that they will further develop the proposed guidelines, carry out an education 

campaign, and establish an enforcement programme. In the United Kingdom, the Internet Advertising 

Bureau (IAB) developed a set of self-regulatory guidelines (ñthe Good Practice Principlesò) to put in place 

good practice for companies that collect and use data for online behavioural advertising purposes. The 

Good Practice Principles aim to increase consumer awareness and choice about the kind of advertising 

they receive. A website www.youronlinechoices.co.uk was launched to help consumers understand online 

behavioural advertising, how it works and may benefit them, how privacy is protected and how they can 

decline this advertising if they wish. Furthermore, the UK OFT has recently launched a market study (to be 

completed by Spring 2010) looking at behavioural advertising and the extent to which it may be harmful to 

consumers shopping online. A separate study (to be completed by Summer 2010) will look at those 

advertising and pricing techniques which may mislead consumers, such as ñdripò pricing where the price is 

increased in incremental steps throughout the purchasing process, as well as price comparison sites (UK 

OFT, 2009). 

                                                      
6
 See, for example, the statement of the Consumer Federation of America at: 

www.consumerfed.org/elements/www.consumerfed.org/File/OnlinePrivacyPressReleaseSEPT09(1).pdf, and 

Public Voice, 2008, p. 24.  

http://www.youronlinechoices.co.uk/
http://www.consumerfed.org/elements/www.consumerfed.org/File/OnlinePrivacyPressReleaseSEPT09(1).pdf
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Online payments 

48. The increase in the volume of online B2C transactions has been coupled with an increase in the 

use of payment cards online (whether debit cards, credit cards or some other type) (OECD, 2002b, p. 6). 

According to a 2008 study (Data Monitor, 2008), credit cards have become the preferred method of 

payment online among consumers globally, while PayPal and prepaid cards are becoming more 

widespread. The growing variety of payment solutions offered by merchants is providing them with 

opportunities to expand their customer base (OECD, 2006b). 

49. Payment security appears to be one of the most important factors for consumers in their decision 

to make or not make online purchases. According to a 2006 survey, more than 40% of users would refrain 

from transacting online for fear that their personal information could be stolen (ITU, 2006). As reported by 

the Office of Fair Trading in the United Kingdom, in 2006, 79% of Internet users were very concerned 

about the risk to the security of their payment details from online shopping; an estimate of 3.4 million 

people were prepared to use the Internet but not willing to shop online because of a lack of trust or fears 

about data security (UK OFT, 2007, p. 6). Recent large scale hacks into companiesô customer records have 

also contributed to undermine consumer confidence in providing their personal details on-line. These 

concerns are recognised in the 1999 Guidelines which recommend that consumers be provided with easy-

to-use, secure payment mechanisms and information on the level of security such mechanisms afford 

(OECD, 1999, Part II, Section V).  

50. Efforts have been made by both governments and industry to improve consumer protection and 

confidence in online payment systems. As recommended in the 1999 Guidelines (OECD, 1999, Part II, 

Section V), many countries have laws limiting consumer liability for unauthorised transactions (OECD, 

2007c, p. 31 and 32). However, these vary from country to country and, in a number of countries, they tend 

to be generic (i.e. not specific to e-commerce). In some countries, consumers may not be held liable or may 

be liable for a portion of an unauthorised charge. In others, liability may depend on the degree of 

negligence on the part of the consumer. In some countries, liability rules may vary depending on the 

payment mechanism used (i.e. debit card, or credit card), or the nature of the transaction (domestic versus 

cross-border).  

51. In addition to existing laws, the private sector has been very active in developing technological 

solutions and secure payment schemes for consumers. Card issuers have put in place a number of 

additional protections through voluntarily codes of conduct and best practices.  

Obstacles to cross-border e-commerce 

52. As discussed in Section I of this report, cross-border e-commerce has not reached its full 

potential. Online, consumers may be prevented from accessing a number of products (such as airline 

tickets, financial services) outside their country of residence. This is particularly true as regards the 

distribution of digital products, such as music, as examined later in this report. 

Mobile commerce  

53. When the 1999 Guidelines were adopted, mobile commerce was virtually non-existent. Today, it 

is playing a growing role in most OECD countries and some non-member economies. With increased 

access to broadband and advances in mobile device technology, the situation may evolve even more 

rapidly and consumers may soon be accessing the Internet more from mobile devices than PCs. For 

example, third generation (3G) mobile phones are becoming mobile computers which allow easier 

download of content and are capable of browsing the Web, performing searches, playing games, installing 

and operating applications, replacing MP3 players, making and watching videos and TV.  
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54. Developments in mobile advertising are also notable. As mobile devices grow more 

technologically sophisticated, they are providing vehicles for new forms of advertising. Many consumers 

carry mobile devices wherever they go, and advertisers have responded by developing,  for example, new 

techniques to send personalised ads, some of which  go beyond what is being done on other platforms (i.e. 

PCs) (MMA, 2008). These include: SMS, often in the form of alerts or updates (news, sports, special 

offers), MMS (Multimedia messages); banners (at the top or bottom of a page); ñin-content,ò advertising 

within applications, such as games; downloads, such as wallpapers, themes, and ringtones; click-to-call; 

and viral media whereby users are asked to pass on the ad (in the form of text or video) to other users. 

According to a 2006 study from the US Mobile Marketing Association,   approximately 43% of US mobile 

video viewers and intenders (more than 19 million consumers) are willing to watch advertisements on their 

handsets in return for free access to mobile TV and video services (MAG Mobile Advertising Task Force, 

2007, p. 17). The growing opportunities that mobile devices have provided to engage in e-commerce has 

benefited consumers, but some issues have emerged, as evidenced in a 2006 mobile commerce survey of 

consumers in the United States and the EU (TACD, 2006).   

Issues for the Mobile Commerce panel 

¶ How adequately do the 1999 Guidelines address mobile commerce issues?  

¶ In what areas could the Guidelines be built upon or improved? 

¶ In what areas does mobile commerce expose consumers to increased risks?  

¶ Are consumers more vulnerable to fraudulent or unfair commercial practices? 

¶ What challenges is mobile-spam posing for consumers? 

¶ What role can governments play in enhancing consumer protection in mobile commerce?   

55. The 2008 OECD policy guidance addressing emerging issues in mobile commerce (OECD, 

2008e) looked at whether the principles in the 1999 Guidelines were adequate to address some new and 

emerging m-commerce issues. While it concluded that, in most instances, the 1999 Guidelines were 

adequate to provide guidance to policy makers, the guidance provided specific suggestions for all 

stakeholders to strengthen consumer protection areas presenting the following consumer challenges: 

i) consumersô difficulty to access full information about the products and transaction on offer due to 

mobile devicesô small screens and limited storage capacity; ii ) the need to protect children from certain 

forms of advertising, over-consumption and unauthorised access to personal data; iii ) in the case of 

complex chains of contracts, clear dispute resolution should be available to consumers; and iv) ensuring 

adequate privacy and security. With respect to the final point, the risk that payment and personal 

information could unknowingly be compromised through the interception of wireless transmissions is an 

important concern.  

C2C:  Consumers as sellers 

56. Since the 1999 Guidelines were adopted, e-commerce has expanded from an almost exclusive 

B2C model to encompass a wider range of seller-consumer relationships. Consumers are increasingly 

using the Internet as a means to sell goods and services, through i) their personal websites, ii ) e-mail, ii i) 

auction sites, and iv) sites providing classified advertising services. A number of C2C online platforms 

have developed over the past decade, ranging from classified ads (such as Craigslist or XPat.com), to 

online marketplaces (such as eBay) which include auction sites, sites offering both auction and classified 

ads, and platforms such as Amazon.com, which facilitate transactions between consumers and third parties 

outside of Amazon, including small individual sellers.  
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Issues for the C2C panel 

¶ To what extent should the principles and rules governing B2C commerce be applied to C2C commerce?  

¶ What are the main challenges in this regard?  

¶ What role(s) can, or should, intermediaries play in C2C commerce?  

¶ What principles should govern their ñterms of useò?  

¶ What role could, or should, governments play in deciding i) how C2C commerce should be structured, and ii) what 
the responsibilities of consumers and intermediaries should be?   

57. The 1999 Guidelines focus on B2C transactions only. As early as 2000, however, the CCP began 

to consider the consumer protection implications of C2C transactions on-line.  In particular, the CCP 

issued a report focused on online auctions which, at that time, accounted for the largest number of C2C 

online transactions, and which were a major source of consumer complaints (OECD, 2000, p. 20). In the 

report, the CCP examined the extent to which the principles in the 1999 Guidelines would apply to online 

auctions. It concluded that ñsome principles of the Guidelines can help guide auction operators, sellers, and 

buyers involved in consumer-to-consumer online auction transactions.ò In 2000, when the CCP did this 

analysis, the most reported problems associated with Internet auctions included i) counterfeit products; 

ii ) unauthorised sales; iii ) non-delivery or late delivery of products (US FTC, 2000b, p. 1).  

58. Key consumer protection issues in C2C transactions include i) the question of trust among 

sellers, buyers, and the organisation facilitating transactions; ii ) the responsibilities and legal obligations of 

individuals involved in C2C transactions and of the intermediaries that provide trading platforms. More 

specifically, issues related to the role and responsibilities of Internet intermediaries to consumers include 

information disclosures and fraudulent activities such as cyber fraud and counterfeiting. In light of such 

developments, the 2008 Seoul Declaration invited the OECD to examine ñthe role of various actors, 

including intermediaries, in meeting policy goals for the Internet Economyò (OECD, 2008g, p. 10). Work 

in this area has in fact begun, under the auspices of the OECDôs Committee for Information, Computer and 

Communications Policy. The work, which currently proposes a definition of óInternet intermediariesô and 

examines their economic and social role, will further look at public policy considerations for governments.  

59. The responsibilities of intermediaries (which play a prominent role in C2C e-commerce, but also 

play important roles in other context) have been addressed in a number of jurisdictions. In most OECD 

countries limited liability rules apply to them.  In the EU, the Directive on Electronic Commerce indicates 

that limited liability is indispensable to ensuring the provision of basic services which safeguard the 

continued flow of information in the network and the provision of a framework which allows the Internet 

and e-commerce to develop. According to the EUôs 2003 implementation report the Directive appears to 

have been successful in reducing court proceedings and hence legal costs (EC, 2003, paragraph 113). It has 

to be noted that the online environment has changed considerably in the last few years with the 

development of new technologies, such as peer-to-peer networks. In the United States, under certain 

circumstances, intermediaries such as ISPs, are not liable for the actions or omissions of sellers that harm 

buyers or vice versa or for content that other users post on their websites. Some other intermediaries, 

however, have been found liable by some US courts when they play a large role in creating or developing 

the third-party content. Likewise, courts in other jurisdictions such as France and Germany ruled that  a 

host and editor of online communication services for intermediation purposes is responsible for ensuring 

that its platform is not used for illegal purposes, such as selling counterfeit or pirated products.
7
  

                                                      
7
 Counterfeiting and piracy issues have been explored in two OECD reports in recent years: The economic 

impact of counterfeiting and piracy (OECD, 2007e) and Piracy of digital content (OECD, 2009c). 
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60. The most common consumer complaint about C2C transactions concerns fraud. According to the 

US Internet Crime Complaint Center (IC3), a partnership of the Federal Bureau of Investigation (FBI) and 

the US National White Collar Crime Center, of more than 275 284 complaints received in 2008, Internet 

auction fraud accounted for 25.5% of referred complaints (down 28.6% from 2007) (IC3, 2008, p. 4). In 

2007, in the United States, the overall financial loss resulting from fraud on C2C online auction 

marketplaces amounted to more than USD 53.5 million (Tinbergen Institute, 2009, p. 5). As to the different 

types of fraud, in a 2008 report, Consumer Reports WebWatch indicates that non-delivery was among the 

most common complaints, affecting about 10% of users of online auctions. The next three most common 

were goods not arriving in usable condition; consumers not being told a key detail about the item before it 

arrived, and being sent an item of lesser value than the one actually purchased. When confronted with 

fraud, more than half in most age groups tried to resolve problems directly with the seller; about 40% of 

victims filed a complaint with PayPal, which acts as a payment intermediary. Few respondents chose to 

contact law enforcement. 

Digital content products  

61. Since the Guidelines were adopted in 1999, the range of digital products that consumers can buy 

on-line has expanded considerably. Intellectual property rights have played a key role in enabling 

businesses to develop a wide range of new digital products that were non-existent only a few years ago. 

Currently, with the expansion of broadband and advanced mobile networks, online content distribution is 

taking place on an unprecedented scale. Consumers can increasingly access a wide range of digital content 

products including films, music, news, videos, e-books, and games through different networks and devices. 

In the case of music, new products include customised downloads of songs, audio streaming services and 

offers which bundle content with ISP or mobile subscriptions and with  music playing devices. Various 

business models have been established to allow consumers to purchase content. These include i) digital 

(purchase or rental) download, ii ) subscription downloads (whereby consumers can access a range of 

digital content products on a monthly or yearly basis), and iii ) free on-demand streaming (OECD, 2008b, 

p. 265-270). Some issues have, however, been raised, particularly with respect to the impact that pirated 

products are having on the copyright-based industry. 

Issues for the Digital Content Products panel 

¶ What role are digital products playing in different markets, and how is the situation likely to evolve?  

¶ What specific consumer issues need to be addressed?  

¶ How should issues concerning businessô disclosure obligations and consumersô use of digital products, for 
example, be dealt with? 

¶ How can the interests of consumers engaging in cross-border trade be protected?  

¶ How relevant are the 1999 Guidelines to trade in digital products? In what areas might they need to be 
elaborated or strengthened?   

62. Like any online purchases, there are basic consumer protection issues associated with the 

purchase of digital content products. These include information disclosures about the product 

characteristics and the availability of dispute resolution and redress mechanisms.  

63. There are also more complex and specific questions associated with the purchase of digital 

content products. Providing consumers with certainty about what they can or cannot do with the digital 

products they purchase is indispensable to maintain confidence. Consumer usage of digital content 

products may be restricted by specific technology aimed to ensure legitimate content distribution, in line 

with consumer expectations, and thus to protect copyright holdersô rights. Many hardware manufacturers, 

publishers, and copyright holders have introduced digital rights management (DRM) systems to control 
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how consumers access and use media and entertainment content. However, as indicated in a CCP report 

(OECD, 2006c, p. 11), consumers may, in some instances, not understand or be provided with insufficient, 

unclear, misleading or confusing information concerning usage restrictions. A lack of clear information on 

these restrictions may prevent consumers from being fully aware of their rights and obligations in 

purchasing the products. Issues include: 

¶ Play limitations. In the case of downloaded music for example, as described in the 2006 CCP 

report, ñéconsumers who wish to change their music service providers or playback devices may 

have to repurchase the music files in a different format. In such a complex environment, 

consumers may not always know on which devices they may be able to play the purchased 

contentò (OECD, 2006c, p. 8, 9). A recent trend towards fully interoperable download stores has, 

however, been taking place. Many services now offer their products free of DRM. 

¶ Copy limitations. The digital products area raises intellectual property issues that are not always 

within the scope of consumer policy makers. Nonetheless, consumer rights and obligations 

regarding the distribution of content purchased on-line may neither always be clearly understood, 

nor adhered to by consumers. While most EU Member States provide in their legislation for 

private copying exceptions for non-commercial purposes (except in the United Kingdom and 

Ireland), the extent of these exceptions varies from country to country.  

¶ Privacy and security concerns. The use of DRM technology may raise privacy and security 

concerns when the content protection software monitors usersô preferences and collects personal 

information from them. Further, there are concerns about unwanted software and the potentially 

harmful effects on consumersô computers. In 2007, for example, the US FTC charged that the 

software installed on CDs, which monitored usersô listening preferences without their consent, 

and exposed them to significant computer security risks, constituted an illegal and unfair 

commercial practice (US FTC, 2007). 

¶ Status of vendors. Consumers, at the time they purchase digital content products, may encounter 

difficulties to establish whether the sellers of such products have distribution rights, or are 

breaching copyright laws. Thus consumers may face difficulty, and thereby legal uncertainty, 

with regard to their ability to determine whether the offer for a digital product is legitimate. 

¶ Geographic limitati ons. By nature, the online environment should allow content services to be 

made available across borders. However, a lack of multi-territory copyright licences may prevent 

such a development. In its 2008 Policy Guidance for Digital Content, the OECD recommended 

that governments put in place policies that promote accessibility to digital content of all people 

regardless of location to realise the full benefits of the Internet economy (OECD, 2008h, p. 4). 

According to an EC issues paper (EC, 2008b), EU consumers seeking to buy, via the Internet, 

content that is protected by intellectual property rights are often only allowed to do so through 

online stores ñlocatedò in  their country of residence. The availability of material, it noted, varies 

from country to country. While the matter is being addressed in an EU context, it continues to 

raise general concerns.   

The participative Web: Consumer-driven content in e-commerce 

64. Since the adoption of the 1999 Guidelines, the Internet has developed into a participative 

platform that empowers users to contribute to developing, rating, commenting on, and distributing digital 

content and customising Internet applications (OECD, 2007b); the development was first addressed by the 

CCP in a 2002 report (OECD, 2002a, p. 5). As a result, the Internet is now a vehicle through which large 

numbers of consumers worldwide can share their experiences with goods and services through social 
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networks, blogging and related exchanges, and online consumer reviews. The recent emergence of 

specialised social shopping networks and review sites is a sign that the influence of the web, and 

consumers themselves, will only be increasing in this regard.  

65. However, as the participative web blurs traditional distinctions among businesses, consumers, 

and marketers, there are concerns about the transparency of the identity of web participants and their 

affiliations with products and services. There are also concerns about consumersô understanding of i) how 

their personal information may be used by site operators and other commercial entities, and ii ) the terms 

under which they (consumers) are using these sites. Additionally, the participative web has resulted in the 

creation of virtual goods and services, which are bought and sold in a virtual world and some social 

networking sites. It is not always clear how consumer protection laws apply in these new environments. 

This is an area to which the OECDôs Committee for Information, Computer and Communications Policy is 

turning its attention.  

Issues for the Participative Web panel 

¶ In what ways might the disclosure provisions of the 1999 Guidelines need to be strengthened?  

¶ Should such provisions apply to parties that evaluate products in participative web settings, especially when the 
parties have ties to the companies that produce or sell the products? If so, how could this be assured?  

¶ How should consumer protection laws apply in the case of virtual goods and services?  

Consumer product reviews and ratings 

66. Before purchasing a product, many shoppers check product reviews posted online. According to 

a 2007 study by Deloitte & Touche (US) (Biz Report, 2007), some 62% of US Internet users read product 

reviews written by other consumers and more than 8 out of 10 respondents who read these said that the 

reviews had affected their buying intentions: either they became more determined to buy the products or 

they changed their minds and bought different products altogether. Some online retailers report higher 

sales conversion rates as a result of customersô product reviews on their sites.  

67. While consumer ratings and reviews are seen as promoting consumer interests by improving 

information flows and transparency, there are concerns that such evaluations could be manipulated by 

some market participants, thereby reducing their value.  The US FTC has recently expressed growing 

concerns over misleading consumer ratings posted on online platforms, such as blogs. The agency issued 

revised guidelines on endorsements and testimonials, which make clear that consumer-generated media, 

such as blogs, must adhere to rules requiring disclosures about compensation (including free items, gifts, or 

cash) received from companies for the promotion of products when the consumer-generated statement is 

"sponsored" by an advertiser within the meaning of the guidelines (US FTC, 2009c).  

Social networking 

68. Social networks are platforms where persons can share information. A variety of social 

networking sites (SNS) have emerged in recent years. Among the most popular are Facebook, MySpace 

and Twitter. Most SNS are built upon the following model: 

¶ Users are invited to provide personal data for the purpose of generating their profiles. 

¶ They may post their own material (such as music, photos, or videos). 

¶ SNS platforms provide a list of contacts for each user, and with which users can interact. 

¶ They allow users to send messages to each other.  

¶ Friends may also post events and invite guests.  
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69. Although a relatively recent phenomenon, the number of SNS users is multiplying at an 

exponential rate. According to ComsScoreôs estimates, worldwide visitors to Twitter.com increased by 

95% in the month of March 2009 from 9.8 million in February 2009 to 19.1 million (TechCrunch, 2009). 

In the United States, Facebook.com is a top 10 site that reaches over 91 million Americans per month. 

Businesses have recognised the importance of the SNS; a 2009 survey indicates that more than 90% of 

companies intend to invest in technology to have a presence on SNS and allow their brand and products to 

be identified on the web (E-commerce Mag, 2009). A similar conclusion was reached in a report released 

in June 2009 by the Social Media Council of the US Direct Marketing Association, which carried out a 

survey in April and May 2009 (DMA, 2009). In the United Kingdom, The number of adults signing up to 

social networking sites has almost doubled since 2007 (OFCOM, 2009a). 

70. The growth in SNS has raised privacy concerns among consumer groups and privacy advocates, 

particularly with respect to the collection and use of consumers' personal information, without usersô 

knowledge or consent. In its June 2009 Opinion, the EU 29 Working Party recommended increased 

scrutiny of third-party developers of applications designed for use on SNS (Article 29 Working Party, 

2009). 

Protecting children online 

71. Since the 1999 Guidelines were issued, the accessibility of the Internet and mobile commerce to a 

growing number of children, and their increasing use of them through computers and mobile devices, have 

raised new opportunities and challenges for parents and businesses alike. Children are using the Internet 

for entertainment, games, information and research, and social networking, and are becoming adept at 

doing so at an early age (see Livingstone, S, and Haddon, 2009, p. 11 and OFCOM, 2009b). Recognising 

the shared responsibility of all parties to enhance childrenôs safety online, many stakeholders are 

concerned, however, that the Internet and m-commerce may expose children to commercial content 

intended only for adults, allowing children to purchase unsuitable products (e.g. drugs, weaponry, alcohol, 

adult literature) and facilitating overspending through the purchase of goods or services, or by generating 

large network usage charges. The difficulty that adults have in monitoring mobile activity further 

complicates the situation.  Others are concerned about aggressive advertising that targets children and 

business practices that elicit personal information from children. In addition to these issues, some 

stakeholders are concerned about inadequate age identification systems which make it difficult to 

determine whether buyers are minors. Although many of these issues are a subset of those discussed 

elsewhere in this report, they raise additional challenges for governments and stakeholders. The OECD has 

also become involved through work that the WPISP has recently undertaken.  

Issues for the Children On-Line panel 

¶ What new consumer protection challenges do developments in e-commerce and m-commerce raise for children 
and their parents (and other care givers)? 

¶ What challenges do they raise for businesses?  

¶ What mechanisms exist to meet these challenges?  

¶ In particular, what types of ñspecial careò might be appropriate in marketing and advertising to children in e-
commerce?  

¶ What are the appropriate roles and responsibilities of on-line providers, e-commerce providers, Internet service 
providers, mobile operators, and vendors in this regard?  

¶ What roles should parents, care givers, and children themselves play?   




