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ORGANISATION FOR ECO NOMIC CO -OPERATION AND DEVELO PMENT

The OECD is a unique forum where the governments of 30 democracies work together to address the
economicsocial and environmental challenges of globalisation. The OECD is also at the forefront of efforts to
understand and to help governments respond to new developments and concerns, such as corporate
governance, the information economy and the challengas afieing population. The Organisation provides a
setting where governments can compare policy experiences, seek answers to common problems, identify good
practice and work to eordinate domestic and international policies.

The OECD member countries awustralia, Austria, Belgium, Canada, the Czech Republic, Denmark,
Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Japan, Korea, Luxembourg, Mexico, the
Netherlands, New Zealand, Norway, Poland, Portugal, the Slovak Republic, SpairenSBedtzerland,
Turkey, the United Kingdom and the United States. The Commission of the European Communities takes part
in the work of the OECD.

No translation of this document may be made without written permission. Applications shald be sent torights@oecd.org .
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FOREWORD

In 1999, he OECD adopted a set @bluntary Guidelines for Consumer Protection in the Context of
Electronic Comrarce( it he 19 9 @ AnBGax ) tbessistrgevernments, busineasd consumer
representatives in developing and implementing consumer protection mechemigmine transactions
In light of the dynamic development of the Internet since that timdetlze conclusions reached at the 2008
Seoul Ministerial on thd-uture of the Internet Economwhich highlighted consumer protection and
empowerment issues,he OECD6s Committee on Consumerl9®ol i cy
Guidelines tadetermire how they might need to be adapted to responduoand evolving challenges

In support of the review, the OECD is orgamj a conference Empowering E-Consumers:
Strengthening Consumer Protection in the Internet Econavhich will take placérom 8-10 December
2009, in Washington, D.C. This repguovidesbackground for theonferencewhich will bring together
senior government officials, representatives of the busiwessmunity civil society, international
organizations, academics and otheketmlders from OECD and nanember economiesthe report
frames the issues that will be discussed, and is structured to follow the conference agenda; conclusions will
be developed in a subsequent report that will be prepared in 2010.

The report which wasdeclassified by the Committee on 6 November 20685 preparegrincipally
by Brigitte Acoca ofthe OECD Secretariat, in consultation with stakeholderhiaft benefited from
information gathered through a questionnaire circulated to governments ina20@@|l as aliscussion
jointly organised by the CCP and the International Consumer Protection and Enforcement Network
(ICPEN) on 1 April 2009A more comprehensive and complete analysis will be prepared during 2010.
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INTRODUCTION

1 The Internet has praded consumersvith a powerful tool for searchg for and buying goods
and servicesBenefits have includethcreased competition and lower pricemre choice in products and
services, and the convenience of shopping for goods and seracesendordocatedaround the world,
from anywhere and at griime. The background materidbrth e OECDO6 s MifisteBal o8 the u |
Future of the Internet Economwhichlooked closely at how the Internet could be more effectivegdto
benefit societyrecognsed these transformative effects, ingtthat i As t h e it Rhe dntelinat] e s
supports become pervasive, ubiquitous and more essential in everyday life, the economy is increasingly the
Interneteconomy (OECD, 2008, p. 4. Given the significant benefits of@mmerce to the econonayd

to consumes; it is importantfor governments and stakeholdersaaork together to ensure that the benefits
are fully realised which includes finding ways to boost consunoemfidencein online transactions.
Adequate disclosure and assupeyacy and securitgre ley in this regard.

2. Electronic commercefé-commercé) involves the buying, selling or exchangingf goods
services, and information throughectronicnetworks.E-commercehas three basic forms: businges
busiress transactions (B2B), busingessonsumer transactions (B2Cand consumeto-consumer
transactions (C2C)B2B e-commerce is the largest category by far the twoconsumeioriented forms
which are the f o¢B2GandG2CHave bee@r@ihg mpidly mrekent yearbased
largely on the rapid expansi@nd diffusionof the Internet andmore recentlyon increased broadband
accessMobile commercdo r -cfiarm m e)ralsoehas developed, offering a new platform for commercial
transactionsincluding those that are Interredsed

3. In many respecigonsumeiorientede-commerce shares characteristics with the types of distance
selling carried out by mail order: buyers and sellers have limited personal contact and the two parties

are often not in close proximity to one another. Reflecting this, countries have often applied laws and
regulations applicable to distance selling t@oenmerce. The Internet, howevdras anii nher ent |
international m t u ane @@commerce transactions take place with far mire as e antdan speed
traditional distance sellin(DECD 1999).The commercialenvironment thus differs from what consumers

are used to, which has creatselv challenges for them (OECD 199%his, in turn, has given rise to the
development of new guidelines, laws and regulationsmemy OECD countries and nemember
economies.Considerable attention has been paid to creating a policy framework that promotes good
business practices arulilds consumer confidence in the online environment. Core elements of this
framework includeadequate disclosurprotectionfor consumers who purchase online from fraudulent and

unfair commercial practicendefficientandeffective mechanisms for dispute resolatend redress.

4, This report assesses current trends and challengesammerce for consumessith a view
towardsidentifying where consumer protection may need to be strengthened or changed. It is structured
along the lines of the agenda for the upcoming OECD conferelhoceomprises two parts. Part one
examineshow ecommerce has evolved aadsesses the role that international guidelines have played in
shaping the trading environment. Part two identifies somihefkey challenges facing consumers and
policy makers as-eommerce evolved.he following topicsare addressed

1 Evolution of ecommerce and the role of international guidelines:

- E-commerce trends and outladBonsumer aspects
- Promoting ecommerceRoleand effectiveness of international guidelines.

1 Developments and challenges:

- E-commerce regulatory framewak
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- B2C: Business as sellersecentdevelopments.

- Mobile commerce.

- C2C Consumers as sellers

- Digital contentproducts.

- The participative welbConsumerdriven content in- €ommerce
- Protecting bildren online.

- Accountability in ecommerce

. Evolution of eecommerce and the role of international guidelines

5. Section one describes howcemmerce has eWwed during the past ten years, and provides an
assessment of the role that international guidelines have played in protecting and empowering consumers
in the Internet economy.

E-commerce trends and outlookConsumer aspects

6. The Interneteconomyhasgrown dramatically since the 1999 Guidelines were adopted. It has
opened up new commercial opportunities for business and consu@mamsumershave benefitted
significantly throughenhanced capacity to research and mam productsexpanded choice in products
that may be purchased at any time and from anywlag@more possibilities to customise products to
better meet personal preferencds addition, increased transparency has intensified competition,
oftentimes reulting in lower prices for consumerAirline and hotel bookings by consumers using the
Internet have grown sharply, while a broad range of other items, including cars, food, appliances and
electronic equipment are also being sold onlinghe servicesector financial services, including online
banking, have beesxpanding rapidlyCopyrightbased industries (including film, music, games, news and
book publishing) have also played a leading role in promotiognemerceby developing new types of
produds and contenOpportunities for further growth, howeveppear to beubstantial.

Issues for the E-Commerce Outlook panel

How has e-commerce (excluding B2B) evolved over the past 10 years globally and in different country and product
markets?

What have been the principal factors driving development?

What explains the differences in the role that e-commerce is playing in different product sectors and in different
countries?

What have been the principal obstacles in furthering development of e-commerce?
What specific factors are impeding expansion of cross-border transactions?

What do complaints data and market research tell us about conditions in e-commerce and what needs to be
addressed to strengthen confidence in the platform?

How is e-commerce expected to change in the next several years?

What new technological and policy issues are emerging? What impact will mobile commerce have on markets?

Profile of ecommerce

7. In the OECD area, the number of consusngurchasing goods and services over the Internet is
rising. As shown inFigure 1, the percentag®f adults doing so increased frd®6.9% in 2004,to 35% in
2008 There is, however, considerable variation among countfiese than 5@ of adults from Japaand
several European countriesdered or purchased goods or services on the Internet B) @@de in a
number ofotherOECD countries, less that0% did so.
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Figure 1. Individuals who ordered or purchased goods or services on the Internet as a percentage of adults
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Notes: (*) Australia (data for 2007 instead of 2008), Belgium (data for 2005 instead of 2004), Canada (data for 2003 instead of 2004,
2007 instead of 2008), Italy (data for 2005 instead of 2004), New Zealand (data for 2006 instead of 2008), Switzerland (data for 2005
instead of 2008), United States (data for 2003 instead of 2004). (**) OECD average (simple average of available data). Generally,
data from the EU Community Survey on household use of ICT, which covers EU countries plus Iceland, Norway and Turkey, relate to
the first quarter of the reference year. For the Czech Republic, data relate to the fourth quarter of the reference year. Individuals aged
16-74 years, except for Canada (18-74), the Czech Republic (15+), Japan (6+), Mexico (18+), Switzerland (14-74). Data generally
refer to Internet use in the last 12 months for non-Eurostat countries and for Eurostat countries.

Source: OECD ICT Database.

8. The number ofconsumeraising the Internet to purchase products is, however, only part of the
picture. The volume and types of products being purchased arémgedant indicatorsData on the
magnitude of éommerce trade awnfortunatelynot available for rany countrieand where data do exist,
they are often not comparabl@vailable nformation from national authoritiesuggest that B2C e-
commerceis expanding rapidly but thats role remains relatively lowespecially when compared to
traditional retailand B2B ecommerce. In the United States, for exampB2C e-commerceretail sales
have grown manyold since 2000, rising t&JSD 13 billion in 2008 up 3% from 2007 Their role
however,is still relatively limited, accounting for less thadodof total retail sales S Census Bureau,
200%). B2B, on the other handenerate&JSD 3.1 trillionin sales accounting for over 2% of total B2B
transactions

9. Studies reveal that acceptance of the Internet as a tratiitfigrm is growing. In 1998, just
before the 1999 Guidelines were adopted, CONSUME
cho[ o] se to research the productds cost and avai
online, [to] then by , using traditional means (phone, fax,

relationship between online and traditional shopping still exists, but the situation is changing and more
consumers are making purchases online. Between 2000 and 208Rjndiividuals used the Internet
principally for sending @nails and searching for information. By 2007 however, online purchases
increased naibly. Accordingto asurvey,860f fAonl i ne Amer i ccaonbnein2007r c has e
up from 4846 in 2000(Pew Internet & American Life Project, 2008, p. 2).2008 in the EU, out of the

36% of Internet usersvho compared goods or services thrbugyice comparison websites,%purchased

a product odine and 106 in a shop, while 1% did not make a purchase, 200, p. 9).

10. Acceptance, however, varies among sectAczording to a 2008 Nielsen survey, 2007 the

most popular and purchasgwodsover the Internetworldwide were books, clothing, videos, DVDs,
gamesairline tickets and electronic equipmémhe Nielsen Company, 2008)n the United Stategnline

leisure traverelated spending amounted to U8B.9 billionin 2008, while other online retail spending
amounted tdJSD 141.3 billion (ForresterResearchrternetShopping Forecast, December 2008jline

norttravel related retail spending rose from USD 12.3 billion in 1999 to USD 141.3 billion in 2008
(Forrester Research |1 nter netMuschaodp/peod gwa&E rhetom s f,
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merdandise categories fpercentagef online sales, with 24 (US Census Bureau, 20691t can also be

noted that &ommerce has also been a growing vector for sales of services, accountingefd 3B 124
billion) of sel ect e denuesin 200¢ireludingn fdruegaimpld, ¢he artando t a |
entertainment servicesn Italy, in 2008, etourism accounted for 80 of the ecommerce market. In
Mexico, the yearly sales of-eurism doubledn 2007 alone In other sectors, thele of ecommerce s

still relatively low, as evidenced by the overall low share of retail sales accounted farolyneerce

Crossborder trade

11 The Internet has provided a means for consumers to éasilyroducts from foreign dssinesses
their willingness to do so, however, has been limitedthe EU, while 3% of consumers purchased
products orine in 2008, only % of consumers bought from another country (EC, BO@9 6).In the
same year, whil&1% of retailers in the EU @re selling via the Internet, only 24 conducted cross
border transactionwithin the EU representing a% decrease from 2006 (EC, 2@)%. 7). There is
considerable variatigrhoweveramong countriedn Norway, for example, the share of foreign pasds
was 184 in 2008, while inDenmark ad Finland, the share was-26%; in Canada, howevec]ose to half
of purchases wererossborder(OECD, 2009 responses to OECD questionpaire

12, There are a number ofeasons forthe relatively low level of crossborder e-commerce

According to @ EC report, the Europeanbusiness community believes there are five principal
impedimentsi) language problems;) higher delivery costsii) evolving scans and misleading pectces;

iv) additional cost of compliance with different national fiscal regulati@msl v) regulatory barriers,

including questions pertaining ttheapplicah | i t y of each c¢ oaordertransactionsa ws v
take placdEC, 200®). Some of thes reasons are similar to those provided in the answers to the OECD
guestionnaire.

Factors driving ecommerce growth

13. One of the main drivers underlyingcemmerce growth is the rising number ioflividuals

conneckd to the WebAs shown inFigure2, some 22 per cent of thnet wor | c
in 2007, compared to 2 t&bin the late 1990s. The uptake has been particularly strong in the developed
world, where the portion of Internet users has rizene than fivefold from the late 1990s, to &2of the

population in 2007.

Figure 2. Internet users per 100 inhabitants 1997-2007
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Source: International Telecommunications Unioné s World Telecommunication Indicators Database, at: www.itu.int/ITU-
Dlict/statistics/ict/graphs/internet.jpg.

14. More recently, broadband penetration and the growing aismobile devices have further
boosted eommerceAs shown inFigure 3, broadband subscriptions have surged in the OECD area with a
compound annual growth rate of%4ince 2000.
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Figure 3. OECD broadband subscribers, million (1997-2008)
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Source: Data collected from the 2009 OECD Communications Outlook (OECD, 2009b) and the OECD Broadband Portal, at:
www.oecd.org/document/54/0,3343,en 2649 34225 38690102 1 1 1 1,00.html.

15. Consumers with broadband have been more activecamanerce than those who do not have
high-speed acces®©ECD, 2008, p. 207) In Ireland and Finland, for ample, Internet users having a
broadband connection were almost twiceaetive inbuying online as those not havingroadband access
(OECD, 2008, p. 85).

16. With respect to mobile devicedetween 193 and 20, the number ofcellular mobile
subscribers grew at an average compound raB&%fper year in the OECD area (OECIR(b, p. 132.
According to eMarketer, the combined spending on consumer and business mobile applications will top
USD 13 billion worldwide g 2012, a nearly fivefold increase over 2009the Lhited States in 2007,
there were 263nillion US mobile sibscribes (compared to 55 million in 1997), representing %
penetration rate of the US populati@ECD, 2009, p. 132 and 134)This numter is likely to grow a&JS
consumers continue to access the Internet from mobile devices more frequently thaRCsomn
Indonesia, in 2008, the total number of CDMA subscribers exceeded 16.3 million, up fromillidriat

the end of 2007 and 7.8 mdh at the end of 2006, compound annual grawths of respectively 53 and
85% (Reuters, 2008)In Japan, according to the Telecommunications Carriers Association, 3G CDMA
subscribers exceeded 100 million in April 2009.

17. The presence of-eetailers is another important factor influencingammerce activityln the

United Statesfor examplea comparatively high level of@ommerce activitys due, in part, to many large
successful Internainly retailerssuch asAmazon.coma s we | | as the presence of
mortaro retailers online. According t opodion ofEC r e

retailers selling dine, more consumers also purchase praluctservices ctine (EC, 20@a, p. 68).
Consumersn the Netherlands, Sweden and Denmar& the most active in buying lme, with more than
60% having done so in the last 12 months. Thepproion of retailers selling dime in these countries is
similarly high, exceeding 38 in each country.Other factorssuch as the creation of new websites and
supply diversificationare seen as drivers folcemmerce growth (FEVAD, 2009).

Outlook

18. The financial and economic crisis appears to be givingremerce a boost as consumers search
for ways toreduceexpendituredy purchasing items eime. The savings can be substantfatcording to
research undertakeby Frontier Economics (EC, 2009p. 17, consumers in the United Kingdom,
Germany and Fraec can obtain savings of around% 7y buying consumer electronics products,
computers, DVDs and clothing amlinetrading platforms rather than in traditional stof@gsinesses are
also being attracted to the Internet as it provides a means to incisbiigyvand markets at relatively low

© OECD 2009 10
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cost during a period of financial hardship.addition,individuals who lose their jobs appear to be turning
to the Internet to set up new businesses, which is providing a further boosbtomerce.For these
rea®ns, &enas retail sales ease in 200;@mmerce is expected gwow (E-commerce Journak008).

19. In the United States, while most economic sectors \egperiencing adowrturn in the first

quarter of 2009, ontie retail salefor 80 retailergoseby an average of B4; about 7®b of both consumer

brand manufacturers and multichannel retailers reported online sales increases (eMarketer, 2009).
Craigslist, t h e is Bxpectedetmendrate IJSOLAD miktiath sevenued in 2009, a 28
increase from 2008 (AIM Group, 2009Amazon generated net revenue of USD fifllion in the first

guater of 2009, an increase of @4rom the first quarter of 2008.

20. In Western Erope' Forrester estimates that consumers will purciEAs® 123.1 billion of goods
by 2014,a compound annual growth rate of%.&om the 2008 level of EUR 71 billiofinternet Retailer,
2009).The French electronic commerce and distance selling fedleestiimated thatfor the first quarter
of 2009, ecommerce sales greby 26%and shouldncrease throughout the year by 20 t&@2F-EVAD,
2009).

21. In Ching in early 2009, over 50000 people, including online lg&rs and shopkeepers, were
making their living(as a primary source of incom#jrough Taobao.coman online auction and retail
website unit of China's leadingcemmerce company Alibaba Group (CriEnglish, 2008)February
2009, T a o b a o 6wsne inareasedsy 4 31% froonrthe yearlbefore, helped by higher Internet
usage in the country.

22, The speed and extent to which B2C and C2C commerce grow ddperaliarge part on the

level of confidence that consumsehave in online shopping. There are challenges to be addressed in this
regard.Figures related to complaints filed with the European Consumer Centre Nétwotk e -Nie& GO
for 2007 show that half of the crebsrder complaints and disputesated topurchases made over the
Internet(EC, 2009, p. 72) Delivery problems and dissatisfaction with the products purchased were the
leading reasons for the complaints, accounting for 75 per cent of the lbdtemation collected by
econsumer.gqvwhich is an mtergovernmental initiative that provides a means for consumers to file
complaints involving asssborder transaction@commerce and other forms), reveals a similar patesn
shownin Figure 4.

! The countries covered are as followsustria, Belgium, DenmatkFinland, France,Germany, Greece,

Ireland, Italy, Luxembourg,the Netherlands, Norway, Portugal, Spain, Swed8wjtzerland, and the
United Kingdom.

© OECD 2009 11



DSTI/CPR009)20/FINAL

Figure 4. Top Law Violations for E-consumer Complaints (1 January i 31 December

2008)
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! Percentages are based on the 14 214 e-consumer law violations reported from 1 January to 31 December 2008. One complaint
may have multiple law violations.
Source: US FTC, 2009a, p.13.

Promoting ecommerce:Roleand effectiveness of international guidelines

23. Governments realised early on that the Internet platform repeeseenew way of doing business
and that traditional approaches to consumer protection would haeeaitapted. At the international level,
OECD countries tackled these and related challeages1998 Ministerial on -eommerce, in Ottawa,
Canada(OECD, 1998. The Ottawa Ministerial laid the groundwork for the developmeby the
Committee on Consumer R} of the 1999 Guidelines (OECD, 1999), which establish key principles for
protecting consumer interests (Bbx

Box 1. Key policy principles in the 1999 Guidelines
1 Scope: business-to-consumer (B2C) e-commerce.

1 When concluding e-commerce transactions, consumers should benefit from:

I Transparent and effective protection.
1 Fair business, marketing and advertising practices.

{| Clear information about:
T An online businessdéds identity.
M  The goods or services at offer.
The terms and conditions of transactions.

9 A transparent confirmation process of the transaction.

I Secure payment mechanisms.

9 Fair, timely and affordable dispute resolution and redress.
I Privacy protection.

1 Member countries should encourage and enhance:

{| Consumer and business education.

I Public-private sector co-operation as well as industry-led regulation.

I The adoption and adaptation of laws and practices applicable to e-commerce.
I International law enforcement co-operation.

© OECD 2009 12
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The 1999 Guidelines provide both a framework and a set of principles to assist:

Governments in reviewing, formulating and implementing consumer and law enforcement
policies, practices, and regulations if necessary for effective consumer protectiorcimihe
of electronic commerce.

Business associations, consumer groups andegpifatory bodies, by providing guidance as to

the core characteristics of effective consumer protection that should be considered in reviewing,
formulating, and implementing sekgulatory schemes in the context of electronic commerce;
and

Individual businesses and consumers engaged in electronic commerce, by providing clear
guidance as to the core characteristics of information disclosure and fair business practices that
businesss should provide and consumers should expect in the context of electronic commerce.

f
f
f
1

How effectively have the core principles in the 1999 Guidelines been implemented by stakeholders in OECD
countries and non-member economies?

To what extent have these and subsequent OECD Guidelines proved adequate?
Which areas need further attention?
How well do instruments being developed in other international fora complement the OECD Guidelines?

How could international collaboration be improved?

Issues for the Guidelines panel

25,

When theGuidelineswereadoptedn 1999 stakeholders anticipated thatthe field of consumer

policy, further guidelines wuld beneeded in certain areas, notably for combating dvosder fraud,
fighting spam and establishing robust frameworks for dispute resolution and retinetsss regard, he

OECD subsequently developed Guidelimegach of these areéBox 2). In addition, policy instruments
were developed by the CGFh mobile commercegnline identity theft, and communication servigdes
address new challengédsr the 2008 Ministerial oriThe Future of the Internet Econonigox 2).

© OECD 2009 13
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Box 2. OECD recommendations relating to consumers and e-commerce

Council Recommendations:

9 Cross-border fraud. In 2003, the OECD issued Guidelines for Protecting Consumers from Fraudulent and
Deceptive Commercial Practices across Borders (OECD, 2003a) which aim to establish a common framework to
combat online and offline cross-border fraud through closer, faster, and efficient co-operation between consumer
protection enforcement agencies. While the guidelines cover all forms of transactions, the 2003 Guidelines are a
direct outgrowth of the 1999 Guidelines.

Spam. In 2006, the OECD issued a Recommendation on Cross-border Co-operation in the Enforcement of Laws
against Spam (OECD, 2006a), which aimed to enhance cross-border enforcement co-operation in the fight against
spam.

9 Dispute resolution and redress. In 2007, the OECD issued a Recommendation on Consumer Dispute
Resolution and Redress (OECD, 2007a), which contains principles for resolving B2C disputes (at domestic and
cross-border levels), both offline and on-line. These Guidelines were developed pursuant to the 1999 Guidelines,
which called for further study in this area.

i Electronic authentication. In 2007, the OECD issued a Recommendation on Electronic Authentication (OECD,
2007d), which encourages member countries to establish compatible, technology-neutral approaches for effective
domestic and cross-border electronic authentication of persons and entities. The Recommendation re-affirms the
important role of electronic authentication in fostering online trust and the continued development of the digital
economy.

2008 Committee-endorsed instruments:

1 Online identity theft. Recognising identity theft as a serious threat to consumer confidence in e-commerce, the
Policy Guidance on Online Identity Theft (OECD, 2008d) contains principles aimed at preventing consumers from
being victimized online through stakeholder education about the problem.

T Mobile commerce. While mobile commerce development varies from country to country, the Policy Guidance for
Addressing Emerging Consumer Protection and Empowerment Issues in Mobile Commerce (OECD, 2008¢)
identifies new challenges faced by consumers in the marketplace and ways for governments to address them in
co-operation with the private sector.

Communication services. The Policy Guidance for Protecting and Empowering Consumers in Communication
Services (OECD, 2008f) aims to ensure adequate protection of consumer interests in communication services
while maintaining an environment that provides incentives to develop new communication services.

26. One of the key conclusions of the Ministerial was that countries shicald s ess t he appl
current instrument s addressing consumer protect

technol ogi e sgop. I0)OIEICIDthat @dext&hshe CCPis reviewing the 1999 Guidelines.
The sections that followexamine how governmentshave implemented the @Edelines and provide
background osome of the key issues that have emerged in recent years.

Implementation of th#999Guidelines

27. Over the past decade, the 1999 Guidelines have been widely promoteddapigd by
stakeholders throughi)(new or adaptedegulatory frameworks, if) private sector initiativesand
(iii) consumer ducation initiatives In most OECD countries, regulations on information disclosure
requirements for businegge-date the 1999 Guidelines. To adapt these rules to the arivieonment,
further ecommercespecific instruments including laws, regulations, and guidance,demreadopted over
the years or are being developeby countries.These instruments addreasrange ofrelated issues
including fraud, spam, privacy, security, enforcement, and dispute resautimedreséBox 3).
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Box 3. New or adapted e-commerce frameworks in OECD countries and non-member economies

Australia. The 1999 Guidelines served as a model tcanmdresywhithovps
revised in 2006 (Treasury, 2006).

Canada. In 2001, a new approach to harmonised consumer protection legislation in e-commerce was adopted to ensure
that consumers benefit from equal protection across the country. A common Internet Sales Contract Harmonization
template was in that regard endorsed by federal, provincial and territorial Ministers (Industry Canada, 2001). The
Competition Bureau developed an Information Bulletin (Competition Bureau, 2003) to ensure that those making
representations online understand their responsibilities under the Competition Act. Draft legislation on e-commerce is
currently being examined to combat spam more effectively.

Chile. In 2004, Chile reformed its Consumer Protection Act to introduce information disclosure requirements for
businesses in e-commerce transactions.

European Union (EU). In 2000, a Directive on electronic commerce was adopted to establish the basic legal framework
for electronic commerce in the Internal Market. In 2008, the European Commission issued a proposal for a Directive on
Consumer Rights aimed to clarify and harmonise consumer protections in both offline and online transactions throughout
the European Union (EC, 2008a).

France. In 2008, the Loi Chatel was adopted to complete the Code de la Consommation through various measures aimed
to i) better protect consumers in e-commerce, and ii) put an end to certain commercial practices that had developed. These
include enhanced pre-contractual information requirements, and indication of a date for the delivery of products.

Japan. In 2002, J @ @ommissionFestablished anaElectronic Commerce Monitoring System to collect
informationonmisleadi ng busi ness 6 Ine phe Misigr df BeconoroynTradenand Industry (METI) developed
Interpretive Guidelines on Electronic Commerce and Information Property Trading (METI, 2007) which provide guidance
for the application of laws to e-commerce.

Mexico. In May 2000, the Federal Consumer Protection Law was amended in light of the principles in the 1999 Guidelines.

Norway. The Consumer Ombudsman published guidelines on B2C e-commerce on its website. The Ombudsman also
developed a standard contract to be used by online traders to address the following identified problems: i) lack of
information about delivery costs and right to withdraw; ii) wrong information about guarantees; iii) no contact information
displayed on the web site; iv) problems with delivery.

United Kingdom. The OFT provides general guidance for business to help them comply with distance selling regulations.
The country6s ofthepEC eirmaives @ tprivacy and e-commerce empowers a number of enforcers to take
action against Spam and other internet threats, and the OFT is currently increasing its capability in the area of economic
threats to consumers on-line. As partofthe Gover nment 6 s ¢ ommi t me nércohfidende onfine,dhe OFTg
is also producing a strategy recommendation on how Internet threats can best be tackled by UK enforcers. This strategy is
due to be finalised in October 2010.

United States. In 2000, the US FTC issued guidance on the application of existing law to online advertising and marketing
(US FTC, 2000a). On the legislative front, the US Congress passed the CAN-SPAM Act of 2003, which prohibits various
practices in connection with unsolicited commercial e-mail. It also passed the US Safe Web Act of 2006, which provides
the US FTC with enhanced information sharing and investigative powers to facilitate enforcement co-operation with foreign
law enforcement agencies on cross-border fraud and deception, including spam, spyware, and other online fraud. In 2009,
the US FTC revised its Guides Concerning the Use of Endorsements and Testimonials in Advertising, which address
endorsements by consumers, experts, organisations, and celebrities, as well as the disclosure of important connections
between advertisers and endorsers (US FTC, 2009c).

Egypt. Draft legislation on e-commerce is currently being discussed by stakeholders. The 1999 Guidelines are being
translated into Arabic.

South Africa. Chapter VII of the Electronic Communications and Transactions Act 25 of 2002 was developed based on
the principles in the 1999 Guidelines and the EC Distance Selling Directive. In April 2009, the country adopted the
Consumer Protection Act covering e-commerce marketing and selling of products and services.

Vietnam. Legislation on e-commerce is being developed to notably address issues related to the protection of personal
information online.

28. Additional information on implementian measures can be found, inespectively, the

Committeebds one and t hr(6ECD)yeldand OEG P0B2@e nt at i on
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29. The OECD has not been alone in addressingremerce issues. Important initiativeave been

taken by governments through bilateral or multilateral arrangements, and in other interf@ationsland
organisations (sednnex Il to the present report fornaoverview of themain intergovernmental
initiatives). Moreover, while the Guideks were developed by OECD countries, they are relevant to, and
have been used by nomember economies as a basis for developing laws and best practices. In its
response to the OECD questionnaire, the United Nations Committee on Trade and Development
(UNCTAD) has suggested, however, that while the 1999 Guidelines are a leading model for consumer
protection in an €ommerce environment, they may not be fully relevant to developing economies where
consumer protection laws are not fully developed, or havelexeloped in the same manner as in OECD
countries.

Industryseltregulation

30. The private sector has been active in developing tools aatreathaning consumer and business
confidence in @ommerce. In the Unitedt&es,in 2000,the Better Business BureaBEB) developed a

Code ofOnline Business Practiceslesigned to guide ethical "business to customer” conduct in e
commerce (BBB, 2000)t alsoestablished an online reliability seal program which allows consuimers
ficlick to checkd whether a company is an accredi
programme is regarded gsowing out ofthe 1999 Guidelines (US FTC, 2@)0in July 2009,leadingUS

marketing and advertising industry associatioakeased theirselfregulatory programmefor online
behaviouraladvertising addres®y privacy concerns and incréag consumer trust inhe collection and

use ofonline information(lIAB, AAAA, ANA, DMA, 2009) In Mexico, the Association of Internet
(AMIPCI) developeda code of ethics. In 2008, it also established a system of trust mark allgcation
granted to companies involved incemmerce to evaluate Internet sites and certify their reliability. In
Belgium, business developed a code of conduct on maobitemerce governing all services provided
through a shomnessaging servickkode ( SMS) over Bel giumbs mobile ne
companies selling products and services via Ititernet joined a BeCommercdnitiative, a Belgian
association grquing direct marketing compani@dmed to stimulate confidence in distance shopping. The
association also developed a distance selling trust mark. In Chinese Taipei, trust mark systems were put in
place by the Secure Online Shopping Association (SOSA) lmmdNet Consumer Association (NCA),

which established a website certification system. In Chile, in 20d,commerceCode of Practicavas

devel oped by Santiagods Chamber of Commerce.

31 Within the EU, Euro-Label the business community developad electronic shopping trust
mark, to boost crosgorder ecommerce byhelping to assire e-consumers about the reliability of e

retailersoéo p r dAdthe éntematianal kbvelsbhesiness aeatsd.the Globaltfark Alliance
to promote safe-eommercé.

Public-private partnerships initiatives and agreements

32 Publicprivate initiatives have taken a number of forms. He thited Kingdom authorities

worked with online autn and price comparison sites to develop messages for cossabmaut their

rights orine. In Canada, aCode of Practice for Consumer Protection in Electro@iommercewas
developed by business, consumer groups and goverrtmesgtablish benchmarks fggood business
practice for merchants conducting commercial activities with consumdimseo@industry Canada, 2004

In Japan, the Direct Marketing Association consults consumers on direct marketing and is engaged in
dispute settlement. In Finland, in ZD0the Consumer Agency arile Direct Marketing Association
developed dramework thatincludesbasic requirements fdyusinesses selling products-lame. In 2008,

2 See:www.eurclabel.com/eurdabel/ControllerServlet

3 See:www.globaltrustmarkalliance.org/index.asp

© OECD 2009 16


http://www.euro-label.com/euro-label/ControllerServlet
http://www.globaltrustmarkalliance.org/index.asp

DSTI/CP(2009)20/FINAL

the Advanced Fee Fraud Coalitighfor example, was formed by a number of firms and thecafr
Development Banko raise global awareness about lottery hoameagls.

Education initiatives

33. The 1999 QGuidelines call on governments, busiressand consumebrganisatios to educate
consumers about@mmece and the consumer protection framework in place to enable them to make
informed choices in-eommerceThe CCPrecently completed a major assessment of consumer education,
following which a series of policy recommendations, including some on digital etemge, were
approved by the Committ¢©®ECD, 2009). Countries have also been active on this fronthin thited
Kingdom two websites were developed to educate consumers abtine grurchass: Consumer Direct

(the national body which provides consuraévice) has a website whidwontairs tips for safe shopping
ortline, and GetSafeOnlinevarns consumers about scams. In the United St@e&uardOnline.gov
maintained by the US FTC, provides education about a number of issues including identitytdratt In
auctions,childrerts privacy, online shopping, and social networking, with contributions from public and
private sector partner§V/i t hi n t he f r ame wo Naional ESeduttysAwareness Wegels a nn
in 2009,the government partnered withdustry groups to educate consumers and businesses about online
security risks and steps that should be taken to protect themskdviskexico, NACPEC (the North
American Consumer Project on Electronic Commerce), apnofit Mexican orgargation, provides
information sources on@mmerce for consumers located in North America. In May 2009, the European
Commission released tleYouGuideaimed to explain consumer rights in online shoppidgditionally,
Childnet Internationaland PreMusic, supportedby the European Commission and several local
governmentslaunched eg | o b a | education campaign fAYoung Peopl
which hasthus far beerdelivered to schools and parents in 17 countries and in 13 languages. The
information portalwww.pro-music.orghosts among other thinga comprehensive directory of legitimate
online services worldwide.

34. Education has also been promoted through publicised enfenteamtions. The ICPEN and the
EU CPC Network, for example, carry out-aalinatedsweepswhich are designed toombatfraud in a
highly visible mannethrough ceordinated investigation and enforcement actidm 2008, in the EU, a
fisweem targeted mobé operators to help identify unclear information about prices, trader information,
and misl eadi ng drhudelreventieni Momtlis aldo GdedEtdl idise consumer awareness
about scamsEducation has been further promoted through simulatiorthelthited Kingdom the OFT
developed two fake websites, delivered througbnsumerDirect, that offered miracle health and
slimming productsproviding warnings to th&5 000 visitorsthat were drawn to the sites.

Obstacles

35. The OECDquestionnairesked countrieand other stakeholdets describe the main challenges
that they have faced in implementing the GuidelinBse responses included a range of perspectives. For
example, one view is that tipeinciples were too geeral in nature. Another view is that the principhes

not keeping up with the nedevelopmerg posed by the evolution of technologies and need to be updated.
Others expressed the view that full implementation of the guidelines redjgr¢articipation of a range

of stakeholderswhich complicated the procesSthers focused on enforcement challenges including the
resources and training needed to enforoeramerce cases, limitations on information sharing and asset
recovery, and the laakf harmongation of applicable law and jurisdiction. Another view pointed to issues
associated with the privacy of consumer dataéommerce transactions.

See:www.affcoalition.org/

Seewww.oft.gov.uk/news/press/2009/T®.
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Il. Evolving and emerging issues

36. Business models dnconsumer expectations have changedhe Internet has evolvedThis
section examines a range of legal,ibass, and technological developments and the consumer protection
challenges they raisr governments and stakeholder&ach subsection is keydo a panel for the
Washington Conference.

37. One area which is common to all the issues addressed in this section concerns @orneesns

over the safety of personal information collected online have been simo@wmumber of studies to
undermine consumer confidence and hence their willingness to purchase items, in particular if the
purchases would involve crebsrder transaction®OFT, 2007) Theimportanceof the issueés reflected in

the reviewof the 19800ECD Guidelineson the Protection of Privacy and Transborder Flows of Personal
Data that is being undertakdny the OECD Committee for Information, Computer and Communications
Policy (ICCP), through its WorkinBarty on Information Security and Privacy (VBP)

E-commerce regulatory frameworks

38. The regulatory frameworks for@mmerce vary among countries. In addition to differences in
substantive law, countries have different approaches toward regulation. Thsnenmmplications not
only for business, but also for consumérparticularly those engaging in cressrder trade. Consumer
rights and obligations, for example, vary considerably from one jurisdiction to another. Some caaatries
generic regulationdeveloped in other consumer protection contetdsaddress-eommerce issues, while
others have adopted more specific regulatBomeothercountries use a mix of both approaches.

Issues for the E-commerce Regulatory Frameworks panel
What are the principal differences in the approaches used by governments to regulate e-commerce?
What implications do these differences have for consumers and business?

How can technical and legal barriers be lowered to facilitate cross-border B2C e-commerce?

=A =4 =4 =4

How can the Guidelines encourage more international co-operation and collaboration to address these different
approaches?

39. Examples of specific legislation include thei Chatelwhich Franceintroducedin 2008; this
comprisesa variety of measures aimed to enhance consumer protectiortdmmerce. These reqgeir
sellers to mention their contact detailglicate instances where there arecoasumer withdrawal right
and specify the dateby which the sellemust deliver theordered product.In Norway, the Consumer
Ombudsman developed a standard contract to be used by any onlindntrad@® This followed an
assessmenwhich revealedthat almost 506 of the 40 sites checked had one or more of the following
problems:i) a lack & information about delivery costs and right to withdréywwrong information about
guaranteedji) no contactnformation displayed on the wsite;iv) problems with delivery.

B2C: Business as selleiisrecent developments

40. Businesses are continuously developing new ways to attract and serve consotesrst
developers have created websites, for exantbat provide consumerwith experience that go beyond
mere shopping and include information, news, boms, video clips, games, visusliion tools, and
opportunities to interact with other consumers. Closely related to this is electronic i@tailphasis on-e
commerce as providing added value for consumers in the economic downturn, for exampletity of
lower prices, price comparison tools, free or reduced shipping, and liberal product return pgotioiber
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development concerns social network sites which over time have expanded to inclochenerce
activities

41, Finally, environmentakoncerns are affecting@mmmerceMany consumers are viewing online
shopping as a fAgreeno ahdmertarmetai Stokee Gteen sloppmgsiies hage a t
emerged to help consumseiind environmentall friendly products and more and more advertisers are
putting information about product ingredients and environmigrftééndly products and practices dine.

42. As new business models have developed, a numbssu#s related to tHE99 Giidelines have
emerged. These concern, in particular;lina advertising, which has provided opportunities to serve
consumers more effectively, while at the same time raising concerns about privacy and the use of personal
information. There is also evidence that a significant number of businesses are falling short in providing
consumers with adequate information on their transactions, and their rightecent EUwide
investigationin websites selling consumer electronic godds example revealed th&5% of these
websites showed irregularities in relation @@ misleading information about consumer righ(s)
misleading information about the total cost of the produciiiprincomplete contact details for the trader
(Rapd, 2009).0n the payments front, considerable progress has been made in developing mechanisms for
concluding transactions, although price and payments are a source of a significant number of complaints.
Finally, concerns have been raised about barriersrassborder ecommerce beyond theregulatory
obstacles mentioned above.

Issues for the B2C Developments panel
What new approaches are businesses using to leverage commercial opportunities on the Internet?
What new roles are consumers playing?

How adequate are the Guidelines in meeting challenges that are emerging as e-commerce develops?

= =4 =4 =4

How effective are they, for example, in addressing new marketing strategies such as behavioural or targeted
advertising?

=

How can payment protection be strengthened?

How can non-regulatory obstacles to cross-border trade be addressed?

Online advertising

43. The Guidelines recommend ¢t hat Abusi nesses
regard to the interests of consumare d act i n accordance with fair
(OECD, 1999, Part Il, Section II). With the rise of new businesdgeats in targeting consumerslioe, the
concept of fair advertising &ttracting increaseakttention Online advertithg represersta solid 13 of the
advertising industrygverUSD 51 billionin 2008 according to the Interactive Advertising Bureau), isd
role is growing rapidly Since 2003 online advertising growth outperformed overatlvertisinggrowth
significanty with double digit growth rate®ne forecast predictbat Internet advertiag should account
for about 1%6 of global advertising spending 210, up from an anticipated %3dn 2009 AAAA, 2009).

(20}

44, One of the ky issuesthat has emerged concerneHhavioural advertisingwhich tailors
advertising to individual consumers, based on the tracking of their online activities and related information
captured on the Internet elsewher@ver time Such advertisingganbe beneficial for consumerssit is
personalisd andmay help to filter outadvertisingfor products for which a consumer has no interest, while

at the same timeproviding the consumerwith useful information on the availability, price and
characteristicoof products that maye of great interestit may also benefit consumers by enabling
businesses to provide consumers with free online content supported by revenues from online advertising.
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A recent study found that online advertisiogntributes tdJSD 300 billion of economic activity in the
United States, and directly employs more than 1.2 million people (IAB, 2009).

45, There are, howeveconcerns about the extent to which the collection and storage of consumers'
personal data for advertising and marketing purposes may undermine consumer °pil@icy.
specifically,t her e i s ¢ o ineisiility of thdbdata ¢ollectionttoeconsumers; the shortcomings
of current disclosures about th@actice; the potentiato develop and store detailed profiles about
consumers; and the risk thdata collected for behauical advertising including sensitive data regarding
health, finances, arhildreni could fall into the wrong hands or be used for unanticipated purposds U S
FTC, 200®). For example, reports of large data breaches, whether caused by negligence or malicious
activity, as well as unexpected transfers of personal data to third pacigsue to cause concef@ECD,

2004, p. 89). There is some researtd suggest that many consumers do not want their online activities
to be tracked for advertising purposes, even if it may result in discounts or other bdneéts €t al,

2009)

46. There is considerable discims over what should be done to addresse¢hconcerns. In some
jurisdictions, policy makers have begun to explore the issue and develop guidance for advertisers. For
example, inNovember 2007, th&)S FTCh el d a i Too bhehaviddral ladvértising dscuss the
benefits and risks associated with the isjilee agencyprepared a report and issued a set of proposed
principles to encourage and guide industry -sedfulation (US FTC, 20098). In France, the CNIL
(Commi ssion Nati onal £Libdrté3 published & epornia 2009gwhieh destribed the
trends and technology useadnalyze consumer behavioutinga, as well as the potential related risks for
consumers (CNIL, 2009 he European Commissi@iso addressed the above issues Rourdtable on

Online Data Collection, Targeting and Profilifgeld in2009(EC, 2009).

47. In response, industry groups have come up with-reglfilatory principles on behavioural
advertising.As mentioned earlier in th report, h July 2009, for example, an alliance of US advertising
groups proposed a set of principles to guide the use of behavioural ads. Unpiéndipdes, consumers

would be informedf data about their activities onveebsite is to be collected oused by third parties for

online behaviourahdvertising purposesonsumersvould be given the choicever whether their data

would be collectedwith the ability to opt out of collection, use, or transfer of their data in some cases
(IAB, AAAA, ANA, DMA , 2009) Best practices for data security would be used @rthinsensitive
personal data would be subject to a higher level of proteetimh consumer controlThe advertising
groups have indicated that they will furthéevelopthe proposed guidelinggarry out an education
campaign and establish an enforcement progmsnin the United Kingdom, thénternet Advertising
Bureau (IAB)developed a set @klf-regulatory guideline¢ it he Good Pr dopttinplace Pr i nc
good practice for comparsethat collect and use data for online behavioural advertising purpdses.

Good Practice Principlegim toincrease consumer awareness and choice about the kind of advertising
they receiveA websitewww.youronlinechoices.co.ukas launched help consumers understand online
behavioural advertisindiow it works and maybenefit them, how privacy is protected and how they can
decline this advertising if they wiskurthermore, the UK OFT has recentlytghed a market study (to be
completed by Spring 2010) looking at behavioural advertising and the extent to which it neaynbd to
consumers shopping lome. A separate study (to be completed by Summer 2010) will look at those
advertising and pricingegtc hni ques whi ch may mi sl ead consumer s,
increased in incremental steps throughout the purchasing process, as well as price comparison sites (UK
OFT, 2009).

® See, for example, the statement of the Consumer Federation of America at:

www.consumerfed.org/elements/www.consumerfed.org/File/OnlinePrivacyPressRelease SEPTQ9(1 )andff
Public Voice 2008,p. 24.
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Online paymerst

48, The increase in the volume of onliBR2C transactiontas been coupled with an increase in the
use of payment cards online (whether debit cards, credit cards or some oth¢DF0E), 200D, p. 6).
According to a2008 study (Data Monitor, 2008) credit cads have becomethe preferred method of
payment online among consumers globally, while PayPal and prepaid cards are beowréng
widespread The growingvariety of payment solutionsffered by merchants is providing them with
opportunities to expand thaustomer basgDECD, 2006).

49, Paymentecurity appear® beone ofthe most importanfactas for consumers in their decision

to makeor notmakeonline purchaseg\ccording to a 2006 survey, more thardg6f uses would refrain

from transacting online for fear that their personal information could be stdldnZ006. As reportecoy

the Office of FairTrading in the United Kingdom, iB006 7% of Internet users were very concerned
about the risk to the secuwriof their payment details from online shopping; an estimate of 3.4 million
people were prepared to use the Internet but not willing to shop online because of a lack of trust or fears
aboutdatasecurity (UK OFT, 2007, p. 6Recent &rge scaldnacks intoc 0 mp a custamgrdecords have
also contributed to undermine consumer confidence in providing their personal dettiils. drhese
conceris arerecognised in the 1999 Guidelines whigltommendhat consumers be provided with easy
to-use, secure paymemechanisms and information on the level of security such mechanisms afford
(OECD, 1999, Part Il, Section V).

50. Efforts have been madwey both governments and industr improve consumer protectiand
confidencein online payment systemsAs recommended in the 1999 Guidelin€ECD, 1999, Part I,
Section V), nany countries have laws limiting consumer liability for unauthorised transa¢ts&D,

2007, p.31 and 32 However, these vary from country to countnglan a number of countriethey tend

to be genericife. not specific to &éommerce). In some countries, consumers may not be held liable or may
be liable for a portion of an unauthorised charge. In others, liability may depend on the degree of
negligerce on the part of the consumén. some countries, liability rules may vary depending on the
payment mechanismmsed(i.e. debit cardor credit card) or the nature of the transaction (domestic versus
crossborder)

51. In addition to existing lawghe private sector has been very active in developing technological
solutions and secure payment schemes for consumars. i€suers have put in plage number of
additional protectionthroughvoluntarily codes of condueind best practices

Obstacles to crosborder ecommerce

52, As discussed in Section | of this report, crbesder ecommerce has not reached its full
potential. Online, consumers may be prevented from accessmgnber of products (such as airline
tickets, financial services) outside their country of residence. This is particularly true as regards the
distribution of digital products, such as musicegamired later in this report.

Mobile commerce

53 When the 1999 Guidelines weadopted mobile commerce was virtually n@xistent Today, it

is playing a growingole in most OECD countrieand some nomember economiedVith increased
access to broadband and advances inilmatevice technology, the situationay evolve even more
rapidly and consumers may soon be accessing the Internet more from mobile devices thdfoPCs.
example, hird generation (3G) mobile phonese becoming mobile computers which allow easier
downloadof content and are capable of browsing the Web, performing searches, playing games, installing
and operating applications, replacing MP3 playerakingand watching videos and TV.
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54. Developments in wbile advertsing are also notable As mobile devicesgrow more
technologicallysophisticatedthey are providing vehicles for new forms of advertisiMany consumers
carry mobile devices wherever they godadvertisers haveesponded by developindor example new
techniques to send personalised adspe of whichgo beyond what is being dooe other platformsi ..

PCs) (MMA, 2008).These include: SMS, often in the form of alerts or updates (news, sports, special
offers), MMS (Multimedia messages); bannerst(dte t op or b o tctoonmt eonft ,a paadgvee)
within applications, such as games; downloads, such as wallpapers, themes, and ringtories;atliick

and viral media whereby users are asked to pass on the ad (in the form of\ieletod to otler users.
According to a 2006 study from the US Mobile Marketing Associatiapproximately 4% of US mobile

video viewers and intenders (more than 19 million consuraeesyilling to watch advertisements on their
handsets in return for free access tbite TV and video servicdAG Mobile Advertising Task Force,
2007, p. 17)The growing opportunities that mobile devices have provided to engageoimraerce has
benefited consumers, but some issues have emerged, as evidenced in a 2006 mobile comvegrcke
consumers in the United States and the EAQD, 2006).

Issues for the Mobile Commerce panel
How adequately do the 1999 Guidelines address mobile commerce issues?
In what areas could the Guidelines be built upon or improved?
In what areas does mobile commerce expose consumers to increased risks?
Are consumers more vulnerable to fraudulent or unfair commercial practices?

What challenges is mobile-spam posing for consumers?

=A =4 =4 =4 -4 -4

What role can governments play in enhancing consumer protection in mobile commerce?

55. The 2008 OECDpolicy guidance addressing emerging issues in mobile comm@Ee£D,

200&) looked at whether the principles in the 1999 Guidelines were adequate to address some new and
emerging mcomnerce issuesWhile it concluda@ that, in most instances, the 1999 Guidelines were
adequate to provide guidande policy makers,the guidanceprovided specific suggestions for all
stakeholders to strengthen consumer protectizgas presenting the follovgnconsumerchallenges:
i)consumer@ d i f tb mocasd fullyinformation about the products and transactionffer due to
mobile devicesdéd small s ¢ rii¢ thenreed &orpobtect dhildrien froogrtais t or a g
forms of advertising, oer-consumption and unauthorised access to personal idatén the case of
complex chains of contracts, clear dispute resolution shmeldvailable to consumers; aiwj ensuring
adequate privacy and securityith respect to the final point, the riskat payment and personal
information could unknowingly be compromised through the interception of wireless transmissions is an
important concern.

C2C: Consumers as sellers

56. Since the 1999 Guidelines weaglopted e-commerce hagxpandedrom an almost exclusive

B2C model to encompasa wider range of sellesonsumer relationship€onsumersare increasingly

using the Internet as a means to sell goods and services, thydbhgh personal websites) e-mail, iii)

auction sitesandiv) sites providing classified advertising services. A number of C2C online platforms
have developed over the past decade, ranging from classified ads (such as Craigslist or XPat.com), to
online marketplacegsuch as eBay) whicimclude auction sites, sites offerinfgpth auction and classified

ads, and platforms such as Amazon.com, which facilitate transactions between consumers endie¢sird
outside of Amazon, including small individual sellers.
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Issues for the C2C panel

1 To what extent should the principles and rules governing B2C commerce be applied to C2C commerce?

f What are the main challenges in this regard?

T What role(s) can, or should, intermediaries play in C2C commerce?

ffwhat principles should govern their Aterms of useo?

ffWhat role could, or should, governments play in deciding i) how C2C commerce should be structured, and ii) what
the responsibilities of consumers and intermediaries should be?

57. The 1999 Guidelines focus on B2@rsactions only. As early as 2000, however, the CCP began

to consider the consumer protection implicationsC@C transactions ofine. In particular, the CCP

issued a report focused on online auctiaisch, at that time, accounted for the largest numifeC2C

online transactionsaandwhich were a major source of consumer complaints (OECD, 2000, pln2the

report, the CCP examined the extent to which the principles in the 1999 Guidelines would apply to online
auctions. I t ¢ o n plds ofdhe @uidelihea ¢an Help guitde augtion ioperators, sellers, and
buyers involved in consum#o-c o n s umer onl i ne &OeReo,whemthetCCR didstllisct i o n
analysis,the most reported problems associateth wnternet auctions includeij counterfeit products

ii) unauthoried salesijii) nondelivery or late delivery of products (US FTC, 200f. 1).

58. Key consumer protectiofissues in C2C transactionsnclude i) the question of trust among

sellers buyers and the organ#ion facilitating transactianii) the responsibilities and legal obligations of
individualsinvolved in C2C transactiorand of the intermediaries that provide trading platforiakre

specifically, issues related to thele andresponsiblities of Internet intermediaries to consumérslude

information disclosures anidaudulent activities such as cybfraud and counterfeitingn light of such
developments,hie 2008 Seoul Declarationvitedt he OECD t the relx @ weous eactors,

including intemediaries, in meeting policy goals for the Internet Econn(@ECD, 2008, p. 10).Work

in this area has in fact begun, under the auspice
Communications PolicyThe work,which currentypr oposes a definition of 0l
examines thie economic and social role, will further look at public policy considerations for governments.

59. The responsibilities of intermaaties(which play a prominent role in C2Goemmercebut also

play important roles in othezontext)have been addressed in a number of jurisdictidnsmost OECD
countries limited liability rules apply tthem In the EU,the Directive on Electronic @amerceindicates

that limited liability is indispensable to ensuring the provision of basic services which safeguard the
continued flow of information in the network and the provision of a framework which allows the Internet
and ecommerce to develop. Acatingtothe J6s 2003 i mpl ementation repor
have been successful in reducing court proceedings and henceo&gétC, 2003, paragraph 113) has

to be noted that the online environment has changed considerably in thewagedes with the
development of new techragies, such as pets-peer networksin the United Statesynder certain
circumstancesntermediariesuch as ISPgrenot liablefor the actions or omissions of sellers that harm
buyers orvice versaor for cantent that other users post on their websisme other intermediaries,
however,have been found liable by some US courts when fitey a large rolén creatng or developng

the third-party content Likewise, ourts in other jurisdictions such as Framnd Germanyruled that a

host and editor of online communication services for intermediation purposes is responsible for ensuring
that its platform is not used for illegal purposasch as selling counterfeit or pirated proddcts.

! Counterfeiting and piracy ssies have been explored in two OECD reports in recent y@asaconomic

impact of counterfeiting and piradpECD,2007) andPiracy of digital contenfOECD, 200).
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60. The most common consumer complaint about C2C transactions concerng\teardling to the

US Internet Crime Complaint Center (IC3), a partnership of the Federal Bureau of Investigation (FBI) and
the US National White Collar Crime @&r, of more thar75 284 complaints received in 280Internet
auction fraud accounted for 254of referred complaintédown 28.66 from 2007)(IC3, 2008 p. 4. In

2007, in the United States, the overall financial loss resulting from fraud on C2C @wiati®on
marketplaceamounted to more than USD 53.5 millifFfinbergen Institute, 2009, p).5As to the different

types of fraud,n a 2008 report, Consumer Reports WebWatch indicatesdinatelivery was among the

most common complaintaffectingabou 10% of users of online auctions. The next three most common
were goods not arriving in usable condition; consumers not being told a key detail about the item before it
arrived, and being sent an item of lesser value than the one a@uedlyasedWhen confronted with

fraud, more than half in most age groups tried to resolve problems directly with the abellér4®6 of

victims filed a complaint with PayRPalhich acts as a payment intermedidfgw respondents chose to
contact law enforcement.

Digital contentproducts

61. Sincethe Guidelines weradoptedn 1999, the range of digital products that consumanday
ortline has expandedtonsiderably Intellectual property rights have played a key role in enabling
businesses to develop a wide range of new digital products that weexistant only a few years ago.
Currently,with the expansiorof broadband and advanced mobile networks, online content distribution is
taking placeon an unprecedented scale. Consinean increasingly acceaswide range of digital content
products includindilms, music, news, videogbooks andgames through different networks and devices.
In the case of music, new products include customised downloads of songs, audio streevitiag and
offers which bundle content with ISP or mobile subscriptions and with music playing déXécesis
business models have been established to atmvgumergo purchase conteniThese include) digital
(purchase or rentallownload,ii) subgription downloads (whereby consumers can access a range of
digital content products on a monthly or yearly basiafiii) free onrdemand streaming (OECD, 20§)8

p. 265270). Some issues have, however, been raised, particularly with respect to the timpaditated
products are having on the copyridigsed industry.

Issues for the Digital Content Products panel
What role are digital products playing in different markets, and how is the situation likely to evolve?
What specific consumer issues need to be addressed?

How should issues concerning businessé disclosur
example, be dealt with?

How can the interests of consumers engaging in cross-border trade be protected?

How relevant are the 1999 Guidelines to trade in digital products? In what areas might they need to be
elaborated or strengthened?

62. Like any online purchaseshdre are basic consumer protection issassociated with the
purchase of digitalcontent products These includeinformation disclosures about the product
characteristics and the availability of dispute resolution and redress mechanisms.

63. There are also more complend specificquestionsas®ciated with the purchase of digital

content productsProviding consumers with certainty about what they can or cannot do with the digital
products they purchase is indispensable to maintain confid€wesumer usage of digitatontent

products may be stricted by specific technology aimed eéasure legitimate content distribution, in line

with consumer expectations, and thupto ot ect c o py r i Mahythardwaré mamufestorers; i g ht
publishers, and copyright holders have introduced digighits management (DRM) systems to control
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how consumers access and use media and entertainment cbioteater as indicated in a CCP report
(OECD, 2008, p.11), consumers may, in some instances, not understand or be provided with insufficient,
unclear, migtading or confusing information concerning usage restrictiack of clear information on
these restrictions may prevent consumers from being fully aware of their rights and obligations in
purchasing the productissuesnclude:

1 Play limitations. In the case of downloaded mador example, as described in the 2D6P
report,fié consumers who wish to change their music service providers or playback devices may
have to repurchase the music files in a different format. In such a complex environment,
consuimers may not always know on which devices they may be able to play the purchased
contend (OECD, 20086, p. 8 9). A recent trend towards fully interoperable download stbees
however, been taking placklany services now offer thgiroductsfree of DRM.

1 Copy limitations. The digital products area raises intellectual property issues that sabvags
within the scope of consumer policy makers. Nonethelesssumer rights and obligations
regarding thelistribution of contenpurchased ofine mayneitheralways be clearly understood,
nor adhered tdoy consumersWhile most EU Member States provide in their legislation for
private copying exception®r norrcommercial purposes (except in the United Kingdom and
Ireland), theextent of these exceptiomariesfrom country tocountry.

9 Privacy and scurity concerns.The use of DRM technologgnay raise privacyand security
concernsvhen the content protection software moni
information from themFurther, there areoncerns about unwanted software and the potentially
har mf ul ef fects o nn 2007 nfa examplestiie US BTG chatged rthat.the
sof tware installed on CDs, which monitored wu
and exposed theno significant computer security risks, constituted an illegal and unfair
commercial practice (US FTC, 2007).

9 Status of vendors Consumers, at the time they purchase digitaitentproductsmay encounter
difficulties to establishwhether the sellers auch products have distribution rights, or are
breaching copyright lawsThus consumers may face difficulty, and thereby legal uncertainty,
with regard to their ability to determine whether the offer fdigital product is legitimate

1 Geographiclimitati ons. By nature, the online environment should allow content services to be
made available across borders. However, a lack of stewtitory copyright licencemay prevent
such a development. In its 2008 Policy Guidance for Digital Content, the OECD recadiexin
that governments put in plagmlicies that promote accessibility to digital content of all people
regardless of location to realise the full benefitshaf Internet economy (OECD, 209&. 4).
According to an EC issues paper (EC, 2)0&U consurars seeking to bywia the Internet
contentthat isprotected byntellectualpropertyrights are often only allowed to do so through
online storegi | o c a ttheidabuntry of residenc@he availability of material tinoted, varies
from country tocountry. While the matter is beirgddressd in an EU context, it continues to
raise general concerns.

The participative Web Consumerdriven content in ecommerce

64. Since the adoption of th&999 Guidelines, the riternet hasdeveloped into a participative
platform that empowers users to contribute to developing, ratiogmenting onanddistributingdigital

content and customing Internet application€OECD, 200D); the development was first addressed by the
CCPin a 2002 report@ECD, 2002, p. 5) As a result, the Internet is now a vehicle through which large
numbers of consumers worldwide can share their experiences with goods and services through social
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networks, blogging and related exchangasd online cosumer reviews.The recentemergence of
specialised social shopping networks and review sites is a sign that the influence of thendveb
consumers themselvesill only be increasing in this regard.

65. However as the participative web blurs traditional distinctions among businesses, consumers,

and marketers, there are concerns about the transparertiog a@fentity ofweb participants and their
affiliations with products and services. There are also concerng@mn s umer sd& ublkowr st an
their personal information may be used by site operators and other commercial, @mitiesthe terms

under which they (consumers) are using these sites. Additionally, the participative web has resulted in the
creation of virtual good and serviceswhich are bought and soid a virtual world and some social
networking sites. It is not always clear how consumer protection laws apply innthesnvironments.

This is an area to which onhGompdter@md&smmanications Policgie f or
turning its attention.

Issues for the Participative Web panel
In what ways might the disclosure provisions of the 1999 Guidelines need to be strengthened?

Should such provisions apply to parties that evaluate products in participative web settings, especially when the
parties have ties to the companies that produce or sell the products? If so, how could this be assured?

How should consumer protection laws apply in the case of virtual goods and services?

Consume product reviews and ratings

66. Before purchasing a producimany shoppers check product reviews posted online. According to

a 2007 study by Deloitte & Touche (UBiz Report, 2007)some62% of US Internet usersead product

reviews written by other consumers and more that of 10 respondents who redldesesaid that the

reviews had affected their buying intentions: either they became more determined to buy the product
they changed their minds and boughffestent product altogether. Some online retailers report higher
sales conversion rates as a result of customersbéo

67. While consumer ratings and reviews are seepragioting consumemnterests by imprang
information flows and transparency, thexgee concerns that such evaluations could be manipulated by
some market participants, thereby reducing their vallibe US FTChas recentlyexpressedjrowing
concerns over misleading consumatings posted on online platforms, such as blogs. The ajgssnsd
revisedguidelines on endorsements and testimoniatsich make clear that consurrgenerated media,
such as blogs, must adhere to rules requgtinglosuresabout compensation (includj free items, gifts, or
cash) receive from companies for the promotion of produeisen the consumegenerated statement is
"sponsored" by an advertiser within the meaning of the guiddlu®s-TC, 200c).

Social networking

68. Social networks are platforms wherergmns canshare information.A variety of social
networking sites NS have emerged in recent years. Among the most popular are Facebook, MySpace
andTwitter. MostSNS are built upon thiellowing model

Users are invited to provide personal data for the purpose of generating theis.profile
They may post their own material (such as music, photos, or videos).

SNS platforms provide lést of contacts for each user, and with which users can interact.
Theyallow users to send messages to each other.

Friends may also post events and invite guests.

= =4 =8 =8 =9
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69. Although a relatively recent phenomenon, the numbeilSHE usersis multiplying at an
exponential rateAccording to Cons Scor ebds esti mat es, wor |l dwibde vi s
95% in the month of March 2009 from 9.8 million February2009to 19.1 million (TechCrunch, 2009

In the United States, Facebook.com is a top 10 site that reaches over 91 Amikoitans permonth

Businesss have recognised the importance of the SN&009 surveyindicates thamore than 9% of

companies intend to invest in technology to have a presence on SNS and allow their branduants for

be identified on the ab E-commerceMag, 2009).A similar conclusion was reachéd a report released

in June 2009 by the Social Media Council of the US Direct Marketing Association, which carried out a
survey in April and May 2009 (DMA, 2009 the Lhited Kingdom The number of adultsgning up to

social networking sites has almost douldette 2007 (OFCOM, 2069

70. The growth in SNShasraised privacy concerns among consumer groupgeawvacy advocates
particularly with respect to the collemh and useof consumers' personal informatiowi t h o ut user
knowledge or consent. In its June 2009 Opinion, the EU 29 Working Party recommended increased
scrutiny of thirdparty developers of applications designed for use on @Wi&le 29 Working Past,

2009)

Protecting children online

71 Since thel999Guidelines were issued, the accessibility of the Internet and mobile commerce to a
growing number of children, and their increasing use of them through comanternsobile devices, have
raised newopportunities anahallenges for parents and businesses afikddren are usindghe Internet

for entertainment, games, information and research, and social netwaskithgre becoming adept at
doing soat an early ag(seelLivingstone, S, and Haddon, 2009, p.drid OFCOM200%). Recognising

the shared responsibility of al | apyastakehotdsrsared o0 e n |
concerned however,that the Internet and {tommerce may expose children ¢ommercial content
intended only for adults, alldng children to purchase unsuitable produetsy drugs, weaponry, alcohol,
adult literature)and facilitaing overspendindghrough the purchase of goods or services, or by generating
large network usage cigges. The difficulty that adults have in monitoring mobile activity further
complicates the situationOthers are concerned about aggressive advertisingatgts children and
business practices that elicit personal information from children. In eddit these issues, some
stakeholders areoncerned about inadequate age identification systems which make it difficult to
determine whether buyers are minaofdthough many of these issues are a subset of those discussed
elsewhere in this report, they seiadditional challenges for governments and stakeholtdexOECD has

also become involved through work that W&ISPhas recently undertaken.

Issues for the Children On-Line panel

9 What new consumer protection challenges do developments in e-commerce and m-commerce raise for children
and their parents (and other care givers)?

1 What challenges do they raise for businesses?
T What mechanisms exist to meet these challenges?

In particular, wha't types of ispeci al \erising to chidreg nte-
commerce?

9 What are the appropriate roles and responsibilities of on-line providers, e-commerce providers, Internet service
providers, mobile operators, and vendors in this regard?

I What roles should parents, care givers, and children themselves play?
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