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FOREWORD

1 In 1999, he OECD adopted a setwfluntaryGuidelines for Consumer Protection in the Context

of Electronic Commercé i t D@ Guidéline® Annexl) to assist governments, businemsd consumer
representatives in developing and implementing consumer protection mechemigmine transactions

In light of the dynamic development of the Internet since that time and the sionslueached at the 2008

Seoul Ministerial on thd-uture of the Internet Economwhich highlighted consumer protection and
empowerment issues,h e OECDG6s Commi ttee on Consumerl9®ol i cy
Guidelines tadetermine how they mght need to be adapted to responddw and evolving challenges

2. In support of the review, the OECD is orgamg a conference EmpoweringE-Consumers:
Strengthening Consumer Protection in the Internet Econarnich will take placegrom 8-10 December

2009, in Washington, D.C. This repguovidesbackground for theonferencewhich will bring together

senior government officials, representatives of the busimessmunity civil society, international
organizaibns, academics and other stakeholders from OECD anemeaonber economiesihe report

frames the issues that will be discussed, and is structured to follow the conference agenda; conclusions will
be developed in a subsequent report that will be prepaailin

3. The report which was declassified by the Committee on 6 November 2088, prepared
principally by Brigitte Acoca ofthe OECD Secretariat, in consultation with stakeholdetsadtbenefited

from informaton gathered through a questionnaire circulated to governments in 2009, as well as a
discussion jointly organised by the CCP and the International Consumer Protection and Enforcement
Network (ICPEN) on 1 April 2009A more comprehensive and complete analysil be prepared during

2010.
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INTRODUCTION

4, The Internet has praded consumerswith a powerful tool for searching for and buying goods
and servicesBenefits have includeshcreased competition and lower price®re choice in products and
services, and the convenience of shopping for goods and sereisesendordocatedaround the world,

from anywhere and at any tim&he background materidorth e OECD 6 s MNifisteBal 08 the u |
Future of the Internet Econonwhichlooked closely at how the Internet could be more effectivegdto

benefit societyrecognsed thesetransformative effects, nog that iAs t hiefthesleternet] c e s
supports become pervasive, ubiquitous and more essential in everyday life, the economy is increasingly the
Interneteconomy (OECD, 2008, p. 4. Given the significant benefits of@mmmerce to the econonand

to consumergit is importantfor governments and stakeholdersaork together to ensure that the benefits
are fully realised which includes finding ways to boost consunoemfidencein online transactions.
Adequate disclosurend assuregdrivacy and securitgre key in this regard.

5. Electronic commercefé-commercé) involves the buying, selling or exchangingf goods
services, and information throughectronicnetworks.E-commercehas three basic forms: business
business transactions (B2B), businassonsumer transactions (B2Cand consumeto-consumer
transactions (C2C)B2B e-commerce is the largest category by far the twoconsumeioriented forms
which are the focus ohte C C P 6(B2C angl C2Chave been growing rapidly in recent yedrased
largely on the rapid expansi@nd diffusionof the Internet andmore recentlyon increased broadband
accessMobile commercdo r -diamm m e)ralsoehas developed, offering amplatform for commercial
transactionsincluding those that are Interdstsed

6. In many respecigonsumeiorientede-commerce shares characteristics with the types of distance
selling carried out by mail ordebbuyers and sellers have limited or no personal contact and the two parties

are often not in close proximity to one another. Reflecting this, countries have often applied laws and
regulations applicable to distance selling t@oenmerce. The Internet, howeayhas anii nher ent |
i nternat i am atommerad ttansactions take place with far mire as e antdan speed
traditional distance sellin(DECD 1999).The commercialenvironment thus differs from what consumers

are used to, which has creatssiv challenges for them (OECD 1999)his, in turn, has given rise to the
development of new guidelines, laws and regulationsmemy OECD countries and nemember
economies.Considerable attention has been paid to creating a policy framework that promotes go
business practices arulilds consumer confidence in the online environment. Core elements of this
framework includeadequate disclosurprotectionfor consumers who purchase online from fraudulent and

unfair commercial practiceandefficientandeffective mechanisms for dispute resolution and redress.

7. This report assesses current trends and challengesammerce for consumessith a view
towardsidentifying where consumer protection may need to be stremggher changed. It is structured
along the lines of the agenda for the upcoming OECD conferdéncemprises two parts. Part one
examineshow ecommerce has evolved aadsesses the role that international guidelines have played in
shaping the trading emenment. Part two identifies some of the key challenges facing consumers and
policy makers as-eommerce evolved.he following topicsare addressed

1 Evolution of ecommerce and the role of international guidelines:

- E-commerce trends and outladkonsume aspects
- Promoting ecommerceRole and effectiveness of international guidelines.



DSTI/CP(2009)20/FINAL

1 Developments and challenges:

- E-commerce regulatory framewatk

- B2C: Business as sellersecentdevelopments.

- Mobile commerce.

- C2C Consumers as sellers

- Digital conten products.

- The participative welbConsumerdriven content in- €ommerce
- Protecting bildren online.

- Accountability in ecommerce

l. Evolution of eecommerce and the role of international guidelines

8. Sectbn one describes howaemmerce has evolved during the past ten years, and provides an
assessment of the role that international guidelines have played in protecting and empowering consumers
in the Internet economy.

E-commerce trends and outlookConsumeraspects

9. The Interneteconomyhasgrown dramatically since the 1999 Guidelines were adopted. It has
opened up new commercial opportunities for business and consu@mamsumershave benefitted
significantly throughenhanced capacity to research and compare produgtanded choice in products
that may be purchased at any time and from anywla@more possibilities to customise products to
better meet personal preferencds addition, increased transparency hasensified competition,
oftentimes resulting in lower prices for consumeksline and hotel bookings by consumers using the
Internet have grown sharply, while a broad range of other items, including cars, food, appliances and
electronic equipment aresal being sold onlindn the services sectdinancial services, including online
banking, have beesxpanding rapidlyCopyrightbased industries (including film, music, games, news and
book publishing) have also played a leading role in promotiognenerceby developing new types of
products and conterOpportunities for further growth, howeveppear to beubstantial.

Issues for the E-Commerce Outlook panel

9 How has e-commerce (excluding B2B) evolved over the past 10 years globally and in different country and product
markets?

What have been the principal factors driving development?

What explains the differences in the role that e-commerce is playing in different product sectors and in different
countries?

What have been the principal obstacles in furthering development of e-commerce?
What specific factors are impeding expansion of cross-border transactions?

What do complaints data and market research tell us about conditions in e-commerce and what needs to be
addressed to strengthen confidence in the platform?

How is e-commerce expected to change in the next several years?

What new technological and policy issues are emerging? What impact will mobile commerce have on markets?

Profile of ecommerce

10. In the OECD area, the number of consumers purchasing goods and services over the Internet is
rising. As shown inFigure 1, the %age of adults doing so increased fra9% in 2004,to 35 % in 2008
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There is, however, considerable variation among counfese than 50% of adults from Japan and
several European countriesdered or purchased goods or services on the Internet B) @®@e in a
number ofotherOECD countries, less that0 % did so.

Figure 1. Individuals who ordered or purchased goods or services on the Internet as a %age of adults

Individuals who ordered or purchased goods or services on the Internet, as a
80 percentage of adults

= 2004 = 2008

Notes: (*) Australia (data for 2007 instead of 2008), Belgium (data for 2005 instead of 2004), Canada (data for 2003 instead of 2004,
2007 instead of 2008), Italy (data for 2005 instead of 2004), New Zealand (data for 2006 instead of 2008), Switzerland (data for 2005
instead of 2008), United States (data for 2003 instead of 2004). (**) OECD average (simple average of available data). Generally,
data from the EU Community Survey on household use of ICT, which covers EU countries plus Iceland, Norway and Turkey, relate to
the first quarter of the reference year. For the Czech Republic, data relate to the fourth quarter of the reference year. Individuals aged
16-74 years, except for Canada (18-74), the Czech Republic (15+), Japan (6+), Mexico (18+), Switzerland (14-74). Data generally
refer to Internet use in the last 12 months for non-Eurostat countries and for Eurostat countries.

Source: OECD ICT Database.

11 The number otonsumeraising the Internet to purchase products is, however, only part of the
picture. The volume and types of products being purchased arémgedant indicatorsData on the
magnitude of éommerce trade amfortunatelynot available for many countriesd where data do exist,
they are often not comparablAvailable nformation from national authoritiesuggest that B2C e-
commerceis expanding rapidly but thats role remains relatively lowespecially whe compared to
traditional retail andB2B ecommerce. In the United States, for exampB2C e-commerceretail sales
have grown manjold since 2000, rising t&JSD 13 billion in 2008 up 5% from 2007 Their role
however,is still relatively limited, acounting for less than % of total retail sales S Census Bureau,
200%). B2B, on the other handienerate&)SD 3.1 trillionin sales accounting for over 2% of total B2B
transactions

12. Studies reveal that aqmance of the Internet as a trading platform is growing. In 1998, just

bef ore the 1999 Guidelines wer e adopted, CONSUME
cho[ o] se to research the productds c &sand banefits av ai
onl ine, [ t o] t hen buy, using traditional means (
relationship between online and traditional shopping still exists, but the situation is changing and more
consumers are making purcles online. Between 2000 and 2002, most individuals used the Internet
principally for sending @nails and searching for information. By 2007 however, online purchases
increased notably. According to a survey, %60 f Afonline Ameri cammslibeimppur cha
2007, up from 464 in 2000 (Pew Internet & American Life Project, 2008, p. 2). In 2008 in the EU, out of

the 36% of Internet usersvho compared goods or services thrbugrice comparison websites, %/

purchased a product dime and 10% in ashop, while 13% did not make a purchase (EC, 260p. 9).

13 Acceptance, however, varies among sectdcsording to a 2008 Nielsen survey, 2007 the
most popular and purchasgwodsover the Internetworldwide were books, clothing, videos, DVDs,
games, airline tickets and electronic equipn{@hie Nielsen Company, 2008 the United Stategnline
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leisure traverelated spending amounted to U8B.9 billionin 2008, while other online retail spending
amountedo USD 141.3 billion (ForresterResearch Interneghopping Forecast, December 2008jline

nontravel related retail spending rose from USD 12.3 billion in 1999 to USD 141.3 billion in 2008

(Forrester Research Internet Shopping Forecast, December ZD8jic and Video8 was hetop of t
merchandise categories fésage of online sales, with @ (US Census Bureau, 2089 It can also be

noted that &ommerce has also been a growing vector for sales of services, accounting%o(USPD

124 billion) ofs el ect ed servi ce i nduy,sntludingefer@xamptet tleelartande v e n u e

entertainment servicedn Italy, in 2008, eourism accounted for 586 of the ecommerce market. In
Mexico, the yearly sales of-surism doubledn 2007 alone In other sectors, thele of ee.commerce is

still relatively low, as evidenced by the overall low share of retail sales accounted faonyneerce

Crossborder trade

14. The Internet has provided a means for consareeasilybuy products from foreign businesses
their willingness to do so, however, has been limitadthe EU, while 33 of consumers purchased
products odine in 2008, only ®%6 of consumers bought from another country (EC, 2O@9 6).In the
sameyear, while51 % of retailers in the EU were selling via the Internet, only%2tonducted cross
border transactionwithin the EU representing a 86 decrease from 2006 (EC, 200)%. 7). There is

considerable variatigrhoweveramong countriedn Norway, for example, the share of foreign purchases

was 15% in 2008, while inDenmark and Finland, the share was280%; in Canada, howevec)ose to

half of purchases weirossborder(OECD, 2009 responses to OECD questionhaire

15. There are a number ofeasons forthe relatively low level of crossborder e-commerce

According to @ EC report, the Europeanbusiness community believes there are five principal

impedimentsi) language problemd;) higher deliverycosts;iii ) evolving scans and misleading practices;
iv) additional cost of compliance with different national fiscal regulati@m&l v) regulatory barriers,

including questions pertaining ttheapplicab | i ty of each
take placdEC, 200®). Some of these reasons are similar to those provided in the answers to the OECD

guestionnaire.

Factors driving ecommerce growth

16. One of the main drivers underlyingcemmerce growt is the rising number oihdividuals

connected to the WelAs shown inFigure 2, some 22 per
in 2007, compared to 2 to% in the late 1990s. The uptake has been particularly strong in the developed

world, where the portion of Internet users has risen more thatidigdrom the late 1990s, to 62 of the

population in 2007.

Figure 2.
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17. More recefly, broadband penetration and the growing use of mobile devices have further
boosted eeommerceAs shown inFigure 3, broadband subscriptions have surged in the OECD area with a
compound annual growth rate of %elsince 2000.

Figure 3. OECD broadband subscribers, million (1997-2008)

300

250

200

1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

Source: Data collected from the 2009 OECD Communications Outlook (OECD, 2009b) and the OECD Broadband Portal, at:
www.oecd.org/document/54/0,3343,en 2649 34225 38690102 1 1 1 1,00.html.

18. Consumers with broadband have been more activecamanerce than those who do not have
high-speed acces®©OECD, 2008, p. 207) In Ireland and Finland, for example, Internet users having a
broadband connection were almost twiceaetive inbuying online as those not havingroadband access
(OECD, 2008, p. 85).

19. With regect to mobile deviceshetween 198 and 20, the number ofcellular mobile
subscribers grew at an average compound ra3@ &8 per year in the OECD area (OECZD(b, p. 132).
According to eMarketer, the combined spending on consumer and business appbdations will top
USD 13 billion worldwide by 2012, a nearly fivefold increase over 200%e Lhited States in 2007,
there were 263nillion US mobile sibscribes (compared to 55 million in 1997), representing @rl 8
penetration rate of the USpulation(OECD, 2009, p. 132 and 134)This number is likely to grow adS
consumers continue to access the Internet from mobile devices more frequently thaRCson
Indonesia, in 2008, the total number of CDMA subscribers exceeded 16.3 millisopufp4.4million at

the end of 2007 and 7.8 million at the end of 2006, compound annual growth rates of respectively 53 and

85 % (Reuters, 2008)in Japan, according to the Telecommunications Carriers Association, 3G CDMA
subscribers exceeded 100 millionApril 2009.

20. The presence of-eetailers is another important factor influencingammerce activityln the
United Statesfor examplea comparatively high level of@ommerce activitys due, in part, to mankarge
successful Internainly retailerssuch as Amazon.com s we | | as the presence
mortaro retailers online. Accordi ng t o podian ofEC
retailers selling dine, more consumeralso purchase prodgcor services ctine (EC, 2009, p. 68).
Consumersn the Netherlands, Sweden and Denmair& the most active in buying lame, with more than
60 % having done so in the last 12 months. Thepproon of retailers selling dime in these countries is
similarly high, exceeding 5@ in each countryOther factorssuch as the creation of new websites and
supply diversificationare seen as drivers folcemmerce growth (FEVAD, 2009).

Outlook
21, Thefinancial and economic crisis appears to be givitgmmerce a boost as consumers search

for ways toreduceexpendituredy purchasing items elime. The savings can be substantfatcording to
research undertakeby Frontier Economics (EC, 2009p. 17, consumers in the United Kingdom,

9
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Germany and France can obtain savings of aroundolfy buying consumer electronics products,
computers, DVDs and clothing amlinetrading platforms rather than in traditional stof@gsinesses are

also being attracteto the Internet as it provides a means to increase visibility and markets at relatively low
cost during a period of financial hardship.addition,individuals who lose their jobs appear to be turning

to the Internet to set up new businesses, whichrasiging a further boost to-eommerce.For these
reasons,\eenas retail sales ease in 200;ammerce is expected ¢pow (E-commerce Journak008).

22 In the United States, while most economic sectors egp&iencing adowrturn in the first

quarter of 2009, online retail salésr 80 retailersrose by an average of 1%; about 70% of both
consumer brand manufacturers and multichannel retailers reported online sales increases (eMarketer,
2009).Craigslist, thefi f r e e ¢ | ais expekctedemenedate £)S106 million revenues in 2009, a

23% increase from 2008 (AIM Group, 2009Amazon generated net revenue of USD d@iflfion in the

first quarter of 2009, an increase of@4rom the first quarter of 20

23. In Western EuropéForrester estimates that consumers will purcliEAs® 123.1 billion of goods
by 2014,a compound annual growth rate of 96rom the 2008 level of EUR 71 billiofinternet Retailer,
2009).The French electronic commerce and distance selling fedeestionated thatfor the first quarter
of 2009, ecommerce sales grew by 26and shouldncrease throughout the year by 20 td?2%FEVAD,
2009).

24, In Ching, in early 2009, over 50000 people, including online sellers and shopkeepers, were
making their living(as a primary source of incom#jrough Taobao.coman online auction and retail
website unit of China's leadingcemmerce company Alibaba Grou@r{English, 2009).In February
20009, Taobaobs tr anlyadd %iremthe weal befare, helpeddy ghes mtdrnet
usage in the country.

25. The speed and extent to which B2C and C2C commerce grpandsfor a large part on the

level of confidence that consumers have in online shopping. There are challenges to be addressed in this
regard.Figures related to complaints filed with the European Consumer Centre Nétwotk e -Nieg GO

for 2007 show thahalf of the crosdorder complaints and disputesated topurchases made over the
Internet(EC, 2009, p. 72) Delivery problems and dissatisfaction with the products purchased were the
leading reasons for the complaints, accounting for 75 per centeofothl. Information collected by
econsumer.gqvwhich is an intergovernmental initiative that provides a means for consumers to file
complaints involving assborder transaction@commerce and other forms), reveals a similar pateesn
shownin Figure4.

26.

! The countries covered are as followsustria, Belgium, DenmatkFinland, France,Germany, Greece,

Ireland, Italy, Luxembourg,the Netherlands, Navay, Portugal, Spain, SwedeBwitzerland, and the
United Kingdom.

10
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Figure 4. Top Law Violations for E-consumer Complaints (1 January i 31 December 2008)

Failure to Honor
Warranty or

Guarantee Merchandise or
39 Other Violations Service Never
) 21% Received
Undisclose r S1%g
Unsubstantiat
Charges

3% |

Merchandise
or Service Not
in Conformity
with Order
4%
Defective/Poor
Quality
5%

Billed for Unordered Unauthorized Use
Merchandise or Identity/Account
Service Information
5% 5%

Lo ages are based on the 14 214 e-consumer law violations reported from 1 January to 31 December 2008. One complaint may
have multiple law violations.
Source: US FTC, 2009a, p.13.

Promoting ecommerce:Role and effectiveness of international guidelines

27. Governments realised early on that the Internet platform repeekseeméw way of doing business

and that traditional approaches to consumer protection would have to be adapted. At the international level,
OECD countries tackled these and related challeages1998 Ministerial on -eommerce, in Ottawa,
Canada(OECD, 1993 The Ottawa Ministerial laid the groundwork for the developmeby the
Committee on Consumer Polig§ the 1999 Guidelines (OECD, 1999), which establish key principles for
protecting consumer interests (B)x

Box 1. Key policy principles in the 1999 Guidelines
9 Scope: business-to-consumer (B2C) e-commerce.

1 When concluding e-commerce transactions, consumers should benefit from:

I Transparent and effective protection.
| Fair business, marketing and advertising practices.

| Clear information about:
1 Anonlinebusinessds i dentity.
M  The goods or services at offer.
The terms and conditions of transactions.

I A transparent confirmation process of the transaction.

I Secure payment mechanisms.

| Fair, timely and affordable dispute resolution and redress.
I Privacy protection.

1 Member countries should encourage and enhance:

{| Consumer and business education.

I Public-private sector co-operation as well as industry-led regulation.

I The adoption and adaptation of laws and practices applicable to e-commerce.
I International law enforcement co-operation.

11
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28.

The 1999 Guidelines provide both a framework and a set of principles to assist:

Governments in reviewing, formulating and implementing consumer and law enforcement
policies, practices, and regulatioifisiecessary for effective consumer protection in ¢dbatext
of electronic commerce.

Business associations, consumer groups andegpifatory bodies, by providing guidance as to
the core characteristics of effective consumer protection that shoulthbe@®d in reviewing,
formulating, and implementing selggulatory schemes in the context of electronic commerce;
and

Individual businesses and consumers engaged in electronic commerce, by providing clear
guidance as to the core characteristics of in&tiom disclosure and fair business practices that
businesses should provide and consumers should expect in the context of electronic commerce.

= =4 =4 =4

How effectively have the core principles in the 1999 Guidelines been implemented by stakeholders in OECD
countries and non-member economies?

To what extent have these and subsequent OECD Guidelines proved adequate?
Which areas need further attention?
How well do instruments being developed in other international fora complement the OECD Guidelines?

How could international collaboration be improved?

Issues for the Guidelines panel

20.

When theGuidelineswereadoptedn 1999 stakeholders anticipated thatthe field of consumer

policy, further guidelines wuld beneededn certain areas, notably for combating crbesder fraud,
fighting spam and establishing robust frameworks for dispute resolution and rethetsss regard, he
OECD subsequently developed Guidelimegach of these areéBox 2). In addition, policyinstruments
were developed by the CG¥h mobile commerce, online identity theft, and communication services
address new challengdsr the2008 Ministerial onThe Future of the Internet Econonfox 2).

12
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Box 2. OECD recommendations relating to consumers and e-commerce

Council Recommendations:

9 Cross-border fraud. In 2003, the OECD issued Guidelines for Protecting Consumers from Fraudulent and
Deceptive Commercial Practices across Borders (OECD, 2003a) which aim to establish a common framework to
combat online and offline cross-border fraud through closer, faster, and efficient co-operation between consumer
protection enforcement agencies. While the guidelines cover all forms of transactions, the 2003 Guidelines are a
direct outgrowth of the 1999 Guidelines.

Spam. In 2006, the OECD issued a Recommendation on Cross-border Co-operation in the Enforcement of Laws
against Spam (OECD, 2006a), which aimed to enhance cross-border enforcement co-operation in the fight against
spam.

9 Dispute resolution and redress. In 2007, the OECD issued a Recommendation on Consumer Dispute
Resolution and Redress (OECD, 2007a), which contains principles for resolving B2C disputes (at domestic and
cross-border levels), both offline and on-line. These Guidelines were developed pursuant to the 1999 Guidelines,
which called for further study in this area.

9 Electronic authentication. In 2007, the OECD issued a Recommendation on Electronic Authentication (OECD,
2007d), which encourages member countries to establish compatible, technology-neutral approaches for effective
domestic and cross-border electronic authentication of persons and entities. The Recommendation re-affirms the
important role of electronic authentication in fostering online trust and the continued development of the digital
economy.

2008 Committee-endorsed instruments:

1 Online identity theft. Recognising identity theft as a serious threat to consumer confidence in e-commerce, the
Policy Guidance on Online Identity Theft (OECD, 2008d) contains principles aimed at preventing consumers from
being victimized online through stakeholder education about the problem.

Mobile commerce. While mobile commerce development varies from country to country, the Policy Guidance for
Addressing Emerging Consumer Protection and Empowerment Issues in Mobile Commerce (OECD, 2008¢)
identifies new challenges faced by consumers in the marketplace and ways for governments to address them in
co-operation with the private sector.

Communication services. The Policy Guidance for Protecting and Empowering Consumers in Communication
Services (OECD, 2008f) aims to ensure adequate protection of consumer interests in communication services
while maintaining an environment that provides incentives to develop new communication services.

30. One of the key conclusions of the Ministerial was that countries shicald s ess t he appl
current i nstrument s addressing consumer protect

t e c hno lOBGD| 20G§oOp. 10) It is in that context that ehCCPis reviewing the 1999 Guidelines.
The sections that followexamine how governmentshave implemented the @Edelines and provide
background osome of the key issues that have emerged in recent years.

Implementation of th#999 Guidelines

31 Over the past decade, the 1999 Guidelines have been widely promoteddaypied by
stakeholders throughi)(new or adaptedegulatory frameworks, if) private sector initiativesand
(iii) consumereducation initiatives.In most OECD countries, regulations on information disclosure
requirements for businegge-date the 1999 Guidelines. To adapt these rules to the arivieonment,
further ecommercespecific instruments including laws, regulatipasd guidance, have been adopted over
the years or are being developeby countries.These instruments addreasrange ofrelated issues
including fraud, spam, privacy, security, enforcement, and dispute resautimedreséBox 3).

13



DSTI/CP(2009)20/FINAL

Box 3. New or adapted e-commerce frameworks in OECD countries and non-member economies

Australia. The 1999 Guidelines served as a model tcammdreeywdhithovps
revised in 2006 (Treasury, 2006).

Canada. In 2001, a new approach to harmonised consumer protection legislation in e-commerce was adopted to ensure
that consumers benefit from equal protection across the country. A common Internet Sales Contract Harmonization
template was in that regard endorsed by federal, provincial and territorial Ministers (Industry Canada, 2001). The
Competition Bureau developed an Information Bulletin (Competition Bureau, 2003) to ensure that those making
representations online understand their responsibilities under the Competition Act. Draft legislation on e-commerce is
currently being examined to combat spam more effectively.

Chile. In 2004, Chile reformed its Consumer Protection Act to introduce information disclosure requirements for
businesses in e-commerce transactions.

European Union (EU). In 2000, a Directive on electronic commerce was adopted to establish the basic legal framework
for electronic commerce in the Internal Market. In 2008, the European Commission issued a proposal for a Directive on
Consumer Rights aimed to clarify and harmonise consumer protections in both offline and online transactions throughout
the European Union (EC, 2008a).

France. In 2008, the Loi Chatel was adopted to complete the Code de la Consommation through various measures aimed
to i) better protect consumers in e-commerce, and ii) put an end to certain commercial practices that had developed. These
include enhanced pre-contractual information requirements, and indication of a date for the delivery of products.

Japan. In 2002, Japands F a ablished anaHeetronic cCommrierses Moaitoringe System to collect
information on misleadi ng busi nessd Iine phe Misigm df BeconoroynTradenand Industry (METI) developed
Interpretive Guidelines on Electronic Commerce and Information Property Trading (METI, 2007) which provide guidance
for the application of laws to e-commerce.

Mexico. In May 2000, the Federal Consumer Protection Law was amended in light of the principles in the 1999 Guidelines.

Norway. The Consumer Ombudsman published guidelines on B2C e-commerce on its website. The Ombudsman also
developed a standard contract to be used by online traders to address the following identified problems: i) lack of
information about delivery costs and right to withdraw; ii) wrong information about guarantees; iii) no contact information
displayed on the web site; iv) problems with delivery.

United Kingdom. The OFT provides general guidance for business to help them comply with distance selling regulations.
The countryds i mpl e meives antprivacy and d-comnteree emBibwedsiamembér of enforcers to take
action against Spam and other internet threats, and the OFT is currently increasing its capability in the area of economic
threats to consumerson-l i ne. As part of t tmentt@Gimpravingrcomsumér donfidence rontiiie, the OFT
is also producing a strategy recommendation on how Internet threats can best be tackled by UK enforcers. This strategy is
due to be finalised in October 2010.

United States. In 2000, the US FTC issued guidance on the application of existing law to online advertising and marketing
(US FTC, 2000a). On the legislative front, the US Congress passed the CAN-SPAM Act of 2003, which prohibits various
practices in connection with unsolicited commercial e-mail. It also passed the US Safe Web Act of 2006, which provides
the US FTC with enhanced information sharing and investigative powers to facilitate enforcement co-operation with foreign
law enforcement agencies on cross-border fraud and deception, including spam, spyware, and other online fraud. In 2009,
the US FTC revised its Guides Concerning the Use of Endorsements and Testimonials in Advertising, which address
endorsements by consumers, experts, organisations, and celebrities, as well as the disclosure of important connections
between advertisers and endorsers (US FTC, 2009c).

Egypt. Draft legislation on e-commerce is currently being discussed by stakeholders. The 1999 Guidelines are being
translated into Arabic.

South Africa. Chapter VII of the Electronic Communications and Transactions Act 25 of 2002 was developed based on
the principles in the 1999 Guidelines and the EC Distance Selling Directive. In April 2009, the country adopted the
Consumer Protection Act covering e-commerce marketing and selling of products and services.

Vietnam. Legislation on e-commerce is being developed to notably address issues related to the protection of personal
information online.

32 Additional information on implementation measures da@ found in respectively, the

Commi tteebs one and t hr(6ECD)e@04dand QEG ROB2ae nt at i on
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33 The OECD has not been alone in addressingramerce issues. Important initiatives have been
takenby governments through bilateral or multilateral arrangements, and in other internfationmad and
organisations (sednnex Il to the present report fornaoverview of themain intergovernmental
initiatives). Moreover, while the Guidelines were devetbpg OECD countries, they are relevant to, and
have been used by nomember economies as a basis for developing laws and best practices. In its
response to the OECD questionnaire, the United Nations Committee on Trade and Development
(UNCTAD) has suggestedowever, that while the 1999 Guidelines are a leading model for consumer
protection in an €ommerce environment, they may not be fully relevant to developing economies where
consumer protection laws are not fully developed, or have not developedsiantkemanner as in OECD
countries.

Industryseltregulation

34. The private sector has been active in developing tools aatrexthanig consumer and business
confidence in @ommerce. In the United Statés,2000,the Better Business BureaBEB) developed a

Code ofOnline Business Practiceslesigned to guide ethical "business to customer” conduct in e
commerce (BBB, 2000)t alsoestablished an online reliability seal program which allows consumers to
icliclkktboo whee her a company is an accredited busi
programme is regarded gsowing out ofthe 1999 Guidelines (US FTC, 2@)0In July 2009,leadingUS

marketing and advertising industry associatioakeased theirsdf-regulatory programmefor online
behaviouraladvertising addres®y privacy concerns and incréag consumer trust inhe collection and

use ofonline information(IAB, AAAA, ANA, DMA, 2009) In Mexico, the Association of Internet
(AMIPCI) developeda code of ethics. In 2008, it also established a system of trust mark all@cation
granted to companies involved incemmerce to evaluate Internet sites and certify their reliability. In
Belgium, business developed a code of conduct on mobile commerce ggvalingervices provided

through a shomnessaging servickkode ( SMS) over Bel giumbs mobile ne
companies selling products and services via Ititernet joined a BeCommercdnitiative, a Belgian
association grouping direct matk® companiegimed to stimulate confidence in distance shopping. The
association also developed a distance selling trust mark. In Chinese Taipei, trust mark systems were put in
place by the Secure Online Shopping Association (SOSA) and the Net Consasoeiafion (NCA),

which established a website certification system. In Chile, in 20d,commerceCode of Practicavas

devel oped by Santiagods Chamber of Commerce.

35. Within the EU, Euro-Label the business conumity developedan electronic shopping trust
mark, to boost crosgorder ecommerce byhelping to assire e-consumers about the reliability of e

retailersoéo p r dAdthe dntemati@nal kdvelsbesiness areated.the Global Trustmark Alliance
to promote safe -eommerce.

Public-private partnerships initiatives and agreements

36. Publicprivate initiatives have taken a number of forms. He thited Kingdom authorities

worked with online auction and price@mparison sites to develop messages for consumdaout their

rights orine. In Canada, aCode of Practice for Consumer Protection in Electro@iommercewas
developed by business, consumer groups and goverrimesgtablish benchmarks for good business
practice for merchants conducting commercial activities with consumdiseo(industry Canada, 2004

In Japan, the Direct Marketing Association consults consumers on direct marketing and is engaged in
dispute settlement. In Finland, in 2009, the ConsuAmgency andthe Direct Marketing Association
developed dramework thatincludesbasic requirements fdyusinesses selling products-lame. In 2008,

2 See:www.eurclabel.com/eurdabel/ControllerServlet

3 See:www.globaltrustmarkalliance.org/index.asp
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the Advanced Fee Fraud Coalitighfor example, was formed by a number of firms and the African
DevelopmenBankto raise global awareness about lottery hoameagls.

Education initiatives

37. The 1999 QGuidelines call on governments, busiressand consumebrganisatios to educate
consumers about@mmerce and the comser protection framework in place to enable them to make
informed choices in-eommerceThe CCPrecently completed a major assessment of consumer education,
following which a series of policy recommendations, including some on digital competence, were
appoved by the Committe@OECD, 2009). Countries have also been active on this fronthin thited
Kingdom two websites were developed to educate consumers abtine grurchass: Consumer Direct

(the national body which provides consumer advice) haslssite whichcontairs tips for safe shopping
ortline, and GetSafeOnlinevarns consumers about scams. In the United St@e&uardOnline.gov
maintained by the US FTC, provides education about a humber of issues including identity theft, Internet
auctions,childrerts privacy, online shopping, and social networking, with contributions from public and
private sector partner§V/i t hi n t he f r ame wo Naional ESeduttysAwareness Wegels a nn
in 2009,the government partnered withdustry groupsd educate consumers and businesses about online
security risks and steps that should be taken to protect themskdviskexico, NACPEC (the North
American Consumer Project on Electronic Commerce), apnofit Mexican orgargation, provides
information souces on e&eommerce for consumers located in North America. In May 2009, the European
Commission released tleYouGuideaimed to explain consumer rights in online shoppidgditionally,
Childnet Internationaland PreMusic, supportedby the European Comssion and several local
governmentslaunched eg | o b a | education campaign fAYoung Peopl
which hasthus far beerdelivered to schools and parents in 17 countries and in 13 languages. The
information portalwww.pro-music.orghosts among other thinga comprehensive directory of legitimate
online services worldwide.

38. Education has also been promoted through publicised enforcement action€PHM and the

EU CPC Network, for example, carry out-aalinatedsweepswhich are designed toombatfraud in a
highly visible mannethrough ceordinated investigation and enforcement actidm 2008, in the EU, a
fiswee targeted mobile operators t@lp identify unclear information about prices, trader information,
and misl eadi ng drhudelreventieni Momtlis aldo GdedEtdl idise consumer awareness
about scams=ducation has been further promoted through simulations. InnitedKingdom, the OFT
developed two fake websites, delivered througbnsumerDirect, that offered miracle health and
slimming productsproviding warnings to th&5 000 visitorsthat were drawn to the sites.

Obstacles

39. The OECDquestionnairasked countrieand other stakeholdets describe the main challenges
that they have faced in implementing the GuidelinBse responses included a range of perspectives. For
example, one view is that tipeincipleswere too geeral in nature. Another view is that the principbes

not keeping up with the nedevelopmerd posed by the evolution of technologies and need to be updated.
Others expressed the view that full implementation of the guidelines redjuéarticipatiorof a range

of stakeholderswhich complicated the procesSthers focused on enforcement challenges including the
resources and training needed to enforoeramerce cases, limitations on information sharing and asset
recovery, and the lack of harmeaiion of applicable law and jurisdiction. Another view pointed to issues
associated with the privacy of consumer datatommerce transactions.

See:www.affcoalition.org/

Seewww.oft.gov.uk/news/press/2009/T®.
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Il. Evolving and emerging issues

40. Business models and consumer exaians have changeas the Internet has evolvedThis
section examines a range of legal,ibass, and technological developments and the consumer protection
challenges they raisr governments and stakeholder&ach subsection is keyed to a panel tfor
Washington Conference.

41, One area which is common to all the issues addressed in this section concerns @orneesns

over the safety of personal information collected online have been shown in a nunsgiadie$ to
undermine consumer confidence and hence their willingness to purchase items, in particular if the
purchases would involve crebsrder transaction®OFT, 2007) Theimportanceof the issueés reflected in

the reviewof the 19800ECD Guideline®n the Protection of Privacy and Transborder Flows of Personal
Data that is being undertakdny the OECD Committee for Information, Computer and Communications
Policy (ICCP), through its WorkinBarty on Information Security and Privacy (WPISP)

E-commerceegulatory frameworks

42. The regulatory frameworks for@mmerce vary among countries. In addition to differences in
substantive law, countries have different approaches toward regulation. This can have ingpligattion
only for business, but also for consumérparticularly those engaging in cressrder trade. Consumer
rights and obligations, for example, vary considerably from one jurisdiction to another. Some cogatries
generic regulationdeveloped in othetonsumer protection contexts, address-eommerce issues, while
others have adopted more specific regulatBomeothercountries use a mix of both approaches.

Issues for the E-commerce Regulatory Frameworks panel
What are the principal differences in the approaches used by governments to regulate e-commerce?
What implications do these differences have for consumers and business?

How can technical and legal barriers be lowered to facilitate cross-border B2C e-commerce?

=A =4 =4 =4

How can the Guidelines encourage more international co-operation and collaboration to address these different
approaches?

43. Examples of specific legislation include thei Chatelwhich Franceintroducedin 2008; this
comprisesa variety of meases aimed to enhance consumer protection-@g@ramerce. These reqgeair
sellers to mention their contact detailglicate instances where there arecoasumer withdrawal right
and specify the dateby which the sellemust deliver theorderedproduct.In Norway, the Consumer
Ombudsman developed a standard contract to be used by any onlinartrad@®@ This followed an
assessmenwhich revealedthat almost 50% of the 40 sites checked had one or more of the following
problems:i) a lack of information laout delivery costs and right to withdrain), wrong information about
guaranteedji) no contactnformation displayed on the wsite;iv) problems with delivery.

B2C: Business as selleiisrecent developments

44, Businesses are continuously developing new ways to attract and serve consotesrst
developers have created websites, for exantbat provide consumerwith experience that go beyond
mere shopping and include information, news, promotions, vitlps, games, visuaation tools, and
opportunities to interact with other consumers. Closely related to this is electronic i@tailphasis on-e
commerce as providing added value for consumers in the economic downturn, for example, by offering
lower piices, price comparison tools, free or reduced shipping, and liberal product return patiocider

17



DSTI/CP(2009)20/FINAL

development concerns social network sites which over time have expanded to inclochenerce
activities

45, Finaly, environmentaktoncerns are affecting@mmerceMany consumers are viewing online
shopping as a fAgreeno ahdmertarmetai Stokee Gteen sloppmgsiies hage a t
emerged to help consumsdiind environmentallyfriendly products and more and more advertisers are
putting information about product ingredients and environmigrftééndly products and practices dine.

46. As new business models have developed, a number of issues reldteti999 Guidelines have
emerged. These concern, in particular;lina advertising, which has provided opportunities to serve
consumers more effectively, while at the same time raising concerns about privacy and the use of personal
information. Thereg also evidence that a significant number of businesses are falling short in providing
consumers with adequate information on their transactions, and their rightecent EUwide
investigationin websites selling consumer electronic godadis example regaled that55 % of these
websites showed irregularities in relation to (i) misleading information about consumer rights; (ii)
misleading information about the total cost of the product; or (iii) incomplete contact details for the trader
(Rapid, 2009)0On the payments front, considerable progress has been made in developing mechanisms for
concluding transactions, although price and payments are a source of a significant number of complaints.
Finally, concerns have been raised about barriers to-boyder ecommerce beyond theregulatory
obstacles mentioned above.

Issues for the B2C Developments panel
What new approaches are businesses using to leverage commercial opportunities on the Internet?
What new roles are consumers playing?

How adequate are the Guidelines in meeting challenges that are emerging as e-commerce develops?

=A =4 =4 =4

How effective are they, for example, in addressing new marketing strategies such as behavioural or targeted
advertising?

==

How can payment protection be strengthened?

How can non-regulatory obstacles to cross-border trade be addressed?

Online advertising

47. The Guidelines recommend ¢t hat Abusi nesses en
regard to the interests of consumersand actiomacd ance wi th fair é advertisi
(OECD, 1999, Part Il, Section II). With the rise of new businesdeats in targeting consumerslioe, the

concept of fair advertising iattracting increasedttention Online advertising represend solid 10% of

the advertising industryoyer USD 51 billion in 20 according to the Interactive Advertising Bureau),

andits role is growing rapidlySince 2003 online advertising growth outperformed overatlvertising

growth significantly withdoubke digit growth ratesOne forecast predictbat Internet advertising should

account for about 156 of global advertising spending in 2010, up from an anticipate&18 2009

(AAAA, 2009).

48, One of the key issuethat has emerged concernsHavioural advertisingwhich tailors
advertising to individual consumers, based on the tracking of their online activities and related information
captured on the Internet elsewher@ver time Such advertisingan bebenefical for consumerssit is
personalisd andmay help to filter outadvertisingfor products for which a consumer has no interest, while

at the same timeproviding the consumerwith useful information on the availability, price and
characteristicsof producs that maybe of great interestt may also benefit consumers by enabling
businesses to provide consumers with free online content supported by revenues from online advertising.
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A recent study found that online advertisioontributes tdUSD 300 billionof economic activity in the
United States, and directly employs more than 1.2 million people (IAB, 2009).

49, There are, howeveconcerns about the extent to which the collection and storage of consumers'
personal d@ for advertising and marketing purposes may undermine consumer privdoye
specifically,t her e i s c¢ o incisibility of thdbdata ¢ollectionitoeconsumers; the shortcomings

of current disclosures about th@actice; the potential to develognd store detailed profiles about
consumers; and the risk thdata collected for behawital advertising including sensitive data regarding
health, finances, arhildreni could fall into the wrong hands or be used for unanticipated purposds U S
FTC, 200%). For example, reports of large data breaches, whether caused by negligence or malicious
activity, as well as unexpected transfers of personal data to third pedigsue to cause concegf@ECD,

2004, p. 89). There is some research to sugdhat many consumers do not want their online activities

to be tracked for advertising purposes, even if it may result in discounts or other bdnetits €t al,

2009)

50. There is considerable discussion overatvshould be done to addresssi concerns. In some
jurisdictions, policy makers have begun to explore the issue and develop guidance for advertisers. For
example, inNovember 2007, th&)S FTCh el d a i Too behaviddral ladvértising discuss the

benefits and risks associated with the isSiee agencyprepared a report and issued a set of proposed
principles to encourage and guide industry -sedfulation (US FTC, 20098). In France, the CNIL
(Commi ssi on National e de)published & mpornia 2009qwhieh destribed thes L |
trends and technology usemdnalyze consumer behaviouding, as well as the potential related risks for
consumers (CNIL, 2009 he European Commissi@iso addressed the above issues Rbundtable on

Online Data Collection, Targeting and Profilifteld in2009(EC, 2009).

51 In response, industry groups have come up with-reglfilatory principles on behavioural
advertising.As mentioned earlier in this reporty July 2009, for example, an alliance of US advertising
groups proposed a set of principles to guide the use of behavioural ads. Ungléndipdes, consumers

would be informedf data about their activities onveebsite is to be collected or used byitt parties for

online behaviourahdvertising purpose€onsumersvould be given the choicever whether their data

would be collectedwith the ability to opt out of collection, use, or transfer of their data in some cases
(IAB, AAAA, ANA, DMA, 2009). Best practices for data security would be used eerdain sensitive

personal data would be subject to a higher level of proteetiwh consumer controlThe advertising

groups have indicated that they will furthéevelopthe proposed guidelingsarry outan education
campaign and establish an enforcement progmanin the United Kingdom, thénternet Advertising

Bureau (IAB)developed a set @klf-regulatory guideline¢ it he Good Pr dopttinplace Pr i nc
good practice for companies that ecli and use data for online behavioural advertising purpd$es.

Good Practice Principlegim toincrease consumer awareness and choice about the kind of advertising
they receiveA websitewww.youronlirechoices.co.ukvas launched help consumers understand online
behavioural advertisindhow it works and maybenefit them, how privacy is protected and how they can
decline this advertising if they wiskurthermore, the UK OFT has recently launched eetastudy (to be
completed by Spring 2010) looking at behavioural advertising and the extent to which it naaynhd to
consumers shopping lome. A separate study (to be completed by Summer 2010) will look at those
advertising and pricing techniqueéw ch may mi sl ead consumers, such a
increased in incremental steps throughout the purchasing process, as well as price comparison sites (UK
OFT, 2009).

® See, for exmple, the statement of the Consumer Federation of America at:

www.consumerfed.org/elements/www.consumerfed.org/File/OnlinePrivacyPress BEd59(1). pdf and
Public Voice 2008,p. 24.
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Online paymerst

52 The increas in the volume of onlin®2C transactiontas been coupled with an increase in the
use of payment cards online (whether debit cards, credit cards or some othéO&{€), 200D, p. 6).
According to a2008 study (Data Monitor, 2008) credit card have become the preferred method of
payment online among consumers globally, while PayPal and prepaid cards are beguréng
widespread The growingvariety of payment solutionsffered by merchants is providing them with
opportunities to expand their customasg(OECD, 2006).

53. Paymentecurity appear® beone ofthe most importanfactas for consumers in their decision

to makeor notmakeonline purchasegccording to a 2006 survey, more than%®f users wouldefrain

from transacting online for fear that their personal information could be stdldnZ006. As reportedoy

the Office of FairTrading in the United Kingdom, iB006 79 % of Internet users were very concerned
about the risk to the security of thgiayment details from online shopping; an estimate of 3.4 million
people were prepared to use the Internet but not willing to shop online because of a lack of trust or fears
aboutdatasecurity (UK OFT, 2007, p. 6Recent &rge scalédnacks intocompaniedcustomer records have
also contributed to undermine consumer confidence in providing their personal dettiils. drnese
conceris arerecognised in the 1999 Guidelines whigltommendhat consumers be provided with easy
to-use, secure payment mechamisand information on the level of security such mechanisms afford
(OECD, 1999, Part Il, Section V).

54 Efforts have been madwey both governments and industr improve consumer protectiand
confidencein online payment systemgAs recommended in the 1999 Guidelin€&ECD, 1999, Part I,
Section V), nany countries have laws limiting consumer liability for unauthorised transa¢ts&D,

2007, p.31 and 32 However, these vary from country to country @ndanumber of countrieshey tend

to be genericife. not specific to &éommerce). In some countries, consumers may not be held liable or may
be liable for a portion of an unauthorised charge. In others, liability may depend on the degree of
negligence on thgart of the consumeln some countries, liability rules may vary depending on the
payment mechanismmsed(i.e. debit cardor credit card) or the nature of the transaction (domestic versus
crossborder)

55. In addition to existing lawsthe private sector has been very active in developing technological
solutions and secure payment schemes for consumars. i€suers have put in plage number of
additional protectionghroughvoluntarily codes of conduct and besactices

Obstacles to crosborder ecommerce

56. As discussed in Section | of this report, crbssder ecommerce has not reached its full
potential. Online, consumers may be prevented from accessing a numberdotts (such as airline
tickets, financial services) outside their country of residence. This is particularly true as regards the
distribution of digital products, such as musicegamired later in this report.

Mobile commerce

57. When the 1999 Guidelines weadopted mobile commerce was virtually nexxistent Today, it

is playing a growingole in most OECD countrieand some nomember economiedVith increased
access to broadband and advances in mobile eldeichnology, the situatiomay evolve even more
rapidly and consumers may soon be accessing the Internet more from mobile devices thdfoPCs.
example, hird generation (3G) mobile phonese becoming mobile computers which allow easier
download of contet and are capable of browsing the Web, performing searches, playing games, installing
and operating applications, replacing MP3 playerakingand watching videos and TV.
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58. Developments in wbile advertisingare also notable As mobile devicesgrow more
technologicallysophisticatedthey are providing vehicles for new forms of advertisiMany consumers

carry mobile devices wherever they godadvertisers haveesponded by developindor examplenew

techniques to send personalised astsme of whichgo beyond what is being dooe other platformsi ..

PCs) (MMA, 2008).These include: SMS, often in the form of alerts or updates (news, sports, special
offers), MMS (Multimedia messages); banners (atthetopd ot t om o-Eomat patged ; adv @
within applications, such as games; downloads, such as wallpapers, themes, and ringtories;atliick

and viral media whereby users are asked to pass on the ad (in the form ofvieletod to other users.
According to a 2006 study from the US Mobile Marketing Associatiapproximately 43 % of US

mobile video viewers and intenders (more than 19 million consuraersyilling to watch advertisements

on their handsets in return for free access to mobilafd/video service@AG Mobile Advertising Task

Force, 2007, p. 17)The growing opportunities that mobile devices have provided to engage in e
commerce has benefited consumers, but some issues have emerged, as evidenced in a 2006 mobile
commerce surveyf@onsumers in the United States and the EAGD, 2006).

Issues for the Mobile Commerce panel
How adequately do the 1999 Guidelines address mobile commerce issues?
In what areas could the Guidelines be built upon or improved?
In what areas does mobile commerce expose consumers to increased risks?
Are consumers more vulnerable to fraudulent or unfair commercial practices?

What challenges is mobile-spam posing for consumers?

=A =4 =4 -4 4 -4

What role can governments play in enhancing consumer protection in mobile commerce?

59. The 2008 OECDpolicy guidance addressing emerging issues in mobile comm@Ee£D,

200&) looked at whether the principles in the 1999 Guidelines were adequate to address some new and
emerging mcommerce iases While it concluda@ that, in most instances, the 1999 Guidelines were
adequate to provide guidande policy makers,the guidanceprovided specific suggestions for all
stakeholders to strengthen consumer protectitgas presenting the following consmthallenges:
i)consumer d i f tb moceasd fullyinformation about the products and transacioaffer due to
mobile devicesdéd small s ¢ rii¢ thenreed &orpobtect dhildrien froogrtais t or a g
forms of advertising, oveconsunption and unauthorised access to personal; diajain the case of
complex chains of contracts, clear dispute resolution shmeldvailable to consumers; aiwj ensuring
adequate privacy and securityith respect to the final point, the risk that panh and personal
information could unknowingly be compromised through the interception of wireless transmissions is an
important concern.

C2C: Consumers as sellers

60. Since the 1999 Guidelines weaglopted eecommece hasexpandedrom an almost exclusive

B2C model to encompasa wider range of sellesonsumer relationship€onsumersare increasingly

using the Internet as a means to sell goods and services, tliyahgh personal websites) e-mail, iii)

auction sites andiv) sites providing classified advertising services. A number of C2C online platforms
have developed over the past decade, ranging from classified ads (such as Craigslist or XPat.com), to
online marketplaceésuch as eBay) whicimclude aucton sites, sites offeringoth auction and classified

ads, and platforms such as Amazon.com, which facilitate transactions between consumers endie¢sird
outside of Amazon, including small individual sellers.
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Issues br the C2C panel

9 To what extent should the principles and rules governing B2C commerce be applied to C2C commerce?

fWhat are the main challenges in this regard?

T What role(s) can, or should, intermediaries play in C2C commerce?

fwhat principles should govern their fterms of useo0?

fWhat role could, or should, governments play in deciding i) how C2C commerce should be structured, and ii) what
the responsibilities of consumers and intermediaries should be?

61. The 1999 Guidelines focus on B2C trangausi only. As early as 2000, however, the CCP began

to consider the consumer protection implicationsC&C transactions ofine. In particular, the CCP

issued a report focused on online auctiauisch, at that time, accounted for the largest number of C2C
online transactionsaandwhich were a major source of consumer complaints (OECD, 2000, pln2the

report, the CCP examined the extent to which the principles in the 1999 Guidelines would apply to online
auctions. It concl utheGluiddinesacan halsguideeaauction operatdrspskllers, anal f
buyers involved in consumdo-c onsumer onl i ne &REO,WwhemthetCCR didstlisc t i o n
analysis,the most reported problems associateth internet auctions include counterfei products

il) unauthoriged salesiii) nondelivery or late delivery of products (US FTC, 200p. 1).

62 Key consumer protectiofissues in C2C transactionsnclude i) the question of trust among

sellers buyers and the organ#ion facilitating transactienii) the responsibilities and legal obligations of
individualsinvolved in C2C transactiorand of the intermediaries that provide trading platforikare

specifically, issues related to thele and responsilities of Internet intermediaries to consumérslude

information disclosures anidaudulent activities such as cybfaud and counterfeitingn light of such
developments,hie 2008 Seoul Declaratiomvitedt he OECD t the relx @ warioug dorf,

including intemediaries, in meeting policy goals for the Internet Econn(@ECD, 2008, p. 10).Work

in this area has in fact begun, under the auspice
Communications PolicyThe work, which curentypr oposes a definition of 0l
examines thie economic and social role, will further look at public policy considerations for governments.

63. The responsibilities of intermediari@shich play a prominent role in C2Goemmercebut also

play important roles in othezontext)have been addressed in a number of jurisdictidnsmost OECD
countries limited liability rules apply tthem In the EU,the Directive on Electronic Commeroadicates

that limited liability is indispensable to ensuring the provision of basic services which safeguard the
continued flow of information in the network and the provision of a framework which allows the Internet
and ecommerce to develop. Accordingtiee BJ6s 2003 i mpl ementation repor
have been successful in reducing court proceedings and henceo&gétC, 2003, paragraph 113) has

to be noted that the online environment has changed considerably in the last fewwiyleatise
development of new techragies, such as pets-peer networksin the United Statesynder certain
circumstancedntermediariesuch as ISPsrenot liablefor the actions or omissions of sellers that harm
buyers orvice versaor for content tht other users post on their websit8sme other intermediaries,
however,have been found liable by some US courts when fitey a large rolén creatng or developng

the third-party content Likewise, ourts in other jurisdictions such as Framoel Gemanyruled that a

host and editor of online communication services for intermediation purposes is responsible for ensuring
that its platform is not used for illegal purposssch as selling counterfeit or pirated prodicts.

! Counterfeiting and piracy issues have been explored in two OECD reports in recent geagsonomic

impact of counterfeiting and piradpECD,2007) andPiracy of digital contenfOECD, 200).
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64. The most common consumer complaint about C2C transactions concerng\teardling to the

US Internet Crime Complaint Center (IC3), a partnership of the Federal Bureau of Investigation (FBI) and
the US National White Collar Crime Center,rmbre than275 284 complaints received in 280Internet
auction fraud accounted for 23% of referred complaintédown 28.6% from 2007)(IC3, 2008 p. 4. In

2007, in the United States, the overall financial loss resulting from fraud on C2C onlinenaucti
marketplaceamounted to more than USD 53.5 millifFfinbergen Institute, 2009, p).5As to the different

types of fraud,n a 2008 report, Consumer Reports WebWatch indicatesonatelivery was among the

most common complaintaffectingabout 10% of users of online auctions. The next three most common
were goods not arriving in usable condition; consumers not being told a key detail about the item before it
arrived, and being sent an item of lesser value than the one agiuatlyasedWhen confonted with

fraud, more than half in most age groups tried to resolve problems directly with thpabelier40% of

victims filed a complaint with PayPalvhich acts as a payment intermedidfgw respondents chose to
contact law enforcement.

Digital content products

65. Sincethe Guidelines weradoptedn 1999, the range of digital products that consumanday
ortline has expandedtonsiderably Intellectual property rights have played a key role in enabling
budnesses to develop a wide range of new digital products that werexigtent only a few years ago.
Currently,with the expansiorof broadband and advanced mobile networks, online content distribution is
taking placeon an unprecedented scale. Consumansiiccreasingly accesswide range of digital content
products includindilms, music, news, videogbooks andgames through different networks and devices.
In the case of music, new products include customised downloads of songs, audio streancieg aeadvi
offers which bundle content with ISP or mobile subscriptions and with music playing défécesis
business models have been established to atmvgumergo purchase conteniThese include) digital
(purchase or rentallownload,ii) subscriion downloads (whereby consumers can access a range of
digital content products on a monthly or yearly basiafiii) free onrdemand streaming (OECD, 20£)8

p. 265270). Some issues have, however, been raised, particularly with respect to the imppiratbd
products are having on the copyrigigsed industry.

Issues for the Digital Content Products panel
What role are digital products playing in different markets, and how is the situation likely to evolve?
What specific consumer issues need to be addressed?

How should issues concerning businessé disclosur
example, be dealt with?

How can the interests of consumers engaging in cross-border trade be protected?

How relevant are the 1999 Guidelines to trade in digital products? In what areas might they need to be
elaborated or strengthened?

66. Like any online purchaseshdre are basic consumer protection issassociated with the
purchase of digital cdent products These includeinformation disclosures about the product
characteristics and the availability of dispute resolution and redress mechanisms.

67. There are also more complend specificquestionsassociged with the purchase of digital

content productsProviding consumers with certainty about what they can or cannot do with the digital
products they purchase is indispensable to maintain confid€wesumer usage of digitatontent

products may be restied by specific technology aimed éosure legitimate content distribution, in line

with consumer expectations, and thupto ot ect c o py r i Mahythardwaré mamufestorers; i g ht
publishers, and copyright holders have introduced digighits management (DRM) systems to control
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how consumers access and use media and entertainment cbioteater as indicated in a CCP report
(OECD, 2008, p.11), consumers may, in some instances, not understand or be provided with insufficient,
unclear, misleadig or confusing information concerning usage restrictidnack of clear information on

these restrictions may prevent consumers from being fully aware of their rights and obligations in
purchasing the productissuesnclude:

1 Play limitations. In the @ase of downloaded musfor example, as described in the 26P
report,fié consumers who wish to change their music service providers or playback devices may
have to repurchase the music files in a different format. In such a complex environment,
consumes may not always know on which devices they may be able to play the purchased
contend (OECD, 20086, p. 8 9). A recent trend towards fully interoperable download stbees
however, been taking pladglany services now offer thgiroductsfree of DRM.

1 Copy limitations. The digital products area raises intellectual property issues that sabvags
within the scope of consumer policy makers. Nonethelesssumer rights and obligations
regarding thelistribution of contenpurchased ofine mayneitheralways be clearly understood,
nor adhered tdoy consumersWhile most EU Member States provide in their legislation for
private copying exception®r norrcommercial purposes (except in the United Kingdom and
Ireland), theextent of these exceptiomariesfrom country tacountry.

9 Privacy and scurity concerns.The use of DRM technologgnay raise privacyand security
concernsvhen the content protection software moni
information from themFurther, there are coarns about unwanted software and the potentially
har mf ul ef fects o nn 2007 nfa examplestiie US BTG chatged rthat.the
sof tware installed on CDs, which monitored wu
and exposed them teignificant computer security risks, constituted an illegal and unfair
commercial practice (US FTC, 2007).

9 Status of vendors Consumers, at the time they purchase digitaitentproductsmay encounter
difficulties to establishwhether the sellers of sugbtroducts have distribution rights, or are
breaching copyright lawsThus consumers may face difficulty, and thereby legal uncertainty,
with regard to their ability to determine whether the offer fdigital product is legitimate

1 Geographiclimitations. By nature, the online environment should allow content services to be
made available across borders. However, a lack of 1teutitory copyright licencemay prevent
such a development. In its 2008 Policy Guidance for Digital Content, the OECD recordmende
that governments put in plagmlicies that promote accessibility to digital content of all people
regardless of location to realise the full benefitshaf Internet economy (OECD, 209&. 4).
According to an EC issues paper (EC, 2)0&U consumerseeking to buyvia the Internet
contentthat isprotected byntellectualpropertyrights are often only allowed to do so through
online storegi | o c a ttheidabuntry of residenc@he availability of material tinoted, varies
from country tocounty. While the matter is beingddressd in an EU context, it continues to
raise general concerns.

The participative Web Consumerdriven content in ecommerce

68. Since the adoption of th&999 Guidelines, the Intmet hasdeveloped into a participative
platform that empowers users to contribute to developing, ratiogmenting onanddistributingdigital

content and custoing Internet application€OECD, 200D); the development was first addressed by the
CCP ina 2002 report@QECD, 2002, p. 5) As a result, the Internet is now a vehicle through which large
numbers of consumers worldwide can share their experiences with goods and services through social
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networks, blogging and related exchangasd online consuer reviews.The recentemergence of
specialised social shopping networks and review sites is a sign that the influence of thendveb
consumers themselvesill only be increasing in this regard.

69. However as the participative web blurs traditional distinctions among businesses, consumers,

and marketers, there are concerns about the transpareniog @fentity ofweb participants and their
affiliations with products and services. There are also concerng etos u mer s 6 unghkowst andi
their personal information may be used by site operators and other commercial, amitiesthe terms

under which they (consumers) are using these sites. Additionally, the participative web has resulted in the
creationof virtual good and serviceswhich are bought and soid a virtual world and some social
networking sites. It is not always clear how consumer protection laws apply innéesnvironments.

This is an area to which t hCompG& @d Canmthcations Policgis f or
turning its attention.

Issues for the Participative Web panel
In what ways might the disclosure provisions of the 1999 Guidelines need to be strengthened?

Should such provisions apply to parties that evaluate products in participative web settings, especially when the
parties have ties to the companies that produce or sell the products? If so, how could this be assured?

9 How should consumer protection laws apply in the case of virtual goods and services?

Consumeirproduct reviews and ratings

70. Beforepurchasing a producmany shoppers check product reviews posted online. According to

a 2007 study by Deloitte & Touche (U®iz Report, 2007)some62 % of US Internet users &l product

reviews written by other consumers and more tBaut of 10 respondents who redgesesaid that the

reviews had affected their buying intentions: either they became more determined to buy the product
they changed their minds and boughffatiént produd altogether. Some online retailers report higher
sales conversion rates as a result of customerso

71. While consumer ratings and reviews are seepramoting consumemterests by imprdag
information flows and transparency, thexee concerns that such evaluations could be manipulated by
some market participants, thereby reducing their vallibe US FTChas recentlyexpressedjrowing
concerns over misleading consumatings posted on online platforms, such as blogs. The ajgssnsd
revisedguidelines on endorsements and testimonialsich make clear that consurrggnerated media,
such as blogs, must adhere to rules requitinglosuresabout compensation (includjriree items, gifts, or
cash) receive from companies for the promotion of produsitsen the consumeagenerated statement is
"sponsored" by an advertiser within the meaning of the guiddlu®s-TC, 200c).

Social networking

72. Social networks are platforms wherergmns canshare information.A variety of social
networking sites NS have emerged in recent years. Among the most popular are Facebook, MySpace
andTwitter. MostSNS are built upon thi®llowing model:

9 Users are invited to provide personal data for the purpose of generating theis.profile

1 They may post their own material (such as music, photos, or videos).

1 SNS platforms provide lgst of contacts for each user, and with which users can interact.
1 They dlow users to send messages to each other.

9 Friends may also post events and invite guests.
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73.
exponential rateAccording to Cons Scor ebds esti mat es, wor |l dwiby e

Although a relatively recent phenomenon, the numbeSNS usersis multiplying at an

95% in the month of March 2009 from 9.8 million February2009to 19.1 million (TechCrunch, 2009
In the United States, Facebook.com is a top 10 site that reaches over 91 Amikoicans pemonth
Businesss have recognised the importance of the SNR0®9 surveyindicates thamore than 90% of

companies intend to invest in technology to have a presence on SNS and allow their branduants for
be identified on the ab E-commece Mag 2009).A similar conclusion was reachéud a report released

Vis

in June 2009 by the Social Media Council of the US Direct Marketing Association, which carried out a
survey in April and May 2009 (DMA, 2009 the Lhited Kingdom The number of adultsigning up to
social networking sites has almost douldette 2007 (OFCOM, 206%.

74.

The growth in SNShasraised privacy concerns among consumer groupgawacy advocates

particularly with respect to the cetition and useof consumers' personal informatjowi t h o ut
knowledge or consent. In its June 2009 Opinion, the EU 29 Working Party recommended increased
scrutiny of thirdparty developers of applications designed for use on @Wikle 29 Working Rrty,
2009)

Protecting children online

75.
growing number of children, and their increasing use of them through cers@uitd mobile devices, have

user

Since thel999Guidelines were issued, the accessibility of the Internet and mobile commerce to a

raised newopportunities anahallenges for parents and businesses afikddren are usindghe Internet

for entertainment, games, information and research, and social netwaskithgre becoming adept at

doing soat an earlyage(seeLivingstone, S, and Haddon, 2009, p.drid OFCOM200%). Recognising

the shared responsibility of al | apyastakehoddsrare o
concerned however,that the Internet and {tommerce may expose children ¢ommercial content
intended only for adults, alldng children to purchase unsuitable produetsy drugs, weaponry, alcohol,

ent

adult literature)and facilitaing overspendindghrough the purchase of goods or services, or by generating

large network usageharges.The difficulty that adults have in monitoring mobile activity further
complicates the situationOthers are concerned about aggressive advertisingdigsts children and
business practices that elicit personal information from children. liti@ddo these issues, some

stakeholders areoncerned about inadequate age identification systems which make it difficult to
determine whether buyers are minofdthough many of these issues are a subset of those discussed

elsewhere in this report, thegise additional challenges for governments and stakeholderOECD has

also become involved through work that W®ISPhas recently undertaken.

1 What challenges do they raise for businesses?

9 What mechanisms exist to meet these challenges?

Issues for the Children On-Line panel

What new consumer protection challenges do developments in e-commerce and m-commerce raise for children
and their parents (and other care givers)?

In particular, wha't types of fispeci al adeerising to chidreg inte-
commerce?

What are the appropriate roles and responsibilities of on-line providers, e-commerce providers, Internet service
providers, mobile operators, and vendors in this regard?

What roles should parents, care givers, and children themselves play?
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Legal capacity to conclude commercial transactions

76. In most OECD countries, minors do not have legal capacity to enter into commercial
transactions. As highlighted in the 2008 policyidgunce on mobile commerce however, in practice,
children purchase goods or servicediog, often in the absence aflult consent or knowledgéOECD,

2008e) Currently, many online retailers simply ask consumers to confirm their age by ticking a box
without taking any other measures to verify whether the person meets the age ciitegigituation is of
particular concern in the case of mobile commerce as credit cards may not be needed to make a purchase
(the absence of a credit card would impede moddreim from purchasing items on other platfornid)e

absence of adequate age identification technology makes it difficult to verify the age of consumers.

Privacy concerns

77. Chil drends gr owi n gnetwearking weabsitghastraisedprivacyrconcerosasi a |
having a profile on a social network has become an essential part of their online lives. In the United
Kingdom, according to OFCOM, among children with Internet access, more than a quarter ofy@de 11

olds claimed to have a profile page on a social networking website, despite nominal age restrictions aimed
at preventing préeens from using such sites. On these platfpich8dren areoften willing to provide

per sonal i nf or mat iconsentuniexchaonge for gbolisei servicpse©M, A008) 6

78. Most OECD countries do nbiave laws and regulations whispecifically tackleprivacyissues
involving children. An exception ishe United States, whiclpassed theChildren's Online Privacy
Protection Ac{COPPA), in1998

Education and awarenesaising initiatives

79. Protecting children online has become a key priority worldwide. Many initiatives at domestic,
regionaf or internationdllevels have been carried out to ensur@atinated efforts. In 2008, the ITtbr

example launched the Child Online Protection (COP) project, which includes guidelines aimed to educate
children, parents, guardians and educafmubcy makers and businessabout the many risks children are

facing online'® Within this framework, the | TU and Japanébs Mi ni stry of
Communications (MIC) organised Strategic Dialogue on Safer Internet Environment for Childian

June 2009 The workshop provided a platform for polimyakers, regulators, industry representatives, and
academia to exchange good practices on key policy and strategy. The joint initiative recognised the need to
enhance global eoperation on the proteoti of children online.

Accountablity in e-commerce

80. The 1999 Guidelinesn ecommercethe 2003Guidelineson crossborder fraugdand the 2007
Recommendation oconsumemisputeresolution and redress recognigat consumer laws, policies, and
practices limiting fraudulent, misleading and unfair commercial conductndigpensable in building

8 See, or exampl e, t h ®afer Eltdednet Programme  at:
http://ec.europa.eu/information_society/activities/sip/index_en.htm
9 In April 2009, the OECD and APEC TEL Security afdosperity Steering Group (SPSG) held a

Symposiunon initiatives among member economies promoting a safer Intenv@bnment for children.
The eventaimed toshare policy agendas and best practices for protecting childrendntine risks
including searity and privacy, as well as illegal or harmful online contents.

10 See:www.itu.int/osg/csd/cybersecurity/gca/cop/guidelines/index.html

1 See:www.itu.int/osg/csd/cybersecurity/gca/cop/meetings/2p0@&-2-3.html
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consumer confidence and establishing a more balanced relationship between businessesraears ¢onsu
commercial transaains. To achieve these goalgovernnents and businesses have taken a range of
actions to develop accountability in thee@mmerce marketplace amild trust and security in online
transactions.

Issues for the Accountable Web panel
What should governments do to achieve greater transparency with respect to the identities of sellers?
How can protection against fraudulent and misleading Internet commercial practices be improved?

What problems need to be addressed to ensure adequate consumer access to dispute resolution and
redress mechanisms and enhance consumer confidence in such processes?

il What can be done on the enforcement front to combat unfair or illegal commercial practices more
effectively?

In which areas could cross-border enforcement co-operation be expanded?

How can the capacity of government and other stakeholders to address cross-border issues be
strengthened?

Information disclosure about businesses

81. The 1999 Guidelines ¢ al dte accorate, abearlandreasily bogcesdible e s s
information about themselves sufficient to allow, at a minimum ... prompt easy and effective consumer
communication with the bmnscaesbeof Wh hebsttes,mlamaibh si n € ¢
name regisation information can also serve as a useful complimestv enforcement agencies and
business typically use l@is services, a public directory of domain name informati®he Internet
Corporation for Assiged Names and Numbers (ICANN)tlse nonprofit body that co-ordinates, at the

overall level, the global Internet's systems of unique identifiers. This inchmiediting domain name

registrars | C AREbdigirar Accreditation Agreemespecifies thainformation about businesses must

be acarate and pblicly available ofine. In 2003, the Committee on Consumer Policy published a report
highlighting theimportance ofaccurate and available Whois data businesset help build consumer

trust in the online marketplace (OECD, 2003)

Dispute resolution ashredress

82 Effective dispute resolution and redress mechanisms ar Kayilding trust ashe lack of such
mechanismganinhibit consumers fronaking full advantage of-eommerce. The situation rticularly
important with respect to croé®rder transactions where language and a lack of understanding of how
domestic and foreign laws interact complicate mattkssteflected in a recent EU repposome 71% of
surveyed consumers believed that it would be haodeesolve problems involving crebsrder purchases,
than would be the case with purchases made in a home c@E6tr200®, p. 12).

83. Part Il, Section VI of the 1999 Guidelinescognises the issue.dtatest a tonsémers should

be provided meaningful access to fair and timely alternative dispute resolution and redress without undue
cost or Pastullr 8Seetion ¥ recommends putting schenmesplace thatlimit liability for
unauthorised use of payment &yss, as well as chargeback mechanisrhese principles aree-affirmed

in the 2007 Recommendation on DispiResolution and Redress (OEADP7a, Annex, Section II).

84. Stakeholdersn a number of OECD countries &ve taken action on this fronin France, the
Forum des Dr o daveoped an ohlidel mediation rsystem. In Mexian,online platform,
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Concilianet'” has been put in place to process consumer complaintstfimoment ofheir submission
to the settlementof the dispute.The online schemgrovides an opportunity for real time interaction
between the consumer, the supplier andGbasumer Protection Federal Agen&ROFECO).In 2003,
the International Chamber of Commerce developed guidancedolving B2C and C2C disputes-time
(ICC, 2003). The guidancealls forthe businessommunityto provide consumers with clear information
about aronline dispute resolutioscheme, potential fees, time limitations, and information on biretiayg
norntbinding outcomes.

85. A number of mechanisms, applying to online and offline transactions, havedweertlyput in
place in the EU to provide consumers with effective redaessss EU border3hese includemall clams
proceduresand mediation. In its 200&reen Paper on Consumer Collective Redrdss, 2008), the
Commission further examindfie possibility to establish collective action mechanisnigreoy a group
of consumers affected by the same or similar iggment collectively bring action against a single trader.

Enforcementhallenges

86. By its very nature, €ommerce represents a challenge for enfomg agencieshose powers

are often constrained by jurisdictial boundaries. In their response to theoenmerce questionnaire, the
United Kingdom indicated that camot currentlyact against infringements affectimpnEU consumers

even ifcommittedin the Uhited Kingdom, because of legal restrictiotfeevisions ¢ the law that would

enable norEU consumers to seek redress are being expla@aaiada highlighted theeedfor countrieso

engage in reciprocal enforcement agreements with foreign enforcement agencies to effectively combat
rogue traders in-eommerce Some countries also noted the difficulty for consumer protection authorities

to determine the location of an online seller. Such evidence gathering may be time consuming, costly and
would required personn#hkinedin usingthetechnology.

87. Some enforcement tools have bedevelopedin recent years to enhance enforcement co
operation at domestic, regional and international levelshe United States, as discussed above, the US
FTC has obtained significant new pems to engage in information sharing and investigative assistance
with its foreign counterparts pursuant to the &8e Web Agcif 2006. It has also confirmed its authority to
bring suit in the Wited Stateswhen foreign consumers are harmed, and can eeqoonetary restitution

on behalf of foreign as well as domestic consumdrgler the EU CPC Regulation, an IT systdrat

permits communication between authorities (the CPCS) has been put in place. In a recent report
highlighting the results of the efféatness of the CPC Network, the EC concluded tthathandling of
crossbor der cases is experiencing difficulties as
particularly with regard to the lack of resources available noting that the cewenomic crisis risks
further aggravating this at a time when consistent enforcement is all the more im{E@a200@, p. 8).

The Competition Bureau Canada launchBdoject FairWeb a dedicated Internet surveillance and
enforcement programme aimedcaimbating online deceptive advertisimigternationally, the ICPEN has
continued to serve as a forum for consumer protection agencies to enhance enforcemperatiomn.

12 Available at:http://conciliané.profeco.gob.mx/concilianet/faces/inicio.jsp
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ANNEX |
1999 OECDGUIDELINES FOR CONSUMER PROTECTION IN TH E CONTEXT OF
ELECTRONIC C OMMERCE

Consumer laws, policies and practices limit fraudulent, misleading and unfair commercial
conduct. Such protections are indispensable in building consumer confidence and establishing a more
balanced relationship between businesses and consumeamimercial transactionslhe inherently
international nature of the digital networks and computer technologiescoinaprise the electronic
marketplace requires a global approach to consumer protection as paraop$@arent and predictable
legal and sétregulatory framework for electronic commerce. The glateilvork environment challenges
the abilities of each country or jurisdiction to adequately address isdat=d to consumer protection in
the context of electronic commerce. Disparate nationhtiee mayimpede the growth of electronic
commerce, and as such, these consumer protection issues naalrbesed most effectively through
international consultation and -operation. OECD member governments have recognised that
internationally ceordinaed approaches may be needed to exchinfgemation and establish a general
understanding about how to address these is€&@gernments are challenged to help facilitate social
development and economic growth basedomerging network technologies, amdprovide their citizens
with effective and transparent consunmotection for electronic commerce. A variety of consumer
protection laws exist that govern businpsactices. Many OECD Member countries have begun to review
existing consumer protectionwa andpractices to determine whether or not changes need to be made to
accommodate the unique aspectleictronic commerce. Member countries are also examining ways in
which selfregulatory efforts camssist in providing effective and fair protectiaor tonsumers in that
context. Reaching these objectiveguires insight and input from throughout civil society, and all of these
initiatives should be undertaken part of a global caperative effort among governments, business,
consumers and their negsentative. In April 1998, the OECD Committee on Consumer Policy began to
develop a set of genergliidelines to protect consumers participating in electronic commerce without
erecting barriers to tradélhese guidelines represent a recommendation t@rgoments, businesses,
consumers, and therepresentatives as to the core characteristics of effective consumer protection for
electronic commerce-lowever, nothing contained herein should restrict any party from exceeding these
guidelines nor precludmenber countries from retaining or adopting more stringent provisions to protect
consumers ofine. In particular, the purpose of the guidelines is to provide both a framework and a set of
principles to assist:

i) Governments in reviewing, formulating andpil@menting consumer and lsamforcement policies,
practices, and regulations if necessary for effective consproggction in the context of electronic
commerce

ii) Business associations, consumer groups andesgifatory bodies, by providinguidanceas to the
core characteristics of effective consumer protection that shouldohsidered in reviewing,
formulating, and implementing sekégulatory schemes in tleentext of electronic commerce; and
iii) Individual businesses and consumers engaged icir@dc commerce, by providinglear
guidance as to the core characteristics of information disclosure and fair bysiaetises that
businesses should provide and consumers should expect in the coetegtrohic commerce.

In light of the above, th€ouncil,
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Having regard to Article 5 b) of the Convention tie Organisation for Economic &@perationand
Development of 14th December 1960;

Having regard to the Ministerial Declaration on Consumer Protection in the Context of Electronic
Commerce of & October 1998 [C(98)177 (Annex 2)];

Having regard to the Recommendation of the Council concerning Guidelines Governing the
Protection of Privacy and Transborder Flows of Personal Data of 23 September 1980 [C(80)58(Final)], and
the Ministerial Declaration ro the Protection of Privacy on Global Networks eB 8ctober 1998
[C(98)177 (Annex 1)];

Having regard to the Ministerial Declaration on Authentaatior Electronic Commerce of-8
October 1998 [(C98)177 (Annex 3)];

Having regard to the Recommendationtbé Council concerning Guidelines for the Security of
Information Systems of 287 November 1992 [C(92)188/FINAL)], and the OECD Recommendation
concerning Guidelines on Cryptography Policy of 27 March 1997 [C(97)62/FINAL] ;

Recognising that electronic comerce may offer consumers new and substantial benefitading
convenience, access to a wide range of goods and services, and the ability to gather and compare
information about such goods and services;

Recognising that certain special characteristicelectronic commerce, such as the ease spadd
with which businesses and consumers can communicate about goods and services and ermgme in
border transactions, may create commercial situations which are unfamiliar to consumers andayhich
put ther interests at risk, it is increasingly important for consumers and businesses to be informed and
aware of their rights and obligations in the electronic marketplace;

Recognising that rules regarding applicable law and jurisdiction in the consumer cantiediave
implications for a broad range of issues in electronic commerce, just as rules regarding applicade law
jurisdiction in other contexts could have implications for consumer prote®eeggnising that consumer
confidence in electronic commee is enhanced by the continugal/elopment of transparent and effective
consumer protection mechanisms that limit the presendewdulent, misleading or unfair commercial
conduct online;

Considering that electronic commerce should be open and atedssall consumers; and

Considering that governments, businesses, consumers and their representatives shoidgesiote
attention to the development of effective crbssder redress systems.

RECOMMENDS THAT MEMBER COUNTRIES:

Take the necessary stepsimplement the relevant sections of the Guidelines contained Ariex
attached to this Recommendation;

Widely disseminate the Guidelines to all relevant governmental departments and agebossets
sectors involved in electronic commerce, tonsumer representatives, to the media,etiucational
institutions, and to other relevant public interest groups;

Encourage businesses, consumers, and their representatives to take an active role in gh@moting
implementation of the Guidelines at thesimational, national, and local levels;
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Encourage governments, businesses, consumers and their representatives to participate in and
consider the recommendations of ongoing examinations of rules regarding applicable law and jurisdiction;

Invite nonmembercountries to take account of the terms of this Recommendation in revitgwing
consumer policies, initiatives and regulations;

Consult, ceoperate, and facilitate information sharing among themselves anchémibercountries,
businesses, consumers, ahéilt representatives, at both ioaal and international level# providing
effective consumer protection in the context of electronic commerce in accordance thdeknes;

Implement the Guidelines in a manner that encourages the development lmfisieess modeland
technology applications that benefit consumers; and encourage consumers to take advantapgelsof all
available to strengthen their position as buyers; and

INSTRUCTS the Committee on Consumer Policy to exchange information on progress

experiences with respect to the implementation of this Recoduatien, review that informatioand
report to the Council in 2002, or sooner, and, as appropriate, thereafter.

GUIDELINES

Part One Scope

These Guidelines apply only to businégE£onsume electronic commerce and not to business
to-business transactions.

Part Two General Principles
I. Transparent and Effective Protection

Consumers who participate in electronic commerce should be afforded transparent and effective
consumer protection thi not less than the level of protection afforded in other forms of commerce.

Governments, businesses, consumers, and their representatives should work together to achieve
such protection and determine what changes may be necessary to address theirspecsihnces of
electronic commerce.

I1. Fair Business, Advertisingand Marketing Practices

Businesses engaged in electronic commerce should pay due regard to the interests of consumers
and act in accordance with fair business, advertising and marke#otces.

Businesses should not make any representation, or omission, or engage in any practice that is
likely to be deceptive, misleading, fraudulent or unfair.

Businesses selling, promoting or marketing goods or services to consumers should noinengage
practices that are likely to cause unreasonable risk of harm to consumers.
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Whenever businesses make information available about themselves or the goods or services they
provide, they should present such information in a clear, conspicuous, accutagasiyaccessible
manner.

Businesses should comply with any representations they make regarding policies or practices
relating to their transactions with consumers.

Businesses should take into account the global nature of electronic commerce anderwhere
possible, should consider the various regulatory characteristics of the markets they target.

Businesses should not exploit the special characteristics of electronic commerce to hide their true
identity or location, or to avoid compliance with consurpeotection standards and/enforcement
mechanisms.

Businesses should not use unfair contract terfdvertising and marketing should be clearly
identifiable as suchAdvertising and marketing should identify the business on whose behalf the marketing
or advertising is being conducted where failure to do so would be deceptive.

Businesses should be able to substantiate any express or implied representations as long as the
representations are maintained, and for a reasonable time thereafter.

Businesses lould develop and implement effective and emsyse procedures that allow
consumers to choose whether or not they wish to receive unsolicited commencihingessages.Where
consumers have indicated that they do not want to receive unsolicited conhmenaihmessages, such
choice should be respectdd.a number of countries, unsolicited commerciahail is subject to specific
legal or selregulatoryrequirements.

Businesses should take special care in advertising or marketing that is targdiigdrén,cthe
elderly, the seriously ill, and others who may not have the capacity to fully understamfdtimation with
which they are presented.

I11. Online Disclosures
A. Information About The Business

Businesses engaged in electronic commerce vaitisumers should provide accurate, clear and
easily accessible information about themselves sufficient to allow, at a minimum:

1. Identification of the businessincluding the legal name of the business and the namder
which the business trades; the pnpati geographic address for the business; eaddress or
other electronic means of contact, or telephone number; and, applieable, an address for
registration purposes and any relevant governmegistration or license numbers;

2. Prompt, easy andfefctive consumer communication with the business;

3. Appropriate and effective resolution of disputes;

4. Service of legal process; and

5. Location of the business and its principals by law enforcement and regulatory officials
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Where a business publicises its memsh® in any relevant seiegulatory scheme, business
association, dispute resolution organisation or other certification body, the business atuvide
consumers with appropriate contact details and an easy method of verifyingeimdership and of
accessing the relevant codes and practices of the certification body.

B. Information About The Goodsr Services

Businesses engaged in electronic commerce with consumers should provide accurate and easily
accessible information describing the goods orisesvoffered; sfficient to enable consumers moake an
informed decision about whether to enter into the transaction and in a manner that makes it possible for
consumers to maintain an adequate record of such information.

C. Information About The Transadbn

Businesses engaged in electronic commerce should provide sufficient information about the
terms, conditions and costs associated with a transaction to enable consumers to make an informed
decision about whether to enter into the transaction.

Such inbrmation should be clear, accurate, easily accessible, and proviglathimer that gives
consumers an adequate opportunity for review before entering into the transaktame. more than one
language is available to conduct a transaction, businessalsl shakeavailable in those samanguages
all information necessary for consumers to make an infodeesion about the transaction.

Businesses should provide consumers with a clear and full text of the relevant terms and
conditions of the transaction a manner that makes it possible for consumers to accessaamiin an
adequate record of such informationwhere applicable and appropriate given the transaction, such
information should include thellowing:

i) an itemisation of total costs collectedd&r imposed by the business;

i) notice of the existence of other routinely applicable costs to the consumer that aofiected
and/or imposed by the business;

iii) terms of delivery or performance;
iv) terms, conditions, and methods of payment;

V) restrictions, limiations or conditions of purchase, such as parental/guardi@roval
requirements, geographic or time restrictions;

Vi) instructions for proper use including safety and health care warnings;
Vi) information relating to available aftsales service

viii) details of ancconditions related to withdrawal, termination, return, exchaceyacellation and/or
refund policy information; and

iX) available warranties and guarantees.

All information that refers to costs should indicate the applicable currency.
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IV. Confirmation Process

To avoid ambiguity concerning the consumer 6s
be able, before concluding the purchase, to identify precisely the goods or services he or she wishes to
purchasejdentify and correct any errors or modify theler; express an informed and deliberate consent
to the purchase; and retain a complete and accurate record of the tran$aetioonsumer should be able
to cancel the transaction before concluding the purchase.

V. Payment

Consumers should be providedweasyto-use, secure payment mechanisms and information on
the level of security such mechanisms afford.

Limitations of liability for unauthorised or fraudulent use of payment systems, and chargeback
mechanisms offer powerful tools to enhareonsumeconfidence and theilevelopment and usshould
be encouraged in the context of electronic commerce.

VI. Dispute Resolution ad Redress
A. Applicable Law a&d Jurisdiction

Businesgo-consumer crosborder transactions, whether carried out electronicallgtioerwise,
are subject to the existing framework on applicable law and jurisdiction.

Electronic commerce poses challenges to this existing framework. Therefore, consideration
should be given to whether the existing framework for applicable law andiftie® should be modified,
or applied differently, to ensure effective and transparent consumer protection in the context of the
continued growth of electronic commerce.

In considering whether to modify the existing framework, governments should seedure that
the framework provides fairness to consumers and business, fesilghtctronic commerce, resuits
consumers having a level of protection not less than that afforded in other forms of commerce, and
provides consumers with meaningful acdestir and timelydispute resolution and redresghout undue
cost or burden.

B. Alternative Dispute Resolutioand Redress

Consumers should be provided meaningful access to fair and timely alternative iisplutgon
and redress without undue costairden.

Businesses, consumer representatives and governments should work together to continue to use
and develop fair, effective and transparent-segjulatory and other policies and proceduiasluding
alternative dispute resolution mechanisms, dolrass consumer complaints and résolve consumer
disputes arising from businegsconsumer electronic commerce, with speeténtion to crosborder
transactions.

i) Businesses and consumer representatives should continue to establish fair, effettive an
transparent internal mechanisms to address and respond to consumer complaliffEatids
in a fair and timely manner and without undue cost or burden wwotleimer. Consumers should
be encouraged to take advantage of such mechanisms.
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1)) Businesses ral consumer representatives should continue to establistpecative sel
regulatoryprogrammes to address consumer complaints and to assist consumers in resolving
disputes arising from businessconsumer electronic commerce

i) Businesses, consumer remewtives and governments should work togethecawtinue to
provide consumers with the option of alternative dispute resoluiechanisms that provide
effective resolution of the dispute in a fair and timely maramet without undue cost or burden
to the consumer.

iv) In implementing the above, businesses, consumer representatives and govesiroalus
employ information technologies innovatively and use them to enltamseimer awareness and
freedom of choice.

In addition, further study is required to mée¢ objectives of Section VI at an international level.
VII. Privacy

Businesgo-consumer electronic commerce should be conducted in accordance with the
recognised privacy principles set out in the OECD Guidelines Governing the Protection of Privacy and
Transborder Flow of Personal Data (1980), and taking into account the OECD Ministerial Declaration on
the Protection of Privacy on Global Networks (1998), to provide appropriate and effective protection for
consumers.

VIIl. Education and Awareness

Governnents, business and consumer representatives should work together to educate consumers
about electronic commerce, to foster informed decisiaking by consumers participating in electronic
commerce, and to increase business and consumer awareness ofstimergorotection framework that
applies to their online activities.

Governments, business, the media, educational institutions and consumer representatives should
make use of all effective means to educate consumers and businesses, including intembatigaes
made possible by global networks.

Governments, consumer representatives and businesses should work together to provide
information to consumers and businesses globally about relevant consumer protection lanwsedies in
an easily accessibnd understandable form.

Part Three - Implementation

To achieve the purpose of this Recommendation, Member countries should at the national and
international level, and in eoperation with businesses, consumers and their representatives:

a) review and, if ecessary, promote sekgulatory practices and/or adopt and adapt land
practices to make such laws and practices applicable to electronic cominasing,in mind the
principles of technology and media neutrality;

b) encourage continued private sectomdership that includes the participation afnsumer

representatives in the development of effective-rsgtilatory mechanisntbat contain specific,
substantive rules for dispute resolution and compliameghanisms;
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c) encourage continued private sectoadership in the development of technology a®mda to
protect and empower consumers;

d) promote the existence, purpose and contents of the Guidelines as widely as possible and
encourage their use; and

e) facilitate consumer s 6 adniiohinformatian and adeidatd tofile c e s s
complaints related to electronic commerce.

Part Four - Global Co-operation

In order to provide effective consumer protection in the context of global electronic commerce
Member countries should:

Facilitate commuriation, ceoperation, and, where appropriate the developmenteafaicement of
joint initiatives at the international level among businesses, consapresentatives and governments.

Through their judicial, regulatory, and law enforcement authoritiespepate at the international
level, as appropriate, through information exchangegrdmation, communication, and joiiction to
combat cros$order fraudulent, misleading and unfair commercial conduct.

Make use of existing international networks anteemto bilateral and/or multilateralgreements or
other arrangements as necessary and appropriate, to accomplish-epehation.

Work toward building consensus, both at the national and international levels, on core consumer
protections to further thgoals of enhancing consumer confidence, ensuring predictabilibhu$omesses,
and protecting consumers.

Co-operate and work toward developing agreements or other arrangements for therenogration
and enforcement of judgments resulting from dispuietween consumers dmasinesses, and judgments
resulting from law enforcement actions taken to combat frauduteisteading or unfair commercial
conduct.
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ANNEX [1
INTERNATIONAL AND RE GIONAL CO -OPERATION SCHEMES IN RELATION TO
E-COMMERCE

88. The ongoing laclof consumer protection harmoatgn across countries has been identified by
most respondents to thecemmerce questionnaires a major barrier to a globaloemmerce system. As
recommended in the 1999 Guides (Part 1V), businesses, consumer representatives and governments
have worked towards establishing globalop®ration schemes.

International, regional, and bilateral agreements

89. A number of agreements haveebeconcluded among countries to enhanceramerce policy

and enforcement eoperation through information sharing, and assistance with investigations. These
include Free Trade Agreemendgint Statements, Memorandums of Understanding (MoU), partnerships,
information sharing protocols, and specific alliances or fora. For example, Japan, Korea and China
established a joint Consumer Policy Consultative meeting which, in 2009, recommended the establishment
of a cooperation framework covering consumer tratisas. Canada concluded Joint Statements on
Electronic Commerce with respectively Australia, Costa Rindthe EU Canada also signed a MoU with

the United Kingdom covering general enforcement anebgerationissues Australiasigned a MoU (the
SeoutMelbourne Multilateral Antispam Agreement) with a number of countries in the -Rsieific region

on cooperation in countering spam.

Regional frameworks
The European Unionds {fwanmeree | egal framework on e

90. ha 1999 Resolution, the EU Council, referrin
common €é positions ¢é with r egsaorcdi ettoy diissscuuesss i éo nasn de
the development of OECD guidelines on consumer protectiom@ét cont ext of elnectr or
June 2000, the stalled EC Directive on-eommerce created a basic legal framework)toemove

obstacles to crodsorder online transactions any provide legal certainty to business and consumers. The
Directive povides harmonised rules on transparency and online information requirements and
recommends ensuring consistency be-tovmeae priadiples. OECD,
As part of its review of the EU Acquis, in late 2008, the EC presented a ProppsalDirectve on

Consumer Rights (EC, 2008avhich involves revising and consolidating EU Directives on distance
contracts, doorstep sales, consumer sales and unfair contract terms. Through maximum harmonisation, the
proposal ai ms t ooffastacrossithedntemal klarket@rad prioneote @onsumer confidence.
Discussed in 2009 at an EU consumer summit, it will be considered by the Council later this year.

The EU Consumer Protection Cooperation Network (EU CPC Network)

91 The EU CPC Regulation, which entered into force in January 2007 in all EU and EEA Member
States, puts in place mechanisms for enforcemerdpecation in an ElWwi de net wor k (At
Net wor ko) ai med t o exc ha rrgssbordenlfreachesadotconsumer aratettiop r e v
laws in areas including misleading advertising, timeshares and distance selling. Pursuant to the Regulation,

a consumer protection aiperation system (CPCS) was established to allow EU authdoteschang
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information and cerdinate their enforcement actions. As pointed out by the Netherlands Consumer
Authority (NCA) in their responses to thecemmerce questionnaire, most of the requests for assistance it
received from foreign authorities within the CPC WMetk concerned -eommerce. In 2007, 15 EU
Member States and Norway conducted a sweep activity investigating 137 airline websites (representing
about 80 companies). The sweep has recently proved successful in correcting 115 websites.

The Australasian Consmer Fraud Task Force (ACFTF)

92. The ACFTHs a group of 18 government regulatory agencies and departments from Australia and
New Zealand responsible for consumer protection regarding frauds and scams. The Taskrfsotle
Consumer Awareness Month (CAM3 campaign educating consumers about scams. During the March
2006 CAM, the ACFTF focused on phishing scams, noting the lack of awareness among Australians who
seem to be responding to these scams at a much highdhan other countries.

The Trans Atlantic Consumer Dialogue (TACD)

93. Within TACD, US and EU consumer organisations develop joint consumer policy
recommendations addressed to the US and EU authorities to promsotes u mer s 8 i nt er est
policy making. In recent years, TACD issued a number-obramerce related resolutions on issues
including ID theft, phishing and consumer confidence (2007) and social networking (2009).

The AsiaPacific Economic Cooperabn (APEC) forum

94. A P E C acemmigrce Steering Group (ECSG) promotes the development and use of predictable
e-commerce regulatory and policy environments in the region. In July 2000, EaCaS G6 s wor ks h o
consuner protection, Australia reported on how the principles in the Guidelines should be implermented.
July 2009, APECOGs Group on Services discussed the
perspective, consumer protection challengesth&t seminar, existing OECD instruments pertaining to
dispute resolution and redress were examined.

International networks
The International Consumer Protectioand Enforcement Network (ICPEN)

95. Through ICPEN, enfoement authorities exchange enforcement information. Its
www.econsumer.gov website allows consumers to register-bovder ecommerce complaints and offers
tips for safe online shopping. In 2001, ICPEN discussed the implementation of the 1999 Guidalines.
2003, a joint meeting was organised with the CCP to identify droter fraud enforcement challenges,
on the basis of which the 2003 Crdswder Fraud Guidelines were developed. The joint CCP/ICPEN
meeting in April 2009 served to review the effeetiess of the 1999 Guidelines.

The London Action Plan (LAP)

96. The LAP is a global network of governments and private sector representatives aimed to combat
spam.lt was ceveloped in 2004 and now includes particigafiom more than 20 countries, including
more than 30 government agencies and 20 private sector representatives.

The Messaging AntiAbuse Working Group (MAAWG)

97. MAAWG focuses on preserving electronic messaginghfamline abuse such as spam and virus
attacks. In 2007, MAAWG issued a Sender Best Communications Practices with input from ISPs.
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Digital Phish Net (DPN)

98. Through DPN, ISPs, auction sites, financial institutjomsd law enforcement agencies share
statistics and best practice to tackle phishing and other threats to assist with identification and prosecution.

International organisations

The I nternational Organi zation f or licys(lS@6@POLCOD) zat i o

99. ThelSO, onCOPOLC® s p r dasaevedpesd the following@mmerce standards:
1 ISO/IEC 27001 (2005) on protecting the confidentiality, integrity and availability of information

suchasindvdual s6 bank accounts and health and def

1 ISO 10002 on complaint handling.

I 1SO 10001 (2007) which provides guidance for planning, designing, developing, implementing,
maintaining and improving customer satisfaction codes of conduct.

1 1SO 10003(2007) which proides guidelines for an orgaation to develop, operate, maintain
and improve an effective dispatesolution process for complaints that haat been resolved
by the organiation.

100 In 2009, the organisationrecommended the adoption of guidelines for B2Commerce
transactions, which are being examined by | S006s
and Quality Assurance Supporting Technologies. The standard provides principlesiasigning,
developing, implementing and improving an effective and measurable B2@merce decisiemaking
process within an orgasation of all sizes in all sectors to improve consumer confidencedmenerce. It

aims b enhance the ability of orgaations to meet the terms of codes, standards and certification
approaches to B2G@mmerce that exist in various jurisdictions. It refers to existing standards that were
al so developed by I SO TC 176/ SC3 upon .COPOLCO®Gs

The United Nations Commission on International Trade Law (UNCITRAL)

101 I n 1998, UNCI TRAL O s Mo del Law on El ectroni c

countries resolve legal uncertainties in the electremcironment. The Law contains requirements for
writing and signatures in electronic transactions, and the admissibility of electronic transactions as
evidence. In 2001, UNCITRAL published a Model Law on Electronic Sigrnatarassist UN Member
States irdeveloping or enhancing legislation on the use of authentication. Bagld two instruments, in

2004 UNCITRAL further developed a Convention on the Use of Electronic Communications in
International Contracts providing ground rules for the performanaecoimmerce contracts concluded
among business Recently, the organisation published a report on the need to promote confidence in e
commerce through the use of electronic authentication and signature methods (UNCITRAL, 2009).

The United Nations Confengce on Trade UNCTAD)

102 UNCTAD provides its Member countries witfaining and capacity buildingn thelegal aspects

of ecommercelt offersa wide range of advisory services aintedssist irthe preparation an enabling
legal and regulatory environment focemmercan developing countriedJNCTAD also provides policy
advice toi) help a&sess the needs for law reform inhtigopf ecommerce developments; draft e
commerce legislation based on internationadel laws or guidelines such as the 1999 Guidelines;
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iii) raise awareness on legal issues of interest to developing countries by publishing analyticat studies
such as an annual Information Economy Report, éolyncalled the E-Commerce and Development
Report.

The World Trade Organisation (WTO)

103 In 1998, WTO members developed a Declaration on Global Electronic Commerce, which calls
for the establishment of a work prognammto examine all tradeelated issues irelation to ecommerce.
Taking into account the manyoemmerce crossutting issues, various WTO Councils were set up to
explore the effect of-eommerce on global trade. One main issue was the disagreement of some WTO
members over the classification, ffTO purposes, of digitised products as either services (falling under
the WTOb6s General Agreement on Tariff and Servi

13 For more information seéttp://r0.unctad.org/ecommerce/ecommerce _en/docs_en.htm
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