OECD (@

ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT

INFORMATION NOTE

Management of Email

Prepared by
Forum on Tax Administration
Taxpayer Services Sub-group March 2006

TPA

CENTRE FOR TAX POLICY AND ADMINISTRATION




TABLE OF CONTENTS

ABOUT THIS DOCUMENT ...ttt st et e st e setese et esssteseeeseeeessstesensesenstesastesenseesstesaseeseneens 3
PUTPOSE ...ttt ettt sttt ettt s sa e s a e s st e sbb e s bt e s st e s s b art e s b e e s bt e s bt e s bt e snnesenee 3
BACKGTOUNA ...veeeeiisientetesieetestestesie st e stesae st et este st st essesaasstessassesssassansesssessensassesssensssensesseessensensesssensensens 3
(00 13T | USSR 3
Inquiries and further I OTTNALION. .......coeeueierierieienteeeceete et et ste st ete s st e eesse s st etessessessentesessesneeneas 3

SUMMARY. ... eeeeseeeseseeess s sseeseeeseeeseseeessesssesseessesseesesessseess s es e esseesseesseseseesssess s ss s essesssesssesssesesesssens 4

INTRODUCGTION .....ooiiiiiiiiieteeteeee et se et s et e st e s eese et e s estesesae s e st essstesensee e stesasteseseeestesenaessestesaneesaneens 5

SURVEY RESULTS — GENERAL THEMES .........cccciiiitiiiiintenteeetteereeseeeeseeessstessssesssseessssesssesssseessnes 6
SEHUCHUTEOA ETNATL......neeeneeeieieieeeeeeeeeete ettt sttt sttt ettt st e st st e s st e st et s e s s ame s be st e e et e st esesensen 6
UNSITUCTUTEA ETNQTL ...ttt sttt ettt se et et st sesse st et et e st s st st ssesse st et e st enessenens 6
EMmQil ReSPONSES 10 CILIZEMS ....cueecueerereeseeereriesiesieetestessessteseessesstesessesstesessesatensessesstessessessesssntessessesneessessens 6
AULRENTICALEA ETTUAIL ...ttt ettt sttt st st sttt b et et et st s s sesae st st esense e et entesessenuens 6
NOLIfICALION Of SECUTE MESSAGE.......veeueeeverrerersresiererssesessessesesssessessesssssessessaessessessasssessassssssessssessessasssessasses 7
“Feedback” and “Comments” EMQAIL FACIIITIES .........ccveeeveeeireeecieeeieeeeeteeeseeesiseeessseesseeesssesssssessssssssssssessnnes 7
Service Standards for ReSPONSes t0 EMQIL .............oceeceeeieneriernieneniessienessssssesessesssesessssssessessssssessssessessses 8
OBROT ettt ettt sttt st a ettt b et sttt se b et et e b et e b et et et et b e s et et s ebeeenes 8

CONCLUSIONS ......tiiiiieteteteeeteste st et e s te st e st et st s ae s b et et s st s s esseste st et esesse st et entestese b et ententssesetenttententesessassenes 9
Update following Meeting of FTA Taxpayer Services Sub-group (September 2005).........cccccuvcvevvenenncn. 9

ANNEX A — TABLE OF RESPONSES ...ttt et sstesetesssseesesteseasesssseessssessssassseessseessnses 10

ANNEX B — ORIGINAL SURVEY INFORMATION .......ccoottiiiitieitrnitennteenreessneessteseseeessssessseesssessssees 11

ANNEX C — DETAILS OF INDIVIDUAL SURVEY RESPONSES .........ccooiiiiiiienienciee e 14



ABOUT THIS DOCUMENT

Purpose

The purpose of this note is to share information about email implementations as they affect
taxpayer service delivery from a small number of national revenue bodies.

Background

Since its establishment in July 2002, the Forum on Tax Administration (FTA), a subsidiary
body of the OECD’s Committee on Fiscal Affairs (CFA), has operated with the broadly stated
mandate .......... to develop effective responses to current administrative issues in a
collaborative way, and engage in exploratory dialogue on the strategic issues that may
emerge in the medium to long term. To carry out this mandate, the Forum’s work is directly
supported by two specialist Sub-groups—Compliance and Taxpayer Services (previously e-
services)—that each carry out a program of work agreed by member countries.

The Taxpayer Services Sub-group exists to provide a forum for members to share experiences
and knowledge of approaches to taxpayer service delivery, in particular through the use of
modern technology. In this context, it is expected to: 1) periodically monitor and report on
trends in taxpayer service delivery, with a particular focus on the development of
electronic/online services; 2) examine ways to promote the uptake and use of electronic
services by revenue bodies; 3) examine options for cross-border administrative simplification
and consistency; and 4) assist, as appropriate, other groups of the CFA.

At its meeting in September 2004, the Sub-group decided to survey a small number of
revenue bodies concerning their use of email for providing services to taxpayers, given
members’ interest and the fact many revenue bodies were expressing doubts and concerns
with the practical viability of such services on any significant scale.

Caveat

National revenue bodies face a varied environment within which administers their taxation
system. Jurisdictions differ in respect of their policy and legislative environment and their
administrative practices and culture. As such, a standard approach to tax administration may
be neither practical nor desirable in a particular instance.

The documents forming the OECD tax guidance series need to be interpreted with this in

mind. Care should always be taken when considering a country’s practices to fully appreciate
the complex factors that have shaped a particular approach.

Inquiries and further information

Inquiries concerning any matters raised in this guidance note should be directed to Richard
Highfield (Head, CTPA Tax Administration and Consumption Taxes Division), phone +33
(0)1 4524 9463 or e-mail (richard.highfield@oecd.org).



SUMMARY

This report outlines the findings from a 2005 survey of revenue bodies in six member
countries (i.e. Australia, Canada, New Zealand, the Netherlands, UK and US) of solutions
implemented, both administrative and technical, to manage email communications with
citizens. It also includes additional insights provided by delegates during discussion of a draft
version of this report at the FTA Taxpayer Services Sub-group meeting in September 2005.

The objective of this work was to share information about email implementations in relation
to levels of success, issues encountered and/or resolved, processes employed, design/details of
systems in use, technical/security design and any other aspects seen as relevant by the
participating revenue bodies and to determine any further work required in this area.

It was clear from the survey responses that, even amongst the relatively small survey group,
implementation approaches vary in a number of areas and while this work has highlighted
that administrations are grappling with a similar range of issues in relation to "managing"
email, no significant breakthroughs have emerged in relation to business practices or systems
approaches that can be clearly defined as “best practice”.

Delegates at the FTA Taxpayer Services Sub-group meeting in September 2005 agreed that
the draft report reflected the difficulties they are facing in their administrations in effectively
managing email, particularly unstructured email. There were differing views regarding the
future potential of unstructured email, with some countries questioning its viability until
security and other issues such as classification and routing are satisfactorily resolved, while
others expressed the view that the incorporation of a structured knowledge base to support
email inquiries could result in such inquiries replacing the more traditional channels (e.g.
phone inquiries).

Given the emergent status of development and implementation of email solutions across
member countries, it is not proposed to undertake further work on this topic at this time.
However, any significant advances will be shared amongst member countries at future FTA
Taxpayer Sub-group meetings.



INTRODUCTION

1. At the FTA Taxpayer Services Sub-group meeting in 2004, the use of email to
communicate with clients was raised as an issue by many revenue bodies. It was
decided to gather information from a small number of national revenue bodies that
typified their use and experience with email as a channel for clients, both secure and
non-secure. The purpose of the exercise was to share the experiences and, where
there were common issues, use this as a lead to start further joint work.

2. Australia offered to take on the survey design, data collection, and preliminary
analysis for the FTA Taxpayer Services Sub-group.

3. In May 2005, Australia sent an agreed survey questionnaire/ template on ‘Email
Implementation and Issues’ to five member countries—Canada, the Netherlands, New
Zealand, the United Kingdom (UK) and the United States (US). The survey
documentation defined a range of email categories and requested each country to
identify, for each category they supported, details of their solution from the aspects of
security, work management, data management and client management.

4. The survey was completed by all countries with the exception of the Netherlands who
advised that their current position is to not accept email to/from citizens in any form.
Their officials indicated that they had run pilots of email systems as a channel for
citizens to communicate with their administration, but that these pilots were stopped
due to budgetary and funding issues.

5. A summary table indicating email categories supported by each of the survey
countries is included at Annex A. A copy of the original covering information and
survey template issued are included at Annex B. The details from the original survey
responses for each country are included at Annex C.



SURVEY RESULTS — GENERAL THEMES

6. Survey results and findings are presented below for the broad categories of email
defined for survey purposes.

Structured Email

7. The majority of countries (Australia, Canada, New Zealand, UK and the US) are
supporting structured email on their web sites, either with or without authentication.

8. Further information regarding structured email with authentication is provided under
the “Authenticated Email” section below.

Unstructured Email

9. Support for unstructured email (apart from general comments/feedback options on
agency websites) appears to be less prevalent, with only the UK and US indicating
they actively support this category.

*  The UK caters for unstructured email through a range of email addresses
allowing citizens to direct their enquiries to a specific regional office (e.g.
London, Glasgow) or on a particular topic (e.g. non-residents, child
benefits).

*  The US caters for unstructured email through a number of general “help”
email addresses (e.g. Help with Tax Questions, e-help desk).

* Canada has indicated it only caters for unstructured email via the
“comments” option on their website — see further information below
under “Feedback and Comments” Email Facilities.

Email Responses to Citizens

10. Whilst not overtly stated in all responses, it appears that replies from revenue bodies
which contain taxpayer or other sensitive information are only dealt with via email
where authentication is present (i.e. the user must authenticate himself/herself to
access the reply message on the agency’s web-based mail service).

Authenticated Email

11. Australia, New Zealand, the UK and US currently provide web-service facilities to
enable citizens to submit enquiries and receive responses from the agency within a
secure environment. These enquiries are generally limited in some way (e.g. to a
specific range of topics).

12. Australia’s secure message facility is currently available to businesses and tax
professionals only. Access is via the Business Portal or Tax Agent Portal.
Authentication is via a PKI Digital Certificate issued by the agency. At present, tax
agents in Australia are able to access the portal, including the secure message facility
through the use of a PIN/Password. However, a project is underway to transition all



13.

14.

15.

16.

tax agents to PKI for all portal access. The bulk of agents will be using PKI by 31
December 2005, with the remainder (mainly the large practices) by 31 March 2006.

New Zealand’s secure message facility is available to any citizen. Access to this facility
requires the citizen to register for an online services user ID and password.

The UK provides this facility to individuals via their Secure Portal for Individuals
(SPI). Non-residents can also submit a structured enquiry form with personal data
secured via an ‘https’ session.

The US provides this service via its “e-services” facility for tax professionals.
Authentication is based on “shared secrets” (data known only to the revenue body and
the user). When the agency responds to a mail item submitted via a secure site, a
notification is generated to the citizen’s email address to alert them to access the
secure site to view the response. In some cases, email notification is only provided
where the citizen has elected to be notified (and provided their email address).

Generally, attachments are not supported with this category of email. Australia
introduces the ability to include attachments in September 2005.

Notification of Secure Message

17.

18.

19.

As mentioned above, outbound email notifications are generally issued to advise
citizens that a response to their query has been posted to their secure message site.

In addition, messages are issued to advise that transactions are ready and due for
filing. For example, Australia provides email advice to businesses when their Business
Activity Statement! is available for completion. They can then go to the Business
Portal or Electronic Commerce Interface (ECI), authenticate themselves using their
PKI Certificate and complete and file the form.

The US also uses email advice to notify registered users of its e-services system of
performance issues/outages, expiration of passwords and confirmation of updates to
account information.

“"Feedback” and "Comments” Email Facilities

20. Whilst not covered in all survey responses, most agencies provide a “comments” or

21.

“feedback” facility on their web-sites, either as a structured form or free-text email.
Generally, an auto-response is generated as a web-page or email to the citizen’s email
address thanking them for their input and advising that no further response will be
provided.

These facilities are provided for citizens to submit general feedback and suggestions
for improvement relevant to areas such as web-site layout, usability and
availability/relevance of information.

! Business activity statements are designed to enable business taxpayers to report (and pay) all of their

regular tax liabilities (e.g. personal income tax withholdings, advance payments of
taxpayers’ own income tax, VAT and fringe benefits tax) with a single return form and
payment.



22,

Despite the potential for these facilities to be used by citizens to pose specific
questions seeking advice or action from the agency, feedback from the countries
surveyed has not raised this as a significant issue.

Service Standards for Responses to Email

23.

24.

Other

For most email types reported in the survey, there is no defined service standard for
responding to email — generally the standard is the same as that for correspondence
via post. The exceptions are:

+ Canada has a target of a 2-day response time for Email Category (Authenticated
Email).

» The UK has faster response times for Email Categories [Email Responses to
Citizens, Authenticated Email and Notification of Secure Message].

Comments received indicate that clients generally expect faster turnaround for email
and, in some cases, email will be dealt with more quickly than paper correspondence
as a matter of course.

25.

In their survey response, Canada has put forward the view that the introduction of
secure websites such as their “My Account” service, where appropriately
authenticated citizens can view and/or update a range of information regarding their
tax affairs, has the potential to supersede the need for many email-based enquiries.



CONCLUSIONS

26.

27.

28.

It is difficult to draw definitive conclusions regarding “best practice” from the survey
feedback as there are a range of technology and business process approaches being
taken by agencies in supporting (or not supporting) various categories of email.

However, it is apparent that secure email solutions are required (both inbound and
outbound) to deal with electronic correspondence regarding sensitive or taxpayer
information and that a number of countries have implemented solutions using a
range of approaches (eg. client portals, secure message sites).

There is minimal support for automated responses and, at this stage it does not
appear that automated responses containing specific taxpayer or other sensitive
information are being considered for the near future.

Update following Meeting of FTA Taxpayer Services Sub-group (September

2005)

29.

30.

31.

32.

33:

34.

Discussion of the draft version of this report took place at the FTA Taxpayers Services
Sub-group in September 2005 and delegate input was consistent with the somewhat
varied findings from the original survey group.

Delegates confirmed that the findings from the survey echoed the general difficulties
experienced in their own revenue bodies in effectively managing emails, particularly
those received in an unstructured form. A number of delegates advised that they did
not actively promote their email services and others questioned whether a market
demand actually exists for such services.

Some countries are less than satisfied with their existing email operations in a range
of areas, including content and work management. The lack of centralised controls is
also an issue for some revenue bodies.

A common area of concern is security for unstructured email — several delegates
thought it was vital this aspect was resolved before effective email communication
would be achievable, particularly in relation to communication containing specific
taxpayer or other sensitive information. Others considered the use of a structured
knowledge base in conjunction with email services would eventually enable email to
be a viable and cheaper alternative to existing phone inquiry services.

Whilst the Sub-group agreed it may be valuable to undertake further work in this area
in future, the development of email solutions amongst member countries is not
currently at a level of sophistication to clearly guide best practice in this area.

Delegates agreed to share details of any significant advances or developments in
managing email in their administrations at future meetings of the Sub-group.
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Annex B — Original Survey Information
Email Implementation and Issues
1. Information Sharing and Exchange

At the last meeting of the OECD Taxpayer Services Sub-group, it was agreed that we should
examine and share information relating to the successful (or unsuccessful) implementation of
secure email processes and systems between the administrations and their clients.

There are a range of common issues that some of the agencies are working on, while it was
apparent that some agencies had resolved some/all of these and achieved some success.

The purpose of this information sharing and exchange exercise is to provide details of:

* what has been done ;

» level of success;

» issues encountered and or resolved (detailed list of issues is below);

» processes that have been put in place to deal with this work;

* design and or details of the system(s) that have been put in place for this;
» details of any technical or security design that has helped;

e any other relevant discussion

Since the Taxpayer Services Sub-group meeting, it has become evident that while some of the
details above can flow quite easily, there are some differences in the use of the term “email”
for some of our agencies.

2, Email Categories

The following list is a guide to the various functions/processes that we have uncovered that
come under the banner of “email”. If there is a story to tell about implementation, we need to
know which of the categories we are talking about.

1. Email — unstructured containing in-confidence (taxpayer) information sent from a
Taxpayer to the agency
2. Email — unstructured seeking clarification/interpretation of the tax law

3. Email — unstructured seeking clarification/update on transaction process/progress

4. Email — structured form that has been completed on your site without any
authentication

5. Email — structured form that has been completed on your site after the taxpayer has
authenticated themselves

6. Email — Auto responses from your agency containing no specific taxpayer information

7. Email — Auto response from your agency containing taxpayer and possibly sensitive
information

8. Email — notification of a secure message

9. Email — response prepared by staff that may contain taxpayer or sensitive information

10. Email — response prepared by staff that contributes to a “cross agency” enquiry where

there are privacy issues between agencies
11. Electronic Enquiry support — where a decision system provides a structured enquiry
and a suggested answer, escalates as an email where further assistance is required
3. Characteristics of the solution
The following is a list of some of the common design elements or issues that surround secure
email. Details of the solutions that agencies have or are considering against the following
points would be helpful.

3.1 Security

11



Method of Authentication

Identification methods — business, individuals, agents etc
Encryption

Notification/delivery

Work Management (workflow)
Indexing (identifying who it is to/from)
Classification — what is the topic/subject
Routing/workflow for actioning
Tracking/reporting
Channel discrimination eg, does an email request get actioned faster than a
letter?/are there any new Service standards for email
Efficiency (is this faster or slower than other channels)

Data Management
What and where are they stored
How are they archived, and made available for retrieval

Client Management
Dealing with attachments
Maintaining email addresses
Return Undelivered emails — revert to paper?
Assurances that emails that were sent were received/read

12
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=  tax refund and balance owing

=  RRSP, Home Buyers' Plan, and Lifelong Learning Plan
"  income tax and benefit returns

= account balance and payments on filing

"  instalments

= Canada Child Tax Benefit and related provincial and territorial programs payments, account balance, and statement of
account

= GST/HST credit and related provincial programs payments, account balance, and statement of account
®"  addresses and telephone numbers
A client can also manage their personal income tax and benefit account online by:

=  changing their return
®  changing their address or telephone number
= formally disputing their assessment or determination

Over time additional functionality will be added. The following links provide more information on the epass authentication and the “My
Account” service. http://www.cra-arc.gc.ca/eservices/tax/individuals/myaccount/menu-e.html and http://www.cra-
arc.gc.cal/eservices/tax/individuals/myaccount/account _fag-e.html

Business Scenario: The client is seeking information or data of a personal nature related to their tax or benefits affairs. While the CRA
would provide a standard auto response as indicated in TYPES 1,2,3 if the client sent a TYPE 5 email to our “comments” mailbox, we
do provide a method, as described above, for them to get the information in a secure environment.

Volumes per annum access to “My Account”: Jan-Dec04 = 2,178,000; Jan to May05 = 1,100,000.
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Email Category 6. Auto responses from your agency containing no specific taxpayer information

Country Canada us
Business All types of emails are responded to with the auto | Refer to details of auto responses outlined within
Scenario response below: Auto response is provided, as | Email Categories 2, 3, 4 and 8.
indicated for Email Category 1.
Volumes per | Very low Not specified
annum
Security = No authentication Refer to details of auto responses outlined within
= Alllines of business Email Categories 2, 3, 4 and 8.
®"  No encryption
Work = The only identification is the email address of the Refer to details of auto responses outlined within
Management client Email Categories 2, 3, 4 and 8.
=  Emails are to our “Comments” which solicits
suggestions for improvement. Clients are thanked
and told we will not be replying (See reply above
in red)
®  Suggestions are sent to the responsible content or
web architecture managers
=  No tracking
=  Email suggestions are considered equally with all
suggestions received via the other channels
Data = Suggestions would be retained and archived Refer to details of auto responses outlined within
Management consistent with suggestions received via other Email Categories 2, 3, 4 and 8.
channels.
Client = Any attachments to the email, which is allowed to Refer to details of auto responses outlined within
Management enter through our firewall, would be forwarded as Email Categories 2, 3, 4 and 8.

appropriate to the content or architecture
manager.

Email addresses are not maintained.

Should any email be returned undelivered, no
action is possible as the only link with the client is
the email address provided by them.

No follow up is taken to ensure emails have been
read.
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Email Category 8. Notification of a secure message

Country Australia UK us
Business Notification that a Business | Message notification e-services
Scenario Activity Statement (BAS) is ready
and due for lodgement. This Department of the Treasury, Internal
email triggers our BAS lodgers to Revenue Service, Moderation &
go to the Portal or the Electronic Information  Technology Services
Commerce Interface (ECI) to (MITS)
complete and lodge their BAS
On-line. These forms include
personal and sensitive
information, therefore not suitable
for  emailing  without any
authentication. When the
businesses go to access the
forms, they need to authenticate
themselves using their PKI
Certificates.
Volumes per | High - 300,000 Low Not specified
annum
Security "  There is no authentication. ®=  Qutbound notification to a = Each individual user of the e-
The emails are sent to the private email message that a services system is
email addresses for the secure message is available authenticated.
business or the agent as is at the Portal = Users are authenticated through
stored on the Australian the use of “shared secrets’- data
Business Register. known to the IRS and the
= There is no encryption, and individual user.
these are designed = After authentication, users
specifically to notify the provide an email account where
availability of an on-line they will receive informational
transaction that needs to be messages and notices regarding
completed. the e-services system. This is
an optional field. If not address
is provided, these messages are
not delivered.

= Emails are one way only- from
the system to the user.

®"  Email messages sent to users
include:

1. Notice that there is a
completed response/
transaction awaiting pickup
in their secure mailbox
(part of the e-services
system)

2. Notices regarding system
performance/outages

3. Notices regarding
expiration of passwords

4.  Notices confirming their
update/changing of their e-
services account
information.

Work = There is no indexing = NA =  Emails are automatically
Management required as there are no generated by the system for a
incoming emails. variety of conditions.

" The emails have a return
address of <specific e-services
product>@irs.gov and a subject
line referencing message
content.

= Users cannot respond to the
emails.

"  Volume of emails is not tracked
or reported.

Data = Allthat is kept is a record of = NA ®  Emails are not stored or
Management

27




Email Category 8. Notification of a secure message

Country Australia UK us
the fact that the ATO sent available for retrieval, as they
the notification. are optional and not critical to
the operation of the e-services
system.
Client . Email addresses are stored . No action taken for non . Undelivered emails are not
Management on the Business Register. delivery — it is only a resent, as they are optional and

=  Any returned unclaimed are
converted to paper forms
that are sent to the mailing
address for the business.

notification.

not critical to the operation of the
e-services system the number of
emails completed and sent.
Reasons for email rejection and
volume is not tracked or
reported.
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Additional information provided by Canada regarding unsupported Email Categories.

Email Categories

7. Auto response from your agency containing taxpayer and possibly sensitive information

8. Notification of a secure message

9. Response prepared by staff that may contain taxpayer or sensitive information

10. Response prepared by staff that contributes to a “cross agency” enquiry where there are
privacy issues between agencies

Business All types of emails are responded to with an auto response (see TYPE 6 template for text of our auto

Scenario response). CRA does not currently send these types of emails due to confidentiality, privacy and security
concerns.

Volumes per | None

annum

Security ®  These forms of emails are not available or permitted.

Work = N/A

Management

Data Management | =  N/A

Client = N/A

Management

Email Category 11. Electronic Enquiry support — where a decision system provides a structured
enquiry and a suggested answer, escalates as an email where further assistance is required

Business CRA does not currently allow a client, as a result of a decision tree system interaction, to escalate an enquiry

Scenario via an email.
NOTE: We had in place, on our web site, a decision tree system, called the Interactive Information Service,
which, through a question and answer session, guided the client to the answer to their question. The service
was topic driven and through the use of prompting questions, the client was able to anonymously provide the
precise context of their particular situation, thereby enabling the system to present a complete and accurate
response to their question. This system was discontinued due to the cost of maintaining and updating the
database.
In addition, currently, under certain circumstances where a client is unable to get a complete answer to their
information needs, the client is offered the opportunity to speak to an agent by calling a special phone number,
behind which are agents with the specialized knowledge to respond to the particular topic the client needs to
discuss. This is known as our “Smartlinks” pilot project. While this is not email, it allows the client to go beyond
pure self serve on our web site.

Volumes per | None

annum

Security "  This form of email is not available or performed; however, see the note above regarding our

previous use of a decision system and our “Smartlinks” project.

Work = N/A

Management

Data Management | = N/A

Client = N/A

Management
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