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Session 1: Developments in International Organisations.   

Over the last year and one-half we have been reflecting on the current state 

of privacy at the OECD, and in the process marking the 30th anniversary of 

our privacy guidelines.  

 We have done this through a series of events and papers, now 

collected together – but all the while looking ahead to a review of the 

guidelines themselves.  

It is now high time now for next phase of work.  

 We have secured a consensus amongst OECD members that will 

orient our review of the Privacy Guidelines, as reflected in the Terms of 

Reference released today.  

 I thank Commissioner Stoddart for her leadership in helping us bring 

together a diverse set of countries at the OECD to move forward on 

this essential, but at times contentious, topic.    

At the OECD we situate our thinking about privacy within a spectrum of 

policies that aim to feed economic and social well-being – a well-being that I 

note is rather severely challenged in the current economic climate that 

prevails in many OECD Countries.  
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In June, the OECD held a high-level meeting that produced a Communiqué 

outlining a set of Principles for Internet policy-making.  

The importance of strengthening privacy is highlighted in the Communiqué,  

 but that is one among a constellation of considerations aimed to 

ensure that policy frameworks provide the right conditions to maintain 

an open and dynamic Internet that continues to bring benefits to 

economies and societies. 

In that context, let me first say a few words about the data-centric world we 

now inhabit.  

 Modern analytical techniques and computational power allow 

organisations to harness large amounts of information to enable data-

driven decision making.  

 As we struggle to find bits of good economic news, data is increasing 

seen as a key ingredient of innovation and growth.    

 Indeed the capture and analysis of data is now recognised as a 

significant competitive advantage and an important asset.  

Now, there is some risk that the big data buzz turns to bubble. After all this is 

not completely new.  

 In the financial sector, credit card issuers have monitored transaction 

data for abnormal patterns as part of fraud detection systems for years.  
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 And terms like ―business intelligence‖ and ―data warehouse‖ have 

been around since the 70s and before – not coincidentally the same 

period in which our privacy frameworks emerged. 

But there is something new and important going on here.  

 The advent of technologies like RFID, cloud computing and ubiquitous 

smart mobile devices that track us in space and time are data 

intensive.  

 Sensors are here and growing in their ubiquity.  

 Cookies and beacons are here today, monitoring our browsing 

activity.  

 Individuals actively contribute data themselves through their embrace 

of social networking, e-commerce, the use of cloud communication and 

storage services.   

Individuals are – knowingly or not - generating a digital archive of 

themselves.  

 Globally we upload 48 hours of video per minute and post 2 million 

tweets daily.  

 Here in Mexico internet users spend 7.4 hours/month social 

networking, which is higher than their neighbours immediately north 

above the border, but less than OECD’s newest member Israel, whose 

users clock some 11 hours monthly. 
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These shifts have are making it possible to extend of the benefits of big data 

from a select few enterprises to a wide cross-section of organisations, 

bringing boosts in productivity, consumer welfare, scientific research, and 

more.  

 But these benefits are dependent on maintaining a state of trust.  

Organisations take steps to effectively protect against threats of data 

breach and data uses contrary to the expectations of individuals and 

good privacy practice will be the big winners in this new game.    

One encouraging development is the rise of the privacy profession.  

 The role of privacy professionals has evolved from one of mere legal 

compliance to one that reflects a more holistic view of data as an 

important strategic asset for organisations.  

 Privacy is no longer seen as simply a cost centre, but rather as 

essential aspect of managing a valued asset.   

 It’s a critical development for improving privacy on the ground. 
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Much of this is captured in the Terms of Reference for the Review of OECD’s 

Privacy Guidelines.  

 They highlight that, as compared with the situation 30 years ago (and 

maybe even 5 years ago), we are looking at a real change of scale in 

terms of the role of personal data in our economies, societies, and of 

our course, our lives. 

The environment, in which our traditional privacy principles have to function, 

has to take into account significant changes in:  

 the volume of personal data being collected, used and stored 

 the range of analytics enabled by personal data, providing insights 

into individual’s movements, interests, and activities 

 the value of the societal and economic benefits enabled by new 

technologies and responsible data use 

 the global availability of personal data, supported by communications 

networks that permit continuous, multipoint data flows. 

 and not least, the extent of threats to privacy in such an environment. 
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So what is the objective here?   

We are committed to review and adapt our privacy framework to reflect the 

broader scale of today’s uses of personal data with a view to: 

 (1) more effectively protecting a fundamental value and  

(2) fostering individual trust and the economic and social benefits from 

responsible and innovative uses of personal data.   

We likewise recognise that cross-border flows are now critical and commit to 

privacy regimes that support secure and efficient data flows, taking a risk 

based approach to their protection.    

To get there, OECD members have identified three sets of issues requiring 

further work:  

1. Roles and Responsibilities of key Actors – how, for example, 

should we address the role of individuals who are now empowered with 

new tools that put privacy at risk? 

2. Geographic restrictions on data flows – this goes back to heart of 

the OECD interest in this issue.  How do we develop rules that work on 

a global scale? Cloud computing – still in its infancy, but quickly 

growing -- shines a bright light on this issue in particular. 

3. Proactive implementation and enforcement – Taking our heads out 

of the cloud, how do we ensure real effective protections on the 

ground?  
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The rash of security breaches that regularly expose personal data highlight 

the need for greater efforts to apply our privacy principles in practice.     

 We will pursue those issues through the multi-stakeholder approach 

that has long characterised our work in this area, seeking as well the 

continued -- or enhanced -- engagement from the international 

organisations in this room. 

We do not start from scratch.  

The Terms of Reference identify a number of elements that we already 

identify as key.  

 In his video message, the Secretary General mentioned two:  

o first, elevating the importance of privacy to the highest levels in 

governments – a good message to have been delivered from the 

highest level at the OECD.  

o And second, improving the global interoperability of privacy 

frameworks. I have taken a long time to arrive to the key 

question for this session.  
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Let conclude by offering a few suggestions as to promising areas for working 

towards greater interoperability.  

1. A globally active network of privacy enforcement authorities—

this is, the ―low hanging fruit‖ in terms of improving global 

interoperability.  

a. Yesterday there was a meeting of the Global Privacy 

Enforcement Network – GPEN – whose formation took some 

inspiration from an OECD Council Recommendation in this area.  

It’s a promising development but we need to go further.   

2. Addressing the changing role of the individual.  

a. Helping individuals better appreciate how the powerful 

networked devices they routinely use have the power to put their 

own privacy (and security) at risk – and that of others -- is new 

and something that we should collectively explore. 

3. “Accountability” is a third item that I would flag.  

a. It’s the last principle of the OECD guidelines – which state 

simply that ―Organisations should be accountable for complying 

with measures which give effect to the other privacy principles‖.   

b. That is an important principle that underpins all the others. In 

recent years there has been considerable international 

discussion on how to move this from being a principle to a 

practice.  
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c. Since it is not yet reflected in other international frameworks, we 

need to work collectively to build an internationally compatible 

model of accountability. 

4. Finally there is the issue of the governance of cross-border data 

flows. 

a.   All of our international instruments take geography as the 

starting place in terms of how to think of this issue.  

b. Given the volume and diversity of flows today, we need to look 

more closely at assigning responsibility for their protection 

to the organisations that have been entrusted to secure and 

use the data appropriately.   

Thank you. 

  


