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FOREWORD

This Scoping Papeopn Online Identity Thefivas discussedy the Committee on Consumer Policy
( i CCaits ¥3" and 74 Sessionsn 2007 It wasprepaed by Brigitte Acoca, of the OECD Secretariat
based on independent research amnber counir e ispdit It served as &asisfor the developmenin
2007 and 200&)f C C P [@okicy principles on onlinedientiy theft

The papemwas declassified by the Committee on Consumer Pdalityd January 2008inder the
written procedurelt is published under the responsibility of the Secre@eneral of the OECD.
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SUMMARY

Background

Atits72%Session in October 2006, the Commdatytog&e on
an analysis of orine identity theft, in support of the work carried out tye O E C D Gosnrrittee for
Information, Computer and Communi c at ionthebrodd aréndscand pdlicies hat Rit )
shape the future of the Intern&he analysis seadas the basis fahe developmentn 2007 and 200&)f
C C P poBcy principles to combat suchheft; these principlesvould be consideredt theMinisterial-level
meetingorganised byhe ICCPon 17-18 June2008in Seoul, Korea

Structure of the analysis
The analysis is presented in five sections:
1 Section | of theanalysisexamines the differedegal approaches adoptéy OECD member
counties to addressD theft andexamines the implications afreating a separate criminal

offensefor ID thetft.

9 Section Il describes thdifferent methods thatlD thievesuseto o bt ai n Vi cti mso
information, including social engineerintechniquesand technical subterfuge involving the

installationofma |l i ci ous software (fAmal war eo)
f Sectionlll descri bes t he di fferent ways i n whi ch
information.

1 Section IV provides a prfile of ID theft victims. It draws on the available statistical data
reflecting victimsd complaints and | osses tre
off than online.

I SectionV sets outOECD member couniyr and internationakenforcementefforts aimed at
stemming online ID theft.

Defining identity theft (i | D t)hef t o

ID theft is defined differently in OECDBnember counies: some view it as a specific crime, while
others regard it as a preparatory step in the commiss$iotherwrongs or dmes. For the purposes of this
paper, the following definition is used

ID theft occurs when a party acquires, transfers, possesses, or uses personal information of a natural
or legal person in an unauthorised manner, with the intent to commit, or irectan with, fraud or
other crimes

This definition applies regardless of the medium in which ID theft is perpetratéthugh this
definition encompasses both individuals and legal entities, focus in the present paper is limited to identity
theft affe¢ing consumers.
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ID th i e ‘orelisedoolkit

Generally, I D thieves employ a variety of diff
Some online tools includethe activation of malware, a program installed on a computer system for the
purposeof causing harm to that system or to othéro hi shi ng, 06 whereby thieve:
sending deceptive-mails orby usingfake websites to trick users into disclosing personal informatiamd
the use othesephishing messagewhich are widgl distributed by spamgftento install malware on the
computers of recipients.

Phishing techniques are becoming more sophisticated and more difficult to detect. Some of the
principal forms are:

1 A Phar rhistyge:obmessage uses the same kind of fdisntifiers as in a classic phishing
attack and at the same time redirects users from an authetigiteto a fraudulent site that
replicates the original in appearance.

T ASMi Shdenlgl: 6phone users receive text metgsages
them that they have signed up for one of its seryiraficatingthat they will be charged a

certain amount per day unless they cancel 't h
1T ASpphaishing: 0 the sender i mper sonateabthera con
coll eaguesd passwords/usernames to ultimatel:

The different forms of ID theft

I D thieves misuse victimsd personal informatio
schemes. Typically, these schesninvolve misuse of existing accounts, opening new accounts,
fraudulently obtaining government benefits, services, or documents, health care fraud, and unauthorized
brokering of personal data.

The scale of online ID theft is difficult to measure

Statistic are collected differentlpy countries, complicating crogsrder comparisons. Moreover,
statistics collected by public and private entities vary greatly: smees conclude thahe scale ofD
theft has gone down in the past yeaesulting in growng consumer confidencén contrast, othesources
advance figures reflecting an increase in ID theft.

Domestic enforcement strategies

In most OECDmember countes, public authorities and the private sector have developed a range of
consumer and user @chtion tools to combdD theft. In some countries, information is shared between
various public and private bodies to investigate and prosecute ID theft. Resources to police are, however,
limited in many countries.

Companies in some countries have ustteyd the need to deploy human resources and security
strategies to prevent data leakage. However, there is recognition that more needs to be done to ensure that
they adequately prevent those data security breaches. A few countries have taken stepgeaotibis
imposing & obligatonon data coll ectors such as companies a
disclose such breaches to their affected customers and the public. Others are still consideringuwahether
information disclosureshould beadopted through laws only. In som&rBpeanUnion Member Statg,
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ISPs are requesting the right to act on behalf of their customers if their personal information is misused and
results in direct and indirect losses.

International enforcement
Intergovernmental initiatives

Various international organisations and groups are involved in fighting éyhet The OECD, for
example,has developed policy responses in the areas of fraud against consumers, spam, security and
privacy. Instruments include th£999 Ecommerce Guidelineshe 2003 Crossborder Fraud Guidelings
the 2002 Security Guidelines of Information Systems and Nefwwek 980 Guidelines on the Protection
of Privacy and Transborder Flows of Personal Datal the2006 AntiSpam Toolkit

The International TelecommunicatiotJnion and the AsiaEurope Meetingare other platforms
involved in the fight against oline threats. Interpol, the police organisatishose mission is to combat
international crime frequently serves as the basis ofoperation between national police forces in
conducting multinational investigations of lme crime.

In addition, there have been a number of bilateral, multilateral and regional schemes whereby law
enforcement, police and government bodies have joined forgeevent and prosecute tine ID theft.

Public-private sectointernational enforcementinitiatives

The private sector oi ns public authoritiesdé efforts to t
Some are dataharing forums gathering statistics phishing, malware and other dine threats. Some
are enforcement oriented, assisting governments in investigations, implementing adapted technological
tools, and proposing recommendations for the development of tailored legislative and besspiaetite
at stemming ID theft in the online environment.

Issues

This analysis suggests that stakeholdgmsuld consider addressing a number of issues to Wmpro
their efforts to combat onlin® theft:

1 Definition -- The lack of a common definition may comjalie efforts to combatD theftin a
comprehensive fashion, across borders.

1 Legal status- ID theftfraudis not an offenceoer seunder most OECInember countr laws.
It is a crime ina fewothers.WhetherID theft should be treated as a stahone offace, and
criminalised, needs to be considered.

1 Co-operation with private sector- The private sector should actively participate in the battle.
member counies could consideienactingmore restrictivdaws increasingpenaltiesimposed
on ID thieves engage in outreach tthe private sectoand encourage entities tp launch
awareness campaigrig) develop industry best practices diidl develop and implement other
technological solutions to reduce the incidence of ID theft.

I Standard -- Member counties should examineestablising national standards for private
sector data protection requirements and impose a duty to disclose data security breaches on
companies and other organisations storing data about their customers
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1 Statistics-- ID theft (whethe off or online) hasfailedto attract the attention of statisticians
Most data are from the United Statssitistics for Europe do not estj except for the United
Kingdom. When datare available,they often do not cover ID thefas an independent amg
The Uhited Statesis notablyone ofthefew countries with data available that arsalyD theft as
a separate offens@he production of more tailored and accurate statistica, d@vering all
OECDmember countes could help determine the impactibftheft in the digital meketplace.

I Victim assistance- member countes could consider developing victim assistance programs to
help victims of ID theft recover and minigai their injury.

1 Remedies- Member counties could consider whether to endegislation to provide more
effective legal remedies for victims of ID theft.

1 Deterrenceand enforcement- The lack ofcriminal laws prohibiting ID theft and the limited
resources of law enforcement authoritie®y mean that there imsufficient deterrace
Member countes couldexplore the value dhcreaing resources fotaw enforcementiD theft
investigations and training. More generally, given the rapid evolution of ID theft techniques and
methods, more resources and training could be grantaitl @ECD authorities involved in the
battle.

i Education-- Consideration could be given to broadenidgi@ationon ID theftso as to cover
all interested stakeholders including consumers, users, governments, busamessetustry.

1 Co-ordination and ceoperation-- Agenciesnvolved in the enforcement of afb theft rules
and practices are numerous at both domestic and international Tewaisrespective roles and
framework for ceoperation could be clarified to hedmhance their effectivene€sonsderation
could be given tamproving domestic law enforcement @rdination by developing national
centers dedicated to the investigation of ID theft crim@sth regard to cenrdinationand ce
operationwith foreign law enforcement authoritiesjember ounties couldexplore areas of
mutual interest, such &senhaning deterrenceij) expanding participation in kapternational
instrumentge.g the Council of EuropeConvention on Cybercrimegiii ) improvingresporseto
requests for investigative astince, andv) otherwisestrengthening coperation with foreign
partners€.g in the fields oftraining law enforcement
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INTRODUCTION

A. A new Internet landscape

Over the past ten yearte Internet hasevolved into a single and integrated infrastructure where
audiovisual media, publishing, and telecommunicatiaresall convergng. This low-cost and seamless
communications systemot only fosters growth for existing and new industries but also serves society by
promoting diffusionof culture and knowledge. Today, th@ernet isesnhaning commercial opportunities
for businesss It is als serving as a vehicle for providingublic services directly to businessand
consumers, as well as innovative personal and social activities. As such, the Internet has substantially
changd both our global economy and society and its impact in the gowaars is expected to be
significant

Anticipating this evolution, as early as in 1998e OECD pointed ouhe importance of sustainable
electronic transactions for the global economy and society. At the same time, however, it warned its
member econoias about thelangeroussides this changing scheme could bring, one of them being the
emergence of new types of online threats to the detriment of consantetsersBy nature, face to face
clientrelationships ar@orexistenton the InternetEstablistin g o reatidestity for online transactions
is complicatedthereby making fraud easier.

The Ministerial Conference orthe Future of the InternetEconomy

OECD member counies have understood the need to be#igdressthe challenges arising from
misug of the Internet At its October 2005 meeting, tl@E C D Gosnmitteefor Information, Computer
and Communications Policy (Al CCPO0) agreed to conc
policies that will shape the future of the Intereebnomy It further agreed that the issues surrounding the
future of the Internet would benefit from a Ministefiebel Conference on th&uture of the Internet
Economyto be held @ 17-18 June2008in Seoul, Korea

CCP involvement

ThefiFuture of the InterneEconomy project was initially presented to the Committee on Consumer
Policy (ACCPO) at i ts October 2005 and Mar c h 2
Recognising the close synergies with its past and future work progranrelation to thigssue, the CCP
at its 72 session in October 2006, agreed to provide input to the project. Cyber fraud was identified as the
main theme to be exaned, with a particular focus on

1 ID theft

T Mobile commerce

! fiA Borderless World: Realisn g t he Potenti al of GOECD aMinisteidl e ct r or
Conference on Electronic Commerce, -97 October 1998, Ottawa, Canada, at
www.ottawaoecdconference.org/english/hontgphatml
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1 User education and empowerment
1 Crossborder lav enforcement coperation

I Redress for individual victims dine.
B. A scoping paper ononline identity theft

Unlike most of the subject are&dentified above|D theft is a new topic for the CCP to explore.
While this issue is indirectly covered blget1999 OECD Guidelinesfor Consumer Protection in the
Context of Electronic Commerde i T 1989 E-commerce Guidelinés)(OECD, 1999), and th€003
OECD Guidelinedfor Protecting Consumers from Fraudulent and Deceptive Commercial Practices Across
Borders(iiThe 2003 Crosshorder Fraud Guidelings JOECD, 2003), it has never beas suctihe subject
of anin-depth study by the Committel. light of the growing importance of this issus its 72° session,
the CCPrequestedhe Secretariato prepae the preentanalysis obnlineID theft, to better understand the
concept and the extent to which it can affect consuametsusers

A crosscutting issue

ID theft is a crossutting problem which does not only violate consumer protection rules, but also
securiy, privacy, and antispam rules. Considering how best ID theft could be countered should be done
under a multdisciplinary approach. Thus, in preparing this pagfer, CCP Secretariat consulted with the
Secretariat to the OECD Working Party on Informatke c ur i t y and PThe WRISP ytsel{ i WP |
develod an analytical report ormalwarein partnershipwith the AsiaPacific Economic Ceperation
Telecommunication and InformatioreTc hnol ogy Wor ki ng Secudtyuand ProBparlye C T E
SteeringGroup fiSPS®) (OECD, 2008) The CCP Secretariat alsestablished contacts with the OEE3
Working Party on Indicators fdhel nf or mat i on Sto exanire yow (Statigliesl could dbexter
measure online ID theft cases.

Background on ID theftin the online environment

Over the past ten years, busingss o n s umer (AB2CO) el ectronic tr
Numerous factors can help explaéie increasemost firmsin the OECD arehave now a presence on the
Net; in particular, financial institigns offer online banking services to their customers; finally, as
consumers get more experienced in buying goods or servidagpthey become more aware lafw to
avoid escams. As a consequence, hardly any busiwassingto benefit from commerciadpportunities
can today afford to remain present $pia the offline world.

However, despite its potential, tgeowth of theE-commerce market isomewhat restrained (OECD,
2006)° This is particularly true in telEJ 2BD63pecilean U
Eurobarometer(EC, 2006, p. 12)only 27% of the EU population purchased goods and services online
over the past year, and mostly ordamestic basisOne of the main reasons explaining thisited
popularity is a continuing lack diilll consumer confidence in therarketplace. The new commercial
opportunities offered by the Internet have proved tphome toinherent risksThose risks have taken the
form of sophisticated frauds which may affecnsumers andsers very quickly and oa global scale,
while allowing perpetrators tescape detection

Other statistics also indicate a decline in coner confidence irE-commerce.ln a 2006 online
survey conducted by the Business Software Alliance and Harris Interactive, nearly one autitesaid

2 See also th®ECD Policy Brief orProtecting Consumers from Cyberfrgu@ECD, Paris, October 2006, at:
www.oecd.org/dataoecd/4/9/37577658, dIECD, 2006d)

1C
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that security fears compelled them to shop onling @seot at all during the 2002006 holidayseason
(USIDTTF, 2007 Vol. I, p. 11). Similarly, a Cyber Security Industry Alliance survey in June 2005 found
that 48% of consumers avoidethking purchases on the Internet because they feared that their financial
information might be stoleJS IDTTF, 2007, Vol. |,p. 11-12). Although the studies have not correlated
these consumer attitudes with online habits, these surveys indicate tiréty semcerns likely inhibi€-
commerce.

ID theft is regardetty manyas one of the major risks consumare d user s are expose
digital environment. E-payment and e-banking services, on which this report will mainly focus,
substantially sffer from such mistrustin the United Kingdom, for example, an estimate of 3.4 million
people were prepared to use the Internet but not willing to shop online because of a lack of trust or fears
about personal security (UK OFT, 2007, p.Many member ounties have noted the problem and taken
steps to help ensure that consumansl usersare adequatelyprotected againstD theft. These steps
encompassarious actions and measures suchasumer and user awareness campaigns, new or adapted
legislative frameworks, privatgublic partnerships, and industied initiativesaimed at putting in place
technicalprevention measures and responses to the threat

Despite tlese initiatives however many member counies have not sufficiently addressehle
problemof ID theft. As a result, its scope, magnitude and impactwaay from one country to another
even from one source to another within the same country. These differences reflect the need for-a more co
ordinated response at both domestic and intemeltlevels.

Section lof this paperexamires the multiple facets of thi theft problemandreviews the different
legal approaches adopted among OEG&ENber countes toreduceits incidence

Section Il focuses on the different methods used to petpdbDaheftvia the Internet. It describes the
techniques implemented by ID thieves to lure victims online, winicteasingly involve the use spam
and malware.

Section Ill describes the various fasmof ID theft, ranging from misusing existing accountor
opening new accounts to brokering personal data and fraudulently obtaining government services, benefits,
or documents.

SectionlV provides a profile of ID theft victims. It draws on the available statistical data reflecting
victi ms b c ossgstreads.ntiguestians whether ID theft is more prevalent off tHareon

SectionV sets outOECD member counyr and internationaénforcemenefforts aimed atstenming
online ID theft.

This report addresses issues and concepts of a technical nawrhich might evolve rapidly.The law
may have changed sincéirst publication, and the reader is cautioned accordingly.

11
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SECTION I. ID THEFT6 €HARACTERISTICS

There is nostandard definition foon or offline ID theft at the international levelWhile some
countries have adopted a broadw of the conceptwhich usuallyapples to both on and difie ID theft,
very fewconsider it as a specific offencks a result of these different approache legal nature of ID
theft varies from one jurisdiction to another, leading to the applicatiodifiérentregimes ofprevention,
prosecution andanctions.

ID theft isan illicit activity with multiple facetslt is geneally included in a largechain of wrongsor
crimes More specifically, ID theft is committed over different sequences of actions. This complexity has
operedthe path for different legal categorisations of the concept in OBEMber countes, which either
qualify ID theft as a spefat crime, a civil wrong, or as a preparatory step in the commissiarther
offences such as fraud, forgery, terrorism, or money laundésgsgAnnex Il)

In the absence of a globally acceptastlowsef i niti o

ID theft occurs when a party acquires, transfers, possesses, or uses personal information of a natural
or legal person in an unauthorised manner, with the intent to commit, or in connection with, fraud or
other crimes

Although this definition encopasses both individuals and legal entities, focus in the present paper is
limited to identity theft affecting consumers.

While some OECDmember countes employ different terminology to describe the probieat,of
the countries addressingetlssue aima prevent fraudulent or criminal activity resulting from the misuse
of personal informatiof.

A. How does OECD domestic legislatiosover ID theft?

As described below,efv OECD member counies have adopted legislation which specifically
addresselD theft. In most other countries, it is a constituent element of common wrongs, and as such it is
covered by a multitude of rules including unlawful access to data, fraud, forgery, and intellectual property
rights, etc. ID theft is also a facilitating factor wommit other, more serious offences such a casd, is
often Aabsorbedod by Théteansition ofetradidianal foons of IDotheft ¢ontlee .
electronic marketplace raises the questionwbiether existing OECDmember counire s 6 ivee gi s | ¢
schemes are sufficient to address the problem.

The followingdiscussionllustrates differences in some OE@iember counire s 6 appr oaches

3 See Annex |l tohis paper for a description of the terminology used in various OECD member countries as
well as in international and regional organisations.

4 The concept of HApersonal informationo refers to id:

12
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ID theft is a specific offence

In the United Statesynder Federal and various stéws, ID theftis a specit criminal offencethat

can occur when someone #AdAknowingly transf ernfs, p O <
identification of another person with the intent to comuanitin connection withany unlawful activity that
constitutes a violatim o f Feder al | aw, or that constituttes a f

As such, ID theft is a crimper se In 2004 the Identity Theft Penalty Enhancement Aci | TPEAO0)
introduced aggravated penaltfes.

ID theft is a constitent elemen of other wrongs or crimes

Until recently,fraudin the United Kingdom was not regarded as a specific offence. However, under
the UK Fraud Act 2006 which came into force on 15 January 20@@ud hasbecomea single statutory
offencewhich extends to &ud committed online. Fraud can be committed in the three following Ways:
by making a false representation (dishonestly, with intent to make a gain, casis# Iisk of loss to
another);i) by failing to disclose informatiorandiii) by abuse of pdson. In addition, new offences were
establishedsuchast he act of Afobtaining services duchsahonest

credit card fraud over thimterneft he act of possessi gt hartiecmediaft
includ ng fany program or data held in electronic f
making or supplying articles for wuse in fraudsé

connect i onwhigh rélates tb theawritihg af malous softwaré.

In Australia, except iMQueenslantiand South Australid® ID theft is not astandalone offence.
However, identity crime and identity security have increasingly become a priority for the Australian
Governmentsince 2000, with the tabling ® the Numbers on the Rumeport by the House of
Representatives Standing Committee on EconomingnEe and Public Administratienin July 2004 the
Australian Standing Committee of AttorneyGeneral fSCAG)) agreed to the development of model
identity theft offences. A Discussion Paper on model identity crime offences was developed and approved
by SCAG at their April 2007 meetirlg.

On 21 November 2007, the Government of Canada introduced a new bill niBkihgft a specific
criminal offence While the misuse ofs 0 me @ ideatify informatioris covered in th€riminal Codeby
offences such asnpersonation and forgerthe preparatory steps of collecting, possessing and trafficking
in identity informationare generally nbcaptured by existing offencés

To date, except for the United Kingdong mpecific provisions about ID theft or ID fraumday be

found iNEU Member &ate® |. mwWwmnce,n 2005, a legislative proposal was put forward before the

° Seethe United Staté€sode (fAU. S. C. 0), Title 18, Section 1028 (¢
6 Thetext of thelTPEA is availableat: www.consumer.gov/idtheft/pdf/penalty _enhance_act.pdf

! The UK Fraud Act 2006s avalable at:www.opsi.gov.uk/acts/acts2006/ukpga_20060035_en.pdf

Out-Law news Phishing kits banned by new Fraud Aci3 November 2006, atwww.out
law.com/page7469

Queenslanriminal Code and Civil Liability Amendment Act 200Ihe Act was enacted in March 2007.

10 South AustraliaCr i mi nal Law Consolidation ( fiThe Aatdametinto Thef t
force on 5September 2004.

1 More details about the SCAG model identity theft offences can be found at:

www.ag.gov.au/www/agd/agd.nsf/Page/Modelcriminalcode tldg&rimeDiscussionPaper
12 See:http://canada.justice.gc.ca/en/news/nr/2007/doc_32178.html
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Senate (high chamber of the French Parliament) toifsgadly prosecute online ID theftdiowever, n

October 2006, the French Minister of Justice rejected this prdpssaing that ID theft (whether
committedon or offline) is adequately sanctioned undeerch law througtvarious criminal and civil

wongs such as the use, without authorisation, of
criminal sanctions (Article 432 3 of t he Fr ench &croqueriai afticle@3d ef) , f r «
the French Criminal Code), or defamation (Article 12let al. of the French Criminal Code).

The option of criminalising ID theft in OECDmember counties

Would criminalisation improve OEChember counir e figtit againstD theft? As described above,
same countries argue that even though ID theft is natféenceper seunder their legislation, it is already
adequately covered by various provisions relating to data privacy, security or frauds, which may be of a
criminal nature. Others however consider the option of criminalisation as a helpful meattsrtstém the
threat.

The UK Credit I ndustry Fraud Annmnalidatiomaf ¢D th8fe r vi c e
through sections®and 5 of the UK Identity Cards Act2006nd t hr ough the Fraud BE
CIFAS takes the view thabeforecriminalisation fraudsters coul d well per ce
avenue to financi al gain precisely because they k

2006, p.5). It considers that this will create incentives for all staketi@ddo understand the specificity of

the problem: the Police will intervene and investigate more ID theft ;chsesictims will receive a voice

and the needed recognition that they are victims of a crime (INTERVICT, section 7.3); penalties will be
incressed toaddress the issue maore aggressively.

In Canada, th@roposeddentity Thefthill aims at filling a gap in th€riminal Code to help ensure
that he preparatory steps of collecting, possessing and trafficking in identity information were generally
not captured by existing offences. Under the new legislation, each of the three offences created is subject to
five-year maximum sentences.

The US Identity Theft Task Force supports the effort to encourage mtraber countes to enact
suitable legislaon criminalisng ID theft. Since ID theft is a global problem, providing assistance to, and
receiving assistance from, foreign law @miement agencies is critichh cases where the foreign country
does not have laws criminglhg ID theft, itimpedes he i nvestigating countryo6s
and prosecute ID theft crimes that have foreign compog®tDTTF, 2007 Vol. |, p. 59-60).

In addition to enacting legislation that creates specific criminal offences for ID theft, Qie@iber
countries could adopt a multfaceted approach includintpr example, legislation on data security breach
notification* and publieprivate initiatives to develop a comprehensive solution to the ID theft problem.

B. ID Th e f maih slements
The concept ofiidentityd and HApersonal informationo
ID theft is a problem involving personal information. Our society is increasingly relying on personal

information to identify individuals in many circumstancésr instance, it isised to establish accounts
with merctants,ISPs phone companiegtc. It may also be used to get access to various accounts and

13 Marc Rees Ldusurpati on déidentit® s u 23 Octobere2006,e at: n o6 a ur

http://fr.news.yahoo.com/23102006/3084urpatiord-identite sur-Internetn-aurapassa.html

See Section V, A of this report.
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record systems with financial institutions, headtiganisationsschools, government agencies, and other
entities.

Under standing t he c o itsccemponents operate id different meglia is eucidl h o v
to determine the appropriate means to protect it. The core components of identélatwely easy to
grasp.They aregenerally based on fixed and verifiable attributes which are usually officialyded and
registered by public authoritie3T hese attri but es i firsthnd kdst nane daged i d u al
placeof birth,par ent sé f i randi na nsdo mea scto uma me e ssociali seadrityv i d u a |
number® Individuals also ca be identified with a variety of other attributes including a computer
username and passwordwee b page, a bl og, an | that identifies compgrters t o c o |
on the Internetane-mail addressa bank account angIN number

An effective fight against online ID theft will be difficult if the ways in which the different
components of identity are used in the online medium are not defsecbncluded in a 2006ecurity
Report on Online ID theffiafter all, we cannot protect what we cahdefined (BT, 2006). Responding to
this issue is thus a first essential step to determine how digital personal information can be made harder to
steal. In Korea, an improved online identity system was introduced in October 2006 to help verify Korean

ctizensd i dent i The olohl3diiy ditizen segisiratien. number, which contains Korean
citizensd®d personal identityo verification rmeans onling.sHowever tthis raimbera n
which was stored on f i nthe 8ubjestnof numerousdielisthe Kwears | ha

authorities thus decided to replace it by a ndN number which does not contain any personal data and
can be repl aced i-PiNnuniber has beemcbpied ay misused.e 6 s i

ID theft as a meansacommit fraud or other crimes

In most casegerpetrators involved in this illiciactivity aimatengagng in a variety of other wrongs
for different purposes includingbtairing credit, money, goods, services, employment benefits, or
anything else of valk to be used in the name of the victim, without consent.

ID thieves may sometimes not use Weimsodidentity themselveso commit fraud Instead, they will
sell it to other partiesvho will themselves commit fraud, or generate new illegal forms aiopat identity
(such as a birth certificate, driverds |l icense, o0

According to a2004 US victimisation suvey conducted by the Identityh&ft Resource Centre
( Al T Ri&dnpst prevalent form of ID theft was in majority financial #65 finarcial and criminal
(9%), and financial, criminal and cloning (@) (ITRC, 2005, p. &) Economic and financial fraud
committed by the use of credit cards has clearly profited from technological advances. Due to the growing
number of people using electroniayment systems, this kind of frawduld propagate further in the
coming years.

15 These attributes are contained in official documents such as passports, identity card, birth and death

certificates, social security numbers or driving licesn

16 This last element is a crucial means to identify individuals in the United States. Thidsavdlse case in the

United Kingdom until recently. However, in early 2007, a new system of ID cards was introduced in the
country.

a Reference to this new Korean identity verification means may be found at:

www.vnunet.com/articles/print/2165834

18 In early 2006, 1.2 milliorKoreancitizens noticed that their citizen registration number was used without

their knowledge or consent to sign up for accountdrieage a series of online games.

19 Discussion on the various forms of ID theft is further developed in Section Il of this paper.
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SECTION Il. THE ONLINE ID THEFT TOOLKIT

ID theft is an illicit activity with a long history that predates th&etnet. Typically, conventional 1D
theft wasi and still isT committed throughtechnique such as uimpster diving(alsoknowna s A bi n
rai di®mayyyme nt c@etestingd shoulder sutfing? skimming? or computetheft

In recent years, thesetavities have been given a modern spin through the fast developmtra of
Internet,which, as examined belowllows ID thieves to instathalwareon computers, ana tusealuring
met hod known as A p hbepetpéetrated,thoough thesemimalwate aire lspgam.c a n
A. ID theft based on malware only*

Malware is a general terfior a software code or programme inserted into an information system in
order to cause harm to that system or to other systems, or to subvert them for use otherititanded

by their own usersWith the rise of stealthynalwareprogramss uch as fdAkeystroke | og
fi Tr o thamhitle on a computer system and capture information coverdlyvareis increasingly used
as astandalongechnical tooltsted vi ct i ms 6 per sonal i nformation.

ID thieves use various malware threats, includileggntbed and targeted attacks t o0 o bt ai n c on
personal information.

Blendedattacks (hdden)

Most malicious activity now combines several malwapplicationsto carry out attacks. This has
resulted in a change in landscape as blended malware aitsstkehniques suchs ®cial engineeringo
circumventestablished defences. One type of blended attack occurs for instancenati@aus actors
embed malware into a wetesthat is otherwisegitimate.

20 Dumpsterdiving generally refers to the act whereby fraudsters go through bins to collect "trash" or discarded

items. It is the means that identity thieves@l oy t o obt ai n chegpes@eslitcarfiori ndi vi
bank statements, or other records that hold their personal information.

2 Pretexting is another form of social engineering used to obtain sensitive information. In many instances,

pretextes contact a financial institution or telephone company, impersonating a legitimate customer, and
request that customerés account information. Il n o
financial institution, or by fraudulently opegin an onl i ne account in the cust
2007, Vol. |, p. 17). The US FTC has brought three cases against financial pretexters and five cases against
telephone pretexters. Information on these cases is available at:

www. ftc.gov/opa/2002/03/pretextingsettlements. laima www.ftc.gov/opa/2006/05/phonerecords.shtm

= Shouldersurfing in relation to ID thefreferstotheactdf o o ki ng over someoneds shou

|l ocation as the victim enters her Per sonal l dent i f

= Skimmingis the recording of personal data from the magnetic stripes on the backsedlitacards; data is

then transmitted to another location where it iemeoded onto fraudulently made credit cards.

2 Malwarerelated information maglso be found in OECD, 2008

5 All these technical terms are defined in Anndxal this paper.

1€


http://www.ftc.gov/opa/2002/03/pretextingsettlements.htm
http://www.ftc.gov/opa/2006/05/phonerecords.shtm

DSTI/CP(20073/FINAL

Targetedattacks(hidden and/or self anouncing)

Most targetedattakk s not ably seek t o sptogeryl andaproprietaryt dath y 6 s
Because users throughout the world have taken more proactive steqmteiti their systemsttackers
have moved away from large scale attacks that seek to exploit as many occurrences of vulnerability as
possible, tosmaller more focused attackkargeted attacks often allomatkers to remain undetected by
security meass(antivirus softwareand firewalls), and maintaiprivileged accesstoaues s ys t em f
longer periods of time.

B. Phishing

Theconcept of Aphishingd is not rmembeadolnigs. Somal ¢ on s
law enforcement authorés or industry often use it as a synonym of ID theft. Others distinguish the two
notions. As stated in thOECD AntiSpam Toolkitof Recommended Policies and Measu{@&CD,
2006¢, p. 25), phishing is considered as the main method enabling cyber cromksrtio ID theft.

Background

Phishing is aterm that was coined in 199y US hackers who were stealing America Online
(AAOLO) accounts by scamming passwords from AOL
backi n t hteearly Badkerswhaer e i nv ol ved haokingiobtblepleoaeksystergs, 6 a

Phishing istoday generally described asluring method that thieves use to fish for unsuspecting
I nternet userso6 per s on almailsdne mirawelsitesvghich lookkethaseat i o n
coming from legitimate business including financial institutionsor government agenciess/Ahown in
Figure 1 below, avell-known phishing email is the one pretending to be from a bémkustomes asking
for their account detailsln Frane, for instance, in 2005, a estopshop phishing scam targeted four
banksd customer s.

Figure 1. Phishing scam targeting Société. G®n ®r al e, BNP Pari bas, CIC, and C(

De : Bangue

Atips@hsc.fr

Ohjet: Societe Generale FBMNFP Parihas § CIC Bangue [ Bangue CCF

Ervoyé: Mon, 23 May 2005 03:53:563 +0000 *-Mailer : Microsoft Cutlook Express VE6.00.2900.2120
Mime-Yersion ;1.0

Content-Transfer-Encoding : 8hit

Content-Type : textiplain ; charset=iso-8859-145

Dear Saciete Generalef BMP Paribas! CIC Bangueld Bangue CCF Member,

This email was sent by yvour Bank server to verify your e-mail address. ¥ou must complete this process
by clicking on the link below and entering in the small window your Societe Generalel BMP Paribass
CIC Banguel Bangue CCF online access details. This is dane foryour protection - hecause some of
our members no longer have access to their email addresses and we must verify it. To verify your e-
mail address, click on the link below

Ifyou have Societe Generale account:

hitp i societegenerale flfev3Liomowar g Ffu9y0pez9g6359 90

[fyou have BMP Paribas account

hitpcitieinie bnpparibas. comiF 4rod 25 Ka Gyl F Engitdnd A3 T 20812 8)59)

[fyou have ClIC Bangue account

hitpcitaeaniy cic ffadsDIQopEaD S 9nAgF UQnEDwiEtsda ZMF Svwd m3G3i0c Ty coszl

[fyau have Bangue CCF account : hitphsanane, cof i eFEPMMPlamaMgTLGHF IbF SiF 8jZ22ins 8xz06zm 6f
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Another well known phishing-mail is the sec a | 14¥dsca™® ( al so knowgeriarms t he
scamolomeofas the ANigerian |l ettero), through whi
requestingupfront payment or money transfédom their targetsPhishers usuallyffer their potential
victims tosharewith them a large amouwf money that they want to transfer out of their coundigtims
are thenasked to pay fees, charges or tai@delp release or transfer the mon®jctim of its own
success, this scam is today vemivknown among Internet users and is not used as anghore

Other examples of phishingreails or fakewebsites are collected and stored by the ARkiishing
Wor ki ng Group (AAPWGO) ,edaelimnaimglD theftand fraudresthg fromt i on 8
phishing. The consortium, whiderves as a forum where industry, business and law enforcement agencies
discuss thempactof phishing, maintains public websiteallowing its members to share information and
best practices for eliminating theomem?’

Scope
A sociatengineering scheme

Phishing originly entailed deceptive attackssingdeceptive ofi s p o & &-mailsand fraudulent
websites hijacking brand names of banksretailers and credit card companies, with a viewldoeiving
Internetusers into revealing personal informat{@ECD, 2005, p. 23)Classic phishing attacks through e
mail can be typically described as follows:

Step 1 The phisher sends its potential victim amail that appears to be fromh i s bank,®0 n 6 s
some othe organisation that would hold personal information. The phisher in his scam
carefully uses the colours, graphics, logos and wording of an existing company.

Step 2.The potential victim reads thengail andtakes the bait by providing the phisher with pes
information by either responding to themmil or clicking on a link and providing the
information via a form on a website that appears to be from the bank or organisation in
guestion.

Step 3.Through this fakavebsiteoremai | , t h e v informatiomsdiregthe trassmitiea |
to the scammer.

A technical subterfugecheme
Like the Nigerian scam, the classic phishing attdekcribed abovés nowadays well known and
fraudsters have developed more sophisticated phishing variants which ardiffiork to detect, if at all

possible. These variants rely on specific techniques suctalasareor/and spam.

In light of the above preliminary findingshighingmay begenerallydescribed as follows:

2 This scam which was originally committed dffi n e, has been smeelhé leednnifighoftlee r i a n «

199Gs it has come primarily from Nigeri a. The fA4190
Code section which outlaws the practiéecording to Wkipedia, the free Internet ersdgpedia, as the
Nigerian letter has become well known to potential targets, gangs operating it have developed variants. The
targets are now often told that they are the beneficiaries of an inheritance or acktmvitgoersonate the
beneficiary of an unclaimed estate.

2 More details about the APWG may be foundection V, Bdatasharing forumsof the present report

3 The term fispoofodo covers any f al s-indladdesd, domain nanieoran | n |
an IP address (OECD, 2005, p. 23).
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Box 1. Phishing process

1 Phishing is perpetrated through the sending of spoofed e-mail or fake websites that trick users into disclosing their
personal information and enable fraudsters to commit ID theft.

1 Frequently, these messages, or the websites that they link to, try to install malicious code (OECD, 2006c, p. 25).

T Examples of the type of information sought by fAphigqgherso
passwords, or other personal identification numbers.

T Phishers use vi ct iomtaonduea unkwful activity, typiCatyfraud. t i

C. Phishing techniques

Il ncreasingly, I D theft i s p dRagbeabr2@06,® 4). ltisslsong mal
propagated through spam messages, which often themselves contain malware.

Phishing based on malware

Although malware is not the only means by which computers can be compromised, it provides the
attacker convenience, ease of use, and automation to conduct attacks on a large scale that would not
otherwise be possible due to lack ofliskind/or capability.Some forms of automated phishing can be
illustrated by the following attacks:

APhar mi ngo

Malwarebased phishing attaslkcan take various forms. A typicaliwarebased phishing attack is
often illustrated by the techniqu@own asfi pa r mi (argida r k i ¥)whiah gses the same kind of
spoofed identifiers as in a classic phishing attacitwhich, in addition redirecs users from an authentic
website(from a bank for instancdd a fraudulent site that replicatéhe original in apearanceWhen a
user connects its computer to, for instance, a bank web server, a hostname lookup is performed to translate
the bankds domain name (such as fAbank. como) i nt
138.25.456.562). It is during thprocess that crooks will interfere and change the IP address.

i Main-themi ddl e attacko

Another example of alwarebased phishingan be illustrated by theoc a | | e dn-thB-middle
attacko This expression describes the processmch the phishecollects personal data through the
interception ofan Internetisefs message thatagintended to be sent to a legitimate site.

In todayds convergent Il nt er n ecomputer devices) lhatieebeent e ¢ h
recently used by phishersperpetrate ID theft.

ASMi Shingo

Phishing continues to spread by reaching external devices such as mobile ghwoagh this
emerging technique, cell phone users recaxe messageE i SMS0) where a company
that they have signed up fone of its dating services and that they will be charged a certain amount per
day unless they cancel t h Sucha webgitadsarr factacomprorhised anc mp a n
used to steal the unsuspette user 6 s per sonal i ndAfea AvexttLabs inAUQusAs r e p

2 See reference to this term atwvw.technologynewsdaily.com/node/5151
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2006 SMiShingfor the first time targetetivo majormobile phone operators in Spain in 2006Ge scam

usedthe twocompanieown system to send texts to customers offering freevaas software purporting

to come from the pine operatorWhen customers followed the link to install the softwargo their
computersthesawere infected with malicious prograrffsMcAfee predicts that although recent, the threat

of SMi Shing, which i s now par teasirgly betubed byfintalydree r c r i
perpetrators in the coming months (McAfee, 2006, p. 20).

AVishingbo

Voice over Internet ProtocofiYolP0) is also a new technique usimpdones to steahdividualsd
person&information. Through this meanghe phishersends alassic spoofed-mail, disguisedso asto
appear fromegitimatebusinesses or institutions, which invitehi¢ recipiento call a telephone number.
Victims feel usually safer in this way as they are not required to gavebsaitewhere they would transin
their personal information. When calling, the tangetclesan automated attendapromptingherto enter
personal information such acount number, password or other informationgor e t e secugtyl
verificationd purposesin some cases, the ghier skips the-mail altogether and cold calls consumers,
fishing for financial information.

The above described techniques based on malware are evolving and transforming into new kinds of
threats on a rapid basis. They can even be mixedpted in 200Dy the USldentity Theft Technology
Council ( A | T Tepdrt)on Online Identity Theft(ITTC, 2 00 5, p . 7). Thethel TTC
distinctions betweefphishing] attack types are porous, as mgofythem] are hybrid, employing multiple
technologie® & feportillustrates this with the example of a deceptive phishinngaé@ which could
direct a user to a site that has been compromised via content injectiavhiahdheninstalls malware that
poisons the wuserés host s pfsiolreach legitimat&ebsiteevgould lte, sub
rerouted to phishing sites, where confidential information is compromised using -m-thamiddle
attack.This hybrid attack includes a pharming and rrathe-middle attack.

Phishing vehicled through gam

Spam $ another vector used for sending massive phishing hits. As described in theADESPam
Toolkit (OECD, 2006c, p. 7), spam began as electronic messages usually advertising commercial products
or services. Over the past few years, spam has evolved iftoffensive advertising to potentially
dangerous messages which can be deceptive and may result in ID theft.

While spam messages used to be mostlyliaged, they increasingbontain imagesThe security
company adds that whipammergraditionally ued weltk nown t op | evel donmain na
Ai.bizo or .infod, they now attempt to avoid det e
such as @A.i mo f r ahesetesseéknownkdonain haeesaife oftehranot includedpans
filters (McAfee, 2006, p. 15).

Spam, fnishing, and nalware

Although the techniques are different, spam and malware are now increasingly combined as key
underpinnings of thdlicit techniquedraudgers useo commit ID theft As shown inBox 2 below, spam
often distributes malwarer direct users to infected sitesmed atcreaing new infeced computers
(OECD, 2006).

% Reference to this case may be foundaatw.avertlabs.com/research/blog/?p=75
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Box 2. The Haxdoor Example

A series of identity theft Trojan attacks were directed against Internet users in Australia between March and
August 2006. Attackers used spam that contained embedded links to malicious sites to conduct the attacks. When
users clicked on the link provided in the spam e-mail, they were sent to a URL containing a commercial malware kit
known as WebAttacker. WebAttacker then scanned the computer system to determine which exploit would be most
effective in compromising the system. Once WebAttacker determined the proper exploit, the user was directed to

another webpage withinthe s ame domain and a Trojan known as fAHaxdpor o

various security counter-measures so that when the users visited websites, Haxdoor began capturing passwords and
other data. The data captured by Haxdoor was then sent to a domain registered to the attacker. The attacker used this
domain to harvest the data on a periodic basis. In one case, a computer belonging to a company in Australia was
compromised by Haxdoor for approximately 14 weeks and 3 days. During this time, the attacker was able to log the

individual 6s personal data including credit caoydesidthe pi | s

company.

D. Phishing evolution and trends

T o d alp Gheft perpetrators argiewed as professionals. They seémincreasingly belong to
organised mups which use ID theft to commit other serious crimes suclirag trafficking money
laundering, vehicle theft and illegal immigration (McAfee, 2007, p. 10; [ES, 2007. Their illicit
actions can remain unsuspeciedh many cases as they are more
intermediaries, such asudents® Moreover, they become ever more sophisticated

More sophisticatedind tailored attacks

At the origin of the phenomenon, ID theft messagese parly designed. They included signs of

weaknesses such as: rudimentary texanedrs Englishlanguage in messages addressed toHmaglish
individuals (as illustrated ini§ure 1 above).

In contrast,d d ay 6 s p h icenhainwell designel togoandtypical messagethat appear to

be from real companies oinstitutions (see Figure 2 below)lo fight against this threat, in the United

and

States, the Intellectual Property Governance Task Edras been created to encourage trademark owners

to employ techical measures to prevent their brands from being abused by phishers.

3 Jeevan Vasagat,nt er net cri minal s si,yThe Guardiang Dexdmbedt 2006t at:

www.qguardian.co.uk/crime/article/0,,1967227,00.html

See:www.ipgovernance.com/About_Us.html
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Figure 2. 2005 scam looking like from eBay

e

Dear eBay Member,

Wie regret to infarm you that your eBay account could be suspended f you don't re-update your
account information

To resoive this problem please visit link below and re-enter your account information:

https #signin_ebay comfws/eBadSAPLdII?Signin&sid=verify&co parmnerld=28&siteic=0

If your prablems could not be resolved your account will be suspended for a periocd of 24 hours,
after this period your account will be tenminated .

For the User Agreement, Section 3, we may immediately issue a warning, temporarily suspend.
indefinitely suspend or terminate your membership and refuse to provide our services to you if
we belisve that your actions may cause financial loss or legzal liability for you, our users or us
We may zlso take these acbons f we are unable to verfy or authenticate any information you
provide to us.

Due to the suspension of this account, please be advised you are prohibited from using eEay in
ary vway. T his includes the registering of a nevws account. Please note that this suspsnsion doss
not relieve you of your agreed-upon obligation o pay any fees you may owe to eBay.

Regards,

Safeharbor Department eBay, Inc

The eBay t2am

This is an autormatic message, please do not reply

Copyright & 19952005 eBay Inc. All Rights Reserved.

G- - & L) ) O vapirzis.73.209) ey

Googlz - I LI 4|’ |G/ Rechercher ~ @ [1 PageRank *% Orthographe ~ E Options =
ehY
Sign In
Newrto eBay? or  Alreadyan eBay user?
If you want to sign in, you'll need to eBay members, sign in to save time for bidding, selling, and other activities.
register first.
eBay User ID

Registration is fast and free.

EEa | Forgot your User ID?

Password

Forgot your pasaword?

Sign In Securely> |

[~ Keep me signed in on this computer unless | sign out,

OAccount protection tips
Be sure the Web site address you see abowve starts with hitps://signin.ebay.com/

You can also register orsign in using the following senvice:

FASSPORT
SignIn ..

About eBay | Announcements | Security Center | Policies | Site Map | Help

Copyright & 1995-2005 eBay Inc. All Rights Reserved, Dasignated trademarks and brands are the property of their respective owners. Use of this Web site
Policy.

eBay official time

More targeted attacks

While continuing to targetigh-profile banks and-eommerce siteqhisters nowtry to reachfewer
victims, butin more persodai sed ways, thereby potentiallyg beco
2006 Virtual Criminality report (McAfee, 2006, pll) reveals that fraudsters are changing the content of
their phishing mails away frofiupdate your details nawscams to more tailemade messages.
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They can also send false personalisedadls to other small gups such as employees through a
technique kpbwshasgiispeéar such a case, the sender
to steal empl oyeesd pradstwor dbt amat allsyer ggaimn acces:
entire computer system.

Phishing trends

Phishing is considered as a serious threat that is on theAritsrge and diverse population of
fraudsters ranging from expert hackers to inexperienagigidtuals who can even purchase phishing kits
online have exploited the Internet and other technological tools to wreak havoc on innocent¥ictims

In 2006, the Netcraft toolbar, an aptiishing tooldevelogd by the Neeraft toolbar Community?
blockedmore than 60900 confirmed phishing URLS, a substantive jump franty 41 000 in 2005°
Netcraft views this dramatic surgeainly concentrated in NovembéerDecember 2006, as the result of
recent techniques implemented plyishes to automate and propagaetworks of spoof pages, enabling
the rapid deployment of entire networks of phishing sites on cracked web $&rvers.

Figure3. Net cr af tdataondlodké&d phishing URLs

Phishing URLs Blocked, 2006
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Source: Netcraft Toolbar.

See press release attp://fr.news.yahoo.com/12012007/7¢kit-de-phishingpourles-novicescircule-sur
le.htmlh

3 The Netcrafttoolbar Community is a digital neighbourhood watch scheme in which expert members act to

deferd all Internet users against phishing frauds. Once the first recipients of a phishaighewve reported
the target URL, it is blocked for toolbar users who subsequently access that same URL. See more details at:
http://toolbar.netcraft.com/

® Netcraft Toolbar Community, 2007, at:

http://news.netcraft.com/archives/2007/01/15/phishing_by nilm@bers 609000 blocked sites in_2006.ht
ml.

% Thesepackagesknown broadly as Rockphish or R11, each included dozens of sites aimed at spoofing major

banks.
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http://fr.news.yahoo.com/12012007/7/un-kit-de-phishing-pour-les-novices-circule-sur-le.htmlb
http://toolbar.netcraft.com/
http://news.netcraft.com/archives/2007/01/15/phishing_by_the_numbers_609000_blocked_sites_in_2006.html
http://news.netcraft.com/archives/2007/01/15/phishing_by_the_numbers_609000_blocked_sites_in_2006.html
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The AntiPhishing Working Gr o u p @ & P WiSavember 2006Phishing Activity Trendseport
confirms a jump in cybeattacksfrom July to Novembe006 (APWG, 2006a) In November 2006,
37 439 new phishing sites were detectea®®b increase since September 2086wever,in its December
2006 reportf(APWG, 2006b),the APWGnotes a decrease in the number of new phishing sites (which
dropped to 2%31).

Accordingb t he APWGOs Ap (APWG, 207D as shevinan thespie ichanglow,
phishing websites that host malicious code or have Trojan downloads are hosted in several different
countries, with themost websites hosted in th&nited States(38.57%), fdlowed closely by China
(37.64%), and Russia (8.87%)

Figure 4. Phishing by Hosting Country

Top 10 Phishing Based Keylogger and Trojan
Downloaders by Hosting Country

United States

Source: APWG, April 2007.

24



DSTI/CP(20073/FINAL

SECTION lll. THE DIFFERENT FORM S OF ID THEFT

Once I D thieves obtain victimso6é personf@dUSi nf or |
F T C 2086 Identity Theft Survey Repoctassifies ID theft victims in one of the thremain following
categoriesi) New Accounts (such as newedit card, bank accounts, or loans) and Other Frauds (such as
obtaining medical care}i;) misuse of Existing NoiCredit Card Accounts; adii) misuse of Existing Credit
Cards Only(US FTC, 200%, p. 12)*” The most commonly reportetbrms of misuse of bth existing
credit card and nearedit card accounggerpetrated by means of ID theft were as follgWS FTC, 200¢,
p. 17)
Credit card frauq61%).
Checking or savings accounts (33%).
Telephone service accounts (11%).
Internet payment accats (5%).
E-mail and other Internet accounts (4%).

Medical insurance (3%).

= =44 =4 =4 -4 - -2

Others (1%).

As reflected abovesredit cardfraud is the most common form of misuse of existing accoiis
form of ID theft occurs when the ID thief obtains the actual credit card, thbemnassociated with the
account, or the information derived from the magnetic strip on the back of the card. Since credit cards can
be used remotely, for example via the Internet, ID thieves are often able to commit fraud without
physically possessingthei ct i msdé credit card.

I D thieves also commi't new account fraud by uc
account, incur excessive charges, and then disappear. Victims often do not discover the ID theft until they
are contacted by a debt ator or denied a job, loan, car, or benefit because of a negative credit rating. In
some instances, ID thieves deposit stolen or countetiefjuesor chequesdrawn on insufficient funds,

37 In 2003, the US FTC sponsored a first similar telephone survey of US adults, as desdtdi2@0id Identity

Theft Survey RepoiUS FTC, 2003). The aim of the survey wasettimate the incidence of Iiheft
victimisation, measure the impacts of ID theft on the victims, identify actions taken by victimdp and

explore measures that may helprthinfuture 1D theft casedBased on the knowledge gained from the 2003

survey, FTC staff changed certain elements of the survey methodology for the 2006 survey, to more
accurately capture consumersdé i dent ical ghangeh, estimatee x per i
of the losses from ID theft in the two surveys cannot be directly compd&&TC, 2007¢, p. 8)The 2006

survey may not capture all forms of ID theft and, in particular, situations where a fictitious identity was
created by combing personal information from one or more consumers with invented information may not
have been captured as this form of I D theft (call
consumer(s) whose information was used.
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and withdraw cash, causing immediate financial harm that isalyyiin large amount@JS IDTTF, 2007,

Vol. |, p. 19-20). Although this form of ID theft is less prevalent, it can cause more financial injury, is less

|l i kely to be discovered quickly, and requlfes t he
ID Theft Survey Repornhdicates tha4% of New Accounts and Other Fraud victims did not find out

about the misuse of their information until at least six months after it statechpared to just 3% of

Existing Credit Cards Only and Existing n@nedit Card Account victimsin the Existing Credit Cards

Only and Existing NofCredit Card Accounts categories, the median amount of time that elapsed before
victims discovered that their personal information was being misused was beimeareek andone

month. For the New Accounts & Other Frauds category, the median value was betreaind two

months(US FTC, 200¢, p. 24)

Somel 7% of | D theft victims reported that the th
least one new accounthe mast common type of accounts victims reported thieves opening were as
follows (US FTC, 200¢, p.19)

Telephone service accounts (8%).
Credit card accounts (7%).
Loans (3%).

Cheyue/ savings (2%).

Auto insurance (1%)

1

1

1

1

1 Internet payment accounts (2%).
1

T Medicalinsurance (0.4%)

1

Other accounts (2%).

Somel2% of victims reported that their personal information was misused Hfimamcial waygUS
FTC, 20Qc, p.21). The most common such use, which was reportesPbyf victims, was the use of the
vi ct i moé s identdymeinfaanmation when the ID thief was stopped by law enforcement authorities
or charged with a crime. Other increasingly popular forms of ID theft include the misuse of personal
information to obtain passports or government ID numbers (socialityecumbers in the United States),
particularly by illegal immigrants, fraudulent requests for taxpagfunds, and health care frauid.
particular, health care fraud may put victims at risk of receiving improper medical care due to inaccurate
entries h their medical records, or having their medical insurance coverage depleted by the (DS$hief
IDTTF, 2007 Vol. I, p. 20).

I D thieves may also use victimsd personal i nf c
certain websitaeg, sknewn casgrfaé¢did stolen credit c:
Service estimates that the two largest current carding sites collectively have ne@€l§ &tember
accounts (USDTTF, 2007, Vol. I, p. 20).

2€
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SECTION IV. THE VICTIMS

Determining thémpact of onlineD theft is a challenging exercis&s mentioned earlier, the absence
of a commoriegal approach to criminalisin® theft complicates matters. As a result, data meastineg
extent to whichD theft canbe harnful presents significant weaknessesich distort the way in which the
problem may be perceived.hey concern a limited number of OEQDember countes (including
Australia, Canada, Korea, the United States, andtlited Kingdom,) and may not be indicative of the
situation in other countries or regions such as the EU.

Box 3. Measurement of I D theftds impact on victi

A Statistics do not provide a <clear p i ¢ towerseindivduals,t| h e not
governments, international organisations, business and/or industry, or the economy as a whole.

A Statistics do not measure the same types of frauds or crimes and are thus incomparable.

A Statistics gathered by public authorities for policy purposes vary from those collected by private businesses
for commercial purposes.

A Direct and indirect losses data do not cover all victims and all types of ID theft cases.

A Statistics do not cover all OECD member countries.

A . The Avictimso concerned
Conplaint data

The category of ID theft victims could priori be limited to those individuals whose personal
information was misappropriated by a party, and who subsequently suffered from economic or other sorts
of harms. Complaints data cover this type iofim.

According to research conducted by the Canadian Fraud Prevention Forum in 2003, the impact of ID
theft in Canada extended to victims across all ages, regardless of income and levels of education
(BWGCBMMF, 2004, p.4). In May 2006, over POO indvidual phishing complaints were reported in
Canada, an increase of ovef8#om the previous year.

TheUS F TOBriswmerSentinel® 2007 report orConsumer Fraud and Identity Theft Complaint
Data (US FTC, 200B) confirms this finding. As illustrated in gure5 below, of the people who reported

8 The Consumer Sentinglatabase, maintained by the US FTC, contains consumer fraud complaints that have

been filed with federal, state, locand foreignlaw enforcement agencies and privatganisationsThe

Consumer Sentinalatabase also houses the Identity Theft DatarCiem g hou s e, the USO6s s«
national repository of consumer complaints about ID tHdfe Clearinghouse provides investigative material

for law enforcement agencies and repdhat provide inght into how to combat IDheft. Access to this

information via Consumer Sentinetnables domestic and international law enforcement partners-to co
ordinate their law enforcememfforts more efficiently although not all law enforcement agencies have

access to ID theft datalhe US FT@ s  2statistics arebased on information from over 115 data
contributors toConsumer SentinelThe statistics are based on gelporting andtherefore,understate the

number of occurrences of IDeft.
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their age in their ID theft complaintgoung people aged between-28years experienced mol theft
(29%) in 2006, folowed by persons aged-39® (23%4).

Figure 5. Identity theft complaints by victim age

30 29%

20

10
6%
(65 And Over)

5%

Under 18 18-29 30-39 40-49 50-59 60 and Over

‘Percentages are based on the total number of identity theft complaints where victims reported their age
225.532). 94% of the victims who contacted the FTC directly reported their age.

Source: US FTC 2007 Report on Consumer Fraud and Identity Theft Complaint Data.

The above complaints data only reflect reported cases, and do not illustrate the faaketday jrhe
concept of victims more complexFor example, complaint data do not always reflect that businesses and

institutions are also victims of ID theft. In some instances, ID thieves may misusesat o mer 6 s b an

account, or may usa b a n lkransl name in ghishingcyber attackto steal moay from one of its
customersiIn such a case, the bank will also the victim of ID theft inasmuchas it would have to
reimburse thsumlog to its customer®

ID theft data covering certain types of frauds

Data based on the variolegal formulationf ID theft arenot indicative of all ID theft caseSince
ID theft sometimes referto a crime or is absorbed in other types of frauds, data reflecting these different
realitiesare incomplete andlo not correspond from one country to another. Conseguetstaare not
easy to compare, if at all possible.

According to the US FTC, in 2006, for the sixth year in a row, ID theft topped thaf istnsumer
complaints, accounting for 24¥85 of more than 67354 fraud complaints filed with the agency (see
Figure6 below).

More discussion on liabilities may be foundSaction IV, Bof the present report.
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Figure 6. Sentinel complaints by calendar year

Sentinel Complaints by Calendar Year!
- Identity Theft Complaints
- - Fraud Complaints

657,591

693,519 674,354

7009

6004
255,613 246,035
246,882 246,053

(in thousands)

437,906 428,319

410,709

CY-2004 CY-2005 CY-2006

Percentages are based on the total number of Sentinel complaints by calendar year.
These figures exclude National Do Not Call Registry complaints

Source: US FTC 2007 Report on Consumer Fraud and Identity Theft Complaint Data.

The aboveConsumer Sentindigure shows thatomplaints data can beasisified in two categories:
ID theft complaints and fraud complaints. Fraud complaints can be further broken down into -Internet
related fraud complaints and other fraud complaiktswever, the ID theft complaints, which are
complaints involving the misusef personal information to commit fraud, are not segregated based on
whether the ID theft was perpetrated through the use of the Internet.

Divergent public and private data

Thereare substantial differences between statistical information gatheredblig puthorities for
policy purposes and by private businesses for commercial purposes.

On the one handome security vendors state that the scale of the threat has gone down in the past
years and that consumer confidence is mowthe rise. Likewisesone financialinstitutions, which say
that the costs are relatively modest, are not willing to reveal their own financial I@ssd® other hand,
other private bodies advance figures reflecting an increase in ID theft.

The US 260310 dteft Survey 8ort (US FTC, 2003 p. 4) indicaed that ID theft affects
approximately 10 million Americans each yeard thata total of 4.6% of survey participardégperienced
ID theft in 2002 The 2006 ID Theft Survey RepotUS FTC, 200, p. 4) found that approximaly
8.3million US adults discovered that they were victims of ID theft in 2@%otal of 3.7% of survey
participantsf’ In 2007 Javelin Identity Fraud Survey Reporunded by Visa, Wells Fargo and
CheckFred! found that ID fraud héifallen about 12 overayear, translating into a total fraud reduction
of USD 6.4 billion.

40 The difference between the 3.7% overall prevalence figure found in the 2006 survey and the 4.6% rate in the

2003 survey is not statistically significant using standaristital analysis (US FTC, 200/p.4, footnote 3).
In particula, given the sample sizes and the variances within the samples, one cannot conclude on a real
decrease in ID theft.

a See reference to this survey atvw.networkworld.com/community/?g=netl1009r at:

www.javelinstrategy.com/2007/02/01 igentity-theft-lossesfall-study!
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However, the Javelimeport was criticised and regarded afying to persuade the opinion that
ibusirnee ssoiang an adequate job in protecting consu
consumers to bet t%A 2007 MoAfee sutvey ndted this didcreparscy, éonsidering
Javelparcenhges as Asur prisingl ¥) ahdcompamg tMemAtb &artner 2 00 7
statistics, whichin contrastjn 2007, counted 15 million Americans as victims of ID th&ft

Adding to the confusion, some financial institutions even claim that none of their customers has ever
been affected by a phisty attack fearing damages to their reputatfén

B. Victimsod diresct and indirect | oss

As mentioned abovdD theft is not a crime in itselfinder a vast majority of OECBiember counyr
legislation, the cost®orne by victims are buried in statistics faarious forms of frauds ocrimes
(UN IEG, 2007, p. 62) Mor eover, data available alternativel
economy, consumers, or consumers and business.

Vi ct iirentdo8s d

In the United Kingdom, the Home Office estimathattiD fraud costsGBP 1.7 billion to the UK
economy compared taGBP 1.2 billion in 2002®> According to APACS, the UK payments association,
online banking fraudontinues to increasepstng the UK industry GBP22.5million in the first half of
2006,aganst GBP 14.5million in the same period in 2005.

In the United Statesaccording to Gartner 2007 statistitise average loss of funds in a case of ID
theftwasUSD 3 257 in 2006, up frondSD 1 408 in 2005In addition the average loss in the openingof
fraudulent new account more than doubled over that time, (i8M 2 678 toUSD 5 962:° Based on the
Javelin 2007 surveyiD theft is costingthe US industry and consumetdSD 49.3billion annually?’
According to a 2006 UK industry and law enforcementusgc report, in the United States, in 2005,
2.4 million consumers have reported losing money following a phishing aBack2006, p. 9).

In Australia, as reported by McAfee in 200MdAfee, 2007, p. 1Q)i gstimates othe costs to the
count ry &ef IDdraud ramyrfrom less than USD billion (from the Securities Industry Research
Centre of AsiaPacific) to more than USD 3 billion (Commonwealth Attoriee ner al 6 s Departr
year . 0

According to a 2006 Computer Security Institute and FBI ystadrveying more than 600S
i nf or mat i o niTotrensmphanied losses ylue tofsecurity incidents would have drofipetis%,
falling from USD 203606to USD 167 713 However, those incidents would stile significant,cosing
more tharlJSD 52 billion to US IT companies

42 See Annys She Chetloypeesstrelease, 6 Febru@§07, athttp://blog.washingtonpost.com

4 See:http://news.com.com/Study+ldentity+theft+keeps+climbing/21089 36164765.html
44

See Arnaud Devillardl.e «phishing» en France, peu de victimes mais une menace grandissanss
release, 10April 2006 www.01net.com/editorial/311785/cybercriminalitefibishingenfrancepeude
victimesmaisunemenacegrandissante/

45 See:www.identity-theft.org.uk/

46 See:http://news.com.com/Study+Identity+theft+keeps+climbing/21009 36164765.html
47

See:www.javelinstrategy.com/2007/02/01figentity-theftlossesfall-study/

8 See reference to this study http://solutions.journaldunet.cdf607/060726tudesecuritecsi-fbi.shtml.
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The above variations in estimates raise the question of why data on direct losses attributed to victims
of phishing vary so greatly. As observed in @ECD Scoping Paper for the Measurement of Trust in the
Online Environment i it, nhis maybe because financial institutions, while taking the threat seriously,
are reluctant to publicly reveal their losses. In addition some firms may simply not know the scale of losses
if they go unreported by their customers. Taken together, faegas may imply that it would be very
difficult for the industry to determine a definitive figure for the direct financial losses attributable to
p hi s KAQEGR BO05, p. 25).

Vi ¢t ndirestfossi

Victimsd indirect | os s theraare nbt mangtatisticatimicledrlyoreflecs . Al
the amount of indirect loss individual victims can suffer from ID théfe US FTC andCIFAS have
provided some guidance on t hPROS Identitg Theft Surndey Reportd i n g
(USFTC,200rc, p. 43, 16% of ID theft victims reportedaving difficulty obtaining or using a credit card,

10% reported being refusedhequeaccount or havinghequesejected The survey reflects that a total of

37% of all ID theft victims reported havingt least one of the aforementioned probleamsl that 21% of

victims reported having more than one of these probldmsaddition, 33% of victims who had
experienced one or more of these problems said that they had spent 40 hours or more resolving problems
related to their ID theftSimilarly, CIFAS reports thawictims may needetween 3 and 48 hours of work

to sortthrough problemsand clea t hei r name. nCldasSe sadwllsertehaa mtiot
occurred, perhaps involving ZD different organisans, it may take the victim over 200 hours and cost

up toGBP 8 000 before things are back to notma

Moreover, &w enforcement authorities report that consumers victimised by IDntfagfiose oubn
job opportunitiespe denied loans for educatiorgusing, or cars as a result of negative infation on
their credit reportsor be arrested for crimes they did not comriiictims also suffer indirect financial
costs, including costs incurred in lawsuits initiated by creditors and in overcoming otkeledshey
face in obtaining or retaining creditin addition, theysuffer the emotional toll of having their privacy
violated and the frustration of attempting to restore their reputation and credit history.

Liability

ID theft canoccuras a result opersonal, businessr government negligencét can also take place in
instances where there is no apparent negligence from any party. How ID theft occurs has implications for
liability. Busineses for examplepftendue toinadequate security practicesaybe exposed tthe theft of
sensitive consumer data they hold. As a consequémagmay beamboth direct andindirect losses in the
form of liability suits, finesand loss of clientel®.

Both legislation andioluntary businesgracticesdeal with he issue of liability As provided in the
1999 EcommerceGuidelines( OE CD, 1999, Section V), AL L] i mitat.i
fraudulent use of payments systems, and chargeback mechanisms offer powerful tools to enhance
consumer confidencand their development and use should be encouraged in the context of electronic
c 0 mme rLikewisd) in its 2007Resolution onlD theft, phishing and consumer confidentke
Transatl anti c CbHACBumMece o nbmean dosg ufet h e a #tysfor dimamoialn t of
damages caused by ID theft or phishing to the respective companies or service providers involved and not
to consumer s, unl ess t hey %Inmostrounties, business lidbiktwmay act e

49 See Cl FAS-bwweitasorgiuldidestity :fraud_is_theft_serious.asp

50 See this remark from the ITRC, atww.idtheftcenter.org/workplace.shtml

51 TACDOs Re ¥medomnendation, at:8
www.tacd.org/cgibin/db.cgi?page=w&config=admin/docs.cfg&id=306
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be based on a duty foompanies to provide reasonable security for all confidential data held and/or on a
duty to disclose security breaches involving sensitive personal information. Such a duty, whether of a tort
or contractual nature, is an important remedy tool for consufaiéing victims of ID theft>?

In manymember countes, legislation provide for ceilings of liability forthe cost of fraudulent
transactios by identity thieves® In the United Statesfor example, consumdrability is limited to a
maximum of USD 50 founauthorised credit card charg&sfor unauthorised electronic fund transfers
such liability is also limited, depending upon the timing of consumer notice to the applicable financial
institution® In the European Unionjarious instruments aim at prot&g consumers from unauthorised
payments. Wdder the 1997 EuropeanCo mmi ssi onés Rom dransaatiens dhya electimmic
payment instruments and in particular the relationship between issuer and,Ffatdesumers should bear
the loss of unauthorisetanhsactions up to a maximum of EUR 150, provided that they have not acted with
extreme negligencélnder Directive 2002/65/E€oncerning the distance marketing of consumer financial
services’ consumers should be allowed to request cancellation of a payvhene fraudulent use has
been made aheir payment card in connection with distance contracts, and in the event of such fraudulent
use, to be reredited with the sum paid or hakeeturned® In the United Kingdont® under the Banking
C o d ¢l]f somieme else useg s 0 me aardedétaily withoué permission for a transaction where the
cardholderdoes not need to be presdiite cardholder] Wil not have topay anythingd In some countries,
in addition to laws and regulations, industry practicespra&vi consumer s w®th fAzer o

C. Are there more victims off line than online?**
In many instancg data does not clearly separate online ID theft cases from those occuriting,off

making it difficult to assess which of the two activities is mprevalent. Wether ID theft is more
dangerousntline than offline is actually acontroversial issue.

52 See S. L. Wood and B. |. Schectddentity Theft: Developments in Third Party Liabilityt:
www.jenner.con/files/tbl_s20Publications/RelatedDocumentsPDFs1252/380/Identity Theft.pdf

3 For more details on this issue, she OECDReport on Consumer Protections for payments Cardhalders

DSTI/CP(2001)3/FINAL, (OECD, 2001).
4 15 U.S.C. § 1643; 12 C.F.R. §222(b).
s 15 U.S.C. 1693g; 12 C.F.R § 205.6(b). For further discussion on this issue, see Annex IV to this report.

%6 Commission Recommendation 97/489/EC of 30 July 18&Ycerning transactions by electronic payment

instruments and in particular the aionship between issuer and holdgext with EEA relevance)at:
http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31997H0489:EN:NOT

57 Directive 2@2/65/EC of the European Parliament and of the Council of 23 Septembec@@@ning the
distance marketing of consumer financial servji€gficial Journal L 271, 09/10/2002 p. P8\, at:http://eur
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0065:EN:HTMThis Directive modifies
Council Directive 90/619/EEC and Directives 97/7/EC and 98/27/EC.

%8 Article 8 of Directive2002/65/EC
%9 See the UKBankng Code p. 21, atwww.bba.org.uk/content/1/c4/52/27/Banking_Code_05.pdf
&0 For more detailsseeOECD, 2001, p. 17.

oL Philippa Lawson & John Lawford, Public Interest Advocacy Centre, Ontario, Camdelatity Theft: The
Need for Better Consumer Protiem, November 2003, awww.travelnet.com/~piacca/IDTHEFT .pdf
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Is ID theft more prevalent offine?

According to a2006surveyby Javelin Strategy and Research ID theft is more prevalehihefthan
on line (JSR,2006).0nly 10% of US identity fraud cases occurraehenthe victim was osline, against
63% whenthe victim used more traditional channél$e report states thamore than 9% of identity
fraud startsoff conventionallyby means oftolen bankstatementsmisplaced passwordsr bills stolen
from t he vi.tctonchdes thathifis ttudtbakmore attempts of ID theft are maddina, in
only one out of 10 of those incidents did the actumicessfutheft of the personal data take place loa t
Internet It goes on saying that this relatively low level of successful attacks is explained by the fact that a
majority of leading US financial institutions have introduced adequate measures to detect and protect their
customers against ID theft dime.

The conclusions of this report are however debatable. They are going against the opinion that ID theft
is today more serious dime than offline.

Indeed, others have recogsl the severity of the problem and noted tbBatheft has a direct impact
on ecommerce transactions.

According toa 2006 hternationalTelecommunicatiorJnion online survey(ITU, 2006), more than
40% of users would refrain from transacting-line for fear that their personal informatioould be stolen

D. Remediation tools &ailable to victims

In the United States, an important part of the nfalteted approach to combating ID theft is
developing adequate remediation tools for victims. Several federal and state laws offer victims of ID theft
options to avoid or mitigate thdamages caused by ID theft. Consumers are encouraged to report
incidences of ID theft to the US FTC, which generates a report that may be used by law enforcement
agencies tdacilitate the extension of a fraud alert or to block fraudulent trade linesm@uliareport?

US victims of ID theft can also request one of the three Credit Reporting Agdasipsrian,
Equifax, or TransUnignt o pl ace an Ainiti al ffor apertbd od moelessd than o n  t
90 days which requires creditors o confirm the consumerds identit)y
making changes to existing accoufitdf a victim has an ID theft report documenting actual misuse of the
consumer information, he is entitled to place a seuar alert on his filé! In addition, victims may
request dree copy of their credit repoff. If the credit report contains fraudulent information as a result of
the theft, the consumer may ask that the information be blocked from the credifteport.

ID theft victims in the Wited Statesare also advised to obtain records and application information
from financi al institutions that handl ed t(USansact
IDTTF, 2007, Vol. I, p. 75 In addition, US law enforcement authorities agvivictims to close
fraudulently opened or compromised accounts and send a letter to debt collectors claiming a debt that the
victim has not incurrequUS IDTTF, 2007, Vol. Il,p. 76). I n some states, Vi cti ms

62 US Fair Credit Reporting Act, 15 U.S.C. §§ 16B381x.
&3 15 U.S.C. 81681¢1 (a)(1)

o4 Id. at § 1681 €1(b)(1)(A).

& 15U.S.C. § 1691 (j)(d).

66 15U.S.C. § 1681&.

&7 See also 15 U.S.C. § 1681(g)(e).
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freezeo their@edieraports from being released without their express co(d&IDTTF, 2007,
Vol. |, p. 46)

In Australia, people can ask credit reporting agencies to place an alert on their file if they suspect they
are the victim of identity theft. The Australi@tanding Committee of Attorney's Gene2@D7Discussion
Paper on Model Identity Crime Offené®alsocanvases the issue of assistaie may be needed for
victims of ID theft.

68 www.ag.gov.au/www/agd/agd.nsf/Page/Modelcriminalcode |dentity€biscussionPaper
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SECTION V. ID THEFT LAW ENFORCEMEN T SCHEMES

Today, numerous stakeholders includigmvernments, business, industry and civil sociatyhoth
domestic and international levelrecombatingthe spread of cyber attack#arious education tools have
been deployed to ateusers about ID theft. In some countries, different bodies have put in place co
ordinated domestic actions to investigate and prosecute ID theft. At the international level, numerous
organisationsforums and networks, whether public or private, servelaforms aiming at improving
OECD member counyr enforcement initiatives. All these actions reflect how governments and the private
sector actively combat online ID thefthrough legislation, development of industbest practices
consumer education, diargeted law enforcement initiatives.

However, the extent to whidheseinitiatives are handled in a ewdinatedmanner is challengeable.
As seen in Section | of this paper, many economies do not have adequate or specific legislation prosecuting
ID theft. Others in turn, qualify this illicit activity as a crime. This difference in tackling the issue may
impede consistent and effective implementatiomefber countr co-ordinated actions to stem ID theft.

A. Domesticlaw enforcement schemes

Businessand industry sometimes claim thatlividualsshould be more aware of their responsibility
to contribute to safeguarding their identitiegtowever, individuals will not retain effective control over
their personal data without strong education effdrs. e r n e t user s 0ID theiteshoeldh e s s &
therefore be a key priority for governments, business and industry (OECn, 20084). Some studies
have indeed shown that users do not yet fully realise the extent to which they can expose themselves to
online threat§?

Public consumerand user education and awareness

Evidence from the 2006 EU Barometer suggests that consumer education, information and
empowerment play a key role in raising consumer confidence and boostingb@rdss transactions.
Throughaut the survey, it has been apparent that the more educated and informed consumers are, the more
confident they feel in making cres®rder purchasesikewise, the 2003 Crodsorder Fraud Guidelines
recommend thaimember counir e s feducat e fraodolenuané dexeptigebcorntercial
practiceso (OECD, 2003, Section IIl. F). As regard
All users (including all actors, whether public or private, who participate in the enforcement-tid anti
theft rules and practices) should be aware of the problem, how it occurs, who it affects and how it can be
avoided or stopped.

Many countrieshavelaunched education and awareness campaigns targeting conswandmsore
generallyusers- to alert them about thésks of becoming a victinof ID theft and to help thermddresshe
problemonceit hasoccured

69 In the United States, according to th@onsumer Reports Journabf September 2006 (see sal

www.ConsumerReports.org), 20 of the househokisurveyed in 2005 and 2006 did not have -aitis
software installed on their computers. I tnited Kingdom, according to an October 2@&SafeOnline
Report(GetSafeOnling2006),one fifth of a survey respondents had not updated their virus protection in the
last month an@3%had opened anmail attachment from an unknown source.

3¢
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In February 2004 the Australian Government developed and released a nikdamidy Theft
Information Kit to provide the Australian community with infoation and strategies on how to prevent
and respond to identity theft. The Australian Government also released a concise information booklet on
identity theft in March 2007 as part of the Australasian Consumer Fraud Taskforces (ACFT) identity theft
week,vni ch operated as part of the PACFT6s annual fr:

In the ULhited Kingdom, the Home fiice Identity Fraud Steering Committelaunched the
www.identity-theft.org.ukwebsitewhich containgips about how to avoid ID theft and where victims can
find technical and legal help and support to clear out their misused id@imyvebsite notably contains a
link to the GetSafeOnlinave bsi t e whi ch wa GetRafe@nlineeé dt h & Infeimgi por U
security awareness campaigmunched in 2005. A 2006 GetSafeOnlinegeport revealed the first positive
results of the campaign. According to a market research launched in Octobe6280&f, people had
identified and understood the campaign sages resulting in30% keeping their personal details safe.

However, the report points out remai ni ngg0cohal | en
peopleremain ulsureof where to gdo getadviceon how to stay safe onlin&étSafeOnling2006, p. 10)
The UK Department of Trade and | rCdnswnerrDirect (@i DaT | o)

telephone and Internet advice service providing consumers with information on fraud and notably on
phishing’?

In Mexico, the public University of Mexic¢ A UNA MO ) has put in place v
consumers and users abalt sorts of security risks oline. Advice on the identification of scams
(www.seguridad.unam.mx/doc?ap=amnio&id=121), pharming (www.seguridad.unam.mx/usuaio
casero/pharming.dyc phishing (www.seguridad.unam.mxsuariecasero/phishing.dgc and tips to
prevent privacy(www.seguridad.unam.mx/doc?ap=articulo&id=}11#hd security breaches are provided
to users.

In Canada, PhoneBusters NationalICal Cent r e " { i B N @ ®)nftaud ycéllscenteen t i
operated by the Royal Canadian Mounted Police and the Ontario Provincial Police, educates consumers on
fraud scams through it s RecdniseolthRepod #. Stapia r €rhpaigne a ¢ a mj
includes tips on how to avoid falling victitn identity theft and where to report it.

In February 2005, th&)S FTC organisedin cooperation with federal, state and local agencies, and
national advocacy orgasaitions, the National Consumer Protedtn We ek ( ANCPWoO) , dui
educated consumers about: Whlreen tFlaeme BEedfQ@E@PYWt ictt yi
focusedon minimisingthe risk of ID theft and taking fasiction in the event it occur§he FTC also
launched the NCPWvebsite, www.consumer.gov/ncpywwhich contains information for consumers and
businesses a@huding phishing. On 10 May 2006, the FTC launched another nationwide campaign to
educate consumers about ID tHéfStaring from the premise that there is no guarantee that ID theft can
be avoiéd  tDweter, Detect, Defeid campai gn ai ms at hel pi segtheconsul

0 Copies of the Identity Theft Information Kit and Booklet are available at:

www.ag.gov.au/www/agd/agd.nsf/Page/Crimeprevention_ldentitysecurity#q3.

n GetSafeOnlings a privatepublic initiative between the UK Government, the SeridDeganisedCrime

Agency anccompanies including BT, eBay.co.uk, HSBC, Microsoft and SecureTrading.
72

See:www.consumerdirect.gov.uk/watch_out/scams/phishing/

& The PhoneBusters campaign is availablevatw.rcmp.ca/scams/brochure e.pdf

4 The US FTCoO6s educat i onwwe.ficoo/bdp/gdu/miotasiyes/ibteeft/f ound at :
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risks and damages if the problem occdrdhe campaign is conducted through the distiisu of
brochures, kit€® and a warning vide®.

TheUS Department of Justice (AUS DOJO) is also
has produced radio and television public service announcements about IVSEINTTF, 2007,Vol. I,
p. 30-31). The Federal Deposit Insurance Corporati@|Cd) has also prepared educational tools isnd
working on an educational campaign, scheduled for rollout in 2007, to educate consumers about online
banking and the protections available to them that rmadefe. The USSocialSecurity Administration, the
US Postal Inspection Servi¢BUSPIS)), the USDepartment of Educatiothe US Department of Health
and Human Servicegnd theUS Securities and Exchange Commissi@i®EQ)) have also published
guidance® consumers oD theft.

In someother OECD countriehowever,public information on how to avoid being caught by cyber
fraudsters, where to report and file a complaimoisalwaysavailable.

Empowering domestic enforcement bodies
Enhancedlomestic ceordination

In the United Kingdomthe Government has established the Identity Fraud Steering Committee,
which includes representatives of a wide range of public agencies, law enforcement and the private sector.
It benefits fromCIFAS, a privateorganisationrun by the financial sector which receives reports of
attempted or completed frauds against the financial sector. Together withedi reference agencies,
CIFAS assidt the financial sector in verifying the identity of individuals applying for finans@vices,
and inforns industry whether that individudlasbeen linked to previous frauds.

In the Unital States,various Federal authorities are empowered to investigate and prosecute ID
thieves. heUS DOJand federal prosecutors waibgethemwith fedeal investigative agencies suah the
Federal Bureau of Investigatiqn i F BthedJB Secret Swice, and theUnited States Postal Inspection
Serviceto prosecutdD theft and fraud caseshese agencies have launched special enforcement imiiativ
to combat ID theft. For examplthe FBI Cyber Division also conduct&@peration Spam Slana criminal
spam and malicious code investigative initiative supported daily by more than 20 small and sizdiim
enterprises. The private sector also providdditional support for the project, which has resulted in more
than 100 investigation®SIDTTF, 2007,Vol. II, p. 50-51).

US state criminal law enforcement efforts are also critical to the fight against ID theft. All 50 states
and the District of Colultia have some form of legislation that prohibits ID theft. According 2005
National Survey of State Court Prosecutors (DFTF, 2007 Vol. Il, p. 45) 69% of all prosecutors
surveyed, and 97% of prosecutors surveyed from areas with populationsliéi enimore, had litigated
at least one computeelated ID theft cas€.In addition, 80% of all prosecutors surveyed, and 91% of
prosecutors surveyed from areas with populations of 1 million or more, had litigated a cerlai¢er
creditcard fraud cse.

75

See the press release announcing the campaigmat: ftc.gov/opa/2006/05/ddd.htm

e The consumer education kit aims at helping institutions educate their employees and customers to minimise

their risk. It includes a victim recovery guide, a training booklet, a guide to talk about ID theft, a brochure
and a 10 minute video.

" The warning video is available atww.ftc.gov/bcp/edu/microsites/idtheft/laenforcement/index.html

8 Bureau of Justice Statistics Bulletin, Prosecutors in State Courts, 2005, at 5 July 2006, available at:

www.ojp.usdoj.gov/bjs/pub/pdf/psc05.pdf.
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A number of USfederal and state law enforcement authorities have formed-agdticy task forces
or working groups to facilitate the prosecution of ID theft laWS.federalauthorities, including the US
Attorneyos Offi ces, PFKBdador Sead masettharsd® taskifocces,andavorkdng U S
groups devoted (in wholar in part) to ID theft.

In May 2006, the US Office of Community Oriented Policing Service8 COP S 0 ) present
national strategy to stem ID theft through several regendations including the creation of sthteel co
ordination centres providing crime analysis, victim assistance;stdéeinvestigations and law enhanced
enforcement coperation.

In addition, m 10 May 2006, th&S Identity Theft Task Forcesomprised of 17 federal agencies and
co-chaired by Attorney General Alberto Bonzales and Federal Trade Commission Chairman Deborah
Platt Majoras was created® The Task Force aimat developing a nationwide strategic plan to better
prevent ID theft, cabrdinat prosecution, and ensure recovery for the victdme of the main goals of the
Task Force is to promote enhancedoperation by Federal departments and agenciesstaith and local
authorities responsible for the prevention, investigation, and prosecoft ID theft, to notably avoid
unnecessary duplication of effort and expenditure of resourcdanuary 2007, the Task Force launched a
public consultation YS FTC, 2007a) to receive comments on its Interim Recommendati¢®d-TC,
2006)on ways to irprove the effectiveness and efficiency of federal government efforts to riltioeft

On 23 April 2007, the Task Force issued a report that sets forth a strategic plan for addressing myriad
challenges presented by ID theft. The strategic plan focusésmm r key areas: A(1)
consumer data out of the hands of identity thieves through better data security and more accessible
education; (2) making it more difficult for identity thieves who obtain consumer data to use it to steal
identities (3) assisting the victims of identity theft in recovering from the crime; and (4) deterring identity
theft by more aggressive prosecuti onUSahid, 200rni s h me
Vol. |, p. 4). The Task Force made a number of repmndations in each of these four areas, including
reducing unnecessary use of Social Security Numbers, establishing national standards for private sector
entities to safeguard the personal data they collect and to provide notice to consumers when a breach
occurs that poses a significant risk of ID theft, implementing sustained consumer awareness campaigns,
and establishing a National Identity Theft Law Enforcement Center to enhance law enforcement
co-operation in prosecuting ID thieves.

The public and therivate sectors have collaborated to improve information sharind dmeft. For
example, the USsecret Service hosts a portal called tHafermation system for members of the law
enforcement and banking communiti@dS IDTTF, 2007 Vol. Il, p. 57) The elnformation system
provides a forum for members to post the latest information on scams, courdieefpites frauds and
swindles, and updates Bank Identification Numbers. The USPIS created the Intelligence Sharing Initiative
website in 2005, which lalws fraud investigators representing retail and financial institutions to share
information pertaining to mail theft, ID theft, financial crimes, investigations, and prevention methods.
The website also gives us e-radistd addessesslocdted througloutthéedot A
United Statesand Canada linked to a variety of fraud schemes, including fraudulent applications schemes,
account takeover schemes, mail order schemes, and reshipping s@UEMEETF, 2007, Vol. Il, p. 58)

In Japan, the Council of Antiphishing Japdna private forumcomposed of 22 companies and
3 associations, collects data and trends about phishing scams and Pteefisiécal and legal advice on

" Exec. Order No. 13, 71 FR 27945 (May 0,1 2006), available at:
www.whitehouse.gov/news/releases/2006/05/2006&bhtnl. More information is available on the Task
Force website, atvww.idtheft.gov.

8 Detailsonhe Counci |l 6s act iwwidntipeishingrjpdngex.bteal f ound at :
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