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PREFACE

This assessment of the antoney laundering (ML) and combating the financing of terrorism
(CFT) regime of Mexico is based on the Forty Recommendations 2003 and the Nine Special
Recommendations on Terrorist Financing 2001 of the Financial Action Task Force (FATF) and was
prepared using the AML/CFT asssment Methodology 2004, as updated in June 2006. The assessment
team considered all the materials supplied by the authorities, the information obtained on site during their
mission from January4ithrough 30, 2008, and other verifiable information subsatly provided by the
authorities. During the mission, the assessment team met with officials and representatives of all relevant
government agencies and the private sector. A list of the bodies met is set out in Annex 1 to the detailed
assessment report.

The assessment was conducted by a team of assessors composed of three staff of the International
Monetary Fund (IMF) and three expert(s) acting under the supervision of the IMF. The evaluation team
consisted of: Richard Lalonde (LEG, team leader); Mbxasquez, Ernesto Lépez (LEG, financial sector
experts); and Mariano Federici (IMF Technical Assistance Officer under LEG supervision, legal expert),
Federico DiPagjuale (legal expert under LEG supervision), and Bernardo Mota (financial intelligence unit
expert). Mr. Alejandro Montesdeoca, Executive Secretary of the South Americandtfi@ Regional
Body (GAFISUD), and Ms. Rachel Fedewa, from the U.S. Treasury Department and on behalf of the
FATF, participated as observers during the assessment vipiidsyagreement with the authorities. The
assessors reviewed the institutional framework, the relevant AML/CFT laws, regulations, guidelines and
other requirements, and the regulatory and other systems in place to deter and punish money laundering
(ML) and the financing of terrorism (FT) through financial institutions and DesignatedA\@mcial
Businesses and Professions (DNFBPs). The assessors also examined the capacity, implementation, and
effectiveness of all these systems.

This report provides a sunary of the AML/CFT measures in place in Mexico at the time of the
mi ssion or shortly thereafter. It describes and
compliance with the FATF 40+9 Recommendations (see Table 1), and provides recomme aaatiow
certain aspects of the system could be strengthened (see Table 2). The report was produced by the IMF in
the context of the Financial Sector Assessment Program (FSAP) of Mexico. It was presented to the FATF
and endorsed by this organization aipiisnary meeting of October 2008. The report was also presented to
and endorsed by GAFISU&t its plenary meeting of December 2008.

The assessors would like to express their gratitude to the Mexican authorities for their excellent
cooperation and assisize throughout the assessment mission.



EXECUTIVE SUMMARY

Key Findings

As has been the case in other countries, Mexico now faces an unprecedented threat to its national
security and stability from drug trafficking and organized crime. Powerful druglsaresorting to
extreme violence, have extended their activities across various parts of the country, and these activities
pose significant challenges to the Governmdittis situation reflects the magnitude of financial and
economic resources and povegrthe disposal of drug cartels and organized crime. The economic power of
the criminal organizations helps them to continue operating and undermines good governance and the
authority of the State.

In response, the Mexican government has instituted egegentedmeasures to support law
enforcement activities against organized crime and drug trafficking. The authorities have recently approved

an Alntegral Strategy Against Organized Crimeo0o a

interagencya gr eement entitled the fANational Agreement
authorities are also working to complete an AML/CFT National Strategy before the end of 2008.

There is strong political and institutional commitment to tackle €@nd money laundering (ML)
in Mexico. The authorities have taken a number of measures to counter the significant ML risks connected
with drug trafficking, organized crime and related offenses, and they remain alert for any indication of
terrorism or finaning of terrorism (FT)The authorities perceivihatthe threat of terrorism financing in
Mexico arises primarily from terrorist methods supported by organized crime, and from the proximity and
close relation with other countries that face serious temotireats.

Overall,Mexico has made progress in developing its system for combating ML and FT since its last
assessment by the FATF in 2004, but further work is needed to strengthen it. First, the laws criminalizing
the ML and FT offenses are compmaisive but do not fully meet international standards, and there is
scope to significantly improve their implementation. In particular, laws and procedures do not adequately
provide for the freezing without delay of terrorist funds or other assets of patssignated in accordance
with relevantUnited NationsSecurity Council resolutiondJNSCRs) Given the extent of drug trafficking,
organized crime and other predicate criminal activities, the ML offenses are not being adequately
investigated; the authdies have obtained only 25 convictions for ML since the criminalization of the ML
offense in 1989. During the period 20@007, prosecutors secured 149 indictments for ML, but only two

f

were related to financi al i n tarcibl inteligenoecueit (FIWB.por t s pr

Coordination arrangements among the intelligence, investigation and prosecution agencies have
been strengthened recently but need to be further developed as the new relationship evolves. The
insufficient resources allotsd toi nvesti gation wunits of the Deputy
Investigation of Organized Crim&EDO)have i mpeded Mexicobs capacity
prosecutions of ML offenses in an effective maniiée structure and procesdes case management by
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SIEDO also neetb be improved, andrpsecutors and judges could also benefit from additional training on
AML/CFT issues.

The FIU has made progress in developing its financial intelligence infrastructure and staff, and it
has markdly improved its working relationship with the prosecutorial authorities aOffiee of the
Attorney General (PGR). Th€ax Administration ServiceJAT) and the FIU need to work together to
ensure thdull, timely and secure access gaspicious trans#éion reports $TR9 from exchange centers,
money services businesses and certain other businesses. The FIU currently does not have direct access to
criminal records due to legal constraints, excepp@st with respect to cases or subjects informed by the
FIU to the PGR.The number of staff remains low relative to the large volume of reports it receives and
the other activities assigned to it. However, to help it cope with the volume of STRs, thea&IU
considered measures with reporting entities to rediverreporting and has adopted automatedi r ¢ s k
basedd system to filter cases that do not merit ¢
expected to conclude at the end 2009, the FIU has embarked upon a project to significaeabeiits
staff resources.

The AML/CFT preventive measures are comprehensive, contaibasgd elements, and are being
implemented across all the principal ssédrtors of the financial system. Nonetheless, the AML/CFT
regulations are still evolvingparticularly for the nordeposit taking sectors, and they should be revised to
add clarity and consistency. A key challenge is the lack of staff and resource capacity of the SAT to
enforce registration requirements and conduct ongoing AML/CFT supervilsiba gery large number of
foreign exchange centers and remittance operators. This challenge is being compounded by the increasing
number of unregulatechulti-purpose finane companiegSOFOMES) coming on stream, a product of
deregulation of limited purpesfinan@ companie (SOFOLES) that are engaged in e.g. lending, leasing,
and factoring. Notwithstanding these challenges, all of the supervisory authorities are implementing fairly
comprehensive orite AML/CFT supervision which is largely focused on regoly compliance and
which could benefit from the introduction of more ris&sed processes.

There are no AML/CFT legal or regulatory measures, nor supervision, for any of the categories of
FATF designated nefinancial businesses and professions (DNBBRxcept for trust services which, by
law, can be provided only by licensed financial institutions. The lack of measures with respect to the other
categories of DNFBPs represents a significant gap in the AML/CFT regime. In addition, no review has
been caducted of the domestic nonprafitganization (NPO3ector to support the adoption of measures to
prevent the unlawful use of legal persons in relation to ML and FT.

Mexican authorities have been cooperating effectively with authorities from otherriesunt
particularly in the area of mutual legal assistance and extradition involving ML and related crimes.

Legal Systems and Related Institutional Measures

The ML legislation applies tthe proceeds of all crimes committed in Mexico and includes all of
the designated categories of offenses under the FA@émmendationsThe principal ML provisions are
contained under Article 40Bis of the Federal Criminal Code and complemented by the provisions in the

1 In Mexico, applicable DNFBPs include real estate agents, dealers in preciols aneltatones, lawyers, notaries
and other independent legal professionals and accountants, and company services providers.
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Federal Law Against Organized Crime. The Federahitil Code applies more severe criminal sanctions
for ML that is committed by members of a criminal organization.

Mexican law allows for the prosecution of persons who commit both the predicate offense and the
ML offense (seHlaundering). The offense ®fiL extends to any type of property, regardless of its value,
that directly or indirectly represents the proceeds of a crime.

Criminal liability for ML or FT currently does not extend to legal persons but recently proposed
legislation may allow for it. Té law provides for administrative and civil sanctions against legal persons if
a member or representative of a legal entity engages in criminal conduct in the name of, on behalf of, or for
the benefit of the legal entity.

While the ML criminalization praisions are generally broadhdre are a fewechnical deficiencies
that could affect implementation. These include the lack of an explicit criminalization of the conducts of
ficonceal ment or di sgui se, 0 and the omereéehdéppsses
Mexican criminal law provides a broad range of procedures and tools to attach and forfeit property.
However, t he |l egi sl ati on does not provi de for
correspondi ng v al sir®provisibnrfor @evehting ar woiding contractsma dtheer acts in
which the persons involved knew or should have known that as a result of those contracts or acts the
authoritiesdéd ability to recover propealdoyassatbj ect
implemented legislation or procedures to enable the freezing of terrorist funds or othewitissetslelay
of persons designated in accordance with relevar@ CRs

The authorities are committed to increasing the number and signifiednpeosecutions and
convictions for ML.Notwithstanding the 149 indictments for ML issued by the PGR since 2004, there
have only been 30 judicial decisions, 25 of which resulted in convictions and five in acquittals. These
figures are indicative of a laak capacity at the judicial level and the need to strengthen evidence used by
PGR to support its indictments. Moreover, most of these convictions resulted from uncomplicated
investigations arising out of seizures of cash at the airports and bordersthehdefendants were unable
to demonstrate the legal origin of funds. Given the level and sophistication of organized criminal activity in
Mexico, these results reflect a disappointing lack of effectiveness in implementation of the ML offense.
The ongoing dvelopment of a national strategy to combat ML and FT should help lay the foundation for
more effective implementation of the ML and FT legislation.

There is also currently close collaboration between the FIU and PGR, and the relationship between
these tw entities has been evolving and improving over time. Nonetheless, it could benefit from more
formal arrangements as work processes are developed. Enhanced us@enéiited reports would also
lead to more effective ML investigations and prosecutions.

In June 2007, terrorist financing was criminalized under the Mexican Federal Criminal Code, which
di stingui shes between fidomestic terrorist financ
financing is also a predicate offense to money larindand is a serious felony under the Federal Code of
Criminal Procedures. When committed by members of organized crime, such offenses are subject to more
severe sanctions.

The international terrorist fi namtiddiredionthd ens e
UnitedNatiorsd  ( Wengrist Financing Convention. However, the legal provisions do not fully comply
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with SR 11. While the UNG6s Terrorist Financing C
death or serious bodily inj@s, the law seems to focus on what is used to carry out thdtaxt.
requirement to demonstrate that the terrorist act generates alarm, fear, or terror to a population or to a
group or sector thereof is not cimantiag Conventioh, aswhet h Al
Convention only requires that ithe purposeo of
population. Moreover,while the H offense covers the financing of a significant number of terrorist acts,

it does not extendhe financing conduct to all of the acts that constitute offenses within the scope and
definition of the treaties |isted in the annex of
to all situations where a person may willfully provide fantl only covers the provision of funds through

the Afinancing, 06 Acontributing, 06 and fAprocuringo
any meanso as required by the standard. Mor eover,

The FIUhas made progress in developing its financial intelligence infrastructure and staff capacity,
including improving its working relationship with the prosecutorial authorities at the PGR. At the time of
the onsite visit, it was not fully receivinguspicios activity reports in a timely way sent through the SAT
by foreign exchange centers and money remittdtsreover, it does not have full legal authority to access
criminal records to inform its analytical workhe number of staff relative to the volumé keports it
receives and its current and future workload is inadequate, even though the FIU has implemented an
automated rislbased system to filter out cases that do not merit deeper analysis. As part of an ongoing
restructuring project of the FIU, itsadf will be increased significantly.

Preventive Measures Financial Institutions

The various financial sector laws establish the principal AML/CFT preventive obligations for
financial institutions. In turn, the AML/CFT legal provisions are implerdnthrough regulations

( Misposiciones de Caracter Geneva) i ssued under such | aws. Al l t h
for financial institutions are contained in these regulations. In addition, the Ministry of Finance and Public
Creditcan alsoisswer i tt en ¢ o m@figiosd )c atta ofnisn d mc i al institutio

and interpreting the provisions in the regulations. Both laws and the subsidiary regulations are enforceable
and sanctionable in accordance with the provisions ésell in the applicable financial sector laws. The

FIU, National Banking and Securities Commission (CNBV), and financial sector representatives jointly
issued a set of best practice guidelines to help improve the quality of STRs submitted to the FIU by
financi al institutions subject to CNBV6s supervisio

At the time of the mission, the AML/CFT laws and regulations covered all of the known financial
activities applicable to Mexico as set out lunder
regulations impose detailed AML/CFT requirements on the financial sector for; inter alia, CDD; record
keeping, large and suspicious transaction reporting, internal controls, compliance management
arrangements, and training. However, Mexico has not gaedsimplementing AML/CFT regulations for
the recently deregulated SOFOMES. Unregulated SOFOMES ardepasit taking financial institutions
(e.g. engaged in lending, leasing, factoring) that are not members of a regulated financial group. The
absence ofsuch regulations, combined with a recent sharp increase in the number of SOFOMES in
Mexico, constitute a significant vulnerability in the system.

2 More recently, the authorities have indicated that these obstacles had been overcome but the mission is not in a
position to veify the effectiveness of the reporting arrangement with the SAT.
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The Mexican authorities acknowledge the need to upgrade and align the 2004 AML/CFT
regulations (e.g. for theecurities, insurance, money services sectors) with the 2006 regulations (for the
banking, savings and loans, and SOFOLES sécfbhere is also a need for greater clarity in some of the
provisions, including for internal and cressctoral regulatory ewmistency with respect to CDD for
business relationships and occasional transactionsbaskd provisions, and suspicious transaction
reporting. The CDD requirements also need to be enhanced in key areas such as for recently established
corporate entitie that have not completed incorporation requirements, and for insurance policyholders.
The authorities expect to issue new regulations by the end of 2008.

Implementation of the regulatory requirements by financial institutions is more advanced in the
core financial sector entities (i.e., depetsiking, insurance, and securities), but less so in some
systemically important and risky sectors (i.e., foreign exchange centers, money remitters and unregulated
SOFOMES). The authorities estimate that a largpgntmn of the thousands of foreign currency exchange
centers and money remitters have now registered with the SAT (the designated AML/CFT supervisor), but
a significant number has not done so.

All of the AML/CFT regulations include riskased element$or purposes of CDD and the
authorities are to be commended for implementing such practices. Going forward, thdsasetsk
provisions could be better supported with sespmecific guidelines, and refinements to the simplified
CDD regime allowed for inhie regulations. The authorities should also consider conducting a systemic
assessment of ML and FT risks in Mexico to support the development and implementation of preventive
measures regime.

Recordkeeping and CDD requirements for introduced businesshan parties are generally
comprehensive. However, they could be improved, as is how being contemplated by the authorities, by
specifically requiring that the necessary CDD information be obtained immediately by the financial
institutions. The thresholtbr recordkeeping and other requirements with respect to wire transfers should
be reduced from the equivalent of US$3,000 to US$1,000 in line with the standard.

There is a clear obligation to report suspicions of ML and FT, but the obligation doesemat tx
suspected financing of international acts of terrorism (except in relation to lists issued by international
organizations or foreign countries). Most sectors are actively filing reports but there is a need to improve
their quality and reducethemaur r ence of fAdefensivedo reporting.

There are four principal supervisory authorities responsible for AML/CFT compliance supervision,
and for the enforcement of requirements. All of them have broad powers to obtain access to and inspect the
businesses undeheir jurisdiction and to sanction for noncompliance. In practice, they have applied
administrative sanctions (e.g., fines) for noncompliance with the AML/CFT regulations. However, most
fines have been applied by the CNBV and their average amount haseltegesely low, particularly for
the larger institutions.

Most supervisory agencies have implemented relatively comprehenssite @upervisory systems
for AML/CFT compliance. Supervision by the CNBV is more advanced in terms of processes and
capadty, and it has developed a specialized AML/CFT supervisory unit. However, it could enhance its
offsite AML/CFT processes, and undertake more-baked and consolidated AML/CFT supervision.

12



Limited staff resources have prevented the SAT from fully impleting AML/CFT supervision of
foreign exchange centers and money remitters. It has about 4,380 such entities subject to its supervision,
and the transfer of unregulated SOFOMES (currently 634 entities and rapidly increasing) under its
supervision will futher compound this problem. There is a potential of contagion risk for other financial
institutions, e.g., banks that transact with these businesses. Nonetheless, the SAT indicated that it has
conducted around 800 inspection visitsltie.

With respecto the insurance and bonding sectors, there is a need to strengthen supervision of the
channels of distribution, in particular enforcing the training and oversight requirement placed on insurance
and bonding companies with respect to their agents. A rewietlve contracting arrangements between
these companies and their agents is also recommended to support implementation of the regulatory
requirements.

Preventive Measured Designated NorFinancial Businesses and Professions

The AML/CFT preventive meases have not been extended to DNFBPs. The only requirement
that applies to this group is an obligation under the Income Tax Law to report cash transactions to the SAT
in excess of Mexican pesos $100,000 (equivalent to approximately US$10,000). Thiskkgation
imposed on all taxpayers atNPGs. In addition, notaries public are required to report to the SAT every
purchase of real estate in Mexico in which they participate regardless of the method of payment. This
information is available to the FIU fé&¢ML/CFT purposes.

All types of DNFBPs are active in the Mexican economy. However, by law the administration of
fifideicomiso8 can be done only by desi gnfaeicemis@dl ii cse nbsreoda dfl
similar to a trust). Casinos are hibited by law, including slot machines, except during regional fairs, in
which case they require a temporary license. One to five such casino licenses are issued every year. The
authorities are unable to prevent the existence of many unauthorized gaathige establishments due
to resource limitations and gaps in the applicable legal framework which allow these businesses to pose as
games of skill and not of chance. According to the authorities, these businesses are perceived as legitimate
by the commurties in which they operate, including by financial institutions, and this makes them
vulnerable to money laundering and exposes the financial institutions that conduct business with them.

Legal Persons and Arrangements & No#Profit Organizations

Mexico has not taken concrete measures to prevent the unlawful use of legal persons in relation to
ML and FT. Moreovercompetent authorities in Mexico are not able to obtaidanothave access to
sufficient, accurate, and current information in a timely ifashon beneficial ownership and control of
legal persons.

Legal persons created under Mexican law are not able to issue bearer shares. However, the
shareholder of a Mexican entity can be a foreign bearer share company incorporated in a jurisdiction that
allows the issuance of such sharkkexico does not have specific measures in place to help prevent
Mexican subsidiaries of such bearer share companies from being used for illicit ML.

13



Only designated | icensed ffideicamso® ailn i Mesxii ¢ a.t iBin
institutions are covered by the preventive measures applicable to them and are hence required to obtain,

veri fy, and r efidekcomisodd e tianicllsu dd fn gt theenfef i ci al owner S
Such informatio would be available to the competent authorities. However, due to the lack of statistics on
authoritiesd requests for information, it was no
measures.

Mexico has not undertaken a review of theca@ey of domestic laws and regulations that relate to
NPOs, nor has it undertaken outreach to the NPO sector with a view to protecting the sector from FT
abuse.

National and International Cooperation

There are no legal impediments for cooperation ambegvarious supervisory bodies and other
domestic authorities in Mexico. It was evident prior to and during the mission, that there are adequate
processes for national cooperation and that such processes has been very efficient and effective.
Cooperation bsveen PGR and the FIU has been enhanced since 2007 and is currently working
satisfactorily.

Mexican authorities have the power to collaborate with foreign counterparts in their respective
areas of competence. In the majority of cases, international etiopetakes place directly between
authorities exercising similar responsibilities and functions. They have cooperated with their foreign
counterparts in the areas of mutual legal assistance and extradition. Supervisors have also entered into a
number of nemoranda of understanding with their foreign counterparts, and these have been put into
practice especially as it concerns the banking sector. The mission received comments from various
countries which highlight the significant improvements in internatiooaperation with Mexico last year.

I n particul ar, t hese countries underscorPER t he <co
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1. GENERAL

1.1 General Information on Mexico

1 Mexico was established in 18%s a federal republic. It is the fifth largest nation in the Americas

and the thirteenth largest in the world, comprising 31 states and the Federal District (Mexico City, DF

( Distrito Federab ) . It is the third most egpopulatioroestenatedatt i o n

108.76million (July 2007) of which approximately 76.5%ves in urban areas. M&o occupies a territory

of 758446 square miles (64375 square kilometers) with the three largest cities being Mexico City,
Guadalajara, and Moamtrey. To the north, Mexico ahes a border of 959 miles (3152km) with the
United States of America, and to the south it has borders with Guatemala and Belize. Itsecextestids
over 6911 miles (11122 km) along the Gulf of Mexico and the Pacfficean.

2. Mexico has a free market economy strongly linked with its North American Free Trade
Agreement (NAFTA) partnershe United States and Canada. In addition, it has entered into 12 free trade
agreements with ovelO countries including, Guatemala, Honduras, El Salvador, the European Free Trade
Area, and Japan. Its largest trading partner is the United Statesinting for approximately 84.8% of
total exports and 50.9%f total imports. The service sector is tlaegest component of GDP (70.5%
followed by the indstrial sector (25.7%). Agriculture represents 3@&DP? Mexico is the fifthlargest

oil producer in the world (3.8illion barrels per day), although reserves are declining. Pemex (Petroleos
Mexicanos) is the largest company (oil or otherwise) in Mexico and Latin America with annual sales in
2006 reaching MXN1 062.5billion (USD 100billion). The three largest sources of foreign exchaage
merchandise exports (including-lond industries), wode remittances, and tourism. During 2006,
revenues from imrnational travelers totaled USI2.2 billion.

3. Since 1994, the Government of Mexico (GOM) has maintained a floating exchange rate policy,
with the CentraBank Banco de Méxicpintervening occasimally to minimize volatility. The GOM has

also promoted markdtased mechanisms for stabilizing the exchange rate. Since OctobeBa886,de
Méxicohas permitted foreign financial institutions to open p#sooninated accounts and to borrow and
lend pesos.

4, Mexi cods Foreign | nvest melpbyforaigningedt®@soB1Poop er mi t
the capital stock of a Mexican company and purchase equity securities tvadthe Mexican Stock
Exchange. With the authorization of the Ministry of Economy, investment trusts may be established by
Mexican banks acting as trustees. The law also sets forth which commercial activities continue to be
reserved to the GOM or to Mexdn investors and the different activities in which foreign investmmziyt

not exceed 10, 25 30, or 498bthe total investment.

5. Mexicobs Constitution provides f ore, axecttiveh part i
and judicial branches. The bicameral Congress of the Federation (or Union) or legislative branch is
composed of a Senate and a Chamber of Deputies, which makes federal law, declares war, imposes taxes,
approves the national budget and intéomeal treaties, and ratifies diplomatic appointments. The executive
branch is represented by the President who is the head of state as well as the coinrchiefesf the

3 2006 estimates.
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military forces. The President also appoints, with Senate approval, the Calinathan senior officers,

and is responsible of executing and enforcing the law. He has the authority to veto bills. The Supreme
Court of Justice is comprised by eleven judges appointed by the President with Senate approval, who
interpret laws and judge a=s of federal competency. Other institutions of the judiciary are the Electoral
Tribunal, collegiate, unitary and district tribunals, and the Council of the Federal Judiciary.

6. All constituent states of the Fededatiare largely autonomous in their internal administration
and the federal GOM cannot generally intervene in any particular state's affairs. The judiciary is vested
upon the tribunals that each state establishes under its constitution. Mexico City &pitaé af the
country and seat of the power of the Union. It is independently constituted as a Federal District and is
governed by a combination of federal and city branches.

7. In the midl1 9906 s, t he | prezcesses @anberwent sgoificant cghanges to increase
impartiality and political neutrality. The elections held in 2000 mdrkke first time since the
1910Mexican Revolution that an opposition party defeated the ruling Institutional Revolutionary Party
(PRI) which had been in power for decades.

8. Organized crime and corruption are among the most urgent concerns facing Mexico which is
perceived to have a high incidence of corruption by Transparency Internatioriahpértant concern of

the GOM is the need to combat the corruption at all levels associated with drug trafficking criminal
organi zations. Measur es taken t o combat t his S C
Development Plan aimed at strengtherting institutional framework and national culture for the rule of

law. Mexico is also a party to the Int&merican Convention Against Corruption, the OECD Convention
Against Bribery of Foreign Public Officials in International Business, and the Unitednafonvention

Against Corruption.

9. As part of its efforts to strengthen antirruption and transparency in the public sector, in July
2007, a decree was issued amending the Political Constitution and legiflathevork to enhance
citizensd freedom of access to information and t

establishes legality, honesty, loyalty, impartiality, and efficiency as principles that must be observed by
public servants during ¢hperformance of their jobs, positions, or commissions. The law also establishes,
inter alia, preventive and corrective measures, including the imposition of administrative obligations,
responsibilities, and sanctions and the procedures for applicatities# sanctions. It also establishes a
registry of assets of public servants. The Federal Law of Administrative Responsibilities of Public Servants
specifies rules of conduct that public servants must observe to safeguard the principles established by the
Constitution. Failure to fulfill their obligations leads to the imposition of administrative sanctions.

1.2 General Situation of Money Laundering and Financing of Terrorism

10. The largest source of ML in Mexico is Ieved to be associated with illicit drug trafficking.
Mexico is a major drugroducing and transit nation. It has powerful drug cartels involved in the
production and trafficking of drugs including transshipment of cocaine from South America to the United
States and Europe, being two principal drug trafficking/consuming markets. In this context, Mexico is
vulnerable to ML associated with the production, trafficking, and consumption of illicit drugs. The
complexity of ML in Mexico has increased as criminafjanizations expand their influence and develop
new methods to launder their illicit funds, including through linkages with criminal groups based in other
countries.
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11 Locally produced drugs mainly include marij@aropium poppy/gum, heroin, and synthetic
drugs. Drugs produced in other countries, mainly in South America, and trafficked in and in transit through
Mexico to other countries (mainly to the United States) include cocaine and heroin. The latter is also
produced in Asia. Precursors and chemicals imported into Mexico for the manufacture of synthetic drugs
mainly originate from Europe and Asia. lllicit drug production (esp. heroin and marijuana) is largely
concentrated in the mountainous regions of Mexicoge@afly along the foothills of the Western and
Southern Mountain Range (Sierra Madre), with more limited production in the Eastern Mountain Range.
Anti-drug operations by the federal government over the lasthvee years has resulted in the following
sdzures and destruction:

20061 2008
Seizures
Marijuana (Kg) 4 223 506.62
Cocaine (Kg) 70 240.18
Heroin (Kg) 677.73
Methamphetamines (Units) 9208

Destruction

Marijuana (small) plantations 2383 843.83
Marijuana hectares 53 139.96
Opium poppy (small) plantations 179 055
Opium poppy hectares 28 426.98

Source: Mexico.

12 While the principal methamphetamine producing countries are believed to be in Asia, Mexico has
also been involved in its production adidtribution mainly destined for the U.S. market. In March 2007,
Mexican authorities seized abdusD 206 million in cash, allegedly connected with a methamphetamine
precursor trafficking organization; considered the largest drug cash seizure in higforgflacts the
magnitude of the drug production/trafficking situation in the country. To help counter production of
methamphetamine, Mexico is strengthening its control over the importation of precursor materials,
including prohibiting the importation ggseudoephedrine since Janu2®)8. The govement has seized
about 1684 kgsof methamphetamines.

13 Drug trafficking organizations operate throughout Mexico and are believed to be one of the
primary sources of ML.These organizations arsuspectedto have linkages with other criminal
organizations particularly in drug prodng countriedgn Latin America and in consuming markets (mainly

in the U.S.A. and Western Européhis would complicate the combating of drugfficking and related

money laundering requiring enhanced international coopera¥iamience from organized crime has
considerably increased in Mexico as a result of struggles among criminal organizations and actions taken
by the current Administratiorotinter alia, seizelarge quantitie®f illegal drugs (as noted above) and
generally disrupt their operations. The authorities also believe that enhaweeehesof ML in the

financial systemhas limited the capacity of such organizations to usentbes traditional financial
institutions for ML, which as also affected their capacity to operate
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14. No estimates are available of the level of ML in Mexico originating from drug trafficking and
other proceedgeneating crimesAccording to the authoritiesttampts to generate such estimates have
been hindered by thenpossibility to develop an appropriate methodolodye toinsufficient reliable
empirical evidenceThey assert that it is not possible to obtaimesgieson theamountof drug proceeds
generated in consuming countries that is transferred directly to Mdriealdition,a largeproportionof

the informal economy irMexico is associated wittemittances from Mexican immigrant workers in the
U.S.A.tha useinformal transfer systen®s aconsequence of tighter migration controls in that country.

15. ML in Mexico is believed to be carried out using a variety of schemes and institutions. In the
placement stage of Mlhulk cash smuggling from the United States, including through the use of personal
carriers (Amul eso), is believed to be commonly
insufficient empirical evidence available to determine the amount oéedscfrom drug sales in the U.S.

that is sent to Mexico. Once in Mexico, illicit funds can be structured and integrated into the local financial
system and economy. Some of these funds may-bgpa@rted to other countries such as Colombia and
Brazil, or in offshore financial centers. For example, a recent case involved the seizure of millions of U.S.
dollars (in cash) being exported from Mexico to Colombia via Panama. A major Colombian drug trafficker
based in Brazil was recently arrested and disclosedgbef a network of legal entities to launder U.S.
sourced drug proceeds woa Mexodokbtwvedaht236nipeindeéer bn
drug proceeds from Spain to Mexico through the export of precious metals by a network of Spanish,
Colombian and Mexican nationals. These cases illustrate the magnitude of illicit resources controlled by
criminal organizations, as well as the complexity of their international operations. (Source: Mexico
Detailed Assessment Questionnaire pages 101 to 104.)

16. ML affects a number of financial intermediaries including foreign currency operators (licensed
casas de cambio and centros cambiarioshayoemittance firms and banks.2006, remittances from the

United Sates © Mexico totaled about USP3 billion. While the transfer of remittances through
established financial intermediaries can reduce the incidence of cash smuggling, the volume and speed of
such (electronic) transfers also create important ML risk managemdigrges for financial institutions.

17. Criminals are also believed to use offshore financial centers (OFCs) to launder illicit funds. They
transport cash using personal couriers. In some cases, funds originatinghg United States are
transported to Panama (an OFC), Venezuela, Ecuador, and Colombia. Several preliminary investigations
are also underway by theffice of the Attorney General (PGR), through @sganized Crime Special
InvestigationsDeputy AttorneyOffice (S1 ED O, Sp ani s3ubpecuraduraydeninviestigacion
Especializada en Delincuencia OrganizajlaThese investigations include cases against former GOM
officials (PEPs) accused of corruption and who have invested large sums of moneyadasthé zone of

Baja California Sur and the Mayan Riviera. These PEPs are using front men and trusts to hold their
property. (Source: MexicDetailed Assessment Questionnaire pages 101 to 104.)

18. The integration ofllicit funds in the Mexican economy and financial sector takes many forms.
These include the purchase of luxurious automobiles and real estate. Criminals also use bank accounts to
launder their funds, including through structuring transactions, and ngakécsint investments under the

names of family members, adopting methods and structures similar to those used in the business and
industrial sectors. Mexican authorities have also identified an increase in the incidence of foreigners who
immigrate to Mexto for purposes of laundering illicit funds generated by crimes committed in their
countries of origin. With this wealth, money launderers more easily acquire social acceptance and political
protection, making detection andvestigation more difficult.(Source: MexiceDetailed Assessment
Questionnaire pages 101 to 104.)
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19. As a result of operations initiated solely by the SIEDO involving ML or currency counterfeiting,
the following cash seizures and other relateg$tigative and prosecutorial activities had been achieved
from January 2004 to August 2007:

2004 2005 2006 2007 (August)
Cash Seizure Mexican Pesos USD 938 000 USD 433 808 USD 148 734 USD 11 450 138
Cash Seizure US Dollars USD 593 314 USD 9 294 967 USD 20 724 770 USD 10 893 445
ML Inquiries 129 89 135 154
Requests for prosecution 16 14 40 38
Arrest warrants 45 29 91 108
Criminal processes initiated 17 25 53 19
Convictions 15 7 9 9

(USD 1.00 equals about MXN 10.80 pesos).
20. Other crimes that generate significant illicit proceeds include human trafficking and arms

smuggling. The SIEDO includes, inter alia, specialized units dedicated to the investigation of drug
trafficking, terrorism, arms smuggling, kidnapgijrtrafficking in undocumented minors and organs, ML,
etc. (Source: Mexic@etailed Assessment Questionnaire

21 In an effort to combat ML and organized crime, in March 2007, the Federal Government issued a
National Strategy for the Prevention and Combating of Crime, focused mainly on public security and law
enforcement issues. (See section 1.6 of this report.) It includes a coordination agreement (March 12, 2007)
between the federal preventive police and the ingastin arm of the PGR (Procuraduria General de la
Republica) to better organize working arrangements and align their investigation and crime prevention
efforts. This should allow the police agencies to maximize the use of intelligence and to conduct more
effective and coordinated ML investigations.

22, The mission was informed that the federal agencies involved in AML/CFT efforts are drafting an
AML/CFT National Strategy that should be completed in September 2008dBr this document is
expected to outline the AML/CFT objectives and strategies that the Federal Government will implement in
the short and medium term, and will include provisions for additional human and other resources for the
various agencies involdein prevention and combating of ML and FT. It should also provide for the
establishment of an inténstitutional coordination group made up of the various federal agencies involved
in AML/CFT. An output of such group will be detailed research and asabfsemerging ML trends,
techniques and typologies used by criminals to launder funds, including the identification of geographic
concentrations of ML. It will also identify, inter alia, the legal and regulatory measures needed to deal with
this problem, a well as propose measures to strengthen the efficiency of existing AML processes.

23. In addition to the draft National Strategy document being developed, the Security Cabinet of the

GOM approved innAeguat 3008tagyfiAgainst Organi zec

its principal objective the disbandment of the operational, logistical, commercial and financial networks of
organized criminal organizations. In August, Mexico also signed an agreeméni & | éational he A
Agreement for Security, Justice and Legadityongthe three branches of the State (Executive, Legislative

and Judicial), the governors of all states of the Republic, associations of municipal governments,
representatives of the prodlive, social and religious sectors. Under such agreement, each of the parties
committed to carfpg out concreteplans of action within certain deadlines that conta®ML/CFT
elements includingstrengtheimg of the SIEDO with financial resoues, trainng, forensic services and

infrastructurein 18 months; issue of aational strategy against MIno timeframe);strengthemg
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institutional capabilities of the federal prosecutors to improve theaeffi of judicial sentences in six
months issueof a uniqwe identity cardfor citizensin threeyears consolidaibn into a singlesystem of
criminal information to assure interconnection and exchange of information among federal tand sta
agencies to combat crime in ogear. The implementation and effectivenesisthe proposed National
Strategy, the Integral Strategy Against Organized Crime and the National Agreement for Security, Justice
and Legality can only be evaluated over time.

Terrorism and Terrorism Finance

24, On June 29, 2007, Mexico criminalized both financing of terrorist activities (FT) and
international terrorism as serious crimes under the Federal Penal Procedures Code. The law differentiates
between rebellion and terrorism.

25. Drug trafficking and the escalation of drugjated violence is seen as threatening national
stability and security. Drug trafficking organizations have been using tactics that iecfuggimidation

and murder of law enforcement officasad journalists They are believed to have operational linkages
with other criminal groups considered terrorist organizations by other coumetigeshe FARC in
Colombia, and their activities may be blurring the lines between solely violent criminal aecindty
terrorist activities as defined under the FT UN Convention. To the extent that such activities are terrorist
activities, there could be an element of FT involved. No such determination has been officially made as
yet.

26. On September 10, 2007, severallezns severely damaged the pipelines and infrastructure of

the principal Mexican petroleum company (PEMEX) in the states of Tlaxcala and Veracruz. The PGR
initiated a preliminary investigation of these incidesito ascertain elements for the crimes associated with
terrorism, property damages, organized crime, and crimes against consumption and national wealth. The
results of these investigations indicate that the explosions were not accidental but werelths resu
intentional acts. Press releases announced that the Popular Revolutionary Army (EPR, for the acronym of
Ejercito Popular Revolucionarjo cl ai med responsibility for the i
PGR states that it does not yet haveisidgifit grounds to assign direstsponsibility on individuals and is

still investigating the incidentdt is not clear whether the authorities consider these acts as rebellion or
terrorism, and therefore whether FT was involved.

27. Given the recent enactment of FT legislation, no statistics on the possible extent of FT are
available, nor data to assess the effectiveness of implementation. The PGR has not initiated any criminal
proceedings with respect to terrorism or FJonsequently, there are no specific data on terrorism
financing sources, techniques, or trends, nor of the types of financial institutions or other ensties use

1.3 Overview of the Financial Sector

28. Mexico hasa diverse and relatively sophisticated financial system carrying on most of the
financial activities covered by the FATF definith o f fifi nanl coasists of Moartmiat ut i on
categories of institutions) banking;ii) nonbaiking financial intemediaries;jii) securities, mutual funds

and derivatives; and/) insurance and bonding companies. Most Fls are privately owned and can conduct
multiple activities:Two or more types of financial services companies may operate under a single financial
senices holding company. These financial groups are required to have a holding company and at least two
financial institutions which are either a commercial bank, a securities firm, or an insurance company
among others. They can be of the same type, exceptmidtiple purpose financial companies
(SOFOMES)The chart on the following page provides a more detailed description of the types of financial
institutions under eaclHf these categorigsee Figurel).
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20. Fls requre authorization from the Ministry of Finance and Public Cresitcfetaria de Hacienda

y Crédito Publica'SHCP)) or from their respective supervisory agencies depending on the type of FI. The
main supervisory agencies for these institutions are adnaitivetr agencies of the SHERGrganos
desconcentrad9ss follows

T National Banking and Se c(Camisitn NagonaCBamsania gydei on
Valoreg for banking and nonbanking financial intermediaries, and securities sector.

9 National Insurane and Bonding Commissioi€émisién Nacional de Seguros y Fianzts
insurance (including intermediaries) and bonding companies.

1 National Retirement Savings Commissi@onision Nacional del Sistema del Ahorro para el
Retiro) for retirement funds.

30. The Centr al Bank of Mexico (Banco de M®xico o

31 Mexican stateowned banks were fully privatized in 199Phe financial regulatoryaws now

permit the entry of noiMexican financial groups and financial intermediaries, through Mexican
subsidiaries, to engage in various activities in the Mexican financial system, including banking, securities,
and insurance activitiedrinancial sectorassets are increasingly being managed by financial groups
comprising of at least two types of entities from the following groups: (a) multiple banking institutions,
stock brokerage firms or insurance companies; or (b) at least three entities fromawandolfinancial

leasing entities, financial factoring entities, foreign exchange firms, sureties/bonding institutions, insurance
institutions, deposit warehouses, limited and rqultipose financial societies (SOFOLES and SOFOMES.
See descriptions belowstock brokerage firms, multiple banking institutions, operators and administrators
of investment funds and/or retirement funds.

Organos desconcentrad@se administrative agencies of the centralized public administration which are
hierarchically subordinated to State Ministries and which hasknteal autonomy to resolve on matters or

in the jurisdictions of each. They do not have independent legal status, as provided under Article 17 of the
Organic Law of the Federal Public Administration.
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32 (See tables below for details on the number and asset size for each dgetrtsuhe FATF
40+9) Foreig-based institutions control 80 of total financial sector assets, the mdghgicant being
Spanish (3%) and U.S. (22%)Forty commercial bankd.€., multiple banking institutionsaccount for
nearly half (49.80) of finandal system assets (MXN&841billion). Bank penettion remains low with
about 8717 branches throughout theuory reaching approximately 20of the population. Niche banks
are emerging as important providers of financial services to low and méuiome segments. Therlgest
niche bank serves over @5of this market and five others have been recently authotized.

33. The mutual funds (investment companies) sector is nuverse and is spread among
479investmenttompanies. However, retirement funds remain concentrated with 21 companieliagntr
more than 50%of total investment assets. Investment companies (mutual funds and retifenas)t
account for 29.9%f total financial sector assefRetirement fund ampanies are managed by AFORES
(AAdmi ni stradoras dé& Fondos para el Retirobo

34. There are about 95 insurance companies it for slightly more than%s of system assets.
Insurers require the authorization of tBEICP to carry on business dealing with life, property (damages)
and accidental insurance. Thdabkat deal with healthelated business may do so only through companies
organized specifically for such purposes including without limitation, the ownerstipanagement of
hospitals, medical, and health insurance. There are about 44,944 insurance intermediaries.

35. Development banks (6) are established as legal entities, engage in various lending activities, and
are lagely financed by government. There are three main development banks that, inter alia, grant loans to
small and mediursized businesses, as well as to public sector enterprises and governmental agencies,
including the provision of lowincome housing loansSome serve as agents for the GOM in certain
international transactions, and engage in the grant of export and Hraladed credits and guarantees to
private and publisector entities.

36. Limited-Purpose Financia Compani es Sock@Bed LANh&cierasi de Objeto

Li mi 9 ard bmited (special) purpose lending corporations. They can raise funds from the public
through the sale of financi al i nstrumentRegistrye gi st e
(ARegi stro Nacional d, @nd "ra prahibitedsfrone taking reseurcesediectls fromo s 0
the public through deposits or similar means. SOFOLES lend for specific purposes and sectors in
accordance with the terms of their authdiaa

37. SOFOLES, including leasing and factoring companies, are undergoing deregulation which will
result in two broad categories of institutions: (a) licensed/regulated Multiple Purpose Financial Companies
(SOFOMES :Sofici edades Fi nanci pformisg pattef a@riancialregulatddifinandiap | e 0
groups; and (b) unlicensed/unregulated SOFOMEs which do not form part of a financial group. Regulated
SOFOMES are/will be supervised by the CNBV for pruderstiad AML/CFT purposes while unregulated
SOFOMES will only be supervised for AML/CFT purposes by the tax authorities (SAdretaria de

Admi ni st r aci. ®here dre sorbeuld ragulated SOFOMES and 634 which are unregulated.

Figures as of September 2007. SOURCE: The Natiomakidg and Securities Commission, National
Bonding and Insurance Commission, and National Retirement Savings System Commission
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38. As of March 18, 2006, any person acting as a SOFOME in a customary and professional capacity
can do so without requiring authorization from the Federal Government. They must state in their names
that they ar e #funrftesea dctivities dias an eRplicit poticy designed doninter alia,
reactivate the credit system and encourage investment. SOFQMESaise funds from financial
institutions (banks, insurance companies, and bond companies), and through public issueds.of bon
Unregulated SOFOMES are subject to the supervision of the SAT for AML/CFT purposes only but as of
mission dates, implementing regulations had not been isgud SHCRas yet.

39. SOFOMES are expressly authodz® carry out one or more of the activities conducted by the

limited purpose SOFOLES. As mentioned above, they are required to be licensed and are subject to the
supervision of the CNBV only if they maintain financial relationships with credit instisitiand
controlling companies of financi al groups. @AFinan
in the capital of a SOFOM by a financial controlling company or credit institution. These companies must
state in theirrenguileast eéchdate nthietyi easr.e 0

40. The transition process from SOFOLES to SOFOMES is being implemented in the following
manner:

a) SOFOLES will continue as regulated entities until July 18, 2013, after which they do one of the
following:

i. Transform into a nonregulated SOFOMES that can @artynultiple lending operations.

ii. Transform into SOFOMES that engage in financial activities including leasing and factoring
transactions under the Titles and Credit Operations Generalllsgmdé Titulos y Operaciones
de Creditg. Or

ii. Liquidate and wind up their operations.
b) Continue operating as SOFOLES until JL8; 2009, when they must opt for a), b) or c) abae
c) Transform into firegul atedo SOFRQ@ME a(t parot SdOfF OCavEf

41, As of mission date there were 24 licensed currency exchange and money remittance businesses
(casas de cambioflown from 25 in December 200With this number expected to fall even further.
Licensing is required for legal entities that engage in currency exchange business with the public in a
professional and habitual manner, including such transactions effected through the funds and remittance
transfers. Customer identification and other AML/CFagulatory requirements (DCG 95) only apply
(DCG 95) for transactions that equal or exceed the equivalent the equival#iDa0 000.No licensing

is required wheiheforeign currency business (centros cambiari@éjnited to spot currency transagi®

(as listed in Art. 84A of the General Law on Auxiliary Credit Organizations and Activities) that do not
exceed the equivalent ddSD 10000 per customer per dayThey are not allowed to settle such
transactions through the transfer or remittance adgun

42, It is estimated that there are more thaB8D money transmitters and centros cambiarios (foreign
exchange centers) operdafiin Mexico, of which 369 are registered with the SAToreign exchange
centerscorduct transactions below thdSD 10000 threshold and are, therefore, not required to be
licensed. As withmoney transmitterand SOFOMES, they are required to register with the SAT and are
subject to AML/CFT supervision by the same. Unregistered centroBigdos and money remitters are a

key challenge for the authoritiesd AML/CFT eff ol
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