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I Executive summary

101  This paper portrays picture of Corporate Governande The United Kingdom, the United
States of America and Francetle banking sectobeingseverely challengeith an extreme Financial
Crisis that has seen household banking names run into troabiae to failand others 6 be taken
into variousdegreesof national ownershipCorporate Governance is stretchiedthe extent that it

is distressed and has been unable to cope with the dematatsedon it. The rationale for saying
that it is stretched is as follows

1 Corporate Gvernance is (almost) voluntary;

9 Investor pressures are fierce, leading many businesses to undertake risks that simply are not
in the bestiong terminterests of the organisation;

1 Nonexecutive oversight is stretched in that directors only have a limiteduant of time to
devote to the organisation, but almost unlimited responsibilities;

1 External audit is stretched to a point where the degree of reliance that is placed upon it is
out of proportion to the amount of work that actually goes into it;

1 Internal audit isstruggling largely because many internal auditors are not the beneficiaries
of the regard that they are owed;

9 Obtaining assurance from regulators, financial analysts and rating ageaciestbe
comprehensive;

1 Which leavedoardswith dependenceon management including the risk management
team, and General Counsel (or the Company Secretary).

102 Itis a conclusion of this paper that Corporate Governance alone is not the cause of the
current Financial Crisis. However, Corporate Governance could havenped some of the worst
aspects of the crisis had effective governance operated throughout the period ofitinreg which
the problems were developing and before thaystallised Furthermore, effective Corporate
Governance could have helped to redube catastrophic impacts that the global and national
economies areow suffering.

103  The main finding of this paper is that the balance betweentaging (the life blood of the
free market) and risk avoidance is no longer functioning. Similarly, thadmalzetween

remuneration (one of the principal drivers of the performance culture in the banking sector) and
ethical behaviours no longer operatappropriately. The oversight over these two principal
balancing acts, which should be exercised by the baard,in particular by the noexecutive or
independent directors does not function properly because the assurance functions are not given
sufficient weight. Therefore as a matter of policy, in order to meet the needs of society, there is a
need for a sigricant rebalancing of boards and assurance functions in comp#raésire of

societal importancesuch as major bank®versight by nofexecutive directors is sometimes too
remote and distant and it is difficult, in global, complex organisations fotdh® discharged
effectively by partime nonexecutive directors. Accordingly policy makers should consider whether
more emphasis should be given to oversight by both the creation dfiffu#f nonexecutive

directors and the development of a broader coptef assurance.

104  While the focus of this paper has been on the financial services sector, and particularly on
banks, many of the recommendations would equally be valid to other organisations which have a
major societal impact, including for example corgaras that play a major part in the critical



national and international infrastructure of the national and global economies. Thalescing of
responsibilities would help to ensure that such organisations remain focused on the needs of society
as a wholeather than simply on the investor and executive management interests.

105 In broad terms this papgroposes innovative new mechanisms that can enable bank (and
other) boardgo discharge their Corporate Governance responsibilities thighrequireddue and
diligent care The ultimate purpose of these new mechanisma thange of culture in thieoard

room, especially in the banking industmyhichin essence underwrites the entirebf our economic
system.To support this innovation, the papelsa advocateshe professionalization of anagement

in the banking sector by means of the creation of an international professinaahgement
association.

106  In writing this paper it has become clear that none of the existing guidance on risk
management is adequate fohé purpose. Most of the guidance is extremely high level, is precess
orientedand gives scant guidance on how to create an effective risk management and assurance
framework.The paper advocates balanced approach to risk management that addresses the
pitfalls and the ethics as much as the risk taking and the performance culture; that encompasses the
totality of the risk universe, both within the organisational boundaries and acrosspEmieable
boundariesinto the extended enterpriseThe paper encourageboards to assess and manage the
risk management culture, risk management maturity @&mgtresseghe overall importance of ethics

to the management of risklhe paper encourages boards to take a more-getive stance in
overseeing the risk managememameworkas part of the development of the assurance
framework.

107 In order to compensate for the extreme pressures for growth that have been so evident in

the banking sector and also to compensate for the distressed state of Corporate Governance, this
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This would address the risk management group, the internal audit department and other internal

assurance providers. Boards are encouraged to consider the apparihof a senior Chief

Assurance Officer, or Director of Risk Management and Assurance to pull the whole picture

together. Boards are also encouraged to consider the appointment of full time direghmse main

responsibility is to ensure that sufficieattention is paid to the risk management and assurance

framework especially where there are significant societal responsibilities. Finally the paper

advocates that boards should commission independent governance audits.

108  All of therecommendations made itihe report are included in the following table:

109 It will not be a surprise that some banks are doing some of the things that are being
recommended in this papelt is unlikely that any bank will be doing all of thefine overall

message is that there asmme things that they could do now, some requiicy makers to review

the structure, balance and objectives of boards (for example heightening the important of
assurance) and some requittee banking regulators and supervisoasd the organisations tha
maintain codes of corporate governaneither nationally or internationally to conduct further work.
Some of the recommendations can be implemented rapidly and some will require a period of years
for implementation.



110 Taken together, the recommendationsthis paper would reinforce the overall system of
Corporate Governance, provide reassurance to external stakeholders, including society as customers
and as taxpayers, while ensuring that the entrepreneurial spirit of the bémidother commercial
organigitions)and the scope for innovatiols not restricted, but simply subject to a healthy degree

of oversight by independent non executive directors and properly constituted, managed and funded
assurance functions.



I Background

202  TheHRnancialCrisis needs a introductionin this paper The scale of the collapses across the
globe and the ramifications for the rest of the global economy are well documented in many other
places.The question thathe cumulative collapse of shareholder value around the worldslgeg
whether the failure is one of Corporate Governance or fibis is not simply a semantic question:
followingthe examples of Enron, WorldCom and others in the United States, the SarDat@sAct
introduced some major changes to US Corporate Govemann the other hand, in response to
moreisolated exampleslsewhere such as the collapse of Marcami2001in the UK, leading
commentators argued thahis should not be seen asfailure of Corporate Governance sinttee
failure was principally dueota misguided strategy, rather than a collective board failure. Following
this logic, one might well argue that the Financial Crisis was not so much a failure of Corporate
D2 @SNY I yOS RertitSi RINIG KiSthdglabilcdanking industry, which dals could
neither be expected to foresee or to react to swiftly enough to make a substantial difference

203  uch arguments, which are normally made in order to rebut the need for change

Corporate Governance arrangemesisay be misplaced in that thesanlead to missed

opportunities for reform. Hence the failure in the UK in the wake of Enron and other scandals to

reform the UK Corporate Governance arrangements, in no small part duedestablishmend

view, expressed bynanyll K G a A G O RfadeNIs 201 BBK Ol2 dziR G2 G K I
(a massive failure on a massive scalearly has happened over here and it is incumbent on us to

look at all of the contributing factors which either caused the problems or prevented them from

being manage in as effective manner as possiptight round the global economy

204  With this in mind, it is helpful to recall the purposes of Corporate GoverndieeFinancial
Reporting Council (FRC) Combined Code sets out the purpose of Corporate Governafmasas fol

0Good corporate governance should contribute to better comppasformance by helping a
board discharge its duties in the besterests of shareholders; if it is ignored, the
consequence may well bailnerability or poor performance. Good governarsteuld
facilitate efficient, effective and entrepreneurial management that can delgsrareholder
value over the longer terra.

Source:FRCCombined Code, June 2008
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Governancewhich sets out clearlthe importance of Corporate Governancetlire following
statement:

GThe presence of aeffective corporate governance system, within an individual company
andacross an economy as a whole, helps to provide a degree of confidestas tiecessary
for the proper functioning of a market economy. As a result,dbst of capital is lower and
firms are encouraged to use resources mefficiently, thereby underpinning growth ¢

Source: OECD Principles of Corporate Governance, 2004

206  Atthesame time as Corporate Governance promotes a positive system which is beneficial
for the economy as a whole, there is also a strand which looks at the need for boards to have a role
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identify shortcomings and failures) and overall monitoring of corporate activiligs. view of
Corporate Governance goes back atteas far as the Cadbury Report:

oHad a Code such as ours been in existence in the pastelese that a number of the
recent examples of unexpectedmpany failures and cases of fraud would have received
attention earlieré

SourceThe Committee on the Financial Aspects of Corporate Governance, known as The Cadbury Report,
1992

207  Given theenormouscallapse ofmarketvalue during the current Financial Crigigludingin
some cases the total elimination of bards independent concemyseveral aspects of these
statements have clearly been breached:

1 Company performance, by any standards, has been.fgogn the best performing banks
have seen enormous reductions in thpiofitability and in theircorporate value.

91 Shareholder value, far from being delivered over the long term, has been destooyaal
enormous scaleand in many cases eliminated.
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substantially erodedh so far as intebanking lending is still at very low levels, and tiigst
not being easily restored.

9 The cost of capital has increased to the extiat the sole providers of capital for the
restructuringof many banks hee been either national governments or sovereign wealth
funds.

1 Far from receiving early attentiorh¢ failures, from Northern Rock, through Lehman
Brothers to RBS appear to have bdawits from the blue.

208 In summary there are two conflicting philosophical arguments: the first, or what might be
described as Corporate Governarite approach is as follows:

Corporate Governance is there to enable boards to discharge their duties tathé&gsan in

the light of prevailing conditions, but if the conditions are not favourable, then the board
should not be held accountable because events were outside their control. In the case of the
current Financial Crisis, the Perfect Storm has arisemaany financial institutions have
succumbed as a consequence.-diee, within organisations or within the regulatory or

political environment foresaw the problems, and as a consequence, no matter how good the
Corporate Governance arrangements, no diffdreatcome could have been expected.

209 The second, countervailing argument would run as follows:

Boards have a responsibility to identdipd understandhe conditions within which their
organisations are operating, to ensure that there is alignment betwerg &nd short term
strategy, to ensure that remuneration policies are in line with the long term strategy, that
ethical standards, risk management and assurance practices are appropriate so as to identify
potential issues as soon as possible. Irrespeafwbe Perfect Storm, boards should have

been trimming their sails to match ttaevelopingconditionsand should have been

cognisant of their responsibilities to a broader concept of society.



210  Under the first description of Corporate Governance, one weléxamining whether

different modelsof Corporate Governance would have made a differertmvever, here are

enough differences between the US and Europe to demonstrate that simple organisational issues
would have made little difference. Under the secatesbcription, we would be examining whether
there are improvements that can be made to Corporate Governance arrangements, which would
help to prevent or at least alleviate the worst impacts of the Financial Crisis. If you adopt the first
description of Cgrorate Governance, then the questions are purely about the board, its
composition and its committees. If you adopt the second description, then the debate enlarges and
becomes about how the tone and approach adopted at the board level are translatedchantiat

to-day activities of the organisation.

211  The balance of opinion from the intervievier this papemould suggest that we can and
ought to take the more practive stance with regard to Corporate Governance.

212 RECOMMENDATIOAs a matter of policy, boais should be encouraged to take a broad
based view of Corporate Governance which encompadbestotality of their role. In addition
those who maintain codes of Corporate Governance should ensure that a broad based view is
incorporated into their respectie codes. This may require changes in the law, which should be
consistent across territories and it may also require considerable further work in developing
appropriate guidance to assist boards and individual directors to discharge these duties.




1] Corporate Governance Codes and Risk Management Guidance

301 There is a enormousarray of source material when considering the strength or otherwise

of any given code of Corporate Governance. Local laws, customs and cultures dictate approaches to
Corporate Governaceand colour the manner in which it is received by boards of directors,

investors and other stakeholders. The review in this section is limited to three codes:

1 The Corporate Governance Standards set out in the NYSE Listed Company Manual,

1 The Combined Cedproduced by the Financial Reporting Coureil

1 The Corporate Governance Code for listed Companies produced by the Associations
Francaiseles Entreprises Privées (AFEP) and the Mouvement des Entreprises de France
(MEDEF).

All codes
302  Each of the three casb reviewed includes sections on the following topics:

1 Independent or nonrexecutive directorsall three codes envisage either a majority of non
executive directors or a balance of nerecutive and executive directors. This is no longer a
controversial isue. Each code either has material in it, or there is supporting material
prepared by others that provides clarity on the meaning of independent.

1 Executive sessiongll three of the codes envisage a need for mx@cutive directors to
meet alone withoutthe presence of executive directors, normally with access to such
managers in the organisation as they require.

1 Nominations Committeeall three codes require nomination committees for the
appointment of new directors. The main purpdséo ensure that tkere is a transparent
appointment process which is not under the control of management aland to ensure
that the right balance of skills and experience is brought to the board .tableractice the
search for new directors is often outsourcedheadhunters with the consequence that the
appearance of transparency is somewhat reduced by the typical reluctance of headhunters
to consider shortlisting anyone who has not previously undertaken a given role.
Consequently this can significantly reduce one efabjectives of the Higgs review in the UK
which was specifically to encourage drawing potential board candidates from a broader
population than hitherto.

1 Compensation Committeehere is a requirement in each code for a compensation or
remuneration commitee. These are principally designed to deal with the remuneration of
directors, and especially executive directors. In the case obtiited States this include
the CEO and Executivdfioers. Given the experience of the Financial Crisisgtisea good
argument to be made that thecope of the remuneration committees should be increased
to oversee the broad principles underpinning remuneration of senior mandgeraghout
the organisation, especially where there is a high contingent of conditionalmeration
(bonuses) which has the potential significantly to influence the nature otalskg in the
organisation.

1 Audit Committee:each code requires an audit committee of the board. There are similar
requirements for the skills and expertise, althoubky have varying forces of law behind
them.



1 Internal Audit: all corporations are required to have internal audit under the NYSE code, are
required to consider the need for internal audit on amnual basis under the Combined
Code and Audit Committees arequired to oversee internal audit under the French code.

9 Evaluation of board and committeeslll codes envisage the need for boards to conduct
some form of evaluation of the boards and their committees. The Combined Code also
requires an evaluation ohdividual board member performance.

1 Shareholder approval of equity compensation plaradt of the codes require boards to
approve equity compensation plans for director and, in the case of the NYSE code, for
Executive Officers.

303 RECOMMENDATION: Remunerat@mmmittees should oversee the broad principles
underpinning remuneration of senior managers throughout the organisation, especially where
there is a high contingent of conditional remuneration (bonuses) which has the potential
significantly to influence he nature of risktaking in the organisation.

NYSE Code provisions
304 The NYSE Code has three unique components, being:

9 Code of Business Conduct and Ethigach company must develop and publish an
appropriate Code of Business Conduct and Ethics. This éxplititly required in either the
Combined Code or the French Code. This absence may be explained by a presumption of
high levels of business conduct and ethics. Revelations in the British and French press
suggest that this presumption might be inappropeiaAccordingly, this type of provision
should be incorporated in the codes where it is lacking.

1 Certification:both the Combined Code and the French Code require companies to either
comply or explain why they are not complying with their respective co@les NYSEode
requires directors to certify that they are complying. Certification has an implication of a
stronger requirement to comply with the provisions of Corporate Governance. Policy makers
should consider whether boards in the UK and France hawehad long enough to
consider the benefits (to society at large) of good corporate governance and therefore that
they should be required to certify compliance rather than simply explain why corporate
governance is not relevant to them.

1 Public Reprimand_etter: The NYSE Code is the only code that envisages the use of
reprimand letters. Non compliance in the UK and France is essentially an area to be dealt
with by investors. Policy makers should consider whether there is a role for naming and
shaming compaies that do not comply with the requirements of the Combined Code or
French Code of Corporate Governance.

305 RECOMMENDATION: As a matter of policy, mechanisms of enforcing compliance with
Corporate Governance Codes should be reviewed. Such mechanisms ndeddffective, easily
implemented and should have teeth.




European codes

306 European Codes of Corporate Governance have recently been subjected to European
requirements. Several facets that are found in both the Combined Code and the French Code, but
which ae not in the NYSE code are:

1 Comply of explainas discussed above, the European codes require the boards to disclose
the extent of their norcompliance with their respective codes and to explain why they have
not complied. Evidence suggests that some efdisclosures under the Combined Code are
mechanistic and remain unchanged from year to year. The purpose behind the concept of
G/ 2YLX & 2NJOELXIAYE Aa OftSIN Sy2dzaked | 246S3SN]
in now an inadequateomplianceregime, especially for companies which have a great
societal impact, and policy makers should consider whether compliance should now be
required unless compliance is not in the best interests of society, rather than the
preferences of the directors themsas.

1 Separation of the role of Chairman and CE®th the French and Combined Codes require
the separation of the role of the Chairman and the CEO. This paper is recommending a re
balancing of the management and assurance roles of boards, and therefhauitd be a
requirement enshrined in all codes for the separation of the roles of Chairman and CEO,
especially in companies where there is significant societal interest.

1 Availability of information: both of the European Codes discuss the importance of
information for the directors. Getting the balance right between inundating directors and
starving them of information is of critical importand&ccordinglyit should be the
/| KFANXYIFYyQa NRtS G2 SyadaNB GKIF G O kpadditoralf | yOS |
information that directors should request in the pursuance of their duties.

9 Periodic electionsin Europe all directors are to be subject to periodic elections. This is not
covered in the NYSE code.

1 Reporting to the marketBoth European Qteshave provisions concerning the need to
report to the market.

1 Use of AGMboth the French Code and the Combined Code require companies to make
good use of the AGM.

Combined Code
307  There are two particular provisionstime Combined Code which do not aggr in the other
two codes considered:

1 Role of institutional investorsthe Combined Code has a section on the role of institutional
investors. Evidence suggests that the role of institutional investors in the proper discharge of
corporate governance is imensely important. It may be that this would be more
appropriately addressed in a code for institutional investors, rather than in the Combined
Code which is more appropriately addressed to the board of directors. Policy makers should
consider whether or at they should develop codes of practice or mandatory requirements
for the involvement of institutional investors in the effective structuring and discharge of
corporate governance in their investments.

1 Senior independent directorthe Combined Code inales a requirement for a senior
independent director to be a separate channel of communication to the board. This role has

10



considerable merit and policy makers should consider whether such a role should be
required in other codes.

French code

308 The French Gte enshrines a provision requiring that directors represent all shareholders

rather than specific segments interest groups. While it can be argued that this is the essence of
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current Financial Crisis.

309 RECOMMENDATIONs a matter of policy,n order to reduce the scope for regulatory
arbitrage, codes of Corporate Governance should be brought closer in line, as far as possible.

Risk management

310 Risk management agars in each of the three codes to varying extents: in the NY&&E
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& 2 K R i&tle job of the CEO and senior management to assess and manage the listed
company's exposure to risk, the audit committee must discuss guidelines and policies to
govern the process by which this is handled. The audit committee should discuss the listed
company's major financial risk exposures and the steps management has taken to monitor
and control such exposures. The audit committee is not required to be the sole body
responsible for risk assessment and management, but, as stated above, the committee must
discuss guidelines and policies to govern the process by which risk assessment and
management is undertaken. Many companies, particularly financial companies, manage and
assess their risk through mechanisms other than the audit committee. The processes the
companies have in place should be reviewed in a general manner by the audit committee,
but they need not be replaced by the audit committee.

Source NYSE Listed Company Manual, Corporate Governance Standards, s303.A.07(D)

311 The interesting aspects of hare that the expectation is that it is the job of the CEO and
aSyA2N Yl tfasESvaklynanage the listed company's exposure o dsk ¢ KS | dzRA
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requiremert for the board to consider the risk management processes and framework as a whole.

312  The French Code deals with risk management in sector off balance sheet items and
corporate risksas follows:

OEach listed company must be equipped with reliablecedures for the identification and
assessment of its commitments and risks, and provide shareholders and investors with
relevant information in this area.

fFor such purposes:

1 & ke annual report should specify the internal procedures set up to identifynaonitor
off-balancesheetcommitments, and to evaluate the corporation's material risks;

11



1 & &h company must develop and clarify the information provided to shareholders and
investors regarding ofbalancesheetcommitments and material risks, and dis@dbe
O2YLI yeQa NIGAy3Ia o0& FAYFYOAlLt NIGAy3 | 3SyC
the financial yeakt.

Source Corporate Governance Code for Listed Companies, produced by AFEP and MEDEF, s 2.2

313  There is no further explicit guidance on risk managetin the French Code.

314  The Combined Code deals with risk management in Part C on Accountability and Audit as
follows:
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Code Provi®n
C.2.1 The board should, at least annually, conduct a review of the effectivari¢be
group® system of internal controls and should reporisteareholders that they have done
so. The review should cover alhterial controls, including financial, emtional and
compliancecontrols and risk managemenystemsand risk management systems in relation
to the financial reporting preess.

az
I

Uy X«
Q)¢

[j

Source The Combined Code on Corporate Governance, published by the Financial Reporting Council, s C

315  This code provieih makes an interesting, but somewtliatpenetrabledifference between
internal control, risk management systems and risk managememiationto the financial
reporting process. Further guidance is provided by the Turnbull Report as updated by the Flint
Committee.

Sources of guidance

316  The two most commons sources of reference for further information are COSO and Turnbull.
COSO, which is derived from the Committee of Sponsoring Organisations of the Treadway
Commissionhas produced two major works on rigianagement:

1 Internal Controk Integrated Framework (1992); and
1 Enterprise Risk Managemegtntegrated Framework (2004)

317  The first was a key part of the development of risk management, although it approached this
from an internal control perspectivahiswas a major conceptual development which has
underpinned a lot oturrentthinking on risk management. It described internal control as part of a
process, rather than bolted on activities, and which had five main components:

1 A control environment:without a good control environment there could be no effective
internal control;

1 Risk identification:this was the first time that control was seen as being truly a response
to risk, which is an empowering concept because it also allowed people to identify
wastelul control procedures;

1 Control activities:these were the responses to risks, and they could either be preventive
or detective controls;

12



1 Information and communicationthese were the glue that bound the whole internal
control process together; and

1 Monitoring: this was about making sure that the control activities, risk identification and
control environment were understood at the top level of the organisation.

318 Each part of this model was designed to support three key corporate objectives:

9 The continuity 6the business;
1 Timely and accurate financial reporting; and
1 Compliance with local laws and regulations.

319 Finally, the third dimension of this model was that the control activities, in pursuit of these
objectives was expected to be carried out throughoud tirganisation, whether at the head office,
or manufacturing or distribution units throughout the organisation. The three dimensions of the
COSO model are often shown graphically represented by a cube as sheiguoril.:

Monitoring

Marketing/Sales 2
Marketing/Sales 1

Info & Comms

Control Activities

Manufacturing 2

Risk Assessment “—Manufacturing 1

Control Environment Head Office

Figurel: COSO Cube

320 The second COSO report, Enterprise Risk Management, developed the front face of the cube
by adding three additional components:

1 Obijective setting;
i Event identification; and
1 Risk response

321  Itis questionable whether these additions add gre&dlyhe model, since they were all
inherently in the front face anyway.

Turnbull guidance

322  The updated Turnbull guidance provides a good conceptual overview of risk management. It
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of internal control. Appendix 6f the guidancerovides some helpful guidance on the types of

guestions that the board should review in assessing the effectiveness of the risk and control
proceduresThe guidance is largely constted around COSO style elements.

13



323  Neither COSO nor Turnbull provides effective guidance on hawgimenttheir high level
modelsinto the reality of a complicated busineg8OSO retains a high level of following in the US,
and Turnbull is widely recogged in the UK. Neither provides a helpful approach to the mechanics of
creating an effective and lasting risk management and assurance framework over the long term.

Other Guidance
324  There are other sources of guidance in the public arena, including:

1 AS/NZS360¢ The Australian and New Zealand risk management standard;
1 BS3110@ the new British Standard on risk management; and
1 The IRM/AIRMIC Risk Management Standard.

325 However, each of these struggles to provide comprehensive guidance which addresses all of
the needs of major corporates in developing a risk management and assurance fram&mor.
common risk management problems are set out below.

1 Risks are frequently not linked to strategyre risks linked to strategy? Is the strategy
clearly articulated? Doebe strategy set out how it will impact on the key value drivers?
Aligning risks to the strategy is key to ensuring that risk management has a focus on the
business context.

1 Risk definitions are often poorly expressefre risk definitions capable of begnnterpreted
by anyone (with appropriate local knowledge) who picks up the risk register? Better risk
definitions (context, event, consequenagke contrary to a lot of current thinking in risk
management which has been to abbreviate risk descriptioteésmallest number of
words possible; that really does not work.

9 Can the organisation develop intelligent responses to riskets ofrisk registers dump
everythinginto responding to risks. In fact there are five key dimensions to consider.
Strategy. by which we mean do you want to prevent a risk from happening or allow it to
happen and deal with the consequences, by, for example devising an appropriate
contingency or disaster recovery plaeople by which we mean do you want the risk to be
managed byspecific individuals, or is it something that needs to be managed throughout the
organisationDetail: by which we mean do you want to manage general risks or specific
risks.Tasks by which we mean the activities of gathering information, devising plans,
procedures or approaches to managing the risk and then the actions, including
implementing the plans, and looking for assurance that the proposed action has been taken.
Drivers by which we are referring to the need for someone or something to make bate t
the whole process takes place. These drivers include managers in the organisation, outside
regulators or the culture of the organisation.

1 Do boards take into accounttakeholders and guardians in detailing responses to risk:

Does the risk managemeapproach recognise the importance of people who are not
directly involved in the management of a given risk, but who might be impacted if there is a
change in the way it is addressed?

91 Is any more than lip service paid ttné extended enterpriseAre thereimportant parts of
the value chain that are outsourced to others, or where there is a dependence on key
suppliers or joint venture partners? Do those outside parties manage risk as well as the
principal, and in a manner which is compatible with their apoit?

14



326 RECOMMENDATIOMére is a clear and urgent need for better guidance for directors d
implementing and assessing risk management and assurance frameworks in large corporatior
This guidance needs to be provided as an international framework that vgoakross boundaries.
It is probably not appropriate to use the International Standards Organisation (which currently
a draft standard: ISO 31000 on exposure) because of the nature of the compromises that are

]
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forced by the standaresetting process.

327 ltis interesting to note that the Core Principles for Effective Banking Supervision, as

published by the Basel Committee on Banking Supervision, which set out the framework of minimum

standards for sound supervisory practices, address the matter of riskgearent:

1 Principle 7¢ Risk management process: requires that banks have in place a comprehensive

risk management process.

9 Principles 8, 12, 14, 15 and 16 all address specific categories of risk.

1 Principle 17 Internal control and audit: requires that bamkhould have in place internal
controls that are adequate for the size and complexity of their business.

328 RECOMMENDATION: The international banking regulators should consider further ho
the Core Provisions for Effective Banking Supervision which relatdhématters of Corporate
Governance as set out in this paper are dealt with effectively both by the national supervisors,
also by the banks themselves.

and
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IV A distressed model of Corporate Governance

401 It would be unfair to say that the Financial Cnigés exclusively caused by poor Corporate
Governance: many other factors played their part, including variable quality regulatory oversight,
guestionable political oversight of the system and fundamental economic conditighige it is not
currently possite to prove this without considerable additional research, the general expectation is
that those institutions that haveveatheredthe storm best are those with the best embedded

Corporate Governance models and those that have fared worst were those withGmyporate
Governance models. Furthermore, it is arguable that even if Corporate Governance is not a cause of
the Financial Crisis, it has to have been at least a contributory factor in its severity.

402 Based on the interviewsonductedfor this paper the consensus of opiniois that the
models of Corporate Governance employed in the US, the UK and France are at least distressed, if
not broken.Thereasons for making this assertion are set out in the following paragraphs.

A high level view of Corporate Gove rnance

403  Perceptions of Corporate Governance vary. Some interviewees regard Corporate
Governance as being something that resides only at the very top of an organisation: the number of
non-execuive directors, the compositionf the Auditand other ommitteesand so on. These
individuals would also recognise the importance of risk oversight and setting the tone from the top.
Others would see Corporate Governance reaching down into the organisation, with a much more
direct relationship with internal audit, thethical behaviours of the staff and having a deep and
meaningful relationship with the organisation.

404 It seems strange that the formulae of modern Corporate Governance have developed an
almost unhealthy view of risk oversight as focussing exclusivelyeoimtigrnal and external

auditors. While the Smith Report in the UK (as adopted into the Combined Code) and the NYSE
Listing Rules talk about risk managemers,described in Section 3 of this repdhere is little
guidance as to how, apart from by refewee to auditors, they can discharge these risk
responsibilitiesWhere there is guidance (for exam@@®SO othe Turnbull Reportihe guidance is
so high level that it is hard to identify any particular benfrfim the guidance.

Compliance is (almost) vo luntary

405 Compliance with current Corporate Governance frameworks is not onerous compared to
other more legalistic director responsibilities. For example, failure to comply with certain provisions
of the Sarbane®©xley Act could lead to significant finang@ahalties and lengthy custodial

sentences for directors. Even under the Companies Act in the UK, there are penalties for failing to
comply with some provisions which could result in criminal convictioanrsd these can be
comparatively minor items such adailure to file the annual accounts on time. Equally, failure to
observe other regulations could result in significant penalties to the company (for example Anti
Trust provisions in the US and in Europe), or the revocation of licenses to operate feitther
organisation or for particular individuals (for example the Financial Services Markets Act in the UK).
However, there are no legal requirements to comply with Corporate Governance dddss.
contradiction is hard to reconcile philosophically witle raft of penalties and legal liabilities that
directors face in mangther areas of regulated life: to put this in context Sarba@edey envisages
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up to forty years imprisonment for failing to comply with its regulations, and yet directors face no
personal criminal liabilityvhen globalbanking institutions fail

406 Inthe absence of legal requirementskurope there are three principal drivarsthe
banking sectotowards compliancevith the codes of Corporate Governance

1 Voluntary selregulation;
9 Investor pressures; and
1 Regulatoryoversight

407 LYy RRAGAZ2Y Ay GKS !'{ GKSNB A& | NBIAYS 2F &
ultimate sanction of suspension or disting.

Voluntary self -regulation

408 The UK and, more recentlihe French codes of CorpteaGovernance are based on the

YySSR (12 a02YLXeé& 2N SELXFAYyéd a4 (GKS / 2Y0AYSR [/ 2F
may be valid reasons forngd2 Y LI A | y OS Ithg fexibiigy NafersasSyallied by company

boards and by investors irupsuing better corporate governandeé¢ Ly LINF OGA OS GKSNB
companies that have failed to comply or to provide adequate explanation for several years in a row.

None of these breaches is subject to any further ramifications unless investors decadke tihe

matter further.

409 {2YS AyGSNDASHSSa ljdSairzy GKS SFFAOIOe 2F |

1 A high degree of sophistication on the part of the board to identify the long term benefits
that should accrue to the organisation by prajyecomplying (or explaining non
compliance); and

1 Pressure is assumed from an equally sophisticated and discerning investor community,
which might not be in evidence.

Given that these are organisations that have a high societal impact, it may be thapgnsach of
GO2YLIX & 2NJ SELXIFAYE Aad y2 f2y3SN adFFAOASY (@

Investor pressures

410 While the Combined Code encourages a discourse aroungtompliance, in practice the
policing of the code becomes a matter for large investors and their relevant associatiores héle
been some celebrated challenges to roompliance, but they are relatively few and far between. It
might be argues that this merely reflects good corporate behaviour and the requirement in
Paragraph 5 of the Combined Code as follows:

df a companyhooses not to comply with one or more provisions of @ade, it must give
shareholders a careful and clear explanation whiilchreholders should evaluate on its
merits. In providing an explanatiothe company should aim to illustrate how its actual
pradices areconsistent with the principle to which the particular provision relates and
contribute to good governance.

Source:FRCCombined Code, June 2008

17



Regulatory oversight

411  ltis clear that there are different approaches adopted each side of the Atlamtegulatory
oversight of Corporate Governance in banking institutions. The FSA has long taken an active interest
in individual board members, their skills and background and suitability for the role as a board
director. This is in the course of beiaghanced also to include the board membership of bank
holding companies. On the other hand, the SEC tends to take a more-bfiraggproach. It rarely
interviews individual directors, preferring to concentrate on compliance with the strict letter of the
appropriate regulations. For example, one individual who is both on the board of a major US
organisation and also a smaller British organisation has regularly submitted papers demonstrating
his independence to the SBGd has yet to meet with anyone from tI8£C. In contrast hes met
members of the RSQ & NI 3 dzftoldigcs Bow tieSahd\other board members discharge their
responsibilities in the UK.

412 ¢KS RIFeéa 2F || ay2Ré¢ 2N aakl1S 2F GKS KSI R¢
long goneHowever, given the turmoil that we have seen, it is clear that regulators are going to have
to demonstrate a more active and explicit role in board membership, and in the discharge of
Corporate Governance duties by the boards of banks as a whole.

NYSE conpliance regime

413  The NYSE code requires annual certification to the Stock Exchange of compliance with the
02 RS | yR THmhliste§ cadipamyIEEQimust promptly notify the NYSE in writing after any
executive officer of the listed company becomes awdrany material norcompliance with any
applicable provisions of this Sectifan Corporate Governancé]The NYSE also envisages a regime
2T ANBLNA Yl Yy Ronfpkatcé:SNE E FT2NJ y2Yy

6The NYSE may issue a public reprimand letter to any listed company tloédteis a NYSE
listing standard.

oCommentarySuspending trading in or delisting a listed company can be harmful to the

very shareholders that the NYSE listing standards seek to protect; the NYSE must therefore
use these measures sparingly and judiciousby.this reason it is appropriate for the NYSE

to have the ability to apply a lesser sanction to deter companies from violating its corporate
governance (or other) listing standards. Accordingly, the NYSE may issue a public reprimand
letter to any listedcompany, regardless of type of security listed or country of incorporation,
that it determines has violated a NYSE listing standard. For companies that repeatedly or
flagrantly violate NYSE listing standards, suspension and defistivagn the ultimate

pey I £ GASadE

Source:NYSE Listed Company Manual, s303A.00 Corporate Governance Standards, November 2004

Investor pressures

414  For many years, bank boards have been almost without exception subjected to intense
pressure from institutional investors to improve f@mance, increase efficiency, reduce capital,
engage in markets for ever more complicated instruments and to reduce their capital to the extent
possible. Where bank boards resist, they find themselves subjextwerse commenand

aggressive shareholde#&sS ST Ay 3 (2 dadzyf 201¢ dzy RSNLISNF 2NX Ay 3
cautious board members were likely to find themselves removed as more compliant directors were
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installed, or removed as their organisations were acquired. Of course, it is fair toatdiieh
investors themselves were also being pushed to demonstrate increasing performance in their funds.

415 [/ 2Y0OAYSR 6AGK (KA& NBfSyildfSaa LINBaada2NBz AlG A
the investors and bankers alike. This encourages a hegalod at times, inappropriate rush into

products that are untested and in some cases poorly understood. It takes a brave individual to

declare in a product review meeting that they do not understand the new instrument, or for a
O2YYSyil (2N Y¥LISRRPRES YO8ESOt20KSaér 620Sy | a (KS
the industry.As Chuck Prince, former CEO of Citigroup, éafdK Sy G KS YdzaA O aid2LJas
fAljdARAGEY GKAy3a gAfft 0SS O2YLIX AOI (1 SBpdand. dzii | & f 2
RFyOS® 2SQNB aidAatt RIyOAy3IdE

Source: Chuck Prince, Financial Times, July 10 2007.

416  Without a doubt, investor pressures have forced management to seek ever greater

performance frontheir businesses. This growth soon becomes a cultural expectation
2NBFYA&lLGA2ya 6AGK YIYylFr3ISNBQ 0SKIFOGA2dzNBE | YyOK2 NBF
is then reinforced by aggressive remuneration policies that reward compliant behaviour. There is

something of an inevitability that this behaviour wileate an inherently unstable environment.

417  This might best be described eapitalism in its fullest glory. A sight that is hard to challenge
in the height of a long and sustained bull marl#tcording to at least one commentatohg fact

that investors & now bemoaning lost capital, devastated share values and destroyed markets has
an edge of hypocrisy. But what is absolutely clear is that it is not possible for banks sustainably to
maintain high credit ratings and pursue tgpartile returns throughouthe cycle. Inevitably as the
cycle begins to turn down, one of those twin objges will have to be sacrificed.

Non-executive oversight stretched

418 One might argue that it is part of the role of nerecutive directors t@xercise a degree of
caution in tre boardroom that enables the executive management to consider with more clarity the
consequences of running with (or even ahead of)rtieerket One audit committee member of a
fINBS ! { oO0lFylAy3a Ayauraddziazy O2YYBapg&entedtkid & Al ¢
particular organisation from a potentially disastrous acquisition in the mortgage market. The sense
of the board was that the market was at or near the top and that the economy was at a tipping
point. As a consequence the board withdrdve proposal and subsequently came back with a much
more modest acquisition strategy that proceeded. Clearly therefore, good boards can act as a
restraint on the growth aspirations of the executiwben those aspirations conflict with the overall
health d the organisation

419 In contrast lmwever, as noted in the hearings of the Treasury Select Committee in the UK,
not a single norexecutive director sought to block the acquisition of ABN Amro by RBS, an
acquisition which even while it was being pursued, vegmrded by mangommentatorsas being
overly aggressivandexecuted athe top of the market. The former Chairman (Sir Tom McKillop)
has commented in his evidence to the Committee that the entire value of the goodwill in the
acquisition has had to be wten off.
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420  On the other hand it is fair to say that the very significant majority of directors have the
interests of their organisations at heart and seek to discharge their duties, including those in respect
of oversight, to the best of their abilities. it this in mind, all boards are expected to:

1 Have meetings of neaxecutive members of boards without executive managers present;

1 Meet(in the form of Audit Committeesyith both internal and external auditors without the
presence of the management; and

1 Have arrangements for whistlelowing reports to come to the neaxecutive directors.

421  And yet a common theme from the interviews was that the amount of time available te non
executive directors to discharge their duties is necessarily limited. In effedi ofubis risk or
assurance oversight falls to the Audit Committee members. Fewerenutive directors have more
than an absolute maximum of 20% of their year to devote to any given board, and in many cases
their attendance at meetings may be as littlefdieen days a year.

422  Indischarging their duties, boards in the US model, andex@tutive directors in the UK

and French models of Corporate Governance can only be as good as the information that is provided
to them, or to which they have access. Sdleskthey may be able to meet key individuals (Head of
Internal Audit or the External Audit Partner) as of right, and others by arrangement with
management, the length and depth of board packs is inevitably variable. Some complain of too much
information (what might be described as the Ford syndrome, whereahswer to any question that

had ever been asked by a director was supplied for ever mthés may be an urban myth, but it

makes the point) and others complain of too little information and inswfictime to delve any

deeper.

Public accounting and external audit stretched to breaking point

423  One of the fundamental tenets of current corporate governance around the world is the
importance of the external or financial audit. Conducted by an independegyanisation, the theory

is that the auditors opine on the accounts to confirm whether or not they reflect an accurate portrait
of the organisation for the previous year and at the balance sheet date. At the time of the origin of
the audit this was seen dm®ing a sufficient process to report to owners who were by then

separated from the management. Audit would have addressed many of the perceived key risks at
the time, and which were largely seen as being financial in nature. The model has struggldteover t
course of the twentieth century to keep up to date with stakeholder perceptions. For example, audit
is not expected to identify all fraudand yet there is still a perception in some comparatively
sophisticated quarters that it should do.da the UKthe audit profession speha considerable

portion of the eighties addressing the perception gap. However, it would seem thaaih&etween
what the users of the accounts (politicians, the public, the economic system) believe they can read
into the accomts, YR ¢ KI 0 GKS | dzZRAG2NBE YSIyYy 6KSy GKS& 2LA
unqualified audit report is seen as a general badge of health for the organisation, aindrgality

the audit is addressing a diminishing proportion of the risks that gamisationfaces

424  This is exacerbated by the comparative rarity of issuing a qualified audit report, which in
itself has the potential tde the final demonstration of frailty thatouldbring a bank down. It might
make senséor the audit profession, iconjunction with the banking industry and regulators, to
explore whether a much more gradated approach to audit reports could be developed which would
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be less binary in its application, but which could signal more subtle differdretesen banks
without catastrophically undermining the bank in question

425  For the most part the accounts are little more than a series of rearward looking financial key
performance indicators that have been drawn up on the basis of hormative accounting rules which
may well rendethe data increasingly inappropriate for decision making purposes. Of course the

F O02dzyia FNB y2NXIffté& RNI gy dzL) dzysBfpdsdstnate a 32 Ay 3

organisation will continue to exist throughout the following reporting periddt neither the

financial statements, nor the audit address many of the forward looking risk issues that are of
interest to stakeholders today. In particular thdg not address the sustainability of the business
model, nordo they look in any depth at siemic risks in an industry or economy as a whehen
though in the current era of significant concentration of the audit market (no major bank is audited
by a non Bigt Firm of auditors) it ought to be feasible to benefit from their collective knowledge
across the sector.

426 In an era where inteconnectivity and inteidependence is of a different order of magnitude
compared to the origins of the audit process, it is not surprising that the audit model has been
shown incapable of addressing the concernshefinodern economy. This inability to deal with the
modern spectrum of risks that interest the stakeholder can only be exacerbated in a litigious
environment where joint and several liability is destined to hold back any innovation in the audit
process whih will inevitably expose the livelihoods of the auditors to the capricious whim of the
legal system.

Internal audit struggling

427  Over the last two decades, internal audit has undergone a transformation in its role, remit
and attitudes. In many organisatioirtgernal audit has moved from being an extensioriiné&ncial
control, focussing on financial accounts and the operation of routine intdimnanhcialcontrols to
becoming dunctionwhich perceives it has a role &ssurance anahternal consultancyin relation

to all risks, but especially those that have an impact at a strategic level, and which has a reporting
line directly to the chair of the Audit Committeln practice however, the identification of risks is
weak in many organisations and the roleémternal audit in running risk identification processes is
hotly debated. Internal auditors frequently lament that they are not asked more questions by Audit
Committees and feel that they are not used to their full potential.

428  The ambition ofnternal audiorsis bothto provide assurance and to be a catalyst for
improvement. In practice, en the relative numbers of internal auditors to staff, it is unreasonable

to expectthem to operate and apply controls (which is what some pedill think of them @ding).
Theefore theonly practical way for internal audit to add value is to look at the wigdlew does

the system of internal control operate to manage the risks to the objectives of the organis#tien?
also worth noting thatnternal auditdoes nd usually view itself aan extra level of risk

management;, there are notenoughinternal auditors to identify riskdyut they do have a rol®
champion the management of risk, to challenge and get to the truth and to catalyse the change. The
catalystpd Yy A& AYLERNIIFIYydG 0SOFdzaSs AYyGaSNYylFt | dzRA
change things on their own. They have to work inside the organisation, getting the staff, managers
and boards to authorise, resource and implement change. In the envirohthat has been
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discussed elsewhere in this document, that has been an uphill strugglesense this represents a
diversion from the essential assurance role.

429  Over the last ten years there has been a significant move for internal audit to reportib Au
Committee chairmen. This shows the beginning of an evolution that might help to tackle some of
the problems referred to in this report. This provides the Audit Committee with a knowledgeable
source of information from someone who has an assurancesfocu

430 Non executive directors and Audit Committee chairmen are often surveyed and respond
that:

Heads of internal audit are not up to the job;

Internal audit lacks adequate independence;

They rely more on external audit;

They have not properly defined theleothat they wish internal audit to fulfil.

= =4 =4 =4

Whether one can extrapolate from broad surveys across all industries into the specifics of the
banking industry is not clear. However, the risk remains that internal audiany institutions may
be no more higly regarded by the board than is the norm across the business world.

Where does assurance come from?
431  This therefore begs the question as to where assurance can possibly be fooawrif:

1 Audit Committee members are overstretched;
1 The relevance of exterhaudit is being over emphasised; and
1 Internal audit is not all that it might be;

432  Then where can board members draw comfort in respect of their responsibilities for
assurance. They can of course:

1 Seek the views of theegulators. Although it is worth notgnthat in the view of at least one
interviewee, the degree of personal intervention (ie talking to board members) is much
higher in the UK than in the US, where the interaction is much more pracesged (eg:
do you meet the requirements for independegitRather than: how do you go about the
job?)

1 Seek the views of financial analysts. Except of course, in many cases the financial analysts
are part of the pressure imposed by the investor community.

1 Seek the views of the rating agencies. However, the valse rating agencies may well be
coloured by the commercial pressures that they have faced in assessing credit ratings for the
increasing number of investment vehicles.

433 Internally, board members can seek assurance from other members of the management
team, including the Risk Management department. Although in a sense the current organisation of
risk management has been about the nuts and bolts of risk and spreadsheets, rather than a coherent
assessment of the full range of risks that the organisatioadacherefore if the risk management

group is not looking at a particular type of risk, there will not be any focus on it for the purposes of
the board seeking assurance.
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434  The board can also seek additional assistance from the General Counsel or Company
Secetary, or from other managers in the organisation. But this all takes much more time that the
already heavy workload of the average nexecutive director would allow.

435 RECOMMENDATION: As a matter of policy, there should be a new focus on the assurpnce
role of the board, and how that should be discharged. Often referred to as oversight, this impligs a
NI GKSNJ LI aaA@dS NRtSd . & AYIUNRBRddzOAYy3I GKS GYNX a4l 3
pro-active in this role.
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V A new duty of care

501 ItisnottheLddzN1J2 aS 2F G KA & LI LISN) G2 3ISYSNIraGS | 1 g¢

bureaucracy. However, having identified that Corporate Governance has struggled, and indeed
failed, to cope with the Financial Crisis, it is incumbent on us to explore how we miyesadhe
shortcomings. One of the major issues is the need to persuade boards and individual directors that
they need to take theiCorporate Governanamle seriouslyand to provide the investment in time
which it requires. In many cases tisnathema to boards where directors often seen themselves

as providing strategic oversight and contributing personal expertise gained in other roles

502 Corporate Governands not a question of ticking the begof relevantcodes, but rather it
is as much about the 2 | MdRe @hdroviding risk oversight as it is about supporting management in
implementing its strategy. Most neexecutive directors dislike the increasing role of Corporate

Policeman that seems to be foisted upon them. However, itis clear that sdm&NIi 2 F (G KS o062 |

responsibility is to act as a countereight to theoften riskladengrowth aspirations of some
management teams.

503 alyeée AYyGSNIBASESSa Kibnirant, N&BstaSiveNBiRluals avho/ai@ hsed | &

to getting their own way withirtheir organisations{ 2 YS KI @S 6SSy RSaONAOSR
have been described &0 dzf f Tde\eYagtdéerminology is unimportant; the implications of their
behaviours are the important focus. However, there is no question butittvatstor presares on

these individuals to perform and to grow their organisations\agy great Failure to grow in line

with market aspirations and expectations can and will cut short the tenure of the incumbents. This
focuses the mind and necessarily the demands tha/ 9 hirfxdrn place o their entire
organisationsSpurred on by an engrained culture of aggressive growth and encouraged by the
promise of exorbitant bonuses, departmental managers prepare budgets and plans that their people
are expected to achievamost by whatever means possiblélnsatisfactory budgetand plandrom
business units are rejected and failure to meet targets is punished by reduced remuneration of even
the loss of jobsThis tends to lead to an excessively skerm approach, rathethan to long term,
sustainable value creation.

504  One can make the argument persuasively that this idifaélood of market capitalism.
However, what this approach faiis do isto protect the interestsof those whohave no financial

impact on the shortérm results, but who can be disproportionately prejudiced by the decisions of
the shortterm oriented CEO or corporation. In the case of banks, society at large has deemed that
depositors are such a category and that they deserve special protection. Bhisriginancial Crisis,

in the vast majority of cases around the world, depdaking institutions have been afforded a level

of protection vastly in excess of national deposit protection schemes. In sffecéBanks have
0SSy RSSYSR a (d2ither Bakedeeil shephierdadfinto mergers, have been acquired
by the state, or have had the totality of their deposits guaranteed. The banking institutions that have
been allowed to fail have not on the whole had direct dealings with the public, althivegknock

on effects have been catastrophic to trust in the banking system.

505  This level of protection makes the banks (and some insurance corporations) different to
most other organisations (with perhaps the exception of the car industry in the US andjhe U
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506 RECOMMENDATIOM:the case of organisations that have a broad societal impact, and
who therefore owe a duty of care to socie@t large directorsand officersshouldowe a legal duty
to discharge their Corporate Governance responsibilities with dared diligent care. This legal dut)
should be broadly equivalent in all jurisdictions to avoid regulatory arbitrage.

507  The relevant banking supervisors or regulators should conduct a periodic assessment of the
manner in which directorand officersdischargethis duty, both as individuals and as a boa#ile
details would need to be worked out, the duty would address:

1 The normal areas of Corporate Governance as already set out in the relevant codes (see
Section3 for a comparison of existing codes). Howevemight be worth exploring whether
there is scope for greater harmonisation of the codes.

1 An enhanced role addressing risk oversight and assurance (see the next two sections of this
paper for more details).

508 Whatarenot discussed in this paparethe exact mechanisms or responsibilities that would

be owed under this duty. This would need to be addressed at an international level. In addition there
g2dzf R ySSR G2 0SS a2YS F2N¥ 2F a{FFS 1| Nb2dz2NE LINE
individual resposibilities with due and diligent care, but who nevertheless find their organisation to

be failing.

509 RECOMMENDATIONédcode developers and thenternational banking regulators should
review the Codes of Corporate Governance that societally important baatesrequired to comply
with, that these codes should where possible be harmoniseith the requirements of the Core

Principles for Effective Banking Supervision issued by the Basel Committee on Banking Supervision
and shouldtake into account the recommetiations made elsewhere in this paper.

Professionalization of the board

510 In support of this initiative, it might be appropriate to consideK S & LINR FSaaA2y |l t Al
02F NRa I|-aydA (iXeSh a¢/KS 'Y ¢NBIF adz2NE { St SOlollapse YYA(GGSS
2F b2NIKSNYy w201 GKIFIG 02FNR RANBOUGUZ2ZNE akKz2dzZ R KI ¢
that a first or second degree, or a professional qualification taken immediately after graduation,

would have a great deal of impact on a rolegalon some thirty or more years later. However,

GKSNBE Aa |y | NBdzYSy il dignsa tzapar&ésiiouldibé subjectto/review RA @A R o
in the event of inappropriate behaviours.

511  This would imply a licensing regime, perhaps akin to that &¥fely operated by

professional bodies such as the ICAEW or the ABA, which would be earned either by experience or

by examination, and subsequently maintained by Continuing Professional Development. One might

argue that in the current environment that thvgould be entirely irrelevant since none of the key

board members of failed institutions is likely to be employed again in a similar role. However, there

is some evidence to suggest that members of professional bodies such as those referred to, have a

seng of professional duty that is owed to society at large, and outside of their current employers,

based upon the retention of their license to opera®eE | YLJ S& &dzOK & (GKS Lyada
professional qualificatiomay prove to be a fertile grourfdr further development.
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512 RECOMMENDATIONe international banking regulators should initiate a programme
for the professionalization of management in the banking sector. This would involve the ultimaje
introduction of a professional qualification. Thidsuld be overseen by a hew professional body
which would award the qualification, oversee professional ethics and act as a guardian of high
standards of professional behaviour by individuals. Members of existing professions might renjain
subject to their own professional codes, although there might need to beneta-professional
code that cus across all professions in the banking sector.
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VI Arisk framework

601  One of the most startling aspects of this Financial Crisis is that virtually nobody saw it in the

making and those that did were ignoredhvestors were pushing for growth right up until the last
YAYydziS® . y1SNER 6SNBZ Ay [/ KdzO]1l t NAyOSQa 62NRAI F
the brakes on banking activities, and politicians were, @nwitiole, continuing to work closely with

the grain of the financial services markets.

602  Unethical and possibly illegal loans were being marketed irlLihiged States, 125%

mortgages were beinmade availabld y G KS ! YZ YR ONBRA{ BARdzBBAYEOD
New financial instruments which were meant to spread the risk were being created and then rated

by the rating agencies. Institutional investors were demanding ever greater leverage, more efficient

use of capital and better return®Vork by theFSA in the background to nudge organisations like

HBOS and Northern Rock to better operating and risk models appears to have had little effect.

603  This despite the fact thatll of the banks had senior risk managers andposedly
comprehensive risk programes. Many were moving towards or had achieved AMA status for
Operational Risk under Basel Il. Many of the larger banks had very sophisticated credit and market
risk programmes and conducted extreme stress testing as periodically requiredibipahking
regulators.The banks considered themselves to be risk experts: where car companies had a core
competence in designing, manufacturing and marketing cars, banks had a core competence in
identifying, leveragingransforming and spreading riskence their peceivedstatusas masters of

their risk universe.

604  Despite their risk programmdmards did not foresee the Financial Crisigdrt this might

have been because of a failure by individual directors to understand the nature of the risks that their
banks vere assumingThis point was reinforced by the evidence of former Chairmen and Chief
Executives to thd@reasury Select Committeehich is looking into the lessons to be learned from the
Financial Crisis:

Chairman:Can | ask each of you, did you personafigerstand the full complexity of these
vehicles that your clever young men were creatig?

Sir Tom McKillopdYou saidfull complexityfand | would say née.

SourceTreasury Select Committee of the House of Commaraken from an uncorrected transcripaf
evidence taken in public and reported to the House. Neither witnesses nor Members have had the opportunity
to correct the record. The transcript is not yet an approved formal record of the proceedings.

Earlier in the discussion, Sir Tom also said&fthy' I G dzZNE 2 F (G KS N daWedadld KI G w.
no idea of the speed and the interconnectedness and how quickly it could all have turried out

605 The picture thaemergesds one of comparative bewilderment at the nature and scope of the
risks. Wheretht 6 SNB ARSYGAFTASRI & F2NJ SEFYLXS Ay GKS
market funding, corrective action was only initiated too late for it to have a significant corrective

benefit to the risk impact.
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606 In the course of interviews for this paperhas become apparent that there is a disconnect

between different aspects of risk. On the one hand, what John McFall (Chairman of the Treasury
{SEtSOG /2YYAGGSSOU NBFSNER G2 a aOf SOSN)I e2dzy3d YSy
disseminating risk, othemsere exploring credit and market risk and yet others were looking at

operational risk. And yet, in discussion with a senior risk manager at one of the large banks, it

became apparentthaf KSANJ ¢ Sy G SNLINAaAS NR &1l Yyl Sty dé [ LILI
This implies that there was not yet a joined up approach to risk management across the bank.

607 Based on the interviews for this exercise, it is clear that:

9 Bank risk processes are very focussed on operational (as opposed to strategic) risks;
1 There $ comparatively little emphasis on developing a risk aware culture; and
1 The remuneration culture has skewed risk taking towards potentially dangerous risk profiles.

608 As a senior member of the FSA said, it is not difficult to envisage a bank that has twin
objectives of AA+ credit rating and 25%#r annum growth finding those objectives soon come into
conflict. It is not clear that many banking organisations would have explicitly considered the
conflicting rature of their major objectives and accordingey would not have been able to

express their risk appetite, let alone tie the operational risks that emerge from their risk models into
their strategic impact.

609 RECOMMENDATION:héfe their complexity demands ithanksshould be encouraged to
develop more soplsticated holistic risk frameworks within which they can manage risk better.

610 Itis worth noting that prior to its demise, Rick Buy, the risk manager at Enron Corporation
was seeking, in his own words:

a..to condense all the risks &nron Corporation inta single metricThis would comprise
operational,market and credit risk animhcorporate riskadjusted return orcapital (RAROC),
valueat-risk (VaRand extreme value theory into wh&uy calls a singseudo capitaht-
risk figure€Xhat can be showndthe Enron board of directors.

Source: ERisk, February 2001

It isnot proposel that any banking institution should seek to reduce its risk reporting to a single
figure: that clearly is not feasible or desirabléowever, there needs to be a recognitithrat risk

taking needs to be balanced with avoiding value destroying events (pitfalls) and equally takes into
account the conflicting pressures from the performance culture (and more particularly in the
banking sector, short term cash bonuses that arealigned to the long term strategic objectives or
the risk profile of the bank) and the corporate ethics and behaviours which their societal impact
demands from the banking sector.

611 RECOMMENDATIONaiiks should be encouraged to think in terms of a balanceskr
approach which balances the behaviours associated with the risks being taken and those being
avoided, and which is also cognisant of the risks associated with its performance culture and
ethical approach tdusiness
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612  Thisrecommendationwill require asignificant change of culturi@ orderto embed adrisk
intelligente approach to busiess within these organisation®ome areas where further

consideration should be given to encouraging banking institutions to developing aspects of their risk
managemengre set out in the paragraphs belowppendix Bets outsome further thoughts about

a possibleapproach to Balanced Risk.

Risk intelligent organisations

613 Many organisations, including banks, see the corporate governance aspects of risk
management as a pap pushing exercise that adds little vallieis clear thatrisk management
needs to move beyond the mundane processes and needs to become part of the culture of
organisations. In other wordssk managementeeds to beabout bringing gerspectiveto the
management otomplicated issue complex organisationdt should beabout themanagement
(and not theavoidancé of risk. Itshouldhelp to prioritise work in afast moving contextvith an
approachthat isbetter than simple intuitiorand whichfacilitates communicatioetweenpeople
Risk management needs to becomstyle of thought andshoulddefinitely not be amere paper
chase. Developing a risk intelligent organisation requires boards to understand the maturity of their
risk management activiss right across the organisation.

614 RECOMMENDATIONI Banking institutions should periodically assess their risk
management maturity and identify what steps they need to take in order to develop into Risk
Intelligent Organisations.

615 The Institute of Intemal Auditorsin the UK and Ireland (i K SUKG A LSy O2 dzNJ 3 S &
organisations to look at their risk management maturibAUKfocuses predominantly on risk
processesln addition, boards should considfeur aspects that need to be assessed on a regular
bags:

1 Manager and staff attitudes to risk, control and governandmsed orthe experience of
working with a multitude of different clients in different sectors, attitudes to risk, control
and governance are perceived differently in different partamforganisationlt is clear
that it is important that the board has an overall understanding of these attitudes so that it
can assess what further steps are required to develop the overall culture of risk
management.

1 Whetherthe organisation iprone to disasers: there is plenty of material in the risk
management literature to identify signs of the disaspeone companies. Banks might well
have been able to hold a mirror up to themselves and identify many of the symptoms of
such companies (for example exdgescomplexity, blame cultures, oveonfidence,
following the herd and so onfRoards need to undertake this exercise round all parts of the
business to identify whether any remedial action needs to be taken.

9 Attitudes to corporate ethics and behavioursnany organisations pay little more than-lip
service to corporate ethics. Surveys have shown that a high proportion of staff have seen
potentially illegal or inappropriate behaviours in others that they in turn are not prepared to
report in the company. Féitating appropriate corporate ethics with a focus on open and
frank disclosure is important to a balanced approach to risk management.

1 Identify how staff will react in times of pressurenany risk management systems assume a
normal pace of life for thbusiness. These systems then crash when excessive pressure is
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applied because managers and staff move into a different paradigm of management, which
results in the need for whahight bedescriled as Fast Clockspeed Risk Managemeatt

of this assessmeris also about nderstandngthe heuristics that managers and staff use to
YIEyFr3aS NARA]l® az2ad AYyF2N¥IEE NR&A]l YIFylF3aSySyld
0 KS =Xlidenh8f¢ing and understanding the ramifications of those unwritten rules are

both vital.

616 RECOMMENDATIONod@ds should take formal responsibility for setting, managing and
periodically assessing the risk management culture of the organisation. This will facilitate a befter
approach to managing risk throughout the organisation.

Scope ofrisk management
617  Atthe moment, risk and risk management mean different things to different petipthe
course ofone day ofits deliberationghe Treasury Select Committee identified risk in

T AQljdAaAiridrzya o6w. {Qx [OldAardrzy 2F ! .b ! YNRO

 Financial instiments;

 ThesalesOdzf (1dzZNB 060G KS C{! Qa O2YYSyidia 2y | .h{ &l fS:

Head of Group Regulatory Risk at HB@Q&)
1 Dependency on wholesale funding.

618 In addition the well documented problems of unauthorised trading at Sociétéfale
representa further manifestation of risk, as do the sphime lending problems in the US and the
total destruction of trust
following the collapse of
Lehman Brothers which led
to the drying up of intebank

Big Ticket Agenda lending.
A

619  This diversity of risk
/ leadsto considerable

Strategic Risk difficulties in bringing all of

the risk elements together,

Interrially andall organisatiors, not just
)Drlven

Agenda banks, tends to obsess about
some elements of risk
management and to omit
others from its group thinking
about risk.Figure2 sets out
one possiblavay of thinking
aboutthe scope ofisk
management and ensuring
that all aspects are
considered. Turnbull
concentrated on the top
Figure2 - Scope of Risk Management right hand quadrantwithout
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understanding the component partand Sarbane®xley on the bottom left hand quadragnwithout
looking at the bigger pictureNightmare risks are often those that move rapidly from the bottom of
the scaleo the topand become big ticket issuedor example funding operations from the

wholesale market at HBOS probably started as an operating tiskleeloped into a major

strategic issue which ultimately brought the bank to its knees. Many organisations fail to see these
changing risks coming at them because they are culturally attuned to -goiog level of activity

that provides false comfort. §ood risk management framework will address all of these areas.

620 RECOMMENDATIONo@ds should take formal responsibility for setting the scope of ri
management activities right round the operations of the institution and its business activities t
ensure that risks are identified, assessed, managed and monitored in an appropriate manner,
the light of the risk culture.

The single voice of risk management

621 As indicated above and in Figwgit is not uncommon for risk management to mean

different thingsin different parts of an organisation. Typically there is a different meaning of risk
management for each of governance, risk departments and internal audit. This can lead to
considerable confusion, to people failing to understand differing respongbilitielievinghat they

are being discharged elsewhere and to important risk issues falling between organisational gaps and
between risk silos.

622 RECOMMENDATIOMére should be a single meaning of risk management in each
institution which encompasseslifferent roles and responsibilitiesand which facilitates
information and communication between different parts and different levels of the hierarchy
within the organisation.The definition should be agreed and communicated by the board.

Granularity of risk m anagement

623 Financial and management reporting have been focusseddiaturieson currency based
reporting. From the 1% Century innovation of double entry bookkeepibg an Italian monkmoney
has been the cornerstone of reporting and decision makinthératter half of the 28§ Century and
up to the current time, more difficult and subjective areas of accounting (such as valuation of
investments in a trading book, deferred taxation, revenue recognition) where there is scope for
manipulation of the reslis or balance sheet values have been subjected to normative accounting
rules.

624  The benefit of accounting in monetary terms is clear: the unit of currency is recognised, and
most transactions are reflected in monetary terms. Organisations capture accguiaia at a very

low level of granularity. A2 yS 2 F { fodner|cligzib, kh2 dfdiu@ financial controller used to
allocate his lunch across five differentst@entres so that all bore #ir fair share of theosts

associated with his travel and ssibtence expenseghis is clearly excessive, however, it illustrates

the point that & a consequence of the level of granularity and based upon the rules, it is possible for
any company to state unequivocally its revenues, or its profit after taxatiotheoamortised value

of its fixed assets. The relative sizes are clear, that they are made up of lotsafuimnts is well
understood and the systems for recording transactions are commonplace.
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625  This is not the case with risk management. When John NMaF&ir Tom McKillop talk about

the risk associated with the acquisition of ABN Amro by RBS, they are in fact talking about a
multitude of different risks, which might include exposure to toxic assets, variable quality credit risk
processes, unknown opedianal risk procedures, the culture of risk taking and soTdre exact
taxonomy of risks involved in such an acquisition would differ for each transaction and depending on
who was undertaking the acquisition: for example, had a risk due diligence exgeeisearried out

by Barclays when they first mooted a takeover of ABN Amro, it would no doubt have looked very
different to a similar task undertaken for RBS and its acquisition partners. To a large extent the
differences would be valid: they would reldte different new holding companies, and to different
corporate objectives. However, some of the differences would simply be because two different sets
of individuals were carrying out the analysis.

626 At the moment there is no single recognised way for oig@tions to link high level

aggregate risks to low level transactional risks. As a consequence, those who are analysing risks, for
example of individual CDO instruments, might not have been able to attach them effectively to the
high level of aggregationhich is necessarily involved in board discussions. While some risk experts
Grt1 lo2dzi I &332t RSy GKNBIR¢ fAYyl1Ay3 FTNRBY GKS
between objectives, risks and controls (sometimes referred to as QRBGjActive risk and control
alignment). In any event it is unequivocally the case that there is no single direct line from top to
bottom: there are oneto-many, manyto-one and manyto-many relationships between risks and
between risks and controls.

627  While IT systes have been developed to address many of these issues, there are more
important definitional issues to be ironed out before they can be used effectively. It would also
require a very significant investment of time and effortcpture the risks and relewnt responses
throughout a major bank. However, without this level of data, it is hard to envisage how more
comprehensive risk programs might operate to the maximum potential benefit of the organisations
and society as a whal@he level of granularity thavould berequiredwould also be a subjective
matter in that while there might be an appropriate response to a high level risk, there may well be
subrisks that require a different response.

628 RECOMMENDATIOM: view of the complexity of this area, the ietnational banking
regulators should be asked to explore appropriate mechanisms for recording and aggregating fisks
and responses, which would then facilitate better risk sharing between organisations and with
banking regulators and supervisors. It is pddg that risk information provided to regulators in
XBRL (eXtensible Business Reporting Languagehg a common risk taxonomgould well form
the basis of this approach.

Risk appetite

629  There has been a lot of discussion in the interviéawghis paperand also in the press and
various inquiries about risk appetite. The more this issue is probed, the harder it is to get to grips
with it. However, what is clear is that for different types of risk at different levels of the organisation,
there are different risk appetites. There is a different risk appetite for risks that a company wishes to
engage with, compared to the risk appetite for risks that represent pitfalls. While it might be

possible to determine a risk appetite for certain types of risk thatsrbject to quantitative
measurement, or for clear cut issues (for example the death of employees through accidents at work
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would be intolerable for all banks) it is clear that there are other types of risk for which it is almost
impossible to set an appite.

630 It might be possible to begin to disaggregate risk appetite by looking at two of the principal
components of risk appetite which are:

1 The propensity to take risk; and
1 The propensity of the organisation to exercise control.

In turn these two elementwiill be informed as much by the culture and processes of risk

management and internal control as they will by explicit policies and statements of risk appetite.

They will also be determinedto alargeextténd (G KS 2 NBI yA & (A 2oftada LIS NJF 2 NYY
significantlydriven by its remuneration policies) and its corporate ethics and behaviours.

631 Itis also worth noting that the risk appetite for one risk might be at variance with the risk
appetite for another risk. Until there is greater clarity of thedaaomy and aggregation of risks
referred to above, it is unlikely that we will be able to arrive at a sensible body of guidance on the
issue of risk appetite.

632 RECOMMENDATIONdinternational banking regulators should be encouraged to invept
in researchinto practicalways of understanding, measuring and monitoring risk appetifitis is
currently a long way from fruition.

The importance of avoiding pitfalls

633 !'a | f NBlIRe& RAaAOdzaaSRE GKS LINAYS Y2UGA@lrGdAay3a 7T
appearto be the nature of the industry, pressures from investors and the way in which the

GANNI GA2yLFE SEdzoSNI yOSé 2F GKS YIENJSia Oy Syod2d
risky instrumentgwithout always recognising the level of risk beinguassd), or engage in more

audacious acquisitions. The susceptibility of many banking risks to quantitative techniques also

allows for the illusion of measuring residual downside risk. In practice it appears that banks probably

have not spent sufficient timexploring the nature and management of downside rigisich can

have a significant potential to destroy shareholder value (referred to elsewhere in this paper as

pitfalls).

634 Itis naturally difficult to persuade bankers in the midst of a long run bulketdo stop,

pause and think about the downsides of their actions. However, those organisations that do not
assess the pitfalls that can pull the organisation up short are likely to suffer dire consequences. In a
culture where growth, risk taking and aggséve tactics are applauded, being the individual who

stops the organisation in its tracks can be very unpopular, as demonstrated by the HBOS whistle
blower, and his former colleague, both of whom have made muchcofture that did not like to

hear bad ews.

635 Thesense from the interview®r this papeiis that while banks pay hgervice to downside
risk management and avoiding pitfalls, in fact there is a sentiment that the capital cushion will
protect them. With the current Financial Crisis, we havengbat this is not necessarily the case.
Whereas regulators may well encourage banks to undertake scenario stress testing, this should be
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extended to cover a wide range of strategic and other risks which might not be traditionally
examined under normal s#ss testing.

636 RECOMMENDATIONoexecutive directors should play a key role in stregsting the
bank, its long term strategy and other strategic risks. This is not to dampen the entrepreneuria
spirit, but rather to ensure that risk taking is done in agportionate and managed way.

The relevance of ethics to risk management

637  This paper has addressed extensivblyrisk culture of the organisation. Without a guiding
sense of purpose, it is likely that the pressures from investors and the opportunitibssfathtaking
rewards will lead to increasingly morally questionable behaviours. While laws may or may not be
broken, ethics come into play when considering behaviours that are not governed bguawbere
G3dzA RSN Af &8¢ | Niferagii@eb&geBnméngbers ol siaffyitlii suppliérs,

customers and the public at large.

638  Ethics programmes are much more common in the US, probably encouraged by the US
Federal Sentencing Guidelines which set out a framework for organisations which will be taken in
account should a corporation be subject to criminal prosecution. By following the guidance of the
Sentencing Guidelines, it is possible for companies to reduce the potential penalties in criminal
prosecutions by as much as 95%.

639 What is interesting abouhe Federal Sentencing Guidelines is that, uniiteyUS rules,

where we are used to black letter prescription, the Guidelines are just that: guidelines. They do not
set out rules, they rather set out the sorts of things that you should do. The beasditsvo-fold: (i)

more lenient sentencing, should a matter get to that stage; but (ii) more importantly, preferential
treatment afforded bys S LJ- NI YSy (i 20b& ivdediding Whethed ar KoSto prosecute on

a given set of facts.

640 In essence the @delines set out to encourage ethical corporate behaviour and reward

those companies that take active steps to develop an ethical compliance programme and punish

those that disregard the ethics of their business activities. So two comptrgiesommit the same

violation of the same law, the first has implemented an effective ethical programme and the second

has not. The first may benefit from the leniency often applied by the DoJ in practice using the
GSTFSOGAGSE O2YLXE AL YOS LApE@MIHE ¥eBond rény theSsaligkyfd D dzA F
having the full weight of the law thrown at them.

641 Ly | &a20ASGe GKIG LINARSA AdaStT 2y AdGa aSOHKA
Marquis of Queensbury Rules for boxing) it is a stranogerast, in the UKthat ethical policies tend

to be set by the legislative process and potentially by purchasing practices in the public sector. For
example, most large companies now have an equality or diversity policy, they are increasingly

developing antbullying programmes and so on. These are largely driven by societal changes

dictated at national level, rather than by a preference to act in a morally or ethically appropriate

manner.

642  However, this area is important. Survegghe UShave shown that a ghificant proportion
of staff, when questioned, have seen acts or behaviours that are inappropriate within the
organisation, and which, were they disclosed to the public could result in material damage to the
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reputation of the organisation. However, on fher questioning, approximately 50% of those staff

would not do anything about it, either because the organisation simply would not take the

accusation seriously, or because it could actively harm their career. Equally, a significant proportion

of staff wauld not bother to tell management about improvements that could be made to activities,

LINE RdzOGGda 2NJ LINPOS&dasSa 2y (KS olara (KIFG GKSe g2d
senior role and therefore they would suffer severe detrimental consegeemnttheir careers.

643 Itis not difficultintellectually to extrapolate from the ethics of the question to the risk

management ramifications. Ethics needs to be more than simple legal compliance with local laws

and regulationgas presupposed in the fir&@OSO frameworn internal control) It also needs to be

Fo2dzi GKS Y2Nrf O2YLIl aa (GKIG 3I3dzARSa SFOK YSYoSNI
business.

644 RECOMMENDATIOEAch board should formally review the ethics programme of their
institution on a regular basis and should take regular soundings to ensure that it remains effecfive.
5ANBOG2NR aKz2dAZ R GF1S aatsSLa G2 SyadiNBS GKF {4
can raise appropriate and reasonable grievances or concerns in an@awhich is not harmful to
their personal weltbeing. This potentially goes much further than traditional whistldowing
programmes.In addition, boards needo take action to ensure that their organisation is living up
to the ethical values they have dsen so they should have full programmes that include not just
communication but training, discussion, reporting and leading by example.
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645 It is worth noting that anthropologists argue that there is a maximum size of unit for
effective communications. Wigllthe exact size is debated, the upper limit is somewhere in the
region of 150 people. Given the size and complexity of the global banks, it is important that boards
of directors take responsibility for ensuring that there are appropriate communicatien fior the
purposes of engendering a deeply held sense of ethical behaviour in the organisation.

The extended enterprise

646  Risk management is complicated even when looked at simply within the boundaries of an
organisation. The efficiency of risk managemena itraditional economic unit, an enterprise, is
dependent on the skills of management in fostering and managing the risk management
programme. However, where traditional boundaries become sgenmeable through alliances,

joint ventures and outsourcinghe relationship between objective, risk and respoisbroken

where a third party takes on responsibilftyr a part of the risk management chain.

647 Itis often assumed that outsourcing exports risks. Outsourcing can, however, frequently
produce risk impding through risk dependency. Where the linkages are broken and Company A is
responsible for the objective, but Company B manages the likelihood and timing of achieving those
objectives (because it manages the risks or the risk responses), then thisigpviesthe

dependency risk conundrum: who is managing what? For whom? And why? And how?

648  Exactly the same issues arise whether we are talking about alliances, joint ventures or
outsourcing: the complicating factor is the number of parties to the relatignsthe more there

are, the harder it becomes to exercise control. Traditional responses, many of which remain valid,
8§08y Ay (2RI2Qa 62NIR 2F OANIdzdt yR NBLE 22Ayd
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1 Good definition of the scope of the JV, respective resfimlities, and appropriate
management;

1 Good legal documentation; and

91 Appropriate insurance cover.

649  But these all have shortcomings: the management route is orders of magnitude more

difficult to pursue Needless to say, legal documentation should only bedelpon as a last resort:
GKSNBE (KS 202SOGA@Sa 2F  Wx |yR Ada 2LISNIGAZ2Y
approach to management in that it deals with the symptoms of problems, but not the root causes.
Consequently there are new apprduaes that need to be called on in order to ensure that the

extended enterprise can work:

9 Build trustg both internally and externally;
9 Share risk management datebetween participants to the relationship; and
1 Create a partnership of risk intelligent orgsaiions.

650 Essentially, the answer is to create a risk intelligent partnership, which implies the creative
collaboration of two or more risk intelligent organisatigssipported by the flow of risk data in a
format that can be digested and utilised by alttjes.

651  Historically joint ventures have often been used in the belief that risks are being mitigated.
However, the world is littered with failed joint ventures. This is in part because managers are often

blind to dependency risk and because they settledfweactive approach to risk management. The
az2ftdzianz2y Aa G2 62N)] 6A0GK | ySg NBaz2t @S (2461 NRa
hallmarks of a risk intelligent partnership are:

9 Trust, both between partners and also between the joint veatand the customer;
1 Achievement of objectives; and
1 Better satisfied customers.

652  Given the complexities of modern global financial services, there is an increasing use of
alliances; accordingly, this area of the extended enterprise is important. Equale, lz@ve seen

through the current Financial Crisis, irrespective of the more formal alliance relationships, banks are
entirely dependent upon one another for liquidity. It is therefore in the interests of the Banking
Regulators and Supervisors to ensurattBhared risks are properly managed across organisational
boundaries.

653 RECOMMENDATION: Tiiernational Banking Supervisors and Regulators should explpre
mechanisms for sharing risk data between participating banks where risks cross organisationg|
boundaies. In this regard there may be an opportunity to leverage the work referred to earlier
about risk taxonomies and the use of a risk variant of XBRL.
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VII  An assurance framework
701  SectionlVdescribesa distressed model of Corporate Governance. To recap:

1 Caporate Governance is (almost) voluntary;

9 Investor pressures are fierce, leading many businesses to undertake risks that simply are not
in the best interests of the organisation;

1 Nonexecutive oversight is stretched in that directors only have a limiteduarnof time to
devote to the organisation, but almost unlimited responsibilities;

1 External audit is stretched to a point where the degree of reliance that is placed upon it is
out of proportion to the amount of work that actually goes into it;

1 Internal auit is struggling largely because many internal auditors are not the beneficiaries
of the regard that they are owed;

9 Obtaining assurance from regulators, financial analysts and rating ageaciestbe
comprehensive;

1 Which leavedoards with dependenceon management including the risk management
team, and GenerdaCounselor the Company Secretary).

702  SectionVoutlines proposals foa new dutyfor boardsto discharge their Corporate
Governance responsibilities with due and diligent cdites would help t@nforce a change of
culture that is engrained in the Banking industry, (and in others) an industry which contributes
significantly to the proper functioning of our economic system.

703  SectionVidescribesa balanced approach to risk management that addeegke pitfalls and
the ethics as much as the risk taking and the performance cuyltiiaé encompasses the totality of
the risk universe, both within the organisational boundaries and acrosssemieable boundaries.

704  All of this requires an oversight, assurance approach that can act as a coubgdance to

the naturally entrepreneurial inclinations of the CEO and management. This is not to act as a
bureaucracy or serve to chill the essential entrepreneurial spirit of management. Rather it is in
recogntion of the major societal impact that these major financial institutions have when they face
problems such as those that have emerged in the current Financial Crisis. These banking institutions
owe a responsibility to society that is greater than thatadst other organisationsihey are so
important to our societies antb the global economwt largethat they cannot be allowed to fail:
0KSe& | N®fakite 2 0 A3

705  With this in mindjt is worth cautioning that there isno édone-sizefits-all€ approach to
improving the assurance received by, and dispensed by boards. Accorthigectionsetsout a
range of possible improvements that could be made to board assurance processes.

Risk management and assurance framework

706  SectionVlisetsout avision for a canprehensive risk management framework which would
address the totality of the risk universe (down to an appropriate level of granularity) both inside and
outside the organisationThisenvisags that management should operate within that risk
management famework, and that a properly funded and staffed group should act as guardians of
the risk management frameworkVhile the internal audit group should continue to carry out its
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function to reviewthe operation of the risk management framework, including éfiectiveness of
reporting to the highest levels, antle continuing operation of appropriate risk responses. The
internal auditors should work with the risk management group to ensure that there is a single view
of risk management.

Documented assurance map

707  Atthe moment, there is a sense in which assurance simply happens. It is not a planned
activity in the way in which parts of it aexecuted for example most internal audit departments
normally prepare an annual plan which is presented to and discugikbdhe Audit Committee
However, here is rarely an overall, documented plan for the totality of assurance that is required at
board level and which theoardneeds to provide to other stakeholders.

708 In order to assess the requirements for resources famdling for assurance purposes, the
board should annually prepare or update an assurance map which sas@adninimum:

1 Document the people to whom assurance is required to be provided (eg regulators,
investors, customers and so on), the nature of thausasce, how that assurance is to be
provided and how the board is going to satisfy itself that the assurance that is being
provided is truthful, correct and appropriate in all the circumstances.

1 Document the manner in which thieoardwill seek and obtaimssurance that what they are
told is happening in respect of the business is indeed happening in order to distharge
assurance aspects tifeir Corporate Governance duties to exercise risk management
oversight.

1 Document the way in which the board is assing, monitoring and managing the risk
management culture, and progress towards becoming a risk intelligent organisation

709 RECOMMENDATIONé@&board should develop an assurance map which should be
updated regularly as events dictate, but no less that aast annually.

Risk management group

710  Therisk management group should have unfettered access directly to the board, reporting
either to the Chairman (if the roles of Chairman and CEO are split) or to the Chair of the Audit or Risk
Committee (if the CEO ar@@hairman roles are not split). The budget for the group should be set by

the board member responsible for the direct report, not by the CEO or the CFO. The sponsoring
board member should be responsible for senior recruitment decisions and for terminating
employment. Any decision to terminate the employment should be accompanied by a letter from

the role holder to the board stating whether or not there are any circumstances that the individual
wishes to bring to the attention of the board.

711  The head of the sk management group should not be remunerated by reference to the
financial successrotherwise of the organisation, but rather should be remunerated by reference to
objectives agreed between the role holder and the sponsoring board member.

712  The risk managment group should be tasked with determining risk management policy, in
conjunction with the board, assessing and reviewing the risk management culture and the risk
maturity of the organisation. They should provide the mechanisms for identifying, aggessin
managing and recording risks and the necessary IT infrastructure.
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713  There is no reason why the risk management group should not be a good career
development route for people in other parts of the business. However, it might also be some
AY RA @A R dahcé ta @maidedirelBwithin a risk management group.

714  The head of the risk management group should report to the board on a regular basis, and
have the absolute freedom to seek access to any member of management and aayetriive
member oftheboard D2Ay 3 G2 (GKS / KFANXYIY &aK2dzZ R y20 06S a

715 RECOMMENDATIOMére should be a risk management group or function, headed by a
senior individual with direct access to the board. This individual should be responsible for all
aspects othe risk framework throughout the bank.

Internal audit

716  This paper doesot propos any significant change to the role of internal audit. What
follows would probably be familiar to most heads of internal audit. Howeverset outherefor
the sake otompleteness.

717 LY GSNYLFEt | dzZRAGQA LINARYI NB NBalLlRyaioAfAide &Kz2dz
approach is being followed throughout the grougnd that appropriate internal controls are in place

and are operating effectivelyrhey should work on a kidased audit plan that seeks to deliver

assurance to the board as to the efficacy and efficiency of the risk management approaches

adopted including of the framework as a whole

718 In common with the risk management group, the internal audit group shoane h

unfettered access directly to the board, reporting either to the Chairman (if the roles of Chairman
and CEO are split) or to the Chair of the Audit Committee (if the CEO and Chairman roles are not
split). The budget for the group should be set by tleatal member responsible for the direct

report, not by the CEO or the CFO. The sponsoring board member should be responsible for senior
recruitment decisions and for terminating employment. Any decision to terminate the employment
should be accompanied byletter from the role holder to the board stating whether or not there

are any circumstances that the individual wishes to bring to the attention of the board.

719  The head of internal audit should not be remunerated by reference to the financial success
or otherwise of the organisation, but rather should be remunerated by reference to objectives
agreed between the role holder and the sponsoring board member.

720  There is no reason why the internal audit group should not be a good career development
routeforpeopf Ay 20KSNJ LI NI & 2F (KS o6dzaAySaao | 26SISNI
preference to remain entirely withian internal audigroup.

721  The head of internal audit should report to the board on a regular basis, and have the

absolute freedom to seek acggto any member of management and any +executive member of

GKS 02FNR® D2Ay3 (2 GKS / KI ANXI yThéateadadinkernagf 2 G 0 S 32
audit and the sponsoring board member should share a responsibility to build a real andveffecti

relationship between the head of audit and the board to create trust and understanding.
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722 RECOMMENDATIONI Boards should review their internal audit departments to ensure
that they are appropriately resourced, headed by a heavy weight individual witit@ss to the

board, and that they are adequately funded. Management should not be empowered to impos¢
restrictions on the internal audit department.

174

Other key assurance role holders

723  The board shoulénsure that they have unfettered access to any other &esurance
providers as neededor example compliance officers, ethics officers and other similar assurance
providers.The board should ensure that they have the full details of reporting lines, that they
monitor budgets for these role holders and are kégbrmed of any changes in the role holders.

724 RECOMMENDATIOAI boards should prepare a schedule of key assurance role holders
and that they should ensure that these role holders and their teams are appropriately resourced
and funded and report indepenently of management to the board on a regular basis.

External assurance

725  To the extent that the assurance map determines that the board will have to place reliance
on outside suppliers (for example the external auditors, or outsourced internal audit preyideey
should ensure that the providers are independent, are appointed by them and have a direct
reporting line without interference from executive management.

Chief Assurance Officer or Director of Risk Management and Assurance

726  While one or two intengwees have dissented from this view, the majority have been of the
opinion that it would be appropriate to have a very senior individual overseeing the risk
management and assurance framework. Where there is a mix of executive arekaountive

members othe board (the UK and French model) then it would be appropriate for that individual to
be on the board.

727  Where there is a predominantly neexecutive board (the US model) then it might be
AdZFFAOASY( FT2NJ GKS /{ldah (i€ 30 Srefiviulty2eedmeSpuit&8Gh that K S
the individual would regularly be in attendance at board meetings.

728  Any individual filling the role of CAO or Director of Risk Management and Assurance would
have to be independent of mindometimes referred to a®bjectivty of thinking. Their

independence would be supported by the appointments process and the reporting Tineg.would

be appointed by the board as a whole (perhaps through the nominations committee, or under the
auspices of the Audit Committee) and anynbénation of their employment would be a matter for

the entire board, with the sameequirementto circulate a letter confirming whether or not there

were any matters they wished to bring to the attention of the board on termination of their
employment.

729 In common with the head of risk management and the head of internal audit, remuneration
should be based not on the financial success or otherwise of the organisation, but rather by
reference to objectives agreed between the individual and the Audit Coraenitt
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730 RECOMMENDATIOAH boards should consider the appointment of a Chief Assurance
Officer or Director of Risk Management and Assurance, and consideration should be given to
appointing this individual to the board, and ensuring that they have the apprigpe status in the
organisation, reporting directly to the Chairman (where the roles of Chairman and Chief executive
are split) or otherwise to the Chair of the Audit Committe#&/here such an individual is appointeg
the Head of Internal Audit and the Hebof Risk Management should report directly to them, as
well as having an open line into the board room.

Full time n on executive directors

731  Especially where there is either no CAO (or equivalent), or the role holder is not on the
board, the board should caider the appointment of one or more full time nexecutive directors

to oversee the risk management and assurance framework. The work of audit committee members
is already onerous and hard to discharge as a part time role, and this would only be niotaeso
context of the work that would be involved in establishing a fully functioning risk management and
assurance framework as envisaged by this paper.

732 RECOMMENDATIONé&banking regulators and supervisors should consider encouraging,
or in some cases here the societal duties require it, instructing boards to appoint full time non
executive directors to act as an effective counter balance to the executive management.

733  Some mighargue that full time norexecutive directors become de facto members of the
management team. Their purpose would be to ensure that all aspects of the risk management and
assurance framework operate effectively. They would have to develop a proper and effective
working relationship with the CEO and other executive officers, but Wheuld report to the

Chairman of the Board (where the roles of Chairman and CEO are split) or to the Chairman of the
Audit Committee. Their remuneration should be based not on the financial success or otherwise of
the organisation, but rather by referente objectives agreed between the individual directors and
the Remuneration Committee.

Governance audits
734  Boards should seek independent reviews of their governance arrangements, in particular
they should:

T hotGlAy AYRSLISYRSY( NB O hoSuiteciasiiorinda, rattel NRQ& | y |
than conducting the reviews themselves;

1 Commission a periodic (at least once every other year) review of their risk management and
assurance framework and of their assurance map. The review should focus on the scope and
cowerage of the framework, the review of the risk culture ahd scope and nature of the
work of the risk management group, internal audit and other assurance providers.

1 Commission a periodic (at least once every other year) review of the other corporate
gowernance arrangements, to ensure that they remain fit for purpose and consistent with
best practice in the industry.
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735  These reviews should be commissioned by and report to the independeréxexutive
directors.

736 RECOMMENDATIONaiiking regulators and supeisors should require banks to
commission periodic governance audits as outlined abo$ech audits should be carried out be an
independent organisation and should not be conducted by the current external auditors.
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Appendix A z Terms of Reference
The tems of reference for this paper are set out below:

GTo sibmit a substantial report on corporate rishkanagement; the link between risk
management strategies and remuneration policies, and; the role of the board of directors in
establishing and monitoringsk management strategies and remuneration policies.

aThe report shall be based on a survey of the experiences with existing risk management
standards, including, but not necessarily limited to, those in France, UK and the US. The
report shall describe dw the standards relate to the overall corporate governance

framework and provide an overview of how they are monitored, implemented and enforced
in practice. Possible weaknesses in these respects and the origins of such weaknesses shall
be identified andanalysed with a view to any public policy implications. Special

consideration shall be given to thsterplaybetween risk management, remuneration and

the role of the board of directors.

AWhen identifying possible causes for weak implementation, the reglwall also analyse if
G§KSNB | NB ade®Eandtmintd aiidScéndifforsNidet render certain parts of
standards unnecessarily ineffective or impractical. By using examples, this analysis shall form
the basis for proposals on how risk managetsandards, in principle, can be made as
effective as possible in terms of their content, monitoring and firm level implementation.

The relationship between risk management and internal controls relating to financial

reporting shall also be addressed Ims context.

GThis research will enable some of the hypotheses put forward in the letter to the Deputy
Directors to be considered and either supported or rejected in the final write up.

The report will provide input to the work of the OECD Steering GraupCorporate
Governance and the OECD Strategic Response to the Financial and Econonaic Crisis.
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Appendix B z Interviewees

JackieCain
GeorgeDallas
SimonD'Arcy
SirHowardDavies
Odile de Brosses
ClaudioDomenick
GaryEdwards
Richard Gossage
HollyGregory
Chris Hodge
SirChristopheHogg
Dr ThomadHuertas
Alexandra_ajoux
Lester AMyers

IIA UK

F&C Management Ltd

IIA UK

London School of Economics and PolitRaence
AssociatiorFrancaisales EntreprisePrivées
SOX and Financial Controls Expert

Ethos International

Lloyds Banking Group

Weil, Gotshal & Manges LLP

Financial Reporting Council

Financial Reporting Council

Financial Services Authority

National Association of Corporate Directors
Independent Consultant

ProfessoMike Power
Dan Roberts
Christian Schricke

London Schal of Economics and Political Science
RAAS Consulting
SociétéGénérale

Keith Smith Strategic Thought

DavidStyles BERR

Dan Swanson Independent Consultant

ArnaudVigne Independent Consultant

JohnWebb IIA UK Banking &irfance Sector Internal Audit Group

In addition, some interviewees preferred to remain anonymous.

| would particularly like to thank Jackie Cain, Richard Gossage, Chris
Hodge, Tom Huertas, Alexandra Lajoux. Dan Roberts, Keith Smith and
Dan Swanson for commenting on earlier drafts of this report. Any
errors remain mine.
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Appendix Cz Balanced Risk and Dimensional Control

This appendix provides a brief overview of two approaches to risk management that have been
developed to deal with some of the issues reéet to in the body of the report. The concepts behind
balanced risk are derived frommbenchmarking exercise of five non financial services FTSE100
companiesarried out by the autharThe secondpproach, known as Dimensional Control, was
developed by Pressor Robert Baldwin of the London School of Economics and refined by him and
the author in the course of consulting engagements.

Balanced risk

Thebody of the reportrefersto Balanced Risk. The underlying concept is set out in this appdndix.
has be@ keptseparate from the body of the report because others may well see the issues in a
different light or use an equally appropriate, but different model.

The argument runs thairganisations engage with risk a corporate leveh four different ways:

I @YLIyASa KI@S G2 GF1S Y2NB YIylFr3SR NRa] 6daa
develop;

T ¢KSe tftaz2 KIFI@S G2 F@2AR LAGTFIEta o6a!'teéo AF G
two approaches are potentially in tension since they require differeahagement skills.

f ¢KS GKANR NAa]l Sy3lr3aSySyid Aa oe& YSlIya 2F GKS
banking sector, this has been driven by bonuses often paid out on the back of short term
results rather than sustained performance. In other angations the performance culture
may be driven by other factors: for example the desire to work for the good of society, or in
pursuit of pure knowledge.

f ¢KS LISNF2NXYIyOS OdzZf GdzNBE A& 2F0Sy Ay GSyairzy

In each cae, the stronger the attribute the better the long term performance, until you get to the
stage where diminishing returns or indeed negative returns begin to accrue:

1 The company pursues MMR to the extent thatan no longecope with increasing
initiatives and new risks become unmanageable;
1 The company spends all of its time avoiding pitfalls to the extent that it starts to become
totally risk averse;
1 The performance culture becomes so demanding that people begin to break rules and they
suffer from burnot; and
f / 2NLR2NIGS SGKAO&E 6S02YS a2 AyidSyasS (KFKG GKS ;
syndrome.

This is shown ifigure 3 below:
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Figure3: Long term performance against risk attributes

Mappingall four attributes on lhe same diagram, with the axes going from little to lots, produces a
diagram as shown iAgure 4 below:

Performance
Culture

Avoiding More Managed

Pitfalls Risk

Corporate
Ethics

Figure4: All four attributes with axes from little to lots

It can be argued that many of the banks took too much managd aind they clearly had
demanding performance cultures. However their ability to avoid pitfalls was insufficiently developed
as was their corporate ethics. This results in a diagram as set Biguire 5:
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Figure5: A banking inlustry risk management profile

More Managed

I Risk

This is the risk management profile that has brought the banking industry to its knees in the current
Financial Crisis. On the other hand, many people might argue that the normal profile for UK

companies is as follows:

Performance
Culture

Vg

Avoiding
Pitfalls

Corporate
Ethics

Figue 6: UK plc risk management profile

More Managed
Risk

With the clear exception of the banking industry, UK plc is good at avoiding pitfalls, after all there
are many regulators who are prodding companies to avoid pitfalls. UK plc is thought tgdwve
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