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TThe Problems withl Spam

Eratdulent and deceplive content
IHigh Veluime belng sent

Secunty Issues
m Service disruptien
m \iruses

Cumulative ecenemic danmage
s Estimate: $10 billien te $87 billien: a year

“Killing the Killer App*
m Action needed to avert erosion of public confidence
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Different Erem Other Marketing

AReRymity: Spammers can; easily: cress
Internatienalfvorders and Riderthelridentity.

a False headers
x Openi relays and epen pPrexies

Cost: Spam Is proefitanle

a EVeniiriesponse rate |ess thamn 0:0001%
(Trestimeny. off bulk e-mailer at EiIC Spam| Eorum)
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Typical Spam Routing| IHeaders

Return-Path: gOkece@ael.com

Received: friom massen@-2-81-57-128-46,0.proxad.net ([81.57.128.46]) by
lakemtai0s. cox.net (InterMailfvivi.s.01.06. 01-253-122-130-105-20030824)
withr SMITTP A <200404151.64:857. JKIM5944. |aremital08). cox. neEt@massena-2-
8d-57-128-46.ilox.proxad.net>; Tihu, 15 Jan 2004 Mo18:57 -0500

Receilved: from [6i1.220:187.65] by massena-2-81-57-128:46.1x. proxad.net id
NZtoybOrlLTTH; Thuy 15 Jan 2004 13:13:56 -0300

Message-ID: oj$73UnvSpSalsnx261 7ched@wily7.690i.k2

From: "Chris Chamberlain™ <gOkoco@aol.com> P bI
oy T T Grani spssog >t | OSSIDIY
To: dblumenthal@cox.net Forged

Subject: Ewd:l need your help:..
Date: Thu, 15 Jan 04 13:13:56 GMT:
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Multinational Path

Received: e massena-2-61-57-128-46.fox. proxad. net
(8.5 126 46]) By lakemial0s; Cox:net

s Headers show. route in reverse. The finalldestination IS cox.net, a
U.S. ISP. Cox.net received the message frem proxad.net, a French
ISP.

Received: fiom [61.220.187.85] by massena-2-81-57-
1128-46. fioXx. proxad:net

s Prexad.net received the message: fliiom a server using IP number
61.220.187.85 - registered to)a Taiwanese company. - itwas the first
steplin the reuting| Precess.

Erom: “Chris Chamberain™ gokeco@anl.com

= [he message that showed its first step/in Taiwan was frem a U.S.-
pased ISP (althoughi the address was spooefied In this case)
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Multinational Path
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What Is the ETC Doing Akout Spam?

Research

= Studies, surfs

Consumer and business; education

x Eerums, puklications;, el siies

EnRforcement

s Warning letters, cases
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Research and Education

“False Claims in Spam:” Stuady.

“Remove: Me* Suri

s DO spammers hener requests to e removed friom mailing
IStS?

“Spami Hanest:
s \Where dorspammers get emailladdresses?

Spami Eerum

Operation Secure Your Senver
s Worldwide effort to close spammers” access to anenymity
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False Claims i Spam Study.

e ElC s study found
that 66%0 e the spam
sample contained signs
of falsity inrthefiremiline,
subject line, or text.

No Clear
Falsity
34%
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False Claims i Spam Study.

Only 16.5%) ol the 'spam
did net sellaniegitimate
PrOAJUCT O)f SERVICE.

No Clear
Falsity

)
34% No Obvious

\We fieund ne Eerune Detepion
500 companies and only —
onerEoriune 1000

company. amoenglthe

Wensiies connected to

the spam by hyperink:
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False Claims i Spam Study.

Altheuglrseveral state

laws eguired the use of

SADV” Inithe subject line

Ol Spamre-mailonly 2% e
of thie spamr actizlly A
complied wWithrthis

lequirement.

No ADV in
Subject
98%
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False Claims i Spam Study.

E2ISIty I thefremline
1 Spammers mask their identity.

Ealsity in the sukject line

5 Spammers misiead ieciplents to get themi e epen anad
[ead thelrmessages.

E2ISItY 1 the text

5 Spammers trick consumers inte falling fer woerthless
ofifers.
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“Remove Me” Surf

Jlested 215 spam messages With “remove me” claims.
s “Click here to e removed from; mailing list.”
n “Reply te this message With unsulksceiibe” in the subject.”

657 el inks and reply options
did netiunclon: Working

Addresses Non-
37% Working

Addresses
63%
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“Remove Me” Surf

Opling eudid Aol esult 1n a greaterr Velume of
Spam.

Spammers making false remeve me: claims
ieceved a waming.
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“Spam Harest”

IHavestingr Spammers Use softwale te scan
e ntemet and capture emailfaddresses

e ENC placed unigue email addresses

tRroughout the Intermet:
s One address receivead spam only 8 minutes after it was
Usediin a chat roem.

1 660 0l addresses Used en websiies and newsgroups
[ecelved spami, evenithough seme Weren't visiple on the

sites.
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Email Address Harvesting

No spam was received at email addresses for ——
“Whois” Domain Name Information,

Instant Message Service User Profile, Online

Dating Services and Online Resume Services.

A R RN Y

Chat Rooms Newsgroups Web Pages Free Personal Message Boards Email Service
Web Page Directories
Services

Source: Northeast Netforce Investigators seeded 175 different locations on the Internet with 250 new, undercover email addresses and monitored the addresses for six weeks.
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Spam Eorum

faree days ol discussions Withi 87 panelists

s Advecates analepponents, manketers, technelegists, law
eniorcement, anadiiniermatienal regulators

Emphasis
s Viechanics and! costs
» Potential selutions

Unigue efferttergatherall stakehoeldersin ene
GOM
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Operation Secure Your Server

Intemational effiert tor Al GWRENS Of GPEnR
[ielays anel GREN! PreXIES aneul oW 16! Pretect
tRelr servers fremiabuse: By spammers

Spammers Use these Senvers to send spam
anenymeusly’ and aveld anti-spamfilters

Selinternational gevermment agencies from 26
COUNIHES ane In the Precess ol contacling tens
eff thousands; epenirelay/proxy administraiors
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Operation Secure Your Server

RN e




Enfercement Against Spammers

[Despiie anenymity, It /S pessible te; find most
SPAMMEYS.

EIC has filediever 55 spam-relaied Cases.

s Deceptive content
a [Decepiive and Unialr spamming tEchRigues

fhe EIC wantsispam
a Eenward spam to Uce@iic:goy.
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CAN-SPAM Act: New Violations

[False or misleading header iniermation
[Deceptive subject lines

Failure to include:
s an opt-out method and hoenor ept-out requests
a Sender’s valid physical postal address

INew:' criminal violations for spam-related unauthorzed access and
SpPoeiing, and false header and email acceunt Infermmaton

Aggravated vielatiens for spam plus:
s Harvesting
a Dictienary attack
s Using semeone else’s cemputer without thelr authoenzation
s Autemated creation off multiple email accounts

ETC may specily other aggravated violations to Cover practices
contributing te the spam problem
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Selving the Spam Proplem

NG “silver bullet* telimit spam

REgUIres ennancediaw eniercement teels; p/us

a llechnological developments
s BUSINESS) and consumer education
a New business metnods te reduce: spam: velume
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ETC & Spam

WG, eV/Spam




