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FOREWORD

This reportincludes a comparative analysis the development of policies for the protection of
Critical Information Infrastructure<d{l) in Australia, Canada, Koreaa@dan, e Netherlands, the United
Kingdom and the United Statel has been prepared by Nick Mdield, consultant to the OECDnder
the supervision ofAnne Carblanc of the OECBecretariathbased on input provided by the seven volunteer
countriesand aditional researcht supplements and replaces studies conducted in 2006 and 2@@id
published separatelinformation included in the repast current as obecembe2007.

The report wasliscussed by the Working Party on Information SecurityRyndcy anddeclassified

by the ICCP Committee on 18 December 2007. It is published under the responsibility of the Secretary
General of the OECD.

© 2007 OECD/OCDE.
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MAIN POINTS

1 In the sevencountriesreviewed in this studythe critical information infrastructure may be
descriled as referring to one or more of the following:

1 Information components supporting ttritical infrastructure

f Information infrastructures supportingssentidl components of government
business

1 Information infrastructuresssentiato the national ecamy.

1 All sevencountries have clear policies and objectives protect thecritical information
infrastructure with approaches that are consistent with their individual cultures. They all
demonstrate visible support and commitment from the national Eapleas reflected in the
structures and orgamaition of government roles and responsibilities.

1 The seven countries have similar security management systems with common key elements
including an entity at the national level that develgeurity standardsnd guide linesmany of
which are based on international staidain addition, when these standards and guidelines are
mandated for government systems, the seven countriesahgeeernment authority to ensure
governmenicompliance. All volunteer courgs undertake a process, ofteased on assessment
or analysis to identify their critical information infrastructur& heseprocessesire generaly
based on an analysis of thensequences (or impact), vulnerabilities (or weaknesses) and threats.

1 Commonmlities on risk management practice across the volunteer countries include an effective
national risk management strategy with a set of policies and objectives reaching from the highest
levels of government to individual owners and operators of criti¢ainmation infrastructure
This is complemented by national risk management framework with the detailed organisation,
tools and monitoring mechanisms required to implement the policy at every level.

1 The seven countries follow similar strategies to miegtheir vulnerabilities and monitor the
threats. Vulnerability assessments are conducted using a variety of approaches, methpdologies
and threat analysis is performed from the perspective of considering impacts that are of the
highest national concern. dNcommon methodology for conducting assessments has been
identified

1 Mapping similar roles and responsibilitiesxd understanding thresholds for crbssder co-
opemtionacross countries is complex due to different cultures and styles. Thecefops ation
on crossborderpolicy issuescould be facilitated bygreater understaimy on the delegations of
authority and responsibilitgf government sectors and tiientificationof threshold of events
and circumstances beyond the capacity of a nationdieasl alone.

1 Each county 6psivate sector owners and operators also demonstrate commitment to protection
of the CII and work with the government in partnership to address common challenges and goals

1 Chosen as a neutral term.
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All seven countries identify the major cressrder chéenges to the protection of critical
information infrastructure in similar termdhey all recognisghe need for internationalo-
opertion, a national operational infrastructure security capability, a willingness and ability to
share information, closeo-opemtion with the relevant parts of the private sector, a legal
framework against cyber crime, and a strong culture of security in the face of rapid technological
growth, and consequential social changes. A common approach in a number of areag includin
closer consultation with the private sector owners and operatorsrit@fal information
infrastructure could be one starting point for progress on some of these issues.

Information sharing on an international and national scaleo@tthe operationahnd policy
levels ould be improved.The development of trust relationships and information sharing
mechanismdy Computer Security Incident Response TeamBERTCSIRT)and government
authoritieswith their counterparts in other countries and private sestganisitionscould be
enhanced
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INTRODUCTION

Objectives

Information infrastructuresare an essential part of the overall infrastructures supporting modern
society. These infrastructures arte services they suppddce increasing security threats. Ever more
critical information technologies (IT) resourcaie supplied and operated in partnership between the public
and private sectors and across national borderthis way,|T and the mar&tplace for it have become
truly global, andhus have security risks. Unauthsed disclosure, corruption, theft, disruption, or denial
of IT resources have the potential to impact the public and private sectors and society as a whole.

One objective ofOECDwork to promote thelevelopment o& culture of securitpcross societys to
help governments shargood practices and develop consistent policies to ensure the security of
information systems and networkéimong all information systems some arecritical because heir
disruption or destruction wouldave a serious impact on the health, safety, secthgeconomic well
being of citizensor the effective functioning of governmeatt the economy These information systems
constitute the criticainformation infrastructure; ensuririgeir resilienceis one priority areafor national
policy which involvesco-ordination with the private sector and-opetion arossbordes

Basedon two studies conducted in 2006 and Z)Qfis report offers an alyais of the critical
information infrastructure security policdn Australia, Canada, Japan, Korea, The Netherlands, the
United Kingdom, and the United States, with a focus on the drivers and challenges to their development.
The overall objective of ih reportis to foster a better understanding of how to protectctiiteal
information infrastructur@nd to increase internatiored-opemtion by enabling the sharing of knowledge
and experience betwedime seven OECD volunteer countriggo participaed in the studyother OECD
countriesand non members.

The reportexamines how risks to theritical information infrastructur@re assessed and managed in
general termshe emerging and existing models for pulgidvate information sharingand the ntonal
responses to the growing need for crbesder collaboration. lidentifies similarities and differences in
policiesand highlights what may be considered to be good pradtcgsotectingthe critical information
infrastructureacross thesevencountries. Itseeks tqgpromote anunderstanihg of how governmentso-
ordinate with ownersand operator®f critical information infrastructuresystems and networks beyond
their authority, within and @ossbordes, and how governments keep their policas programme$or
protectingthe critical information infrastructurep to date.

Finally, this report is a snapshot of the policies and practices that exist today in the seven volunteer
countries. It is important to note that these policies and practieelkelyto evolve and change over time
to adapt to the dynamic nature of cyberspace. Given this, it is important for OECD member countries and

2. DSTI/ICCP/REG(2006)15/FINAL; DSTI/ICCP/REG(2007)16/FINAL.

The scope of information security exends beyond critical information infrastructure and includes
authentication and identity management. Alilgh other relevant aspects are recognised, this report is
limited to an analysis of selected information security aspects of critical information infrastructure
protection.
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nonmembes to continue to improve policies and practices to protect the critical information
infrastructure

Methodology
Responss by volunteer countries

The analysioffered in this report is based on the responses provided by the seven volunteer countries
to five questionsaimed at seting the stage,understandingkey existing critical components dhe
protecion of thecritical information infrastructureand highlighing the major cros®order challengeto
the process of continuous improvemertiese questions were as follows:

1 What areyour national security policy and strategy and existing structure dfostigs and
agencies?

T What does dAcritical (Cl)rattualy referto ioyour conntry amdswhat u ¢ t u
are your policy objectives? How does your government identify what consttheesitical
information infrastructure

1 What role doesthe government play in the risk managementtte critical information
infrastructur@

1 What are the information sharing and other mechanisms used within your government and with
other stakeholderia relation to the protection adlie critical information mfrastructur@

1 What does your government consider to be the major chalenges fiheingrossborder
management otritical information infrastructuressues? What is your government doing to
address them?

Benchmarking criteria

The analysis has been contia by reviewing the development of policies for the protection of the
critical information infrastructuragainst both th002 OECD Guidelinedor the Security of Information
Systems and Netwofkand information security good practice. TRaidelinesoffer direction in terms of
the Principles that should be followed. Information secwgigd practice provides guidance on their
implementation.

OECD Security Guidelines

All information security standards, guidelines and good practices emgphhsi impornce of the
basic elements reflected by the nine Principles il@XBE€D Security Guidelines)nderstanding how these
principles are implemented by the volunteer countries to develop policies for the protection of their critical
information infrastructuresas led to an examination of their government security management processes
and systems. Although some countries may place more emphasis on management processes and systems
and others on technical security, in practice both approaches include the samdskasanagement
components.

4, www.oecd.org/sti/securitprivacy.
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Information securitgoodpractice

Based on xperiencd, a number of good practices are considered critical to the successful
implementation of information security withprublic andprivate organisations. These include:

Clea policy and objectives.

An approach that is consistent with the culture of all the participants.

Visible support and commitment from the leadership.

A good understanding of the requirements through risk assessment and management.

Effective information saring between all the participants.

Distribution of appropriate guidance on policy and standards to all participants.

Appropriate training and education.

Comprehensive and balanced systems of measurement to evaluate performance and appraise
measures in ptee, and feedback in a process of continual improvement.

E I I I B |

Building on this experience, a number of compondntde considered by governments when
implementing national policies for the protection of #wtical information infrastructureand cyber
securiy programmes have been examined. These include:

A national strategy

Legal foundations

Incident response capability
Industry-government partnerships
A culture of security

Information sharing mechanisms
Risk management approach

E I I R B |

Structure of the report

Basedon the information provided by Australia, Canada, Japan, Korea, The Netherlands, the United
Kingdom, and the United Statethe report provides a comparative policy analysis across the seven
countrieswhich supplements and replaces the 2006 and 2007 catiyeaanalyses of the development of
policies for the protection of theritical information infrastructur® A summary of responses by each of
the seven countrieand a bibliographwill be added to threport upon publicatioas annegs

The comparativgolicy analysis isaninterpretationof the countryspecific information derived from
comparing factors relevant to the development of policies for the protection ofitihal information
infrastructurein the seven countries. The differencesin eathunt r yds approach combi
degree of ambiguity concerning the information provided have made comparisons acresyethne
countries challenging. However, a number of common themes emerged from the responses that can be
useful to the WorkingParty on Information Security and Privacy (WPISP) in developing recommendations
to guide the development of policies to proteritical information infrastructures

5. Adapted from ISO/IEC 17799:2000(E)
6. DSTI/ICCP' REG(2006)15/RNAL and DSTI/ICCP/REG(2006)16.
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COMPARATIVE POLICY A NALYSIS

1. Describing the critical information infrastructure

Critical infrastructureand critical information infrastructungrotection hae been a focus of attention
in many OECD countries in recent yeahd. seven countries participating in the stuggneally define
their critical infrastructure in terms dhe criticality of particularsectors or services to the safety and

security of their society, government and econoMyh i | e countries widely u s
i nfrasthetermfi wr ieofi,crdrha tii on i$les$ comnson in natohalipolieids, strategies
and structuresHowever Afcritical i nf or mat i asna somevwhataneutrat and t ur €

general ternin the international community although no formal attempt has beele to reach a common
definition or understanding.

To reflect the input fsm the seven countries thisportdoes not attempt to present a formal definition
of critical information infrastructure. The diversity of input across the seven countries dedlewdor a
single common formal definition. All seven countries, in one respect or another, have formulated policy
and developedood practices to safeguard the®rmation systemand networkshat can be considered as
critical information infrastructe. To facilitate comparisons and reactommon understanding across all
seven countries all the different national inputs have been analysed and referred to under a single
aggregated heading Acr protectom | information infrast.|

In Japanthet er m Acritical i nf or mat iamwhethen dnrinfosmaatioru c t ur
system, network or infrastructure is critical or not depends on whether it meets the national criteria for
being a critical infrastructure. Critical infrastructures asemied by business entitieproviding highly
irreplaceable services and are essential for P
infrastructureds function is suspended, reduced
will be greatly disrupted.

Australia, Canadalhe Netherlands, thelnited Kingdom andthe United Statestake a similar view
by describingcritical information infrastructur@asthe informationsystems (software, hardware and data)
and serviceshat support ve or more critical infrastructure(ghe disruption or outage of which causes
severe damage to the functioning of that dependent critical infrastructite(a)l these countries directly
use the term Ac¢riatitac alc t iunbkeirsindat wagsn | i mle s cr

Korea is the only country participating in the study to makeeaplicit reference tocritical
information infrastructureThe Korean CIIP Act enacted and promulgated (Act BR83) in Janary
2001° It establishedthe Committee orthe Protection of dformation Infrastructure(CPIl) under the
Minister of the Ofice for Government PolicyCo-ordination to co-ordinate and adjust the tasks of
establihing and executing the critical information infrastructpadicies of the relevant misiries and
institutes for the purpose of efficient information protection on a goveramwieatbasis.

7. See Annex A, p . 51 for a description of fbusiness
8. See Annex A input from Korean to Question 1. The Korean CIIP Act was patrtially revised in November
2007.
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Towards acommon understanding

Critical infrastructure andritical information infrastructurshare astrong relationshipn all seven
volunteer coumtes. This relationship bweveris notconsistent acrossl the participatingcountries. This
may be partly because they have different criteria for what constifuteitical infrastructure othe
critical information infrastructure, and have undergorslightly different, although complementary,
processes to identifpne or the otheror both Subsequentlyany common understanding of what
constitutes thecritical information infrastructurevould need to be broad enough to accommodate
different natbnal needs and approacldescribed above

One option on which to base a common understanding could be to focus only on those information
systems and networks supporting the critical infrastructure as is the case in Japan aritkd&tdtes
However, @scribing the critical information infrastructure solely as a component of the critical
infrastructure may not be broad enough for the five other countries. For example, in Australia, Canada,
Korea, The Netherlands, and thaitdd Kingdomthe concept of # critical information infrastructure is
captured within the context of the critical infrastructure but is not restricted solely to components
supporting the critical infrastructute.

Anotherimportantcharacteristido consider in working towasth comma understanding of critical
information infrastructureis the relationship between theritical information infrastructurecritical
government electronic systems and the national cyber infrastriittiioe example, the bited States
describeskey resourceast hose fApublicly or privately <control
operations of the e'¢c@hep make a subtle djstneterr betweem tcritical
infrastructure and key resourcediile recogrsing that both are supported by thetical information
infrastructure All other countriesexcept Japamake similar distinctions to theriled Statesbut express
them in different ways-urther, theUnited Statesmakes a further distinction between critical information
infrastructure pratction and cybersedty. In the United States cybersecurity protects against all forms of
cyber incidents for all users, whereas critical information infrastructure protection involves protection of
critical information systems and networks that supfietcritical infrastructures and key resources.

For thesereasos, it is suggestdthata common understanding across the seven volunteer countries
of what thecritical information infrastructureefers tovould includeone or more of the following

1. Information components supporting the critical infrastructarel/or;
2. Information infrastructure supportimgssentiaf components of government busingssd/or;
3. Information infrastructur@ssentiato the national economy.

Another optionon which to base a aamon understanding dhe concept ofcritical information
infrastructurecould beto refer tothose infrastructures identified by a national process.

9. In the United States, the adequate term to describe what the other five countries define as critical
information infrastructure would be cybersecurity. However, the definition of cybersecurity bntibed
Statesis theprotecton against all forms of cyber incidentsrfall usersand thus it is broader than the other
five countriesd definitions.

10. The cyber infrastructure is made up of all the information and computing systems and connecting
communications networks within the country.

11 See the NIPP avww.dhs.go¥xprevprotprogrammekeditorial_0827.shtm

12 Chosen as neutral term.

1C
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2. National policies and strategies, and structure of authorities and age ncies

Many factors such as palicstrategy, and the existing structure of authorities and agencies shape the
way governments identify their critical information infrastructure and respond to the need to protect i.
These factors reflect the priorities, style and culture of the counthygavernment. They set the stage on
which the protection of theritical infrastructure policydevelog and operate Likewise, these same
factors provide the context for interpreting the existing measures for the protection of the critical
information ifrastructures and for understanding how different governments respond to the various
challenges they facherein

Strategy andolicy objectives

The seven countriedescribetheir highlevelcritical information infrastructur@olicy and objectives
in similar ways. In one way or another, all refer to events that could lead to loss of life, serious or grave
impact on thehealth, safety, securjtgr economy of their citizens. Differencesist in the language and
specific organisational frameworks adopteg dach country rather than ime substanceAll seven
volunteer countries have developed thaitical information infrastructurstrategy and policy objectives
after identifying their critical infrastructure Though their individual views of the risk snhe different, the
development ofheir strategies and policy objectives follow similar processes.

The dstribution of governmentresponsibility has a significant influence oncritical information
infrastructure protectiostrategy and policyln Canadahe focus of thdederalpolicy is on events and
circumstances that are generaly beyond the capacitheoprovinces to address alonEor example,

Canada has an emergency management organisation made up of sector and territorial operations centres
with a central government operations centre acting as thetdab-ordinate the activity Similarly,

Australia and théJnited Stateshave oganisatios with specific operational and policy responsibility for
protecting the critical information infrastructure

The United Kingdom illustratesanotherform of distributedgovernment contrdby setting a concise
set of policy objectives at the highest levels of central government and interpreting them all the way down
to the lowest local level. This approach proviftesdistributing responsibility for local strategy and policy
outwards and downwards away from dependency on central government.

National strategies and policies for the protection of critical information infrastructure supporting the
critical infrastrudure are generally deelopedby the seven countrigsllowing a vertical approach within
each distinct critical infrastructure sectbtowever,someamong the seveoountries also take a more
horizontal view of critical information infrastructure proteatid-or examplein addition to addressing the
IT sector itself, theUnited Stateshas included a horizontal cresector approach by addressing the
dependency of all other sectorsldrresourcesln the United States protection of thecritical informatian
infrastructure is a subset of cyber security.

One common strategy and policy development factor across the volunteer countries is that they
perform some manner of national risk assessment, or risk analysis, discussed in more detail later in this
analyss, to identify their critical information infrastructure. This, in turn, sets the direction of the strategy
and policy objective$or protecting the critical information infrastructure.

In practical terms risk can never be completely eliminatdthteverthe strategy and policy.
Recogrsing that somdevel of risk must be accepted by socighgere is always a requirement to balance
costs versus safety and securityThe Netherlands government recognises this in their Letter to
Parliament® by statingthat:fthe remaining risks must be acceptable. The inclination is to refuse to tolerate

13 See Annex A input from The Netherlandsd Letter on

11
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the remaining risks, exactly because things have become so safe. In other words, the more preventative
measures that are taken, the less tolerance there is for (remaslsgnd unforeseen disasters. This is

known as the safety and security paradox. When nearing 100%beostse prohibitively expensivand

safety and security yields cease to grow as quickly. A main point to keep in mind is that we as a society
mustcohn i hnue to deal sensibly with the risks that coc

Governmentuthorities and agencies

All seven countries ka delegated authority and responsibility in government to sectors defined as
ficritical 0Eachhasfae aysneymesporsiblegfovernment security standards and guidelines
for its national or federal agencies. Likewise, each has an authority to ensure compliance through
monitoring and reporting mechanisms. Desttieese similaritiesthe mapping of roles and responsibilities
acros the seven countries is complaecause thetructure an@rganistion ofeachgovernmenvary with
the cultureof each countrgs illustrated by the following examples

f  In Japarthe National Information Security Centre (N1$TAnd thelnformation Secuty Policy
Council (ISPC) serve asco-ordnators for crossdepartmental information security issud$e
Ministry of Internal Affairs and Communications (MIC), the Ministry of Economy, Trade and
Industry (METI), the Ministry of Defense (MOD) and the NatbRalice Agency (NPA) are
designated as supporting agencies to the NISC and play major roles in the area of information
security. In addition, each critical infrastructure sector formulates necessary measures under the
supervision of the responsible depaent.

1 In The Netherlandsthe Ministry of the Interiorsiresponsible for maintaining the national
emergency response plan including a generic structure and information exchange that crisis
response teams follow. In addition to this plan, each ministryirhpemented specific crisis
response measures dedicated to their sector of responsBdityexample, e Ministry of
Economic Affairs, as responsible authority for telecommunications/ICT policy, has developed
and implemented specific measures to redpdo crisis situations occurringni the
telecommunications sector

1 IntheUnited Statesthe Secretary fahe Department for Homeland Security has an overarching
responsibility for co-ordinating national effort to enhance the protection of the critical
infrastructureand key resources of thdnited States The Secretanhas responsibility for
national infrastructure protection planning efforts aebrdinates protection activities fat7
critical infrastructures and key resourd€/KR)"® sectors.In addiion, the Secretary evaluates
the need for ando-ordnates the coverage of additional critical infrastructure and key resources
categories over time, as appropriate. In addition Se&pecific Agencies are those Federal
departments or agencies resporesiol infrastructure protection activities in a designated critical
infrastructure sector or key resources categiiile DHS is the Sector Specific Agency for the
information technology (IT) sector andsal has responsibility for crdssector critical
infrastructure protection planning efforts, mdageral departments and agencies collaborate on
elementdor the protection of critical infrastructure and critical information infrastructure

A clear understanding of the national frameworks and the eslesresponsibilities of government
authorities and agenciesuld help identify counterparts within the complex lines of internal government
communications jmprove communicatioramong public sector entities across the highest and lowest

14, Seewww.nisc.go.jp/eng/indexhtml

15 Critical Infrastructure/Key Resources.
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(local) levels ofgovernment, antbetween public sectantities and the private sectdt couldalso help
addresanterdependencies both at domestic and international ldv@lexample the fulication of the list
of sectorspecific agencies with their roles and resjioilises in the protection of the critical information
infrastructure could help improve the timelinessissborderaction.

Based on the above analystbe following elements could be considered as examples of good practice
for national policies and strategies, and structure of authorities and agencies

1 Existenceof clear policies and objectiveset at the highest level of government and interpreted all
the way down to the lowest local level.

Leadershipsupport and commitment reflected in the dinges and orgasation of government
rolesand responsibilities

Existence of an entitthat develops security standards and guidelines at the natioehl lev
Existence of aentity to ensure compliance with standards and guideliviesnthey are mandated
for government systems

Good communication atine roles and responsibilities of gorment authorities and agencies.
Existenceof a national risk assessment or risk analysis process to identify all the components of
the critical information infrastructure

Adoption of a horizontal approachecognsing that critical information infrastructures support
various critical infrastructures, resulting in interdependencies.

Adoption of an approach théalance costs versus safety and secuatydsensibly defineshe
level of risk thatmust beaccepted by society.

National policy and strategy shoutetlude collaborationvith private sector

= = = = = =A = =

3. The role of governments in managing risk to critical information infrastructures

The determination of risklepends orthe national perspectivihat eachcountry has of itsoverall
reliance on information infrastructure assétewever, riskis usuallydeterminedbased on an analysis of
the consequences (or impauathich leads tothe identification of potential causes in tes of threats and
vulnerabilities (or weaknessedh this respect all seven countries have develofidd management
strategies to mitigate their vulnerabilities and monitor the threats.

The role that governments play in the risk management of critiéatmation infrastructure
components varies as reflected in the complex structures and organisation of government roles and
responsibilities describeebove The desiled role ofeachindividual government islependent othe level
of authority or influencét exercisa.

Theindividualc o u n tnational sisk management strategies provide an insight into diigerent
approaches to managing risk to itheritical information infrastructure. Thstrategiesshapein turn the
national risk management framenks. In all seven countries, the critical information infrastructure risk
management priorities aderived fromthe individual risk management strategies and frameworks for the
critical infrastructure.

Risk management strategy

To understand government e@sl and responsibilties for protecting the critical information
infrastructure, it is necessary to analyse the level of authority or influence exercised by goveminient.
respectall seven countriegre similarin that they are all responsible foretltontinuity of thecritical
information infrastructureFor example, The Netherlandsvgrnment is responsibker the part of the
critical information infrastructuréhat is owned or controlled by public organisatiansl in this regardhe
government &s full authority to execute risk analyses and to implement measures. For the part of the

132
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critical information infrastructur¢hat is owned or controlled by privabeisinesses asrganisationsthe
government of TheNetherlandsis responsible for ensurinthat the respective parties carry out risk
analysis and take appropriate protection measures.

In most of thesevencountriesthe protection of critical information infrastructise co-ordnated by
a government bodyvith responsibility for a specific s¢éor. The ability of these bodies to fulfil that
responsibility depends am variety of factors including the degreerefulation in force for their specific
sector the existence opublic-private partnershi information sharing mechanisms, and otrectdrs
They often have someregulatory powers to compel thgivate sectorowners and operators critical
information infrastructuredo take protective acions againstwhat the Uhited Kingdom for example,
describes a$i | ocos mpromiseé which couldlead to widespread loss of life, long term economic
damage, grave social consequences, or otherwise be of immediate conceré tgdbhernment'® The
criterkforc onsequences of dxpressadydthed)nited Kiogdomare typicalof the
conernsin all sevencountries althouglhey areoften expressed in different waysregulation does not
allow compulsion, the government sector bodistablish partnerships with the private sector and/or
perform an advisory role.

A commonalityin all seven countries ighe establistment ofpublic-private partnerships to encourage
owners and operators of critical infrastructure to make decisions about safeguarding and assuring their own
critical infrastructure assets. For example, The Netherldswited Kingdom and Uhited Stateshave
established Information Exchangesid the United States has also established Secto€o-ordinating
Councils (SCC), Governmerto-ordinating Councils (GCC), and Information Sharing and Analysis
Centers (ISACs) for many sectors.

Risk management framework

In each country theverall national risk management strategy skdpe national risk management
framework.

The scope of the risk management frameworks insth@encountries is broadly similar. Australia
provides a typical exaple in its adoption’ of the following five-point strategy for the protection of the
critical information infrastructure

Policy development to include Commonwealth, induatmgl the States and Territories.

Information collection and analysis.

Defensivemeasures, including both protective securigasures and awareness raising.

Response arrangements ranging from technical responses to single incidents to crisis management
arrangements; and

Contingency planning covering both incidents and the wideratrgfaincidents.

= E R E

In all seven countries the national risk management framework is a combination of organisations,
processes and government standards leading to actions to manage risk and improve the protection of
critical information infrastructure.

16. See UK response, page 55.

17. www.dsd.gov.au/infosec/infrastructure_protection.html

14
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Organisational aspects

Each country has a framework of organisations with different responsibilities covering, in one way or
another, the five points listed in the Australian strategy. Risk management policy development is generally
consistent with other aas of government with similar levels of centralisation and devolvement reflecting
the level of authority or influence exercised by government. As an example Korea has adopted a
methodology of analyag and asse$yy weaknessesThe Korean framework is aagised by thé<orean
Managing Authority that executes a precise weakness analysis and assessment of the concerned
infrastructuresandthenestablisies proper protection measures in accordance with the results every two
years.

To a similar or growing extérll the volunteer countries are progressively establishing ppiViate
partnershipsThe shape and form of these partnershipy framm country to country reflecting different
national cultures and styles of government.

In Japanas inthe United Kingdom and United States public-private partnerships are recamgd
components of theationalrisk management frameworkhe Japanese Action Plan defines the measures
thatshould be formulated by each business entity engaged in critical infrastructurdmihce business
continuity. Thisalsoincludesspecifying the actionto identify the measureso be takenby the government
and each critical infrastructure sectoreTprocesgnsurathatthe information security measureslated to
critical infrastructires are implemented in close partnership thiipublic and private sectots.

Any effective risk management framework requires strong leadership and organisatiseveil
countries demonstrate thishree examples are the US DHS, the Korean Comnaittedbe Protection of Il
(CPII) and the Japanebaormation Security Policy Council (ISP@)hich allhave reporting mechanisms
to the national leadership on matters of policies to protectrtieal information infrastructureThe
commitment demonstratdxy highlevel leadership sends out a gleaessageo the owners and operators
of the national critical information infrastructuoa the importance of protectitligis infrastructure

As concerns their owgovernmensystems, all seven countries haveodicy that defines some level
of baseline security requirements for their departments to fuffil in order to maintain the security of their
information systems. These include: management controls, risk assessments, dealing with security
incidents and wealasses in systems, auditing security, and business continuity planning.

Risk management processes

Although allsevencountries have a risk management framework, they do not use a common process
model. The role that governments play in the risk managerhentical information infrastructuievaries

as mentioned above and the Il evel of gover nment
culture and style. One picture of a complete set of processes contained in the individual volunteer
countris © f r amewor ks I s Unlted riatess The aotnersdone bof thet USatibnal

InfrastructureProtectionPlan (NIPP)is the Risk Management Framework shown below, which establishes
the process for combining threat, vulnerability, and consequefarengition to assess and manage risk.
Although specific to th&Jnited States all the activities in the model can be found in all seven countries.

18 Principles for Formulating of ifiSafety Standards,
Security of Critcal Infrastructures can be found at wwisc.go.jp/eng/pdf/principles_ci_eng.pdf
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Figure 1. The US NIPP Risk Management Framework

Continuous improvement to enhance protection of CI/KR

While the generic mcesses in all seven risk management frameworksi@ir, the labelling and
actions within each activity of the overall risk management process appear to be very different in each
country For examplethe abovementionectyclical procesgonducted byhe Korean Managing Authority
every two year$ocuses on assessing weaknesses and making continual improvements in the absence of a
specific threat. This is an example of a governr
private sectorThefive stage®f the Korean processe:

1 Stage 1: Planninggeakness analysis and assessment

i Stage 2: Selection ehrgets for weakness analysis and assessment
1 Stage 3: Analysis of threat factors and weakness

1 Stage 4: Weakness assessment (Assessing ridk leve

I Stage 5: Establishing the protection measures

In Australia the ESecurity Policy andCo-ordination Committee (ESPAC] chaired by the Attorney
General 6s Department (AGD), is tasked with the r
praection of Australia's information infrastructurehel Critical Infrastructure Protection Modelling and
Analysis (CIPMA) Prograffi assists ESPAC through the provision of potential consequences of ClI
failure.

All the volunteer countries implement their rislanagement processes with different levels ofurigo
depending on théndividual component of the critical information infrastructaned the priority it has.
However to set a baseline standard for risk management across government owned or controlled
caomponents of theritical information infrastructureggovernments of nearly adevencountries set formal
technical security standards to be followed.

A process framework such as the US NiRPuld be one foundation for crebsrder discussions on
risk management processes protegtritical information infrastructure Anotherfoundationcould be the
Japanese approach set out in their Action Plan. Both frameworks contain common elements that could be
considered good practice in developing any natioaah&work.

19, www.dcita.gov.au/__data/assets/pdf_file/71201/ESNA_Public_Policy _Statement.pdf
20. www.tisn.gov.au/agd/WWW/TISNHo me .nsf/Page/CIP_Projects
21 See Figure 1.
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Risk management standards

Government and other technical security standards play a key rotbeirrisk management
frameworksin all seven countriesJapan implements a standabase& framework for government
owned or controlled information syshs. Furthermore, te Japanese Action Plan calls for proactive
measures towards {halfunction to be considered in advance of any specific threats. The Action Plan also
requires that there is an annual review of these measures and a process of coptiouaidnent following
the Plan, Do, Check, Act (PDCA) modéIThis is amther example of implementing the generic risk
management framework described above in a manner consistent with the culture and style of an individual
government.

Governmentinformation security standards are not consistent across the volunteer countries. Some
have specific agencies, suchths National Institute of Standards and TechnoldghsT) in the United
States to formulatestandardsor government owned or controlled systemsle/bthers, such as Australia
and Japan, adapt existing international standards.

Governmentinformation securitystandards and guidelines need to be backed up by effective audit
and monitoring systems. Although not given in detail in all responses, bdwsestablished that each
volunteer country has an audit and reporting mechap®widing feedback to thgovernment decision
making processes in order to implement risk mitigating measures and provide assurances. Generaly the
overall responsibility fo audit and monitoring is held by the central government financial control and
auditing authority. The processes described by Canada are typical of the audit processes that occur in most
volunteer countries.

Risk management priorities

Each of he seven ountrieshas set ts risk management prioritieshichreflect thar differert national
circumstances as well as cultures and styles of government. Howeversavexicountries the critical
information infrastructureisk management priorities are forchas part of processes implementing the risk
management strategy and framework. Thitkoughthe seven countries hayew commonalities on
detailed prioritiesthey share moreommonalities in the processes settingséhpriorities In Canada self
assessent and audit processes have been used to set prioritiethefoprotection of government
informationsystems. Respective government departments are responsible for identifying thesitioain
information infrastructureand maintainingrelevant businesscontinuity plans. This seems to be one
common process in building national risk management priorlesever the level of success in rolling
up priorities vertically to a national level and horizontally acggal information infrastructureseems
to vary.

The Korean approachdiffers from that of Canaddy starting with a set of priorities supporting their
risk management framework. Tihdocus is on improving technology and collaboratiogdentify and

22 The tammMaffgdtd is wused | oosely. It includes standar
regulation, rule, requirement or measure formulated as a result of the risk management process set out by
NI SC. This use of fAstandausdafthevordmdapani st ent with th

23 The Standards for Information Security Measures for the Central Government Computer Sgsteans
implementation of JISQ 27001 (Information technologySecurity techniques$ Information security
management systems Requiements) (=ISO/IEC 2700) and JISQ27002 (Information technology
Security techniques Code of practice for information security management) (=ISO/IEC17799). These are
standards for effectively establishing, introducing, managing, monitoring, maintainchgmpnoving the
information security management systemsoofanisations. The PDCA cycle is a cornerstone of these
standards.
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analye the threat. Thismirrors their risk management approacihich stars by analysing their
weaknesses. The Japanese appraaciiar tothat of Korea stars with a set of priorities in théction
Plan on Information Security Measures for Critical Infrastructwbgh also puts into motion series of
processe? DCA)to create continual improvement.

The UK priorities are theritical national infrastructurand are set out operationally sector by sector
with a view to identifying operators of nationally critical services that have informayiste mssupport,
and assessing their level of criticality. The lesktriticality directly equates tahe priority. The outputs
feed into thepriority process to implement the countermeasures that address the risks of electronic attack
associated withhe worst case scenarios identified in the national risk assessment

Like the United Kingdom the Uhited Stateshasexpressed their prioritiegs the output from a three
stage process aimed ip:ldentify cyber assets, systems, netwoiksAssess cyberigk; iii) Implement
protective programes to reduce risk. This contrasts withpan where the Action Plan contains detailed
priorities.

Australia has adopted a more systematic approaith the Critical Infrastructure Protection
Modelling and Analysis Pgramme (CIPMA). The output, including information infrastructures, is
probably similar to the US and UK processes in identifying primary dependencies and interdependencies
between elements of critical infrastructure and the-flmaconsequences of a fadur

The output from the Australian modslpically represents whatllaseven countries are trying to
achieve in terms of supporting risk management decision making in government and business by providing
insights and analysis into:

Dependencieand interdepndencies betweenitical infrastructure systems.

The follow-on consequences ofaitical infrastructure failure.

Chokepoints, single points of failurend other major vulnerabilities.

Optionsfor investment and other mitigation strategies, and

Scenaios, including natural disasters and acts of terrorism, which disrupt the supply of critical
infrastructure services and test business continuity and other response plans.

=A =4 =-a-a=-"

Many of the information system technologies used by the volunteer countries assrgher similar
and thus are likely to have the same vulnerabilties (or weaknesses). On the contrary, perceptions of the
threats seem to be more country specific. This could suggest that a common understanding of all the threats
to critical information mfrastructure might be difficult to reach. Howeydeveloping a more common
understanding of some of the vulnerabilities could be easier to achieve. Thisadsmlde one way
towardsmore crosshorder ceoperation on strategy and poliégr the protectin of critical information
infrastructure

The fact thatonsequences and vulnerabiliti#suld beeasier to identify than the threats could lead
to circumstances where tliermer are over stated in the absencehdf latter, and t@an overreaction by
thoseinvolved. Closerco-opemtion on some of the more widely shared threats, such as malware, could
result in a better understanding of cresder threats to critical information infrastructure and be used to
improve the strategies and policies to managenth

A common understanding on vulnerabilitiescritical information infrastructureould be achieved by
closerco-opeiation and communications between government computer security incident response teams
(CSIRTSs), the private sector, and other stakemeld This might be faciltated by the use of a more
common set of expressions and meanings that all the participants could agree to act upon. Simplification of
language and terminology might facilitate better communications between all the participants.

18
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Based on the above analysthe following elements could be considered as examples of good practices
in government management of risk to critical information infrastructures

1 Existence of a formal risk management framewwaith appropriate organisation, als, and
monitoring for implementation afecurity policy at every levelf governmentand private sector
managemerdown to owners and operators of information infrastructures

1 Existence of risk management processes inclugholicy developmentinformaion collection and
assessment, proactive preventative measures, reactive measures to manage incidents and
emergencies, contingency plans for business continuity (disaster recovery and business
resumption).

1 Existence of government, standards, guide linekifior mation sharing mechanisms backed up by
effective audit and monitoring systems on the security of government information systems

1 Existence of a common set of risk assessment todsipport the risk management procted
allow comparable assessmte and séihg of priorities across differentritical information
infrastructuretechnologies and components

1 Existence of risk management priorities timtiude ananalysis ofconsequences (or impact) to
make comparisons both verticallyithin sectorsandhorizontallyacross sectors

91 Developmenof a simplified language, terminology and common framevi@rknanaging risk to
the critical information infrastructurthat can be widely understood by all participants

4.1 nformation sharing and other initiati vesto protect critical information infrastructure s

Information sharingsi a critical success factemphased by all seven volunteer countries in the
majority of their answers to the fouguestions.Information sharing within a particular government
maragement structure or community of participasge mseffectiveat the national and international levels.
Weaknesses and difficulties seem to become appiresitaring informatioroeyond these closed groups.

All seven countries use websites as a primagams of disseminating information relatingctdical
information infrastructureAll seven countries provided lists of government and forums web3itese
websites provide many examples of individual good practice. For the purpose of the as@aiydes of
government websites wergssessed against a few simple criteria in ordeideéntify some general
conclusions.The firstcriteria related to the basic information flow model used to share information. In a
Apul |l 6 model , t h e iftherudercamfiadtitfi the useicas findit Mhen downlmddieg is
the most common means used to access it. Il n a #dnp
automatically to the information users. In the push model the information sesdally avoids the
difficulties of identifying their audience by operating on a subscription basis. Those wanting to receive
certain alerts and alike add themselves to distribution lists. This provides for effective self management of
distribution listsbut a participant who shouldave beenincludedmay not be a subscribe@ther criteria
related tahe useifriendliness of the listetbrumsand websites

Conducting research on some of the referemgelosite sshowed that relevant information ontical
information infrastructurevas not always easy find. It wasoften buried under several layeEigibility
and conditions to subscribe to some government websites were sometimes unclear. More generally,
searching for information was time consumidgcritical factorwas navigation,not just within a website
but acrossto others.The overall impression was that joined up flows of information were uncommon.
Visiting the websites also providddr long lists of forum acronys and additional website hames wihic
sometines made the information avalble difficult to comprehend.
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Information sharing at the national level

Information sharing within governmentthe national level seems to songalthough all countries
pointed to challenges at the highest eci®lof governmentin addition to having many government
websites, most of the volunteer countriegve regular meetings and teleconference communications
between the main actors such as chief information security officers (CISO). This strength is also
demastrated at the operational level. All volunteer countries have gover@8¢RIT organisations. Most
CSIRTs with national responsibilitare in one way or another part of a networktbierCSIRTs

As previously discussee@ffective national organisatiorf government roles and responsibilities for
protecting the critical information infrastructure are essential. When effective infornsi@wing isin
place at the national level,id likely to lead to a more productive information sharing relationship thie
private sector and international community.

Information sharing with the private sector

All sevencountries haveor are establishinginformation sharing forums with the private sector.
Industry information sharing mechanisms (TISN in Austr&BP TOAR in Japan, ISACs and SCCs in the
United States andInformation Exchanges in thenidled Kingdomand The Netherlanjiseem to be the
most common in one form or another in all volunteer countSesne operate their forums in different
ways consisterwith their individual cultures.

All the responses point towards the importance of close partnerships with the private sealsw but
highlight challenges to sharing information with private organisations. Likewise, the privatecsatber
reluctant toreveal sensitive information to the government. In either case {uublate partnerships are
not always as close as the participants might wislus the study suggests that information sharing with
the private sector ocritical information infrastruetre protectionis an ongoing challenge for governments
Addressing this challenge may requirebeyond legislation that, for example, protects the sharing of
information of sensitive information addressing issues of trust and confidemeeumber of isses of
trust on both sides were found during the reseearitucted on some of theebsites Theyare not all
contaned n t he volunteer countriesd responses and fu
challenges to information sharing betwe¢he public and private sectors including trust building
mechanisms to foster confidence among the participants.

Information sharing at the international level

As expressed by therled States internationalco-opeiation and collaborative action are imatve
to building the relationships needed to increase situational awareness and ingpoodeated response to
cyber incidents in the global cyber environment.

All seven countries pointed towards difficulties in information sharing, particularly afitaen
information, at the international level. This is reiterated again, in one way or another, in all seven
countrie®responses to identifying some of the crbesder challenges detailed later in this report. In part
this might be because of the linlkettveen critical information infrastructure, critical infrastructure and
national security which could lead to the tendency to protect the magbmty infrastructure information
because of the need to protect a minority of sensitive infrastructurenation. In this respect,
internationalco-opemtion between governments on the protection of critical information infrastructure
may benefit from adopting a more Aopen and only
traditionahl yictsebedt ianmal vy opend model . Bliing c ou |
easier without compromising sensitive information.

2C
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Input from volunteer countriegrovided examples of bilateral information sharing agreements. One
example is the Canadanited States Infrastructure Protection (CIP) FrameworkJomopea t i on ( AJ o i
CIP Frameworko): The Joint CIP Framework has bee
Prosperity Partnership of North America launched in March 2005) and wasstlieafea commitment
made in the Smart Border Declaratidnit established the structure for ongoimg-opemtion by
identifying strategic objectives for both governments. The objectives include the development and
implementation of compatible protectivendh response strategies and progra for shared critical
infrastructure in mutually agreed priority areas, including cyber systems. These bilateral arrangements
could provide models with which to create more multilateral arrangements.

Multilateral informdion sharing takes place inside many existing international organisations. All
seven countries listed international organisations that they belong to, including the OECD. Analysis of the
responses does not point to particular organisations with regarmbtiecting the critical information
infrastructure howevethe International Watch and Warning Network (IWWN) and the Meridian
Conference were mentioned by several countries as existing information sharing forums.

The study suggests that information shgrion an international and national scale between
CERTSs/CSIRTs and government is critical for the protectiorcridtical information infrastructure As
information sharing at the operational level of CERTS/CSIRTSs continues to increps®e/ements must
ako continue to be made, especially between CSIRTs with national responsibiligsborder
information sharing mechanisms are crucial to managing a crisis and mitigating potential damage in case
of an incident which could develop beyond the capacity hilityaof the local operational CERTSs to
manage and develop into an emergency impacting on the delivery of services by one or more of the
national infrastructures.

One way to help manage such cases could be to encourage government authorities to share
information with counterparts in other countries. In this respect, developing trust relationships and
establishing information sharing mechanisms could be two important building blocks. However the
existence of many information sharing channelgtical information infrastructuravithin governments
also suggests that clarification may be needed about which are the most appropriate to use.

Education and awareness

The collectiveresponses from all seveountriesto information sharing with respect to eduoatand
awarenessvere not substantive enough to makedetailedanalysis.Australia, Canada and the nited
Kingdomdescribed a number of initiatives to raise awareness of all citizens and canipagmssumer
interests. Generally aslevencountries recgnise the importance of education and awarehiestiding
reaching out to their citizeng their overall plan to protect the criticiafrastructure. All have education
and awareness information sharing mechanisms in the context of cyber security bwaysin the
specificcontext ofprotecting the critical information infrastructure

Research

All sevencountries recogse the rapid advances in technology and the need to carry out research as
part of their overall plan to protédhe critical infragructure.However,the volunteeic o u n trespomseas 6
on information sharing in the areaf researchwere limitedand did not provide enough examples of
specific programmes in place to make an analZscific information onsomeresearch activities was

24, The Smart Border Declaration outlines a set of initiatives, called thpoiB® Action Plan, to secure the
flow of people, segre the flow of goods, secure shared infrastructure, @ndrdinate the sharing of
information.
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included in the responses BanadaThe Netherlands (see beloandthe United Kingdom The United
Statesdetailed the role of DH8omponentsn cyber security research.

The Netherlandsstablished a prograne caled Sentineldo obtaina greaterfocus on scientific
research into the security nétwork and information systemshe programme is funded by both public
and private partners. Sentinels started in 200fdaiod of six yearand aims to boost security expertise in
The Netherlands. One goalt® build a nationalCT security research community and to disseminate the
results into industry and government. Links with European and international partners will also be
expanded. Sentinelbas two parts: the first involves scientific research, withuligsobtained in
collaboration with industry; the second ensures that knowledge generated from these projects is exchanged
with industry and government in the Netherlands and, possibly, abroad. A Sentinels ambassador was
appointed to ensure that the ras@aesults from Sentinels remain visible and accessible to inddstry.

While all these activities undoubtedly increase knowledge about protecting the critical information
infrastructure, it was not possible to make a detailed analysis of informationgsbaréritical information
infrastructure protection research activities. The general impression is that information sharing on research
into critical information infrastructure protection could be strengthened.

Based on the above analystbe following dements could be considered as examples of good practices
for information sharing and other mechanisms to protect critical information infrastructures

Understanding ofhe delegations of authority and responsibiliithin government and the private
secbr.

Clear and easily navigabgpvernmenivebsites

Adoption of a more openthan closednformation sharing security policyimiting protection to
sensitive information

Strategic partnerships and timely crdssrder information sharing between gowvmens and the
private sector.

Regular meetings and communications between the main actors such as chieftiofosecurity
officers (CISO).

Existence ofa national government CERCSIRT as part of a networkof international
CERT/CSIRTs

Clear information sh@ng channels oncritical information infrastructure protectiomwithin
governments

Existence of twewvay mechanisms for sharing information regarding the protectioeritifal
information infrastructurebetween the private sector and government

Measuresto raise awareness and education low to protect the critical information
infrastructure

Measures to obtain focus and mass in scientific research into the security of network and
information systemsn particular knowledge exchange between governaneshindustry

= = =A =4 =4 =4 =4 -Aa-a =

25, For detailed information on the programme and its 11 projects wee.sentinels.nl(text in English
available).
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5. Challenges tocross-border manage ment ofcritical information infrastructures and government
efforts to address them

Crossborderchallenges

All the volunteer countriesexpresssimilar views on the different aspects of tleeossborder
chdlenges they facéAustralia states that the borderless nature of the Internet meanssdwaftrity threats
affecting critical information systems and networks in Australia can arise from anywliefeh e UK
government considers increasing globalisatidifi;shoring and foreign ownership of infrastructure as
challenges. 0 Canada | ists t hevolymtearcnoaurnyt rrieegsuia s nfeal
a key element of its commitment to improve CIP in Canada, the Government has undertakeqttwestr
its capacity to predict and prevent cyber attacks from both inside and outside the ammmych of
Canadads critical infrastructure is connected to
elements of t he ndhboideriess mature of dybelnspacegniakes iatdrnatmopéation
and collaborative action imperative to building the relationships needed to increase situational awareness
and improvecoordinated response mechanisms to detect, protect against, respand tecover from
cyber incidents in the global cyber environment .

The seven countries detailednse of the major challenges to internatioralopertion and
collaborative action:

1 Capability: Information sharing for watch, warning and incident respasan important
operational aspect of internationad-opeiation for the protection of the critical information
infrastructure Computer security incident response teams (CSIRTS) responsible for representing
the government and & playanimporiany le ideteeting,respoading, i nt et
and mitigating cyber incidents. Co-operting and sharing informationceossbordes in the
absence of such an entity is difficuBecause CSIRTS require spesadl capabilties and
resources, the develment of a CSIRT with national resibility can prove challenging.

1 Information Sharing: The ability to share informatioor@sbordes may be difficult due to
classification of information, legal constraints, or uncertainty regarding the further atistnitof
shared information.

1 Private Sector: Countries may have different levels of private sector ownership of the critical
infrastructure and different mechanisms for engagement which have an impact on their
government structure and policy for addressthg protection of the critical information
infrastructure

f Legal issue¥: Data protection may limit the flow of information across national or economic
boundaries.

1 Law Enforcement: Legal frameworks for cyber crime are importantdespeation In many
countries the necessary legal frameworks are inadequatexisbant or not properly enforced
and thus it is challenging to address crbssder cyber crime issues without established legal
frameworks.

1 Culture:Recogniing the importance of building andaintaining a culture of security in the face
of rapid technological advances and competing priorities for time and resources is complex and
challenging for many countries.

26. Taken fromthe UK text.
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f  Globalisatiord”: Increased off shoring and foreign ownership of infrastructure guskenges for
governments trying to engage wih the relevant stakeholders.

T Identity managemerft®: Current approaches to digital identity management fall short of allowing
exploitation of the potentiadf the Internet to its fullest.

1 Language antdme: The traditional problems dainguage and timdifferenceareexacerbated by
the growing scale of globalisation, the mass participation at all levels in society (not just the
minority of highly educated and/or linguistically gifted) and the speed ofgvent

Canada and the nited Statesare working to enhance critical infrastructure protection within the
Security and Prosperity Partnership of North America. Natherlands antnited Kingdomareworking
with organistions such as the European Government TErRoup andcritical information infrastructure
protectionorganistions internationally to share information and good pracfeasstiralia,Canada,Japan,
The Netherlandg¢he UnitedKingdomand theUnited Statesall participate in the International Watahd
Warning Network which brings together policy, CSIRTs, and law enforcement representatives from
15countries. The most focused activity seems to take place ibited Stateswhere the NCSD has
incorporated collaboration with international entitiet® ian International Programme aiming to establish a
national cyber security response system and reduce cyber vulnerabilities.

Governmentesponse

It is difficult to analyse the responses provided by the volunteer countries to thebomss
challenges $ited above. Although they indicate very clearly dlbseven countrieare taking action, each
country seems to be tackling those challenges within the context of their more general activities.

Based on the above analysthe following elements could beonsidered as examples of good practices
for addressing challenges to crodmrder management of critical information infrastructures

1 Existenceof awatch, warning and incident response capalalitthe national level
1 Existence opolicy and technicahechanisms to share informatiocressbordes.

1 Existence ofegal frameworks to addressssborder cyber crime issues

1 Existence of a culture of security

1 Membershipin a crossborder network for watch, warning and incident response.

A framework forcrossborderco-opeiation could be developeat the strategypolicy and operational
leveb with the objective of improving theffectiveness antimeliness of crosdorder action and risk
managementf critical information infrastructure® better addressiterdependencies #ieinternational
level. A policy focussing on events and circumstances beyond the capacity of individual countries to
address alone could be an adequate threshold for-looodsr ceoperation. Such a policy in conjunction
with the adption of a common understanding on the concept of critical information infrastructure could
provide the basis for a framework forossborderco-opemtion. Sucha framework could buildbn some
key findings from the analyswshich include the following reemmendations:

27. Adapted from the UK text.
28 Adapted from the Canadian text.
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Adoption of a commoninternational understanding fothe concept of critical information
infrastructure

Adoption of an adequate threshold to request dvosger ceoperation €.g. policy focussing on
events and circumstances beyond the dgpafcindividual countries to address aljne

Publication of the list of sector specific agencies with their roles and responsibilties in the
protection of the critical information infrastructure to improve the timelinessragsborder
action.

Devebpment and @option of acommon risk managementgeess framework such as the US
NIPP (see DSTI/ICCP/REG(2006)15/FINAL for more dedgail

Development of a better understanding of cilozsler threats to critical information
infrastructure that carbe usedo improve the strategies and polgie manage these threats
(e.g.closerco-opeition on some of the more widely shared threats, such as malware

Development of amore common understanding osharedvulnerabilities through closer co-
opemtion and comnmications between government computer security incident response teams
(CSIRTSs), the private sector, and other stakeholders.

Developmentof a more common set of expressions and meaningswibaltl faciltate better
communications between all the part@mjps and upon which they could agree to act
(e.g.smplification of language and terminolojgy

Organise/strengthenformation sharing at the operational level between CSIRTs with national
responsibility to better mana@ crisis and mitigag potential damge in case of an incident
developng beyond the capacity or abiltp managdocal operational CERTSs.
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General

BCP
Cl

Cll
ClIP
ClO
CSIRT
FIRST
G8
IM/IT
ISP
ISAC
IT

ITS
IWWN
MOD
MSc
NATO/OTAN
OAS
PDCA
PIN
R&D
S&T
SCADA
SME
VOIP
WPISP

Australia

ASIO
AusCERT
CIAC
CIPMA
DCITA
DSD
DSTO
EAGs
ESNA
ESPAC
GovCERT.au
IAAGs
ITSEAG
PM&C
TISN
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Business Continuity Planning

Critical Infrastrucure

Critical Information Infrastructure

Critical Information Infrastructure Protection (WSCyber Security)
Chief Information Officer

Computer Security Incident Response Team
Forum of Incident Response and Securityriea
Group of Eight

Information Management/Information Technology
Internet Service Provider

Information Sharing and Analysis Center
Information Technology

Information Technology Security

International Watch and Wiaing Network

Ministry of Defense

Master of Science

North Atlantic Treaty Organisation

Organistion of American States
PlanDo-CheckAct

Personal Identification Number

Research & Development

Science andechnology

Supervisory Control And Data Acquisition

Small and MediunsizedEnterprises

Voice Over Internet Protocol

OECD Working Partyn Information Security and Privacy

Australian Security Intelligence Orgaation

national Computer Emergency Response Team for Australia
Critical Infrastructure Advisory Council

Critical Infrastructure Protection Modelling and Analysis
Department of Communications, Information Technology (IiJ the Arts
Defence Signals Directorate

Defence Science and Technology Organisation

Expert Advisory Groups

E-Security National Agenda

E-Security Policy an€Co-ordination Committee

Australian Government Comfer Emergency Readiness Team
Infrastructure Assurance Advisory Groups

Information Technology Security Expert Advisory Group
Department of the Prime Minister and Cabinet

Trusted Information Sharing Network
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Canada

Can CERT
CAEIAE
CCIRC
CSE
CsSISs
DND
DRDC
GOC
ITAC
MSCP
NCSIP
PSEPC
RCMP

Japan

APCERT
CEPTOAR
FSA

ISPC
METI
MHLW
MIC

MLIT

NISC

NPA

JPCERT/CCCSIRT (Computer Security Incident Response Team) CSIRT of the CSIRTs in Japanese
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Canadian Computer Emergency Response

Canadian Academic Excellence in Information Assurance Education
Canadian Computer Incident Response Centre

Communications Security Establishment

Canadian Security Intelligence Service

Department of National Defence

Defence Research and Development Canada

Government Operations Centre

Integrated Threat Assessment Cehif&SD National Cyber Security Division
Mi cr osof t 6-gper&8ien®rogrant y Co

National SusCommittee on Information Protection

Publc Safety and Emergency Preparesis

Royal Canadian Mounted Police

Asia Pacific Computer Emergency Response Team

Capability for Engineering of Protection, TechhiCgeration, Analysis and Response
Financial Services Agency

Information Security Policy Council

Ministry of Economy, Trade and Industry

Ministry of Health, Labour and Welfare

Ministry of Internal Affairs and Communicatis

Ministry of Land, Infrastructure and Transport

National Information Security Centre

National Police Agency

Korea

CSPMC Cyber Security Pliey Mediation Committee

EC CPII Executive Committee

KISA Korean Information Security Agency

KRCERT Korean CERT’

MIC Ministry of Information & Communication
MOGAHA Ministry of Government Administration & Home Affairs
NCSMR National Cyber Securitlanagement Regulations
NCSPM National Cyber Security Preparation Meeting
NCSSC National Cyber Security Management

NCSSM National Cyber Security Strategy Meeting

NIA National Information Society Agency

NSC National Security Council

29, www. krcert.or.kr
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The Nethedands

DigiD
NAVI

NCTb
NICC

National governmental authentication service

Nationaal Adviescentrum Vitale Infrastructuren

- National Centre for Advice on Critical Infrastructures
NationalCo-ordinator for Counterterrorism

National Infrastructue Cyber Crime

- successor of the National High Tech Crime Centre, NHTCC

SURFnetCERT Computer Emergency Response Team of SURFnet formerly ©HRT

United Kingdom

BBC British Broadcasting Corporation

BS7799 ISO/IEC 17799:2005 Code of practice fonformation security manageméﬂt
CBI Confederation of British Industry

CESG Communications Electronic Security Group
CNI Critical National Infrastructure

CONTEST UK Government Security Strategy

CSIA Central Sponsor for Information Assurance
DSTL Defense Science and Technology Laboratbry
DTI Department of Trade and Industry

EEMA European Electronic Messaging Associaton
GCHQ General Communications Headquarters
GIPSI Cabinet Office/CSIA

GSi Government Secure Intranet

IA Information Asurance

IAAC Information Assurance Advisory Cou gl

IOD Institute of Directors’

ISPA Internet Service Providers Associafion

ISF Information Security Forur?

ITSOF IT Security Officers' Forum

LRAG Local Resilience Assessment Guidance

LRF Local Resilience Forum

MOD Ministry of Defense

MI5 UK Security Services

NCI National Critical Infrastructure

NPA National Police Agency

NHTCU National High Technology Crime Unit

NISCC National Infrastructure Security @wdination Centre
RRF Regonal Resilience Forum

WAG Welsh Assembly Group

WARP Warning and Advice Reporting Point

30. www.is0.org/iso/en/prodservices/popstds/informationsecurity.html
31 www.dstl.gov.uk

32 www.eema.org

33 www.iaac.org.uk

34 www.iod.com

35 www.ispa.org.uk

36. www.securityforum.org
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United States

CBK Common Body of Knowledge

CIPB Critical Infrastructure Protection Board

CI/KR Critical Infrastructure/Key Resources

DHS Department of Homahd Security

FIPS Federal Information Publishing Standard

FISMA Federal Information Security Management Act
GCC GovernmentCo-ordinating Council

G FIRST Government Forum of Incident Response and Security Team
HSIN Homeland Security Informationétwork

HSPD Homeland Security Presidential Directive

ITPC Infosec Training Paths and Competencies

MITS Management of Information Technology Security
MS-ISAC Multi-State Information Sharing and Analysis Center
NADB National Asset DataBase

NCAS National Computer Alert System

NCRCG National Cyber Respong&o-ordnation Group
NCSD National Cyber Security Division

NIPP National Infrastructure Protection Plan

NIST National Institute for Standards and Technology
NSA National Security Agency

NSF National Science Foundation

OMB Office of Management and Budget

OPM Office of Personnel Management

PCC (Critical Infrastructure Protection) Policyo-ordinating Committee
PDD Presidential Decision Directive

PUB Publication

RMD Risk Managiement Division

SCC SectorCo-ordnating Council

SFS Scholarship for Service

SSA Sector Specific Agencies

SSP SectorSpecific Plans

TBS Treasury Board Secretariat

TF-CSIRT Task ForceComputer Security Incident and Response Team



DSTI/ICCP/REG(2007)20/FINAL

ANNEXB: SUMMARY OF RESPONSES

For the purpose of comparing the development of policies for the protection of the Cll in the seven
OECD countries, the critical components of protection have been summatisadpreliminary guestion
aimed at setting the stage and four additional key questions, the first three reflecting the existing and the
fourth one relating to the major creksrder challenges facing the process of continuous improvement.

Preliminary question to set the stage: What areyour national security policy and strategy and
existing structure of authorities and agencies?

There are many influences that shape the way that governments respond to the need to protect their
national critical infrastructa. Some of the major ones are the national security policy and strategy and the
existing structure of authorities and agencies. These reflect the priorities, style and culture of the country
and government setting the stage on which the protection ofatimmai critical infrastructure policy will
be developed and operated. These factors also have a strong influence on the interpretation of any analysis
or comparisons between countries of how governments respond to their CIP chalenges. They provide the
contextual backdrop to the national critical information infrastructure protection measures in place.

National policy for critical information infra
level national security policy and strategy ondne hand, and by the existing structure of their authorities
and agencies, on the other. Providing background information on those eleetsritiescontext for the
volunteer countrieso responses. It f acalbetterat e s
understanding of CII protection, and facilitates internationabmaeration. Two major elements in this
respect are:

1 National policy and strategy.

1 Government authorities and agencies.

Cll protection is a component of national security policy atidtegy. The policy and strategy are
realised within the structure of government authorities and agencies which is influenced by national
cultures. In this respect answers to the abueationed questions reflect, to some degtiee culture of
the voluneer countries and the style of support and commitment from the government leadership. This
impacts national Clipolicies and helps identify some of the commonalities and differences. A description
of both the national policy and strategy, and governmathibaities and agencies in each volunteer country
helps identify which critical success factors are in place in terms of:

1 Clear CIIP policy and objectives.

1 Approach that is consistent with the culture of all the participants.

1 Visible support and commitmé from the government leadership.
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Australia
Nationalsecurity policy and strategy
In Australia, the Critical Infrastructure Protection National Strategy provides the overarching

statement of principles for critical infrastructure protection outlines tapmtasks within this area and
assigns responsibilities necessary for their application. The Strategy defines national critical infrastructure

as Athose physical facilities, supply chains, i n
if dedroyed, degraded or rendered unavailable for an extended period, would significantly impact on the
social or economicweb e i ng of the nation, or affect Austral
ensure national securiatny . il | Thaz®fntdsadegpprdaohb a
protection.

The majority of Australiads critical infrastru

Strategy is for use not only by all levels of government, but also by the owners aratoopenf
infrastructure, their representative bodies, professional associations, regulators and stefttifegds
institutions.

Governmenauthorities and agencies

Australia's Strategy for the protection of critical infrastructure relies on stompestive, co-
ordinated and consultative relationships between the Australian Government, State and Territory
government s, their departments and agencies. Tt
security agencies are listed below.

The Attorrey-General, supported by the National Security Committee of Cabinet and other Ministers,
has responsibility for operationalo-ordination on national security issues. The Attor@gneral's
Departmentco-ordnates national security and crisis managemergngements and provides legislative
advice on these issues.

The Department of the Prime Minister and Cabinet (PM&Gprdnates Australian Government
policy responses to terrorism, participates in risk management decisions on dignitary protectios provid
the secretariat for a number of hilglvel national security and countarrorism committees that give
advice to the Government on national security poliaies advises the Prime Minister on matters relating
to national security.

The Australian Secuy Intelligence Organisation (ASIO) is the national authority for assessing
threats to national securityASIO collects analyses and distributes relevant intelligence to both
government and industry.

The Australian Government Information Management Officel the Defence Signals Directorate
contribute to the protection of the Australian
development of policies, standards and guidance that are applicable to all Australian Government agencies.

A number of ¢her Australian Government agencies have sespecific national security
responsibilities arising from their roles in providing secretariat support for the advisory groups established
under the Trusted Information Sharing Network for Critical InfrastmectProtection discussed below.
These include but are not imited to the Department of Communications, IT and the Arts, the Department
of Industry, Tourism and Resources and the Department of Health and Ageing.
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Canadad’
National policy and strategy

Canadarecognises that strengthening the resiliency and protection of critical infrastructure (Cl),
including that of critical information infrastructure (Cll), requires the engagement and close collaboration
of all stakeholders. Canada is focusing on modernigingggislative and policy framework to facilitate
partnerships and timely information sharing among CI and CIl partners at all levels of government and the
private sector.

As information sharing is an essential element of protection and assurance ofl Cyer ClI,
Canadaods n eEmerdempcy Mapagenerd Aains to facilitate the sharing of Cl and emergency
management information and expertise. This includes threats and warnings, vulnerability assessments,
business continuity plans, best practicasd lessons learned. A critical requirement for effective
information sharing is the ability to protect sensitive CI, CIl and emergency management information from
inappropriate disclosure. The new (proposddt introduces specific protection from unautised
disclosure for critical infrastructure information, including information concerning critical systems and
networks. This is an important measure that is intended to support strongetinadion mechanisms
nationwide, and will form the basis of aomsistent approach to information sharing between the
Government of Canada and the private sector. Under the aegis of its National Critical Infrastructure
Protection Strategy (under development), Canada wil address the need for standardised protocols for
information sharing and information protection for purposes of CIP, CIIP, and emergency management.

Canadian Security Policy is contained®@® ecuring an Open Society: Ca
Policy and was releaseby the Government on 27 Ap2004.The firstever policy of its kind in Canada, it
sets out a strategic framework and action plan designed to ensure that the Government can prepare for and
respond to a range of security threats, including terrorist attacks, outbreaks of infectious dis¢ases,
disasters, cyber attacks on critical infrastructure and domestic extremism. Orlatgreain April
2005,Canada published a progress re@@eicuring an Open Societ¥dne Year Later: Progress Report on
the Implementation of Cana8aNational Seurity Policy which details progress in all areas of security
including CIP*®

The Policy focuses on three core national security interests:

1 Protecting Canada and the safety and security of Canadians at home and abroad.

1 Ensuring Canada is not a base foe#ts to their allies.

1 Contributing to international security.

The National Security Policy focuses attention and actions on building a more integrated security
system and sets out specific actions in six key areas: intelligence, emergency planningagyaimaan

public health emergencies, transportation security, border security, and international security.

The Policy adopts an integrated approach to security issues across government, including those
related to the security of information systems andvosts. The focus of the Policy is on events and

37. Taken fromthe Canadian response.
38 www.psepc.gc.ca/pol/ns/secpoleb.asp
39 www.pco-bep.gc.ca/docs/ministers/deputypm/secure_e.pdf
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circumstances that are generally beyond the capacity of individuals, communities or provinces to address
alone.

INTEGRATED SECURITY SYSTEM

EZAV I THE SECURITY PROTECTION AND

AND OVERSIGHT SYSTEM | PREVENTION

CONSEQUENCE
MANAGEMENT

Source: Canada.

Canadabés federal Department of PubC) aongSvahf et vy |
other federal departments and agencies with public safety and security responsibilities are responsible for
developing and implementing the Policy.

The Policy sets out various processes for engaging the provinces, territories, and gectate
partners in further defining and implementing the strategy and action plan. In particular, the Policy calls for
the creation of a National Security Advisory Council (composed of security experts external to
government), an advisory Cre€ailtural Rendt abl e on Security (compose:
ethnoecultural and religious communities) and a National Cyber Security Task Force (with public and
private sector representation). The latter will be charged with developing a National Cyber Security
S rategy aimed at reducing Canadads vulnerability

Since the release of the Policy, the Department has been working with its provincial and territorial
partners to put in place various elements and components of tteggtrahe Council, Roundtable and
Task Force will work with the Department on an ongoing basis tesadw implementation aspects of the
strategy going forward.

Government authorities and agencies

The following public bodies have been assigned speois and responsibilities under the Policy:
f  Public Safety and Emergency Preparedness Canada (FSEPC)

o Development of operational standards and technical documentation relating to the
protection and assurance of the critical netwdtksformation systemsral other critical
assets of the Government of Canada.

40. www.psepesppcc.gc.candexen.asp

41 www.psepesppcc.gc.ca/prg/em/nciap/inder.asp
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1 The Government of Canada ha&sently established a new Government Operations Centre
(GOC) within PSEPC. Located in Ottawa, the GOC is now able to provide stable,-#meund
clock ceordination and sumpt across government and to key national players in response to
emerging or occurring events affecting the national interest. It also receives and issues
inf ormation dealing with potential threats t
critical infrastructure.

0 The GOC is the hub of a network of operations centres run by a variety of federal
departments and agencies including R@&MP, Health Canadd-oreign Affairs CSISand
National DefenceThe GOC also maintains contact with the provinces and territories as
well as internationapartners such as the United States and NATGperates 24 hours a
day,7 days a week, gathering information from other operations centres and a wide variety
of sources, both open and classified, from around the world.

0 The GOC deals with anythirigrealor perceived, imminent or actual, natural disaster or
terrorist activityi that threatens the safety and security of Canadians or the integrity of
Canada's critical infrastructure.

f Canadian Security Intelligence Service (C$1S)

Investigation and analysif physical and cyber threats to national security.
Threat and risk assessment.
Central index of security assessments.

O O O o

The CSIS is linked intoCanada's strateglevel operations centrehe Government
Operations Centre (GO&).

1 Communications Security Edilishment (CSE)
o Development of operational standards and technical documentation as it relates to Signal
Intelligence, Communication Security and 11'S.

0 Provides security engineering services.

o Test, inspection and evaluation of IT products and systemgsldntify risks and
vulnerabilities.

o Certification of private sector test and evaluation facilities.

42 WWW.csis-scrs.gc.ca/en/indexasp
43 www.psepc.gc.ca/prg/em/goc/inder.asp#1
44, www.csecst.gc.ca/publications/gepubs/itsg/itsge.html
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1 Royal Canadian Mounted Police (RCMP)

0 Lead department for federal law enforcement with a crime prevention mission.

o Development of ITS operational standardd sechnical documentation as it relates to the
application of access controls and biometrics, data forensics, media disposal, system
monitoring, malicious software, major events, reviews, inspection and audits.

The Canadian federal government (PSEPC) hstablished a Canadian Cyber Incident Response
Centre (CCIRE) which will serve as the strategic level focal point for dealing with cyber threats and
incidents impacting Canadad s7days aweelc la this gapaCity,she t r u ¢
Canadian Cyber Incident Response Centre (CCiR@)des the following services to critical
infrastructure owners and operators:

Co-ordination and support for incident response efforts.
Monitoring and analysis of theioagbr threat

IT securityrelated technical advice.

= =4 =4 =4

National capacity building (standards, good practices, awareness, education).

A private sector company (EWA Inc) has been operating a Canadian Computer Response Team
( 0 Ca n'Teince 1998. The initiative futions as a trusted centre at the operational level for the
collection and dissemination of information related to networked computer threats, vulnerabilities,
incidents and incident response for Canadian government, business and academic organisations.

Bot h CClI RC and CanCert are part of a worldwid:¢
securityrelated information on a 24/7 basis.

Japan
Nationalsecurity policy and strategy

The Information Security Policy Council (ISPC) and the National Inédion Security Center
(NISC} play important roles in issues of Critical Information Infrastructure Protection for the Japanese
Government.

The ISPC is the central decisiomaking body for formading information securityelated policy
measures. It hassbn established under the IT Strategic Headquarters 3ngky 2005. NISC is the
operational arm of ISPC and is responsible for the centratdioation of information security issues in
the Japanese Government. NISC has been established in the Gebregtiriat of Japanese Government
since25 April 2005.

| SPC formulated AThe First N&% i 8Febrlary3006asthe gy o
mid- and longterm national strategy with an overview and basic principles of information secunigs.iss

45, www.psepc.gc.ca/prg/em/ccirc/index.asp

46. www.cancert.ca/Home/ Default.php

47. www.nisc.go.jp/eng/indexhtml

48 www.nisc.go.jp/eng/pdf/national_strategy 001_eng.pdf
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The term for this strategy is three years from
2 0 0 6 &5Jne2006 as a promotion plan for each fiscal year based on thanaitbngterm strategy.

During these three fiscal years, the goverrimeifi strengthen various relevant measures based on the
National Strategy in or-gpieirvattoe epsatratbnleirsshhi @ moew
appropriately playing their roles.

In protection of the critical information infrastructurelSPC fo mul at ed t he AACt I
Information Security Measures for Critical Infrastructiités @3December 2005. This addresses the
rapid spread of IT usage and increasing IT dependence in the critical infrastructure sectors as well as
growing interdependercamong the critical infrastructure sectors.

This Action Plan is a sector plan of the National Strategy, and identifies 10 targeted critical
infrastructure sectos&(i.e. information and communications, finance, civil aviation, railways, electricity,
gas,governmental/administrative services, medical services, water works, and logistics) to ensure the level
of information security. The Action Plan also identifies the causes-afdifunctions that can interrupt
services and reduce the function of critikahf r astructures which include
attackso but also Aunintentionall (accidental) fa

Govemmenauthorities and agencies

In addition to the ISPC and NISC, the Ministry of Internal Affairs and Commtioisa(MIC), the
Ministry of Economy, Trade and Industry (METI), the Ministry of Defence (MOD) and the National Police
Agency (NPA) are designated as supporting agencies to the NISC and play major roles in information
security.

Each critical infrastructer sector formulates protection measures under the supervision of the
responsible department. Designated critical infrastructure sectors are:

1 Information and Communications.

Governmental/Administrative services (including localgmments) (supervised IC).

1 Gas, Ebctricity (supervised by METI).
91 Finance (supervised by then&ncial Services Agency (FSA)).
1 Civil aviation, Railways, Logistics (supervised by the Ministry of Land, Infresure and
Transport (MLIT)).
1 Water works and Medical services (swied by the Ministry of Health, Labour and Welfare
(MHLW)).
49, www.nisc.go.jp/eng/pdf/actionplan_ci_eng.pdf
50. In the future, considering the degree of chamgthe business environment ciil dependency, targed

critical infrastructure sectomsould be reviewed.
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Korea
Nationalsecurity policy and strategy

Korean CIIP Policy is embodied in the Korean CIIP Act enacted and promulgated (A&383).in
January 2001" The CIIP Act was partially revised in Nember 2007Under this Act the Committee on
the Protection of Il (CPIl) was established under Mirister of the office for Government Polid@o-
ordinationto coordinate and adjust the tasks of establishing and executing the CII policies of the relevant
ministries and institutes for the purpose of efficient information protection on a govenwdenbasis.
Under this Committee thei@e two Executive Committe€EC) for the public and private sector

After the hacking incidents that targeted some ofrifagor government organisations in 2004, the
government undertook to develop a strong and integrated management system on a gewaderbasis
for quick response and incident handling against
Regulaionso [Title 141, 2005.1.31] were enacted to reform the basic structure of national cyber security.

Government authorities and agencies

Based on the regulation, the ANational Cyber S
and improving thenational cyber security structure and mediating roles and responsibilities among related
government organisations. The, fANational Cyber S

operation of NCSSC efficiently and effectively.

President
ERERERERERER NSC I

NCSSM

#

MOD NIS MIC

CWRC l KrCFRT I
KISC l Private Sector '

Source: Korea.

Central Gav

Nationalcyber security management structure
National Security Council (NSC)

The office of the National Security Council (NSC) had managed cyber security for public sectors
(finance, administration, diplomacy, energy, transportation) etc. centredlar@iCyber Security Policy
Mediation Committee (CSPMC) in general until the National Cyber Security Management Regulations
were enacted. Since the enactment of NCSMR critical issues related to national cyber security have been
handled by the National Cyb&ecurity Strategy Committee.

51 Korean input.
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National Cyber Security Strategy Meeting (NCSSM)

The main purpose of establishing NCSSM is to deliberate critical issues related to national cyber

security. The meeting consists of the chairman, the director of Nationdigeneke Service, and the

member(s) appointed by one of the vice ministers of the Ministry of Foreign Affairs & Trade, the Ministry
of Justice, the Ministry of Defence, the Ministry of Government Administration & Home Affairs, the
Ministry of Information & Communication, the director of the Office of the National Security Council, the
chairman of the National Cyber Security Strategy Meeting and one of the vice ministers from the

government bodies.

The role of the Meeting is:

To plan and improve the structupénational cyber security.

To deal with the policy issues of national cyber security and to mediate and clarify the roles and
responsibilities among the organisations.

To take proper actons ¢hePr esi dent 0s

Toinquire into certain issues raised by the chairman.

National Cyber Security Preparation Meeting (NCSPM)

order s

regarding

nat.

NCSPM has been established to support the operation of NCSSM under NCSSM. The chairman is the

director who is in charge of cyber security in NIS, arelmbers of the Meeting are general directors from

government organisations.

The roles of NCSPM are tmquireinto:

= =4 =4 =4

The structure of government security

Action plans for decisions made at NCSSM.

Other issues raised by the chairman.

National cyber security management plans and measures.

Mandated issues from NCSSM and orders fthenchairman of NCSP M.

President

MIC

MOGAHA E-Govenjment
Special

ISC

Ministries l

IPAC I

KISA, etc. l

Source: Korea.
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E-government is defined as the servar@&nted government that allows citizens to access diverse
public servicesanywhere, anytime by putting these services on line. The aim ofgbgeenment is to
i mprove business efficiency and transparency. Fu
maximising productivity, transparency and civil participatiamd creating a better environment for
businesses, are also the aims-gogernment.

The eGovernment roadmap was announcedif®overnment Innovation & Decentralizationn
August 2003. The roadmap consists of 4 areas, 10 agendas, and 31 tasks. AmoB4 ttwkse the
ANationall Security Management Syst e rmovernmans. Thencl ud
AiNational Security Management Systemo will conce

1 Building a combined operational capability to manage national seamityan integrated system
for disaster and emergency response.

1 Enhancing the national safety management service system.
E-Government Special Committee

The eGovernment Special Committee under Government Innovatioibecentralization is a core
government bdy for eGovernment. It was founded in April 2003. The Committee consists of the

chairman and 24 members frahe public and private sectors.

As one of the presidential committees, the committee draws the roadmap,-fdamsrement on a
governmenwide kasis and checks and assesses the status of thek8lon a quarterly basis. MOGAHA
(Ministry of Government Administratiomnd Home Affairs) and MIC (Ministry of Informatiorand
Communication) mainly support the-Government Special Committee at the opemal level. The
function of executing the roadmap and government innovation is integrated into MOGAHA. NCA
(National Computerization Agency) takes charge of technical supporGorernment.

In addition, MOGAHA has invested enormous efforts into infation security. In 2005, MOGAHA
reorganised itself to consolidate information sharing and establish information security infrastructure, such
as information security policy and authentication.

The CIIP Act instructs the response system in the directiariost ceoperation and cordination
between the ministries and the institutes for stable management and operation of the Cll. As a result, the
CIIP committee wa®riginally established under the direct control of the Prime MinisieMNovember
2007, theAct was revised and the Committsenow chaired bythe Minister of theOffice for Government
Policy Co-ordination. The Committeeo-ordinates and adjust the tasks of establishing and executing the
Cll policies of the relevant ministries and institutéshe concerned authorities for the purpose of efficient
information protection on a governmeside basis.

The mission of the CIIP committee is:
1 Tointegrate and cordinate the plans of CIIP from the relevant ministries.
1 To coordinate the protection poies for the CII.

1 To deliberate a designation and designatiancellation of the CII.
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The Netherlands

National Security Policy and Strategy

This description is valid for any crisis or emergency situation that is likely to occur or is taking place
in The Netherlands. A specific approach regarding crises or emergencies in information infrastructures is

under development.

The Netherlands national emergency response plan includes a generic structure and information
exchange that crisis response teams dHallbw. This umbrella plan is valid for public authorities tasked
to participate during an emergency, regardless of the administrational level (national, regional and local).
The development, implementation and maintenance of the umbrella plan arespgbesiglity of the

Ministry of the Interior.

Crisis management Chair Prime Minister
structure in NL p Members: Ministers of relevant sectors

National Crisis coordination centre
{located at Ministry of the Interior

I 1 1
N f
Crisis coordination centre Crisis coordination centre
Ministry of Economic Affairs other Ministries
J L

Cnisis coordination centre
TelecomACT depatment

Crisis coordination centra
Ministry of the Interior

Source: The Netherlands

This national emergency plan, including procedures, tasks, responsibilities, etc is set out in the
National Handbook on Crisis Management. Currently, the national emergency regpjgonse under
major review to change the plan to the current (2007) perception of crisis management. A fully renovated
national plan is scheduled for completion in 200
has beenremoved from minisgi®® websi t es.

In addition to the umbrella plan, each ministry has specific crisis response measures dedicated to the
sector the ministry is responsible for. This tailors the measures to individual sectors. There is no formal
oversight process to ensurettiiais is completed and kept up to date, each ministry is responsible for its
own specific measures. However, the Ministry of the Interior requests at irregular intervals (couple of
years) the ministries to report the current status, followed by givinigeadn necessary adjustments.

The Ministry of Economic Affairs, as responsible authority for the telecommunications/ICT policy in
The Netherlands, has developed and specific measures to respond to a crisis situation occurring in the
telecommunications semt (regardless of the cause). One of the measures regarding critical
telecommunications services and infrastructures is the National Continuity Forum Telecommunications. A
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description of these measures is included in the paragraph further on in thiopapefi Ri s k Manage
Framewor ko.

In the case of an emergency or crisis so severe that national interests are threatened, the Prime
Minister may decide to declare (via a specific legal procedure) a State of Emergency. In this case the
Minister of Economic Afairs has the authority to oblige any telecommunications operator to follow any
order given by the Ministe¥.

A situation of #AExceptional Ci r cupomeetommeadat®nd c an
of the PrimeMinister. This action will be usedrdy if the normal legal powers that exist are no longer
sufficient to solve a crisis and the Minister of Economic Affairs has to issue instructions directly to telecom
operators.

If a Decree is issued the government assumes full control of telecoms semniténfrastructures.
However this is only as far as public service providerdprivate networks are not affected by the Decree.
This means that when a crisis occurs but not serious enough to justify a Decree the government has no
legal powers to oblig¢he private providers to take specific measures. In practice it is not expected that a
situattixecmepdfi of a l Circumstanceso will ever occur,
estimation is that only the realistic threat of traditionalwill lead to the issuing a Decree

The Miniser of the Interior bearso-ordnation responsibility for critical infrastructure protection in
his capacity aso-ordnating minister for crisis management. The nature ofcihysrdination is as follows:

1 Funishinga stepby-step plan that results in mappingt @ulnerability and resistance.
1 Offering help where topics are not exclusive to one particulaosaad cdlfor a joint approach.

1 Investigating whether intersectoral harmonisation had taken plaoe, \ahether suggested
protection measures have also been adopted by other sectors that are dependent on the critical
product or service the measures intend to protect.

In summary the national policy on protectionaritical information infrastructures based on the
policy on CIP® A specific approactto the protection ofcritical information infrastructurewill be
developed in 2007.

Govemmenauthorities and agencies

In The Netherlands a national emergency response plan has been implemented whicé @clude
generic structure and information exchange according to which a crisis response team should act. This
umbrella plan is valid for public authorities tasked to participate in some way during an emergency,
regardless of the administrational level (natlpreegional or local.) The development, implementation and
maintenance of the umbrella plan rests with the Ministry of the Interior.

In addition to this umbrella plan, each ministry has implemented specific crisis response measures
dedicated to the secttine ministry is responsible for. Thalows the measures tbe tailored toeach
sector.

52 See alsavww.ez.nl/content.jsp?objectE150711&rid=150708 (English).

53 The national policy is described in a letter to the NL Parliament dated Septefi®®r Rbr a detailed
description of the relevant organisations see the
situation in the Netherlands
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The Ministry of Economic Affairs in its capacity as responsible authority for telecommunications/ICT
policy in The Netherlands has developed and implemented spedfasures to respond to a crisis
situation occurring in the telecommunications sector (regardless of the cause).

In the casewherean emergency or crisis is So severe that national interests are threatened, the Prime
Minister may decide to declare (via spe&ciegal procedure) State of Emergency. In this case the
Minister of Economic Affairs has the authority to oblige any telecommunications operator to follow any
order given by the Minister.

The Minister of the Interior beaxso-ordnation responsibilityfor critical infrastructure protection in
his capacity aso-ordnating minister for crisis management. The nature ofcihtisrdnation is as follows:

1 Furnishinga stepby-step plan that results in mapping out vulnerability and resistan

1 Offering help where topics are not exclusive to one particular seetdrcallingfor a joint
approach.

1 Investigatingwhether inter sector harmonisation had taken place, and

1 Whethersuggested protection measures have also been adopted by other sectors that are dependent
on the critical product or service the measures intend to protect.

The national policy on protection ofttical information infrastructurés basedom he Net her | an
policy on CIP. The national policy is described in the annex of the letter to the Millnieat (September
2005). A specific approach on protection of gniéical information infrastructuréas not yet been decided
but will be developed in 2007.

For a description of the relevant orgaQlPsatior
Handbook 20060 describing the situation in the N

United Kingdom
National security policy and strategy

The high Il evel UK risk management strategy 1is
The United Ki n’§ThieaodumentSwhichaaddregses physical, personnel and electronic
issues, includes unclassified details of the threat and respbheestrategy and the programme to
implement it (known within Government as CONTEST) are divided into four principal areas:
PREVENT
PURSUE

PROTECT

= = =2 =9

PREPARE

54, www.mib.gov.uk/files/pdf/ct_strategy.pdf
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The PROTECT strand includes the role of the National Infrastructure Secwiyd@ation Centre
(NISCC), whichwas established by the Home Secretary to
National Infrastructure (CNI) fra electronic attack, and to report on the level of protection in place.

Government authorities and agencies
National Infrastructure Security Gordination Centre (NISCC)

In order to fuffil its remit, NISCC works through four broad workstreams: Threat ASwdd;
Response; Outreach and Research and Development (R&D).

1 Threat AssessmentUsing a wide range of resources to investigate, assess and disrupt threats.

1 Responsé Promoting protection and assurance by encouraging information sharing, offering
adviceand fostering best practicelhis assurance process is high level using a standard set of
assurance indicators, and does not amount to accreditation. The primary deliverable of the
process is the NISCC Assurance Report.

1 Outreachi Promoting protection andssurance by encouraging information sharing, offering
advice and fostering best practice.

1 R&D i Devising the most advanced technigues and methods to support efforts across all work
streams.

NISCC is an inteddepartmental centre which -oodinates activit in support of this aim across a
range of organisations. Each of these contribute
according to its own remit, its own priorities, in relation to the challenge at hand, and depending on what
value it can add.

Contributing departments are:

The Security Service (MI8)

Communications Electronic Security Group (CESG)
Home Office

Cabinet Office Security Policy Division

Civil Contingencies Secretariat

Central Sponsor for Information Assurance

Ministry of Defence (MoD)

Serious Organised Crime Agency (SOCA)
Department of Trade and Industry (DTI)

=4 =4 =4 4 -4 A -4 -5 - -9

Defence Science and Technology Laborat@$TL>®)

55. www.dstl.gov.uk/

56. www.mib.gov.uk/output/Page2.html
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Security Service MI5

The Security Service is the UKO6s Nat i oqthel Sec
UnitedK ingdomagainst threats to national security. The MI5 website provides information on the current
mayjor threats to UK security and practical advice to help businesses and organisations to protect against
them.

Cabinet Office’

The Cabinet Offie plays a central role in planning for emergencies and works with other government
departments to ensure that theited Kingdomis prepared to deal with unexpected events.

The Cabinet Office cordinates a number of CIIP activities. One example is ther&eBponsor for
Information Assurance (CSIA) which is a unit of the UK Government's Cabinet Office and works with
partners in the public and private sectors, as well as its international counterparts, to help safeguard the
nation's IT and telecommunicati® services.

The CSIA provides a central focus for information assurance in promoting the understanding that it is
essential for government and business alke to maintain reliable, secure and resilient national information
systems.

The CSI A enwloturraegesf asedccurityd regarding infor
government, the private sector as well as to the general public.

Home Office ITsafé®

ITsafe is a government service, launched on 23 February 2005, to provide both home useadl and s
businesses with advice in plain English on protecting computers, mobile phones and other devices from
malicious attack.

Department of Trade and Industry (DTI)

The supply of electronic communications networks and services is provided by private sector
enterprises and is regulated within the framework set by European Directives, which includes specifically
matters relating to resilience, emergency response and consumer protection. Beyond the specific
mandatory requirements of the European regulat@sndémwork, the approach of the UK authorities is to
work with industry as far as possible on a voluntary basis in ensuring the safety, reliability and security of
the networks and services. Sometimes this approach needs to be backed with specific ieigakpsaeh
as the Civil Contingencies Act 2004, which places obligations on utilities, including telecoms, in relation
to civil protection, and gives ministers wide emergency powers to deal with regional and national
emergencies.

The UK Industry Ministryworks closely with the independent regulator, Ofcom, and the telecoms
industry within a voluntary Emergency Planning Forum to exchange ideas, discuss incidents and impacts
on industry and to plan for dealing with emergencies both within the requiremetite oégulatory
framework, but also on an extstatutory basige. voluntary to achieve a flexible and integrated approach
without the need for prescriptive law wherever possible.

57. www.cabinetoffice.gov.uk/security_and_intelligence/

58. www.itsafe.gov.uk/about/indexhtml
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Communications Electronic Security Group (CESG)

CESG?® is the Informaton A sur ance (1 A) arm of GCHQ. It is
Technical Authority for IA, responsible for enabling secure and trusted knowledge sharing. The customers
are central government departments and agencies and the Armed Forces. CESG alscspruicdsso
bodies in the wider public sector and to various private sector companies. These include local government,
the health sector, law enforcement, and all essential services forming the Critical National Infrastructure,
such as power and water. G&ESives authoritative advice on assessing current and foreseeable risks
including:

9 Technical advice

1 Documentation

1 Other services.
United State¥
National policy and strategy

The term dAcritical inf ormati on dedihthealited Siates ur e 0
although the concept of Cll is captured within the context of Critical Infrastructure Protection (CIP).
Homeland Security Presidential Directive 7 (HSPDidentifies 17 critical infrastructure/key resources
(CI/KR) sectors that #apublic and private sectors must work jointly to protect. Protection of the IT Sector
and the crossector cyber infrastructurevi t hi n al | the sectors aligns
inf ormation infrastructureérsepuitpt ecti on or in the

Government authorities and agencies
Department of Homeland Security (DH'S)

The Secretary for DHS has an overarching responsibility fmrdmating national effostto enhance
the protection of the critical infrastructure and key resourdesh® United States. The Secretary
co-ordinates protection activities f&7 CI/KR sectorsln addition, the Secretary evaluates the need for and
co-ordinates the coverage of additional critical infrastructure and key resources categories over time, as
appopriate.

Consistent witNmtibealPr8sideagpPsto Sel@uwHS8 Cybe
maintains an organisation to serve as a focal point for the security of cyberspace in order to faciltate
interactions and collaborations between andramFederal departments and agencies, State and local
governments, the private sector, academia and international entities and orgariatitine. DHS the
National Cyber Security Division (NCSD) was created to focus on the task-ofdibating the
imple ment ati on of the Strategy to hel p-dependertassets. t he

59 www.cesg.gov.uk/site/about/indexcfm?menuSelected=0&displayPage=0

60. Adapted from the US Contribution.

61 See wwwdhs.gov/dhspublic/

62 See www.whitehousegov/pcipb/

63 For more information visit wwmwhitehouse.gov/inews/releases/2003/12/200312h#ml
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The organisation's mission includes two overarching prioritie§ Gfyber risk management, anigl A
national cyber security response system.
SectorSpecific Federal Agencies
SectorSpecific Agencies (SSAs) are those Federal departments or agencies responsible for
infrastructure protection activities in a designated critical infrastructure sector or key resources category.
They include the:
1 Departmenbf Agriculture.
Health and Human Services.
Environmental Protection Agency.
Department of Energy.
Department of Homeland Security

Department of the Treasury

Department of the Interior

= = =4 =4 -4 -4 -4

Department of Defence.

The SSAs collaborate with all relevant Federapatéments and agencies, State and local
governments, and the private sector, including key persons and entities in their infrastructure sector. They
conduct or facilitate vulnerability assessments of the sector and encourage risk management strategies to
protect against and mitigate the effects of attacks against critical infrastructure and key resources.

DHS released the National Infrastructure Protection Plan, known as the NIPP, on 30 June 2006 after
consultation with industry. The NIPP fornsals the cliaboration between government and industry
through the Sector Partnership Model with Se@orordinating Councils (SCC) and Governmedit-
ordinating Councils (GCC) working together to address risk by analysing consequences, vulnerabilities,
andthreatsThe NI PP provides a unifying structure for
and Key Resources (CI/KR) sectors designated in H3PiBcluding the Information Technology Sector
and the Internet. The NIPP calls upon each sector to gegeector Specific Plan based on the risk
management framework. DHS is the Sector Specific Agency (SSA) responsible for both the Information
Technology Sector and the Communications Sector and assists other sectors with the cyber elements of
their infrag r uct ur e. The |1 T Sector, also referred to
and providers of hardware, software, and IT systems and services, and the Internet.

All Federal department and agency heads are responsible for the ideatificatioritisation,
assessment, remediation, and protection of their respective internal critical infrastructure and key
resources, consistent with the Federal Information Security Management Act of 2002 (FISMA).
Co-ordination with the private sector

DHS and the othersectorspecific agenciesollaborate with appropriate private sector entities;

encourage the development of information sharing and analysis mechanisms, and suppert sector
co-ordinating mechanisms to:

4€
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1 Identify, prioritise, and cordinate te protection of critical infrastructure and key resources.

1 Faciltate sharing of information about physical and cyber threats, vulnerabilities, incidents,
potential protective measures, and good practices.

Question 1: What does tfrcurcittuirceadl aicntfwalmay i omenf & r ftr
what are your policy objectives? How does your gove rnme nt ide ntify what constitutes CII?

The volunteer countriesdéd responses have been c
9 Critical Infrastructure.
1 Strategy ad Policy.

The source material on Critical I nfrastructur e
they identify what constitutes their critical infrastructure leading on to what constitutes their critical
information infrastructure. The resm®s on strategy and policy provide direction on how the volunteer
countries tackle identifying the CII in terms of their different roles in risk management. The responses
show that the volunteer countries have a similar concept of Cll though there mspt® single definition
of CII.

Australia
Critical information infrastructure

Australiabés 6énational information infrastructu
It is made up of the electronic systems and infrastructure thatpimderitical services such as
telecommunications, transport and distribution, energy and utilities, banking and finance.

Australia6darne rdaesetmeudc téucrreist i cal 6 if their fail
social system, or affect Ausr al i ads ability to ensure national
increasingly dependent on information infrastructure for monitoring and controlling their operations,
however, the information infrastructure is itself also reliant on accesdettrical power and other
services. The result is a complex set of interdependencies and vulnerabilities.

In September 2001, the Australian Government announced-8exity National Agenda (ESNA)
as a measure to create a secure and trusted elecpeniting environment for both the public and private
sectors. Protection of the NIl was identified as a strategic goal of the ESNA. The major elements of
ESNA focused on enhancing intelligence and response capabilities of key Australian governmégg,agenc
raising awareness of-@curity issues across the economy, developing tbecerity skills base and
encouraging R&D in esecurity. Funding was provided to a number of Australian Government agencies
with security, law enforcement and national critioérastructure protection roles to progress the Agenda.

Strategy angbolicy objectives

The Australian Government recognises that since 2001 the online environment has changed
significantly. Its highly interconnected nature means theg@urity threatso different segments of the
Australian economy can no longer be addressed through separate discrete efforts. The protection of all
Internet users, including home users and small and medium businesses, from electronic attacks is seen as

64. www.dcita.gov.au/__data/assets/pdf_file/20457/New_SFIE July 2004 final.pdf
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otection of Australd.i

an important lineo f defence in the pr
on and communications

Government 6s own infor mat.

The increased risk in the electronic environment led to the Government initiating a revibev of
ESNA in 2006 to assess t hscudydeligyuranteyworkanhd ogetatonalGo v e r
arrangements. The areas focused on dooordinatign t he r
and collaboration arrangements; protection of gawentowned information and communications
technologies and systentp-opeitive arrangements with industry; law enforcement; raising awareness
about esecurity issues, particularly with home users and small and medium enterprises, international
collabomtion, and research and development.

A primary goal of the ESNA review wil!/l be to f
infrastructure, including the NII, from electronic attack.

Identifying the Australian NII

Identification of Australi@ s NI | has been dependent on i den:
infrastructure that it underpins. Risk assessments of critical infrastructure have been undertaken in a
strategic context relevant to the community or sector concerned. That is, etaclasd government was
required to identify infrastructure critical to their missiostate and Territory governments identified
critical infrastructure within their respective jurisdictions, and the Australian Government identified those
elements of theritical infrastructure which are regulated at a national level, support national security and
defence, the continuity of government, the delivery of its services, and any infrastructure of additional
national importance.

Similarly, each critical sector @ responsible for identifying infrastructure that is vital to the on
going continuity of supply to the community, particularly those that exhibit high vulnerability or where
there is mutual dependence across the sector. The identification of critieatrinfture is an ongoing
process and is reviewed regularly to keep abreast of changes to the infrastructure, both physical and
logical, the eveincreasing dependency of the community, and the emerging/changing interdependencies
between infrastructures.

The Australian Government is building a Critical Infrastructure Protection Modelling and Analysis
capability to examine the primary dependencies and interdependencies between national critical
infrastructures and the flown consequences of critical infragtture failure. This will assist both
government and industry in further evaluating their assessments of critical infrastructure.

Canad&d®
Critical Information Infrastructure

Canada defines its national cr i tinforenatibntechmdlogya st r u
facilities, networks, services and assets, which, if disrupted or destroyed, would have a serious impact on
the health, safety, security or economic wiing of Canadians or the effective functioning of
gover nment § Ths incluBes phgsital and cyber components.

65. Canadian responses with additional research of Canadian Government siebsite

66. First Canadian response document
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In November 2004, PSEPC released a position paper on a national strategy for critical infrastructure
protection®” The paper is intended to elicit feedback from stakeholder groups and to form the basis of a
nationd strategy for critical infrastructure protection. The key outcomes that have been identified for the
strategy include that:

1 ClI sectors and owners are aware of, accept and take action on the accountabilities, risks and
vulnerabilities to their CI.

1 The Goernment of Canada has an ongoing progrenio assure its physical and cyber
infrastructures and thereby demonstrates leadership to other sectors.

1 New knowledge and tools for CIP are to be developed and shared.

The necessary processes for achieving thesieedl outcomes will be articulated in the strategy which
is currently under development.

Canadads national critical ®infrastructure is m;
1 Energy and utilitiege.g.electrical power, natural gas, oil production and transmissioarsg$t

1 Communications and information technolo¢g.g. telecommunications, broadcasting systems,
software, hardware and networks including the Internet).

1 Finance(e.g.banking, securities and investment).

=

Health care (e.g. hospitals, health care and bibosupply facilties, laboratories and
pharmaceuticals).

Food(e.g.safety, distribution, agriculture and food industry).
Water(e.g.drinking water and wastewater management).

Transportatiorfe.g.air, rail, marine and surface).

= =4 =2 =4

Safety(e.g.chemicalbiological, radiological and nuclear safety, hazardous materials, search and
rescue, emergency services and dams).

1 Government(e.g. services, facilities, information networks, assets and key national sites and
monuments).

1 Manufacturinge.g.defence indusial base, chemical industry).
Strategy and policy objectives
Canadian strategy and policy objectives have as a priority the following elements:

1 Setting a national direction for improving the resilience and assurance of Cl and Cll in Canada.

67. www.psepesppcc.gc.ca/prg/em/nciap/best_practie@sas p#

68. www.psepc.gc.ca/prg/em/nciap/aberrnt.asp
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1 Strengtheninghe trust relationships and information sharing among CI and CII partners at all
levels of government and the private sector.

1 Addressing the interconnectedness and interdependencies across Cl and CIl sectors and across
jurisdictions.

1 Encompassing risk magement principles and practices.
1 Addressing all hazards.

Canada's critical infrastructure could potentially be affected by both physical and cyber threats. For
example, electricity supply can be severely disrupted by a tornado (physical threat), a acid@nt a
(physical or cyber threat) or a computer hacking attack that disables an essential control system (cyber
threat). The NCIAP takes into consideration all hazards.

Critical infrastructure protection can be defined as actions and progsathat:

1 Identify the critical infrastructure and its specific components (human, physical and cyber).
1 Assess vulnerabilities.

1 Mitigate or take protective measures to reduce vulnerabilities.

1

Better risk management.

Given the interdependencies and connections amorncatnifrastructures, an interruption of any one
service could have a cascading effect and disrupt other essential services or systems. For example, during
the 1998 Ice Storm, large segments of rural and urban communities were in the dark and without heat.
Traffic and street lights were out. Banking and government services were interrupted. The disruption in
one sectoii electricityi affected a score of others, interrupting the delivery of important services upon
which Canadians depend.

Japan

Critical information infrastructure

Alt hough t here would stild]l be room to make con
necessary o consider what Aicritical information infr
Information Securty Mesur es f or Crith cdlCrinfcakbkttuottaseésaact
foll ows: ACritical infrastructures are formed by
and are essential for peopl edsl fsamiailnflriavsetsr ua n
suspended, reduced or unavailable, peopleds soci:
Strategy angbolicy objectives

I n t he Action Pl an, t he current toamatignednd i nc | t
Communications©o, AFi nancebo, ACI vil aviationo,
/[ Administrative services (including | ocal gover
ALogisticso At e ach <Lemgdgedrincrititabinfraseutteras arl examplesos s e
69. www.nisc.go.jp/eng/pdf/actionplan_ci_eng.pdf
70. In the future, considering the degree of chairgthe business environment and IT dependency, target

business entitiegould be reviewed.
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target critical information systems are introduced in the Action Plan; for instance, in the information and
communications sector, target business entities are main telecommunications and broadragéngs,

and examples of target systems are network systems, operation support systems, news/programme systems,
and programming/operating systems.

These 10 target sectors, target business entitiegit@fal infrastructure and critical information
infrastructureof eachcritical infrastructurear e deci ded in consideration of
lives and economic activities, and will be continuously reviewed to correspond with the promotion and
expansion of the use of IT and environmentarges of each service.

The policy objective of the Action Plan is to protect critical infrastructures fremdffunction out of
failures occurring in each business sector of critical infrastructures, which may have a significant impact
on peopliedandesonanic activities.

The Action Plan shall also define independent measures that should be formulated by each business
entity engaged in operating critical infrastructures to enhance business continuity. To ensure continuing
service maintenamc and rapid resumptiom the case of Idmalfunction occurrence, business entities
engaged in operating critical infrastructures should flesh out the details of the measures, along with
formulating measures that should be taken by the government (esp#waCabinet Secretaridt) and
each critical infrastructure sector consistent with curaets and guidelines of disasfanevention plans.

This would ensure information security measures of critical infrastrucaneemder close partnership with
the public and private sectors.

71 Policy for information security measures for the central government computer systems, see:
www.nisc.go.jp/eng/pdf/guidelines_sism_g_eng.pdf
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Source: Attachment 1 to Action Plan

Korea
Critical Information Infrastructure
Critical Information Infrastructure refers to an information management system or an information and

communication network in public and privaten st i t ut i ons that seriously a
daily life, and national economic stability when cyber terror has occurred. Examples are as follows:

Roads, subway, airports.

1

1 Energy and water resouice

1 Broadcasting, national map network.
1

Nuclear energy, national defence related technology, government research institutions, etc.



