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OECD Policy Guidance on Radio Frequency ldentification

Preface

The use of Radio Frequency IDentification (RFID) technologieis growing. Many
different RFID applications are implemented in various sects, and used for very
different purposes. RFID is now at a stage where there are potentially large benefits
from wider application but barriers remain, warranting a policy framework to
enhance business and consumer benefits while effectively addressing s&ty and
privacy issues. From a public policy perspective, such a framework should be
supportive, technology neutral encompassing all RFID technologies and provide the
basis to protect citizens from current and future negative impacts of the
technologies. These policy principles address barriers to wider application of RFID.
They draw on policy discussions and analytical studies on RFID carried out by the
OECD from 2005 to 2007.

RFID enables wireless data collection by readers from electronic tags atheszl to
or embedded in objects, for identification and other purposes. RFID systems involve
software, network and database components that enable information to flow from
OAcCO OI OEA 1T OCATEOAOQOEITT 60 EIT & OI AGETT ET £0A
stored. Systems are applicatiorspecific. Some use passive, low cost tags with short
read ranges, most data on the network, and only small amounts of information on
tags. Others use sophisticated, high performance tags with high data capacity or
read ranges thatcan have considerable data on tags without network connection. At
present, the higher capacity tags remain less commercially viable but their cost is
decreasing and they are becoming part of wider, often senstvased, systems.

RFID applications have beeim use for many years in transport (public transport
entry), access control cards (building and highway entry), event ticketing and
management, and, more recently, in government identity cards and passports, and
extensively in manufacturing supply chains ad in logistics for goods distribution.
Industry sectors differ widely in RFID deployment, with many automotive

1 RFID may be considered as one of a group of automatic identification and data capturing
technologies which also includedar codes biometrics, magnetic stripes optical character
recognition, smart cards, voice recognitionand similar technologies.

2. See Radio& OANOAT AU ) AAT OEEZEAAOEIT ¢ A &I AOO 11 3AA
F$34)T)##0T2% jennxqwrf&). !, Yh O2AAEI &OANOGAT AU )
"AOIT AT Uq #EATTATCAO AT A ## AT YRNBEODOD X QRadick Tt x @ , ¥ 3 D)
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[DSTI/ICCP(2006)7].
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companies and hospitals relying on RFID systems. Wholesale and retail businesses
are rapidly adopting such systems, with a shift towards more coprehensive
application strategies along sector value chains. Most tagging still occurs at the
pallet and packing carton level, but there is a trend toward itentevel tagging,
beginning with high-value goods or components, as tag prices decline.

Business benefits are sectorspecific and commonly include process
optimisation, more efficient supply chain inventory management, and increased
process quality and security including recycling and antcounterfeiting applications.
Most implementation projects arein their early stages and many businesses need to
change the processes or their work organisation to better capture benefits. Broad
societal benefits are expected from RFID in various areas ranging from food safety,
product recall, drug identification, public health and medical applications, better
warranty management, better, more detailed product information and improved
stocking.

Technological developments are focusing omcreasing reattime information of
business processes, improved business performae and improved security and
privacy. Combination with other technologies is important in the longetterm, and
communications and sensor technologies will enable distance monitoringof
ambient conditions (e.g.temperature, pressure)in applications such & healthcare
and environment. Many of the technical challenges are imposed by the laws of
physics, such as interference, power management, reflection, and signal attenuation.

Many of the potential societal challenges raised by RFID relate to its core
characteristic: invisible electromagnetic communications that make the collection of
information by RFID devices not obvious to the person carrying the tagged product
IO TAEAAOS 4AC0O6 AAOA AAPATAO 11 OEAEO OOA
chain/retail context, tags attached to products usually contain produeidentifying
information and privacy concerns arise after the point of sale; in credentials, tags
sometimes contain personal information. The extent to which tags are traceable is
determined by the read range of the combined tag and reader. Specific concerns
include the controls of the tag reading, the protection of personal data, the ability to
join trace information with other information to profile individuals and the use to
which the information may be put. Longerterm concerns are related to the potential
pervasiveness of tags and readers.

Like any other information technology, RFID systemsre subject to security
risks3 affecting their integrity, availability and confidentiality such as denial of
service, jamming, cloning, interception/eavesdropping, and unauthorised access to
AAOA j OOEEITETCcoqQq8 7EEITA T10 AlIl OO0AOG 1T £ 2&)
systems which collect or process information relating to identified or identifiable
individuals are subject to privacy risks €.g.unauthorised access to information
stored in tags). The use of RFID in identity credentials, for example, poses
heightened privacy concerns, and it is necessary to ensure privacy is appropriately
protected. These risks,if not taken into account at an early stage, are likely to
increase the costs of RFID applications and, more generally, impede the adoption of
the technology and delay potential benefits.

3. E.g.cloning of speedpass payment RFID cardand automobile ignition keys.
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The OECDsecurity Guidelingsand Privacy Guidelinesprovide a conprehensive
framework for the security of information systems and network and the protection
of privacy and personal data. This framework applies to RFID.

The policy principles that follow provide policy and practical guidance to
enhance business and consner benefits from the use of RFID while proactively
taking into account security and privacy concerns. Principles 1 to 6 cover
government and business policies and practices to increase the use of, and economic
benefits from, wider applications of RFID ad emerging related sensor applications.
Government policy roles are directed at: incentives for R&D and generic
technologies and applications; developing public sector applications and being
model users; information, awareness and education activities, ihaing in privacy
and security areas and for small businesses; harmonisation of standards; and
spectrum allocation issues. Principles 7 to 12 provide all stakeholders with guidance
to support the implementation of the Security and Privacy Guidelineshen they
deploy RFID systems. Specific issues are addressed in relation to RFID systems or
RFID components in broader systemsincluding the need for. a comprehensive
approach to security and privacy management; security risk and privacy impact
assessments; te€ T E A A i AAOOOAO O DOl OAAO OAAOOEOU
information; and a general policy of transparency. Principle 13 calls for a continued
dialogue among all stakeholders. Finally, the need for monitoring developments
related to RFID is highlightel in Principle 14.

Principles

1. Support for R&D and new applications

Government support and incentives should focus on R&D for generic -RFID
related technologies and applications.

Many of the technological areas underlying RFID are still being developeddn
there are wide economic benefits to be gained from continued research in areas
critical to RFID development, including new materials, and new reading
technologies that can be used at greater distances and that can overcome
interference and operate in hosile environments. There are social benefits from
continued research on issues related to RFID use in the healthcare or environmental
arease.g.interference with other medical devices, impact of electromagnetic fields
on individuals, or the effect tags wi have on recycling practices. Further efforts to
research and develop coseffective technical measures embedding security and
privacy protections in RFID systems should also be encouraged (see Principle 9)

4, OECD Guidelines for the Security of Information Systems and Netwdrks/ards a Culture of
Security(2002).
5. OECDGuidelines on the Protection of Privacy and Transborder Flows of Personal Data

(1980).
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2. Technological neutrality

Government policie to encourage the use and expand the benefits of RFID
should be technologyeutral.

RFID technologies and applications are highly diverse and evolving rapidly. RFID
technologies vary in terms of capabilities €.9.frequency range, battery and memory
capadty, size). Individual RFID applications involve a wide range of different
operations and industry sectors. Attempts to focus support efforts on particular
technologies or applications may diminish resources for other promising avenues
and distort markets for components and equipments. Government policies to foster
the use and expand the benefits of RFIBhould not favour one technology or
application over another.

3. Governments as model users

As developers and users of RFID for public purposes, goverrsvsiatuld share
their experience and good practices as widely as possible.

Governments are developing innovative RFID applications in areas ranging from
tracking art works and library and museum stocks to improved airport management
and defence applicatios. Their experience and good practices in developing such
applications can benefit other actors and should be shared as widely as possible to
maximise the benefits from government investments and help diffusion of the
technology.

4. Awareness and inform ation

Governments should encourage initiatives to help raise awareness of the
benefits and challenges of RFID and encourage sharing of information on targe
scale pilots and demonstration projects.

Governments, in conjunction with business associations, hé technical
community and increasingly with consumer and other citizen groups, have
experience in raising awareness of the benefits and challenges of emerging
technology applications and their economic and social impacts. Clear and neutral
information on RFID technologies, their characteristics and related security and
privacy aspects can help small business and the general public appreciate the
benefits and risks of these technologies and make informed choices in relation to
their use. Governments shoulghromote provision of such information at the earliest
possible stage, particularly where applications have crossector implications and
broad social impacts.

© OECD.2008
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5. Standards

The development of consensbased global standards for RFID should be
encouragedlssues such as standards convergence should be addressed through
market mechanisms to the extent possible.

The development and use of RFID technical and management standards, within
and across sectors, enables interoperability, encourages new market entand
allows for economies of scale in applications particularly at the international level.
The development of open global RFID standards and standards harmonisation
within and across sectors should involve all stakeholders. Standards can play an
equally important role in facilitating security and privacy by design and good
practices for RFID systems.

6. Spectrum

Governments should encourage and facilitate RFID applications when
considering spectrum licensing and allocation.

Governments, manufacturers, stndardisation bodies and other stakeholders
should cooperate at international level to ensure interoperability, to consider
harmonisation of frequency bands as appropriate, to limit harmful interference with
other radio devices and users, and to ensure # devices operating within the
specified frequency bands comply with the electrical power, radio standards and
policy set for those systems, and encourage the development of internationally
compatible applications. The exemption of licenses for frequencysage in RFID
applications is a recognised licensing option, and is known to be a driver for RFID
technology adoption.

7. Security and privacy management

Participants should adopt a comprehensive approach to developing a security
and, where appropriate, aprivacy management strategy which should be
tailored to each RFID system and take into account the interests of all parties
involved, including individuals.

All RFID systems require the development of a security management strategy
which considers each ACA 1T £ OEA OUOOAI 60 1 EAA | PIATTETC
data processing and end of life) and each component of the system (tags and
readers, middleware, databases, network and baeénd components).

Not all RFID systems require a privacy management stegy. Such strategy is
required when an RFID system collects or processes information relating to an
identified or identifiable individual. An organisation which implements an RFID
system should conduct a careful analysis of whether the RFID information is
personal data €.g.name or personal identifier), or if the RFID information, while not
personal data €.g.object identifier), can be linked to an identified or identifiable
individual (e.g.at the point of sale). In both cases, the RFID system requires
privacy management strategy which considers each step of the RFID data lifecycle,
AAAE OOACA 1T &£/ OEA OUOOAI 60 1 EZAR AT A AAAE ATl
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8. Security risk and privacy impact assessments

Participants should conduct and periodically review acsgity risk assessment
and, where appropriate, a privacy impact assessment.

Security risk assessment and, where applicable, privacy impact assessment are
essential tools for managing security and privacy in relation to RFID systems. Such
assessments are neessary to determine the appropriate preventative and
mitigation measures to manage the risk of potential harm to RFID systems, to the
organisation, and to individuals in light of the nature and sensitivity of the
information to be protected. Security risk assessments and privacy impact
assessments should take into consideration the technology, the application and
operational scenarios, and consider the entire life cycle of the actual RFID tags
including those that remain functional even when no longer undethe control of the
organisation.

The privacy impact assessment of an RFID system should consider whether it is
necessary to collect and process information relating to an identified or identifiable
individual. It should also take into account the possiltity of linking data collected or
transmitted using RFID with other data and the potential impact those linkages
could have on individuals. This becomes even more important in the case of
sensitive personal data €.g.biometric, health, or identity credental data), as does
the issue of protecting the dataFinally, organisations could consider making their
privacy impact assessments public, as appropriate.

9. Technical measures to protect security and privacy

Participants who develop or operate RFID tewlogies and systems should
adopt technical security and privacy protection measures in the design and
operation of their systems.

A combination of technical and nortechnical safeguards is required to ensure
security and protect privacy in relation to RFID technologies and systems. Cost
effective technical measures embedding security and privacy protections can play a
significant role in reducing risks related to, and fostering trust in, RFID technologies
and systems A number of measures are either avible or under development €.g.
deactivation, authentication mechanisms, cryptography, data minimisation and
anonymisation). Further efforts towards their adoption should be encouraged.

10. Knowledge and consent

Participants who collect or process infornti@n relating to identified or
identifiable individuals using RFID should do so with the knowledge and, where
appropriate, the consent of the individuals concerned.

Individuals should be informed about, or, where appropriate, have the
possibility to consent to, the collection, processing, storage and dissemination of
RFID data relating to them. Their knowledge or consent should be based on an
understanding of the entire RFID data life cycle not just the initial transmission.
Governments should encouragelbparticipants to work towards a consensus on the
circumstances under which consent should or should not be required.

© OECD.2008



OECD POLICY GUIDANOHE RADIO FREQUENCYHENTIFICATION, 9

11. Privacy notices

Participants who collect or process information relating to identified or
identifiable individuals using RFID codlinclude more information in RFID
privacy notices than in usual privacy notices, given the invisibility of the data
collection.

In addition to information about the data collected, the purpose of the collection
and the right of access, privacy notices cddiinclude all or part of the following: i)
the existence of tagsii) their content, use and control,iii) the presence of active
readers, iv) the ability to disable tags andv) where to obtain assistance. Such
explanatory information would also help eduate the public about the new
technology. Research towards innovative notification practices, standardised notices
and technical means to improve user notification should be encouraged.

12. Transparency

Participants who provide functional tags to individualkr whether or not they
collect personal data®» should inform individuals about the existence of the
tags, any associated privacy risks, and any measures to mitigate these risks.

Participants who provide individuals with RFID tags that remain functional ad
could be read at a later stage, including by third parties, should have a general policy
of transparency about the existence of such tags, their content, any potential privacy
risks in presence of active readers, any measures to prevent or mitigate riskuch as
information on how to deactivate the tags, information on where to obtain
assistance, and any further relevant information. Furthermore, there should be a
possibility for individuals to disable RFID tags transparently, easily and without
extra cost. It is however recognised that there may be specific circumstances in
which it would be impossible or involve disproportionate efforts to provide such
ET £ Oi AGETTh TO0 EIT xEEAE EO xI Ol A 110 AA EI
the RFID devies.

13. Continued dialogue

Governments should encourage all participants to continue to work towards
better policies to enhance the economic and social benefits from wider
applications of RFID and effectively address outstanding security and privacy
issues.

A continued dialogue between all participants will enhance the economic and
social benefits from wider applications of RFID, and foster increased security and
privacy in RFID systems. The usefulness of such dialogue has already been
mentioned in areas such as awareness and information, standards, spectrum,

ET AEOEAOAI 06 ETT xI AACA AT A AT 1 OAT 6h AT A OOAT

the development, publication and adoption of good practices more widely, including
security and privacy practices, wold facilitate wider diffusion of RFID technologies
and help address concerns raised by their potential widespread adoption.

© OECD.2008
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14. Looking forward: monitoring evolution

Governments should encourage research and analysis on the economic and
social impacts othe use of RFID in conjunction with other technologies and
systems.

Because of continuous technical innovation and its impact on the economy and
society, monitoring developments and detecting trends early is essential to identify
new opportunities to be sezed, new challenges to be addressed, and to adjust
policies. Potential developments of RFID to be monitored include their combination
with sensor-based systems, their cros$order use, the convergence of these
technologies on the Internet, and their potetial pervasiveness.

© OECD.2008
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FOREWORD

This report was prepared by theLaurent Bernat of the OECI[Secretariat with the
assistance of Nick Mansfield, consultant to the OECinder the supervision of Anne
Carblanc The first draft benefitted from initial input from FrancisAldhouse,
consultant to the OECD. It includes comments and suggestions from OECD member
countries, business and civil society.

The report was discussed by the Wiking Party on Information Security and
Privacy in October 2007 and declassified by the Committee for Information,
Computer and Communications Policy on 1December 2007. It is published under
the responsibility of the SecretaryGeneral of the OECD.

© 2008 OECD/OCDE.
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Executive Summary

The deploynment of Radio Frequency Identification (RFID) in a large number of
application areas is promising. This paper introduces the main characteristics of
RFID technologies and focuses on the information security and privacy aspects of
RFID in the short term. ltwill be complemented by an overview of RFID applications
and an analysis of economic aspects of RFID carried out by the OECD Working Party
on the Information Economy (WPIE}. Later on, and based on both sets of work, a
common set of policy principles relaed to RFID will be developed.

This report represents the first step of OECD work related to sensdrased
environments. Follow-up work will address security and privacy issues raised by a
number of possible longerterm trends such as the generalisation obbject tagging
(pervasive RFID), of open loop RFID and of other sensors and sensor networks that
can monitor the environment.

A varied and complex technology

RFID is a convenient and popular term for a technology withague boundaries
and many facets. Radio-frequency identification is not always based on radio
frequency communications and identification is only one among the many functions
RFID technology can perform. Rather, RFID enables data collection with contactless
electronic tags and wireless trasmitters (readers) for identification and other
purposes. It can be seen as a first step towards sendoased environments.

Understanding the capabilities and limitations of RFID technology is essential
because the likelihood of several potential securityand privacy risks varies
according to the type of RFID technology used as much as according to the context in
which RFID is implemented. The paper therefore providebsasic information on
RFID technology, including elements regarding standards, hardware drsoftware
components, frequency ranges, modes of operation (electromagnetic induction or
radio-waves) and operation ranges.

Information security aspects

There are alarge number of potential risks to RFID tags, readers and tag
reader communication that mplicate each of the three classical dimensions of
security: availability, integrity and confidentiality. Examples include denial of
service, jamming, cloning, eavesdropping and skimming. Malware using tags as a

6. SeeOECD (2007bc).
7. DSTI/ICCP/IE/REG(2007)1.
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vector for dissemination has also been ideified as a potential risk. Tags and
readers are not the only components of RFID systems that require security
protection. Software (middleware), network and database components are also
subject to information security risks. RFID security risks are not theretical: a
number of vulnerable security products and systems, sometimes deployed at very
large scale, have been discovered by researchers or reported in the press. However,
many of these potential risks are more or less likely to occur depending on thgpe

of RFID technology usedd.g.eavesdropping is less likely when magnetic induction

is used because the operation range is very short).

Ensuring RFID security requires a mix of technical and netechnical controls to
prevent and mitigate risk. A numberof technical controls are available. However,
their degree of sophistication, robustness, complexity and cost varies. As a result,
there is no onesize-fits-all RFID security measure that would efficiently address a
given class of risks in all possible siations and at low cost. The development of well
tailored and innovative technical security safeguards for RFID may therefore be a
critical success factor for large scale deployment of RFID in many areas.

As mentioned above, not only do risks to RFID sysns vary considerably
according to the technology used, they also vary depending on the application
contexts and scenarios. Consistent with the OECI[Security Guidelines risk
assessment and risk management can help address the security of RFID systems. A
holistic approach torisk (e.gAAOAEOI 1 U AT 1T OEAAOET ¢ AAAE OOACA
planning, deployment, operation, data processing and end of lifeg and each
component of the systeny tags and readers, middleware, databases, baekd and
network components) is required to develop an overall security strategy. The risk
evaluation and management strategy help identify the necessity to strengthen
specific parts of the system in order to compensate for some weaknesses that cannot
be addressed directly.

Like any technology, adjusting RFID security to the appropriate level requires
striking the right balance between thevalue of the assets to protect, the possible
damages an attack could generate, and the risks. Key factors to consider include the
potential impact on privacy when information related to individuals is used.
Strategies to enhance the level of security include investing in more secure RFID,
associating RFID with norRRFID security controls or using other technologies than
RFID.

As RFID technoloy is still young and evolving, innovative and unpredicted
cracking techniques are likely to emergeReview and reassessment of RFID
systems is key for deciding where security investments should be made to deal with
evolving risks.

Privacy aspects

Potential risks to privacy are generallyimportant concerns for individuals and
organisations. Key characteristics and functionalities of RFID technologies have the
potential to offer benefits (e.g.convenience, expediting processes) as well as to
foster misperceptions and to impact privacy. RFID systems that collect data related
to identified or identifiable individuals raise specific privacy issues that should be
considered as a priority challenge to the adoption of the technology in a large

© OECD.2008
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number of areas. In nost cases, the potential invasion of privacy through the use of
RFID depends on both the technology used and the context.

Invisibility of the data collection may be the primary characteristic of RFID that
raises concerns. It is also a risk multiplier forthe potential privacy challenges
associated with the use of the technology. RFID might reveal to third parties
information about objects carried by individuals without their knowledge. It might
allow inferences enabling links to more information on the idividual and more
precise profiling : for example inferences made from multiple tags carried by an
individual or from sensitive data, such as biometrics in an unsecure RFID passport,
or from tagged medicines. Such a scenario would require the presence eaders in
OEA OACO8 AT OEOITI AT O AO xAll AO OEA AAPAAEC
I AEAAOOGSG OAC ET & Oi AGETT ETOT 1T AATET ¢cEOI AAOA
Likewise, tracking in real time or after the fact may be the primary functionality
of RFID that raises concerns. In pacular, because of the invisibility of the
technology, tracking of individuals could happen without their knowledge, if they
are provided with hidden tags or tags that are not sufficiently secured. In other
cases, tracking people could also be the objest of the RFID application €.g.
tracking children in an amusement park).
'TT OEAO AT 1T AAOT EO OEAO ET OAOI PAOAAT A | OI DA
and therefore multiply the collection and processing of personal information.
Pervasive RFID takingadvantage of interoperability —and ubiquitous Internet
connectivity is often described as an inevitable future, though there are currently
few examples of open loop systems.

In cases where RFID systems collect data which is associated with an identified
or identifiable individual, the OECDPrivacy Guidelines provide a useful framework.

When an RFID system processes personal dateansparency of the purpose of
the processing and consent of individuals are essential. Beyond basic data
protection information, privacy notices may usefully include further information
such asi) the existence of the tagsgj) their content, use and controljii) the presence
of readers;iv) the reading activity, v) the ability to disable tags andvi) where to
obtain assistance. Innovative means of informing individuals efficiently could be
explored. Continued stakeholder dialogue between stakeholders, across sectors and
in each of the specific application areas, would help clarify or reach a consensus on
what information to provide to individuals, the best means to communicate it to
achieve efficient transparency, as well as the cases where consent should be or not
be required.

Naturally, security safeguards are essential for the protection of privacy in
RFID systems.

The wide variety of technical configurations and use scenarios makprivacy
impact assessments a good practice for identifying and understanding privacy
risks and best strategies to mitigate them in a given system. As for security, because
RFID systems are often @amponents of broader information systems, it cannot be
expected that all privacy challenges can be solved at the RFID level. A holistic
approach to privacy management may be highlighted as a goodagtice. Such an
approach would consider all the componentsof the information systems involved,

© OECD.2008
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besides the core RFID components as well as the whole life cycle of the tag when it
remains functional beyond the reach of the data controller.

The choice of the RFID technology to be used in a system influences the
protection of privacy just as it impacts the security of the systeniPrivacy by design
or embedding privacy in the design of the technology and of the systems can
significantly facilitate the protection of privacy and foster trust in RFID systems.
Efforts to develop RFID privacy enhancing technologies are ongoing and could be
encouraged. Techniques such as data minimisation and anonymisation can be
applied to RFID. Strategies to provide incentives to industry and business for
designing and using RFID technolgies that include sufficient privacy protections
could be pursued. Nevertheless, as for security, privacy protection should not solely
rely on technical measures but rather on a mix of technical and nemechnical
safeguards.

Some parties do not associateag data with individuals yet provide them with
consumer goods tagged with functional RFID tags that they or third parties could
later read. It could be suggested that such parties take responsibility for either
deactivating the tag or providing informationto individuals regarding the presence
of the tags, the privacy risks associated to them and the means to prevent or
mitigate such risks.

Finally, and more generally, RFID is not well understood by individuals.
Increasing the level ofawareness and unders tanding about RFID, its possibilities
and limitations as well as benefits and risks, can contribute to reducing this
perception issue. It may also help individuals make appropriate choices and support
efforts by organisations to deploy privacy friendly sysems.

Conclusion

Security and privacy issues in relation to RFID infrastructures and related
software should be addressed by all stakeholders before widespread deployment of
the technology.

The OECDCSecurity Guidelinegprovide a framework for developing aculture of
security for RFID systems whether they process or not personal data. The OECD
Privacy Guidelineslso provide a useful framework for guiding the implementation
of RFID systems that collect or process personal data.

However, dialogue is still recessary to clarify or to reach a consensus on a
number of points, such ad) how to apply the concepts of personal data and data
controller, i) the nature of the information to provide to individuals and the best
means to communicate it to achieve effient transparency andiii) the cases where
consent is needed.

Several concepts and approaches reflected in the 20@&ecurity Guidelinesould
be adapted to support the implementation of the OECD privacy principles, reinforce
their effectiveness and help deglop a culture of privacy for RFID systems. They
include awareness raising initiatives, risk reduction methodologies €.g. privacy
impact assessments) and initiatives to integrate security and privacy protections in
the design of RFID technologies and sysns.
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Introduction

Background

The OECD Information, Computer and Communications Policy (ICCP) Foresight

&1 061 11 O2AAET &OANOAT AU ) AAT OEEAEAAOQEIT |2&
Considerati T 06 E1 | AOT AAO ¢nmuvh EECEI ECEOAA OEA
technologies as well as new privacy and information security challenges associated with

these technologies. It also signalled that RFID could be seen as the first illustration of

inteligentT AOxT OEAA OA7T 01 O OAAETTI1TCEAO OEAO xi OI A |
I £/ OEET cCO68 4EA OOA T &£ 2&)% EO AgbAAOGAA O1 A
OAAETT1TCEAG AT A O1I OEi AGAT U AT 1T OOEAOOGA O OA
throughwhicE Al i T 00 AOAOU AOPAAO T &£ AT ET AEOEAOAI 80O

be linked to an omnipresent, 24/7 global network.

Building on the interest generated in the ICCP Forum, further research on RFID was
included in the OECD 2002008 programme of wak:

1 The Working Party on Information Security and Privacy (WPISP) undertook
work on RFID and sensotbased computing within the broader context of
pervasive sensors and networks with a view to exploring whether OECD
Security and Privacy Guidelines would bechallenged by these new
technology trends, and

1 The Working Party on Information Economy (WPIE) undertook work on the
economic aspects of RFIB.

In October 2006, the WPISP discussed a preliminary report by the Secretariat
exploring information security and privacy issues raised by RFID, sensors and pervasive
networks technologies. It recognized that RFID and sensors are at two different stages
of development and deployment. Though RFID technologies are evolving and
progressing at a fast pace, they have alrédg reached a certain level of maturity and are
being deployed at small, medium and large scales in many countries, in several sectors
and for various applications. They already raise security and privacy issues. Other
sensor and sensor network technologieshat monitor environmental parameters and
communicate sensed data to other connected devices are less mature and generally
deployed on a much smaller scale for applications that rarely affect individuals. Their
widespread adoption is still to come, the aplications and sectors that will drive that
adoption are unknown, and the specific privacy and security issues they could raise are
speculative. Specific privacy and security issues raised by pervasive RFID are also yet to
come. Therefore, the WPISP agredtdat work in 2007 would address issues raised by
the use of RFID in the short term. Issues raised by pervasive RFID and other sensor
based technologies in the longer term would be addressed at a later stage.

8. OECD, 2007b and 2007c.
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This report on RFID, Information Security andPrivacy underscores the important
crosscutting nature of the security and privacy work of the WPISP. Identity
management, authentication and malware all have implications for RFID and other
similar technologies. For example, RFID tags can store importgrersonal data and be
linked to databases holding personal data. RFID tags are increasingly used to
authenticate people and can include biometrics or other authenticating information in
large scale identity systems such as passports or national identitaiels. Furthermore,
2&)$ OAcO AT OI A xAll AA OOAA AO AOOAAE OAAOI 0O
illustrates the continued importance of addressing security and privacy issues jointly
and in close connection with the evolution of new communicatns technologies and
applications.

Although their creation dates back to the Second World War, RFID technologies
have in a few recent years experienced a rapid evolution and broad implementation
throughout the economy. As intelligent sensor technologiesontinue to develop and

i AUh ET AT TEOT AGETT xEOE 2&)$0h AOAAGA AT O)Ii
impact of these technologies on the Internet and society be recognised. In this context,

the findings of this study will also inform the 2008 @# $ - ET EOOAOEAI 11T O4EA
OEA )1 OAOT AO AT 111 UO6S

Objectives and scope

This paper seeks to clarify the capabilities of RFID in the short term and to identify
the information security and privacy challenges raised by this technology, the
implications of which may not always be reflected in existing instruments or policies.
The OECDGuidelines for the Security of Information Systems and Networks: Towards a
Culture of Security (Security Guidelijeand the Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data (Privacy Guideljnesrve as a reference point
throughout the analysis. This paper aims at informing the further development of policy
guidance by the WPISP in this area, that will be provided in a separate document, jlyint
with conclusions of the paper developed by the WPIE on business and government
applications of RFID, economic impacts, and government policies to develop and diffuse
RFID and related technologies.

The first section of this paper aims to provide an undetanding of RFID which is a
broad and somewhat vague concept used to refer to technologies that enable data
collection, through use of contactless electronic tags and wireless transmitters
(readers), for identification and other purposes. The second sectio focuses on
information security and privacy issues related to RFID that are already present or
likely to be raised in a three to four year timeframe as well as on possible solutions to
address them.

Although RFID is seen as a subset of sendmsed compuiting, this paper does not
address this broader category that also encompasses other technologies collecting
information from the environment without tag devices. Nor does the paper examine
issues that may arise when RFID becomes ubiquitous, is used imanner that is not
anticipated today, or in connection with other sensotbased technologies. These issues
will be a topic for future work.
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1. Understanding RFID

RFID has been described as th®x i O1 A6 O 11 AAOGO 1T Ax OAAEITTITC
AAT AA OOAAAA AAAE O OEA pwtnO xEOE ADPDI EA/
identification of military aircrafts. The first commercial applications appeared in the
1960s in the area of electronic articlesurveillance to fight against product theft; an
application that is still very much used today. Advances in semiconductor
technologies led to significant improvements of the technology. Within the same
time-frame, commercial success of the marketed apphtions generated a dramatic
reduction of cost and an eveiincreasing interest from businesses.

There are many indications that the proliferation of applications using RFID
technology is only at its beginning. Figures provided by market analysts predict a
huge market increase over the coming decade. According to a Gartner study (2005),
OEA 2&)$ 1 AOEAOGSO OAOAT OA | EAOAxAOA AT A O A«
between 2004 and 2005 (representing USB04 million in 2005) and will be worth
USD3 billion by 2010. Research firm IDTechEx (2006a) predicts a global market for
RFID including systems and services of USIB.23 billion in 2016 (compared to an
estimated USLR.71billion for 2006) and a total number of tags delivered of 585
billion, 450 times the amount of 206. Benefits of RFID technology for business and
individuals are very promising (OECD, 2006a).

One important driver for market growth today is that of improving traceability
of goods in the supply chain in order to increase supply chain efficiency, redutheft
and fraud, and realise significant cost savings. In addition, many other types of RFID
applications have been reported, and the use of RFID technology is now common in
areas including passports, hospitals, transportation, ticketing, libraries, musens,
counterfeiting, baggage tracking in airports and livestock tagging. With such
widespread adoption, it is likely that RFID will affect business and government
processes, as well as the lives of individuals and consumers. As stated by the
European Artide 29 Working Partyyj ¢ tmuv Qh OOEA OPAAEAZEA £AO1 AOET
can deliver in different sectors is also increasing and its possibilities are just
AACETTEI ¢ O Ai AOCAd s

The use of RFID in the global supply chain requires a high degree of
reengineering of complex business processes and it is not expected that RFID will
become ubiquitous in the shoriterm at a level that would considerably impact
society (e.g.item-level tagging or generalised usage of RFID after the point of sale,
etc.). However, it isikely that the number of RFID applications will increase in many

9. The Article 29 Working Party is the independent advisory body on data protection and
privacy in the European Union. It gathers representatives from European data protection
authorities. It was established by the Article 29 of the European Directive 95/46/EC.

© OECD.2008



RADIO FREQUENCY IDEICATION (RFID): AOCUS ON INFORMATIGECURITY AND PRIVA‘ZQl

different areas, as the aforementioned figures suggest, and that the technology will
evolve, enabling new applications.

One of the main findings of the ICCP Foresight Forum on RFID in OctoBé05
was that privacy and security are key challenges to the widespread adoption of RFID
that need to be addressed. Understanding the technology, its capabilities and
limitations, helps prevent understating or overestimating these risks. This section
provides a general and conceptual overview of the technology, the characteristics of
tags, readers and the environment in which RFID technologies operate.

A broad concept for a complex technology

RFID is a convenient and popular concept to qualify a tesology with many

AAAROO8 4EA ADOORODEAU YRAKAEGEALZEAAOETIT 6 OAEAOO

the technology:i) a technical aspect: radiefrequency andii) a particular function
enabled by the technology: identify objects, animals or people carng or embedding

a tag. In so doing, the term RFID can be misleading: RFID communication is not always
based on radiefrequency communicationsz it can use electromagnetic inductionz
and RFID can be used in contexts in which identification is just one furmn among
others. For example, RFID enables tracking, a function that has considerable economic
and social implications. Further, some RFID tags can write data received from a
reader onto their memory, as do some tags equipped with sensors to monitor
environment conditions such as light, sound or temperature.

RFID would be better described as a technology that enables data collection with
contactless electronic tags and wireless transmitters (readers) for identification and
other purposes. Such a broadefinition does not necessarily reflect the terminology
used in international standards. Nonetheless, it grasps the breadth of RFID

As described below, other factors cloud a clear definition of RFID. For example,
different types of technobgies may be called RFID, either because they are based on
radio communications, or operate in the usual RFID frequency range, or perform
similar functions. Sometimes, businesses associate the technology, products or
OAOOGEAAOG OEAU EIi bl AdrohymGor matkétieg o gublic idayg& ) $ 06
purposes and this can skew public perceptions.

Understanding technology capabilities or limitations helps avoid unreasonable

RFID includes a software dimension with, for example, milleware components,
back-end applications, communication protocols, etc. This dimension should not be
neglected for a good understanding of the technology. However, the specificity and
novelty of RFID lies in its hardware component €.gRFID tags, reades and

For a more detailed understanding of how the technology works, see, for example,

1.1
technologiestt
fears or unrealistic expectations.
10.
Finkenzeller, 2003 and Lahiri, 2005.
11.

For example, systems based on ISO 14443 standards are oftert oalled RFID systems by

AogDAOOO AOO O#11 OAAOI AOGO ET OACOAOAA AEOAOEO AAOAO
(T xAOAOh xEAO AOAOUAT Au AAI 1O OF AAU Al 02&) $

distinctions are very subtle for the general public.
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electromagnetic communication) which are governed by the laws of physics, like any
other hardware components. This is a major difference with software technologies,
such as data mining for example, which are governed by rules developed by engineers
in the form of standards and as such, are mostly limited by their imagination.

The experience of information technology has been that many limitations are
transient and overcome through new technological developments. For most
information technologies, engneers have not yet approached theoretical limits, as
exemplified by the Internet. This suggests that RFID technologies will also experience
technological progress, that the current limitations of RFID technology will diminish
and that some technology feaires that are limited and therefore acceptable today
will, sooner or later, face technological breakthroughs that will remove these
limitations. Tag and reader size, along with communication range are typical
examples. Admittedly, technologies will contine to evolve, but the laws of physics will
also continue to set theoretical limits on what the technology can and cannot perform.
It is therefore important to understand where these boundaries set by laws of physics
lie. Clarifying what characteristics of RID are subject to technological evolution or not
helps define adequate policy and may remove obstacles to acceptance by individuals
without impeding innovation.

For scientists and other technical experts, RFID is an information technology
defined in many standards. For example, the set of standards adopted by the
International Organization for Standardization (ISO) is considered by some to be
2&) $80 | AE® Sew@hlmkhé Aanlidkdd apply to RFID, the list of which
evolves continuously!3

Some techmwlogies are occasionally presented as alternatives to RFID. One could
OEAx OEAOGA AO OAOEAOQEI-2 &) §o/8 OFEHA UATHITARIDOHA 1T.04,
Communication (NFC), RuBee, ZigBee, Wi Ultra Wide Band (UWB) and innovations
OOAE AO (0610008 Al BOUA3IDPAE 6.§RBR) a@Adflyl 1 1T CEAO j
standardised. Others €.9.NFC) are not identified as RFID by their promoters for
reasons that may include public perception considerations. Yet otherg.g.Wi-Fi) are
related to RFID from a funtional perspective rather than a technical oné4

12. ISO standards include thair interface standards for item identification (ISO 18000 series)
and the closecoupled, proximity and vicinity contactless cards standards (ISO 10536,
14443 and 15693). Several other ISO standards are applicatieapecific, sutt as animal
tagging standards (ISO 11784, 11785 and 14223) or the automatic freight container
identification standard (ISO 10374). ISO standards often relate to different data structures
OOAARh OO0 A#&a model f& Esk of @adio frequency identifier2 &) $q ET 1 EAOAOQOEAO
currently under development (ISO/NP 28560), or) 3/ p wnigpeaidentification for RF
OAcOo6 Al A -thaicrdiaied SO i@ datds@ehimann, 2006; Rees, 2004).

13. Annex | provides a brief nonexhaustive overview of RFID standrds.

14, Annex Il provides an overview of the capabilities of these technologies.
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1.2.

Figure 1. RFID standards, from the core to the boundaries of the concept
See Annex | and Il for the references of the standards

Quasi-RFID

Application
standards

RFID standards

1ISO 18000
Air interface for item
identification

1SO 10536, 14443
and 15693

EPCglobal
Framework

Near Field Communication

Hardware components

Tags andreaders are core hardware components of an RFID system.

1.2.1. Tags

Tags, also called transponders, can be classified according to a number of
characteristics. A distinction is usually made between passive and active tags.
Memory capacity and reaewrite capability are also useful distinguishing factors.
Tags of the future will certainly introduce new possibilities. Tags should not be
confused with the objects to which they are attached or in which they are
embedded.

1.2.1.1. Passive or active tags

Passve tags do not have an internal source of power and cannot send outbound
signals without receiving energy from a reader. They use an incoming radio
frequency signal to power up an integrated circuit and transmit a response. Their
antenna must be able to bth receive power from an incoming signal and transmit
an outbound signal (see below). They can be as small as 0.15 mm (Figure 2, picture
on the right) and as large as a postcard, depending to a large extent on the size of
their antenna. Their lifetime isalmost unlimited: they can be reactivated years after
being manufactured. Systems operating in the Low Frequency (LF) and High
Frequency (HF) bands are passive systems. Systems operating in the Ulttigh
Frequency (UHF) and microwave frequency bands carelpassive or active systems.
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Figure 2. RFID tags
Left: Item level passive tag

Source Left: Metro Group Future Stoe website, right: Hitachi.1s

Unlike passive tags, active tags have their own energy source, to power the
integrated circuit, which generates an outgoing signal. Compared to passive tags,
this additional energy provides active tags with several advantageand has several
consequences, in particular (QED Systems, 2002):

T

Signal strength active tags can receive very low power signals from the
reader. Passive tags require very strong signals from the reader, up to 1 000
times the power level necessary for atte tags, and the strength of the signal
they return is very low.

Initiation of the communication passive tags require a reader to first send a
signal in order to communicate. Active tags can initiate the communication.
For example, active tags can be pgrammed to send data€.g.environmental
sensor data) at specific times or when external events occur.

Tag-reader distanceis shorter for passive tags than for active tags. Tags can
be read from a few centimetres away, to a few meters for passive tagsdaip
to hundreds of meters for active tags. Reader distance depends on various

AAAOI OO ET Al OAET ¢ OEA AT OAT1 A0 OEUAS

of a passive tag, 16 times more power is required from the reader. By
contrast, doubling the readirg distance of an active tag only requires four
times the power, since active tags benefit from their onboard battery.

Environmental sensors passive and active tags can be associated with
sensors to monitor the environment. However, passive tags can onlyse
their sensor capability when a reader is sending a signal. By contrast, active
tags can continuously monitor the environmentregardless of the presence of
a reader field store sensor data and timestamp information, and send it to a
reader at a specif time or when requested.

Read/Write capacity technology is available to enable passive and active tags
to store information sent by the reader. However, energy constraints
typically limit data processing features for passive tags which, in addition, do
not usually feature large memory space. Data processing capabilities for
active tags can include the use of more complex protocols, which limits, for
example, transmission errors.

15.

© OECD.2008

The Hitachi chip is capable of transmitting a 128 bits (18) unique ID number. It was used
in the 22 million tickets issued for the 2005 World exposition with a 0.001% inidence of
ticket recognition error. Seewww.hitachi.com/New/cnews/060206.html .
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/T OEA 1T OEAO lifetinke & imitedd AoGHatdAthed Ba@ed/Gwhich itself
depends on how often the tag is requested to process and/or send informatic.
Last, but not least, active tags arkrger and more expensivéhan passive tags’ It is
anticipated that in order to realise the full potential of itemlevel tagging, and thus
enabling RFID to become more widespread, tags must become much cheaper than
the current pricing. Some experts estimate costffective tags will enter the market
in a couple of years, and will have a major impact on the efficiency and ecomp of
the retail industry.

1.2.1.2. Tag Memory capacity
Another distinction between different types of tags can be made according to the

i Ai T ou AAPAAEOU 1T &£ OEA OAC60O AEEDP8 4UDEAAI
identification tag is 64 bits to lkilobyte. More expensive tags, typically active tags, can

hold more than 128 kilobytes!® Basic itemlevel tags used for iterdevel retail tagging

OO0O0AI T U ETTA we AEOO jpg AUOAOQ 1T &£ AAOA OOAEA
identifier.1¢ Passport RFID tagsd PEAAT 1 U OO1T OA OEA OOAOGAI 1 AOEO A
optionally, iris data and/or fingerprint) and passport data into a 32 kilobytes memory

chip.

1.2.1.3. Tag memory capability
Readl T1 U OACO AOA OAOOT AAd 11 AA fredddsSbyET £l Of AQEI
readers but cannot be overwritten or erased. However, data stored in reaslrite tags can

be read, modified and erased by readers. Some critics find this to be a mislabelled term as
readers have in this case the capability to both read and weit

Readonly passive tags with low memory capacity are welbuited for item, case or
pallet-level tagging of goods. When the chip only stores a unique identifier, all other
information associated with the item can be stored in databases. Therefore, thislgmn
does not require being able to write onto the chip, but instead, requires a connection to
the database when information beyond an item number is needed at a given collection
point in the supply chain. Different chips used in different contexts canalte much more
memory capacity and read/write capacity. This can be useful, for example, when no
connectivity to a database is possible or desirable, when the tag is-used, or for
applications with purposes beyond simple identification (FTC, 2005, p.7)oFexample, to
contain an upto-AAOA EEOOT OU T &£ A DPAOGEAT 680 AT AU OAI b,
would need to have read/write capability. Finally, some chips may be hybrid, offering
some memory space for reaghnly operations and some memory space fordth reading
and writing.

16.
17.
18.

19.

In some configurations, an active tag could live up to 10 years on its battery.

EURS to hundreds of EUR &rsus under EURD.50 for passive tags (IDTechEx, 2005).

pcy EEITAUOAO 1 AU OAAI OAOU Oi ATl AiiTDPAOAA O1 OI.
players. However, the first version of the IBM PC launched in 1981 was shipped with only

16 kilobytes memory expandable to 256.

See Annex IV for a description of EPCglobal electronic product code structure.
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1.2.1.4 AutoID Labs/ EPCglobal classification of tags

The AutoID Labs and EPCglobal have developed a tag classification. This
classification has been refined with time (Table 1) and is often referred to in
literature on RFID.

Table 1. Auto-ID labs RFID tags class structure

Class Description

0 ID only, programmed at fabricator; readonly in the field
ID only, Write Once, Read Many (WORM) in field
Class 1, plus additional user memorgnd/or encryption
Class 2, plus battenyassist and sensors
Active (battery-powered) tags
Class 4, plus reader capability

QR [WIN|F

Source. EPCGlobal

Table 2. Differences between Active and Passive RFID technologies

Passive RFID Active RFID
Tag Battery No Yes
Tag Power Source Energy transferred from the reader Internal to tag
Availability of Tag Power Only within the field of an activated Continuous
reader
Required Signal Strength High (mustpower the tag) Low (only to carry information)
from Reader to Tag
Available Signal Strength Low High
from Tag to Reader
Communication Range Short or very short range (3m or less) | Long range (100m or more)
Tag lifetime Very long Limited to battery life (depends on
energy |ving strategy)
Typical tag size Small Large
Multi -Tag Collection - Collects hundreds of tags within 3 - Collects 1000s of tags over a 2800
meters from a single reader m2 region from a single reader
- Collects 20 tags moving at 8 Km/h or | - Collects 20 tags moving at more
slower than 160 km/h
Sensor Capability Ability to read and transfer sensor Ability to continuously monitor and
values only when tag is powered by record sensor input; data/time stamp
reader; no date/time stamp for sensor events
Data Sorage Small read/write data storage (Bytes) | Large read/write data storage
(KBytes) with sophisticated data
search and access capabilities
available
Typical applications Rigid business process, constrained Dynamic business process,
asset movement, basic security and unconstrained asset movement,
sensing. security/sensing, data
Simple cargo security (one time tamper | storage/logging
event detection), substantial business | Intermodal container, rail car
process impact. Area monitoring, high speed multi
Individual item tagging, luggage, boxes,| tag portals, sophisticated cargo
cartons, pallet, printed labels security applications (continuous
tamper detection, date/time stamp),
electronic manifest
Cost Low (below 0.5 EUR) High (above 5 EUR, up to hundreds)
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Souce: adapted from QED Systems, 2002.

1.3.

1.2.1.5 Future tags

Research continues in the area of RFID tags. For example, some analysts predict
large success for chipless RFID tags, which do not contain a silicon chip and can be
printed directly on products and packaging at very low cost (IDTechEx, 2006b).

1.2.2. Readers

2AAAROOR xEEAE AOA | mieAbdbmplénichtinAditagdant OAOOI CAO
can be as technically diverse as tags. In a basic scenario, a reader sends a pulse of
AT AOcU OO01 OEA MAC OEAA GACBARA OAODPI T OA68 4EA OF
OAT AO AAAE A OAOPTI 1T OA OEAO AT 1 OAET O OEA OAGCGC
ET &£ Oi AGET 18 )1 OEIiPI A 28&)%$ OUOOAI Oh- OEA OAAA
off switch. In more sophistA AOAA OUOOAI Oh -fédudncy Qignal&dhO6 O OAAEI
contain commands to the tag, instructions to read or write tag memory, and even
b A O O x RoQHe @a&dér can emit the signal permanently, thus always searching for
tags present, or the signal can be ggered by an external event such as an operator
switch, to save energy and minimise interferences.

2AAAAO08 OEUAO AAPATA 11 1T AT U DPAOAI AOGAOO Al
that of a personal assistant or personal computer (Figure 3). Readers can embed
GPS capabilities and connectivity to information systems and networks. The cost
varies from USDL00 to USDL 000 for readers of passive tags to USDO0O to
USD3 000 or more for readers that communicate with active tags over long
distances (RFID Journah.d.).

Figure 3. RFID readers
Handgun type reader (left), computer style reader (centre) and ultra smaRFID reader (12 mm x 12
mm X 2 mm) (right)

SourcesIntermec (left), Alien Technology (center) and Innoision (right).
Electromagnetic communication
The transmission of information between tags and readers relies on the laws of

electromagnetism. The laws of physics that apply to RFID are the same as those that
apply to any radio system: to operate,he receiver on the tag and reader must be

20.

Garfinkel, 2005, p.20.
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able to detect a signal transmitted by the respective reader or tag above the level of
background environmental noise.

Designers, developers, vendors and operators of RFID systems must contend
with a large number of parameters for the systems to be operational. Frequency of
operation and the physics of energy and information transmission are critical to
2&) % OUOOAI 66 #&O1 AGETTEITC8 |/ OEAO EI DT OOAT O £
interferences, reflection, absoption and mode of communication (half or full
duplex). All these elements determine the range of operation of a system.

1.3.1.

Each RFID system operates within a given frequency range. The frequency range
in which a RFID system operategletermines key capabilities and limitations in the
system, summarised in Table 4 below. For example, the higher the frequency, the
shorter the wavelength and the harder for a radio signal to go around or through
obstacles to reach a receiver. Some of theimitations are interwoven with other
technical characteristics introduced below.

4EA OAOI-& OBANORETAUOG
within the radio frequency spectrum?21

Frequency range

O0AA ET 2&)$ OAEAOO Oi

Figure 4. Electromag netic Spectrum Ranges, Frequencies, Wavelengths and energies

CLASS FREQUENCY WAVELENGTH | The first column (colored) on | Radio waves:
300 EHz 1 pm the left represents the | EHF = Extremely high
¥ 130 EHz 10 pm frequency ranges. frequency (Microwaves)
HX i3 EHz 100 pm SHF = Super high frequency
SX 300 PHz 1 nm Legend: (Mlcrowaves).
130 PHz 10 nm r E " All A OAU( UHF = Ultra high frequency
EU'..,»'_E3 PHz 100 nm HX = Hard Xrays VHF = Very hit frequency
L= 100 THz 1 wm SX = Soft >Rays HF = High frequency
NIR H EUV = Extrene ultraviolet MF = Medium frequency
EEE-:SI] Thz 10 pm NUV = Near ultraviolet LF = Low frequency
FIR {3TH: 100 pm Visible light VLF = Very low frequency
M EHF 300 GHz 1 mm NIR = Near infrared VF = Voice frequency
£ SHF E:uGEIHz : :“" MIR = Moderate infrared ELF = Extremely low
2 z m FIR = Far infrared frequenc
§ 3uu MHz |1 m areney
130 MHz 1 dam Audio frequency : 20 Hzz
t% 3 MHz 1 hm 20 KHz
o LF {300 kHz 1 km
g YLE 30k 10 km
[nd JF i3 kHz 100 km
v ELF E3IZIIZI Hz 1 Mm
—30 Hz 10 Mm

Note: EHF and SHF are sometimes considered to be not part of the mdpectrum and form their own
microwave spectrum. The radio spectrum is between 9 KHz and 300 GHz.

21.

The electromagnetic spectrum is the range of all possible radiations (see Figure 4). The
radio frequency spectrum is a portiom of the electromagnetic spectrum in which
electromagnetic waves can be generated by alternating current fed to an antenna. Radio or
electromagnetic waves consist of oscillating electric and magnetic fields generated by an
antenna supplied with electric curent. The distance between two consecutive waves is
called the wavelength. The number of complete oscillation of wavelength (cycle) in a
second is represented by the frequency, measured in hertz (Hz), kilohertz (KHz),
megahertz (MHz) and gigahertz (GHzJzor example, 132 KHz = 13R00 cycles per second.
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Governments have regulated and managed radio spectrum use in terms of
operating frequency and power since thesarly days of radio communicationg? One
objective of such regulation is to share limited radio spectrum resources. Another is
to minimise the interference that may be caused by one radio system to another. For
example, it is important that RFID systems a not interfere with radio and
television, mobile radio services (police, security and emergency services), mobile
phones, as well as marine and aeronautical communications. As noted below (1.3.3),
for health and safety reasons, regulation also limits powdevels.

Table 3. Frequencies and regions

Low Frequency (LF) 125 7134 kHz in Canada, Europe, Japan, and the US
30-300 kHz

High Frequency (HF) 13,56 MHz in Canada, Europe, Japan, and the US
3-30 MHz

Ultra-High Frequency (UHF) 433.057 434.79 MHz in most of Europe, US, and under
300 MHz3GHz consideration in Japan

865 7 868 MHz in Europe

866 7 869 and 9237 925 MHz in South Korea

902 7 928 MHz in the US

918- 926MHz in Australia

952 7 954 MHz in Japan, for passiveags starting in 2005

Microwaves 2400 z 2500 and 5.725z 5.875 GHz in Canada, Europe, Japan a
2-30 GHz the US

Source US Department of Commerce, 2005b.

RFID systems operate at Low Frequency (LF), High Frequency (HF), Ultra High
Frequency (UHF), and Miawave frequency ranges. Unlike some radio
communications systems that operate at licensed frequencies (such as mobile
telephony or television), RFID systems operate at specific unlicensed frequencies
that are not fully harmonised internationally, in particular in the UHF and
microwave ranges. Different frequencies for RFID in different regions can be
challenging for those who advocate the deployment of global RFID applications,
although technical solutions can cope with a certain level of divergence of
frequencies (See Table 3).

1.3.2. Electromagnetic induction and radio waves

A conductor supplied with electric current radiates energy in the form of radio
waves. It also produces a magnetic field around it that can be used to generate
electricity by induction. Induction is the creation of electric current in a conductive
material (usually a coil) presented within a changing magnetic field. To transmit

22.

The first international discussions on the regulation of radio communications took place in
1903 in Berlin. The first radio conference took place in Berlin in 1906.

© OECD.2008



30 Z RADIO FREQUENCY IDENICATION (RFID): AOCUS ON INFORMATIGBECURITY AND PRIVACY

energy and information to a remote device, RFID systems operating at Low
Frequency and High Frequency relylo Al AAOOT I ACT AGEA ET AOD
AT OPIET ¢c6Qq AT A 2&)$% OUOOAI O T PAOAOET ¢ A
radio waves (or radio communications)?3

OE
5( &

A
o

Induction and radio waves are two radically different, but related, physical
phenomenon that were discovered by a number of scientists in the ¥9century. For
RFID engineers, they correspond to two very different engineering areas with
different capabilities, limitations (e.g.operation range) and challenges to address
(e.g.interferences, absorpton, health issues, etc.). A communication system based
on induction cannot be transformed into a radio communication system just by
changing the frequency of operation and the size of the antenna. There is no simple
method to go from magnetic induction to radio wave propagation without
reengineering the whole system. In the same way, there is no technological link
between an oil lamp and an electric lamp, even though they perform the same
function of providing light. They are not the same technology; theface different
constraints and do not produce the same light.

1.3.3. Power level

The signal transmitted by readers and tags using radio waves is transmitted at a
certain power level, measured in watts. The higher the transmitted signal power in
the direction of the receiver, the greater the probability that the receiver will be able
01 AAOAAO EO ACAET OO OAAAECOI OT A 11T EOAG68 (1 xA
pose increasing threats to human health: radar, for example, usually operates at
very high erergy levels and can be dangerous to a person directly in front of an
antenna. High power levels also increase the risk of interference with other radio
sensitive equipment. Government regulation in all countries imposes limitations on
power levels to safe@ AOA DAT b1 A0 EAATI OE AT A DPOAOAT O E
induction systems obey the same rules, although in practice short operating distance
compensates low power coils on readers.

23. Induction provides for the operation of electrical generators, induction motors and
transformers. The induction phenomenon appears in the area between a reader antenna
and less than one wavelength of the radifrequency wave emitted by a reader antenna. In
the RFID context, this regiorE O 1 A£O0AT AAIT 1T AA O1 AAO AEEAI A8 " U ATl
radio communicationsystem takes place using propagation of radio wavegst like for a
television, mobile phone, radar, and other radio communications. The region in which such
propagaton P ADDAT O EO 1T £0AT AAI 1T AA OFAO AEAI A6 § AO 1 DbI
a magnetic induction phenomenon would take place). Consequently, induction RFID is
Ol i AGEI AO OAOI AA O1 AAO EEAT A OAAETT1Tcuse AT A OAA
technol 1 cU68 (1T xAOAOh AT 1T OOAOU Ofi xEAO OEEO OAOoI
distinguishing factor is not the range of operation, but instead, the physical phenomenon
that is taking place. Neither does it mean that communication based on electromagnetic
inducton AAT OAEA bi AAA ET OEA xEIT A O1AAO EEAI Ad6 AOR
actual communication range of electromagnetic induction systems to a much shorter
OOAOCAO 1T £/ OEA OEAT OAGEAAT O1 AAO ZEEAI Ad6s -1 O0A 1T1
induction and radio waves RFID i.angheinrich, 2007.
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1.3.4. Antenna

Tag and reader power level can be considerably enhancég the nature of their
antenna and in particular its design and orientation. Low gait antennas emit
radiations in all directions equally (omnidirectional). High gain antennas radiate in
particular directions (unidirectional) with a longer range and better signal but must
carefully be aimed towards a particular direction. When either the transmitter or
the receiver is in movement, it may not be practical to use directional antennas at
both ends of the communications link. Antenna design and orientation also
influences tag and reader sensitivity?

4AC0O8 AT A OARAAAAROOGE AT OATT A OEUAO AOA Al Oi
radio wave RFID system&é In general, electromagnetic induction tags require a
smaller antenn&? than radio wave systems. In some case radio tags are sold
without an antenna and the size indicated by the manufacturer does not always
reflect the size of the actual complete operational tag on an objegt.

1.3.5. Interferences, attenuation and reflection

As noted above, communications dRFID systems can interfere with other RFID
systems, in particular when the transmission power is high. Inductive coupling
systems are less susceptible to interference because of higher signal attenuation
(see below 1.3.7).

Low frequency signals penetratdiquids more easily because longer wavelength
is less susceptible to attenuation. Therefore Low Frequency and High Frequency
systems are better suited for tagging objects in environments containing water (like
humans or animals). Metal stops radiofrequeng signals and reflects them, creating
interferences. Progress is being made regarding the management of interferences

24.

25.

26.

27.

28.

Gain, measured in decibel or db, is a measure of performance of an antenna in a given
direction. It is expressed as a value relative to a theoretical reference antenna called

OEOI 001 PEA AT OAT1 Ad68

Reciver sensitivity depends on the antenna gain and orientation, as illustrated by
OZFZEOEATT A6 AT A PAOAAITEA AEOE AT OATTAOG OOAA EI
(and importantly their relatively small antennas) is sometimes more difficult to ontrol

than that of a television antenna. Often, tag and reader form factor is designed so that the

user orientates the tag or the reader properly €.g.tags in smart card and gun type

readers) to compensate reading difficulties in basic systems.

Radio wave propagation requires antenna systems that are typically half a wavelength of
the operating frequency in size: 150 cm at 100 MHz, 15 cm at 1 Ghz, 5 cm at 2.5 GHz, 2.5
cm at 5.8 GHz.

A

OA

4EA OAT OATT A6 T A# Al ET AOAOEOA AdcOdéoEithaga AT i1 OT EA

generates a magnetic field, as in a wire electrical transformer.

The Hitachi pChip tag in Figure 2 (pictured on the right) does not include an antenna
(Hitachi, 2003).
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created by metallic environments. Low frequency magnetic coupling systems can
communicate in a metallic environment under certain conditios 2°

A wide variety of error-correcting coding techniques can be employed to try to
mitigate the effects of noise. The greater the complexity of noise avoidance,
mitigation and reduction techniques in data channel engineering, the greater the
cost.

1.3.6. Half or full duplex communication

The level of sophistication of the communication depends on whether it is
happening in half duplex or full duplex mode. In half duplex, the sender transmits a
complete message and does not know if the message has beeneived until the
receiver switches over and replies. In full duplex, both ends of the communication
channel are sending and receiving at the same time, enabling rdahe
communication channel management and more sophisticated protocols. However,
sophisticated protocols require more data processing capabilities on the tag side,
which implies an increase in power consumption and a higher cost.

1.3.7. Range of operation

Two sets of laws limit the operation range of RFID systems: laws of physics and
laws of governments (frequency and power regulations). Laws of physics can be
expressed according to:i) the physics theory as expressed in mathematical
equations; ii) experiments made in laboratory conditions andii) experiences in an
uncontrolled, real life environment. Depending on which of these three frames of
reference is used, assessment of the operating range of RFID systems can be very
different.

Ranges of operations resulting from controlled laboratory conditions are
typically larger than ranges obtaned in real life conditions. But they sometimes
require settings that would be practically difficult to deploy in real life conditions.
For example, an unrealistically heavy and large coil would be necessary to generate
a large magnetic field capable ofdivating a High Frequency tag placed only a few
meters away. In addition to complex engineering challenges, cost considerations
play also a key role in the availability of equipment operating at enhanced operation
ranges. Research is making progress an@st is evolving so that one may expect
operation range to improve with time, within the boundaries set by the laws of
physics.

The main factor to consider with regard to the range of operation of RFID
systems is the type of technology used: communicatiobased on electromagnetic
induction is associated with a shorter read range compared with radio
communication2° In addition, the range of operation of RFID systems depends on a

29.

30.

Information regarding the use of UHF tags in water and metal emanments can be found
in Desmons, 2006.

Radio signal strength quarters every doubling of the distance travelled. The signal strength
in magnetic induction is divided by eight every doubling of the distance travelled. See
Langheinrich, 2007.

© OECD.2008



RADIO FREQUENCY IDEICATION (RFID): AOCUS ON INFORMATIGECURITY AND PRIVA‘ZB3

number of factors including transmission power, receiver sensitivity, antenna ga

and orientation, and interference. Naturaland mad AAA O1T 1 EOA6 ET OAOAEAOAIT
an important role in radio communications: when distance increases, the level of

natural noise remains stable, while the signal strength diminishes. Eventually, the

overall noise level prevents detection. The communication range can be further

shortened by additional marmade noise in the vicinity of the receiver.

Figure 5. Typical behaviour of the magnetic field strength versus di  stance (example), for a

transmitting antenna with a diameter of 0.8 m.

1

06 - \ |
\

04 N _

distance

Source AIM Frequency Forum, 2000.

Following ISO standards terminology, inductive coupling systems are sometimes
divided into proximity and vicinity systems. Proximity cards$! are intended to be
used in the 10 cm range€.g.for use with a vending machine) and vicinity card®
inside the 1 m range €.g.for opening a parking door without rolling down the car
window; ICAO standard for biometric passports mandates the use of ISO proximity
cards standard).

Figure 6. Range of operation

Communication range
Frequency System 3cm 10 cm 30 cm im 3m 10m > 10m
Band type
LF Passive I

ISO 14443
HF ISO 15693
Passive
Microwaves - |
Active |

Typical versus theoretical range attainable in a controlled environment

Source Atmel Applications Journal2004.

31. ISO 1444.
32. ISO 15693.
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Active UHF and microwave tags have a considerably longer range of operation
than passive tags, since the battery provides more power than what can be drawn
from the radio wave signal.

In passive radio systems, the reader to tag signal is usually more powerful than
the tag to reader one and can be detected or received over longer distes (see
section 2.1. Information Security).

1.3.8.

The table below summarises and compares the limits of RFID according to
frequency range. It also provides examples of different application areas in which
either electromagnetic induction, or radio wave RFID, is likely to be found, as a
consequence of the characteristics of each technology.

Summary table

Table 4. Characteristics of RFID technologies

Parameter Low frequency High frequency (HF) | Ultrahigh Microwave
(LF) frequ ency
(UHF)
Frequency range | 30-300 kHz 3-30 MHz 300 MHz3GHz 2-30 GHz
(see Table 3 for
precise range per
country)
Transmission of Electromagnetic | Electromagnetic Radio Waves Radio Waves
energy and data | Induction Induction
Reading range for | Typical : 20 cm. Typical : 20cm 433 MHz : 100 m| Typical: 3m

passive tags

Maximum: 1.2 m

Maximum: 1.2 m

max

Maximum: 10

(approx) 865-956 MHz : | m.
0.5to5m

Moisture no effect no effect negative effect negative effect
Metal negative effect negatve effect no effect no effect
Aiming of not necessary not necessary sometimes necessary
transponder necessary
during reading
Typical glass tube smart labels, smart labels, large-format
transponder transponders, industrial industrial transponders
shapes transponders in transponders transponders

plastic housings,

smart cards,

smart labels
Typical access and route | laundry cleaners, palette tracking, | road pricing,
application areas | controls, brakes, | asset management, | container container

laundry cleaners, | ticketing (ski, events, | tracking tracking,

gas readers, public transport), production

animal ID, car tracking and tracing, control

immobiliser

multi -access, library
management,
passports, payment
card

Note: the influence of metal and liquidsvaries depending on the product. Reading range for active tags varies
considerably according to the technology used.

Sourcesadapted from BSI, 2005, p.23; Dressen, 2004; Metro Group RFID@Metro web site; Ward, 2006.
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1.4.

Software and network components

RFID tags and readers are often components of a broader RFID system, which, in
turn, is a component of an enterprise information technology infrastructure, often
interconnected with other information systems and networks, including via the
Internet. Three types of RFID systems can be considered according to their level of
connectedness with other systems:

i Standalone systems, not connected to other information systems and
networks, including within the organisation.

1 Closedloop systems that track objects hat never leave the company or
organisation.

9 Openloop systems that involve multiple partners, like a retail chain and its
suppliers.

1O T ATOETTAA ET OEA / %#$ DAPAO 11 02&)3%$qd $OI

#1 1 OE A A% AtheE infor®aiion infrastructures associated with RFID, in
particular with UHF RFID, will increasingly be accessed across IP networks, private
intranets and the public Internet.

AEA TITOEITTO 1T £ 02&)% OUOOAI G TO 02&) 5%
components included in such sstems and networks are RFID s