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FOREWORD

Addressed primarily to policynakers, this report has been developethe course of 200y the
OECD Working Party on Information Security and Privacy (WPISP) in partnershiptveitAsia Pacific
Economic Ceoperation Telecommunication and Information Working Group (APEC TEL) Security and
Prosperity Steering Group (SPSG).

The report was declassified by tBemmittee for Information, Computer and Communications Policy
(ICCP)on 6 Mach 2008. The report is published under the responsibility of the Seef&tamsral of the
OECD.

In drafting the report, Audrey Plonk and Anne Carblanc from the OECD Secretariat have been
assisted by a group of experts whose input has been highly valliaidegroup includeavir. Graham
Ingram and Ms. Kathryn Kerr (AusCERT); Mr. Colin Whittaker (APACS, UK Trade Associatign
Mr. Gilles AndréandMr. Fabian PougdiCERTA France)Mr. Kevin HouleandMr. Jeffrey J. Carpenter
(CERT/CQ; Mr. Erka Koivunenand Mr. Kauto Huopio(CERT-FI Finland) Dr. PetWen Liu (Chinese
Taipe); Mr. HyunCheol Jeongand Mr. Jinhyun Cho(KrCERT/CC Korea) Mr. David Pollington
Mr. JearChristophe Le Toquin aniir. Uwe Manuel RasmussgMicrosoft); Mr. Christophe Birkeland
(NORCERT Norway), Mr. Bill Woodcock (Packet Clearing Houseand Mr. Jeremy Ward Symantec
Corporation. The Secretariat also benefited from the contribution of OECD and APEC delegates,
including Mr. Keith Besgrove andils. Sabeena Ober@Australig; Mr. Shamsul Jai Shafie(Malaysia);

Mr. JeanJacques Sahelind Mr. Geoff Smith (United Kingdom); ards. Jordana Siegel atdr. Joshua
Goldfarb (United States The Dutch government made a special contribution to enable work on the
economics of malware, which is grat#y acknowledged.

A broader volunteer group of OECD and APEC delegates fhoistralia Canada China, China
CERT, Chinese TaipeiFinland France Japan JPCERT/CCMalaysia Norway, United Kingdom United
States and theBusinessand Industry Advisory @mmittee to the OECD (BIACYeviewed the report at
different stages.

Note (9 June 2008): The following sentence p. 37
UShvye spyware or other types of npdtdr hearmgdeseriptionsh e i r
of Aspywareo and fAadware, o0 43% of internet wusers

had one of these pr ogr ams gimamoutcdoar be folnd im@ewkntermgs, ut e r
AiSpywareo, July 2005, p. 3.

© OECD / OCDE 2008
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MAIN POINTS

A strategy for a global partnership against malware is needed to avoid itibg@oserious threat to
the Internet economwnd to national security in the coming yeafeday, communities involved in
fighting malwareoffer essentiallya fragmented local response to a global threat.

Maliciouss o f t war e, c o mmo n | yis skftwaravimsertadsintofamiafbrmegian eygtem
to cause harm to that system or other systemnts, subvert them for uses other than those intended by their
owners.Over the lasROyears malwareh as ev ol ved fexploitstoa global snultoniflienl i
dollar criminal industry

Malware affects all actors. It is increasingly a shared camder governments, businesses and
individualsin OECD countries and APEC economiés. governments relgver moreon the Interneto
provide services for citizengheyface complex challenges in securing information systems and networks
from attack or peetration by malicious actors&sovernments are also being called on by the public to
intervene and proteatonsumerdrom online threatsuch as ID theft The past five years haviadeed
brought asurge in the use of malware to attack information systesnsthie purpose of gathering
information, stealing money and identities or even denying users access to essential electronic resources.
Significantly, the capability also exists to use malwaralissupt the functioning of large information
systems surrepitiously modify the integrity of data and to attack the information systems that monitor
and/or operate major systems of the critical infrastructure.

This report developed in collaboration with expertams to inform policymakers about malware
impacts,growth and evolution, and countermeasures to combat malwaeeks to analyse some of the
main issues associated with malware @mexplore how the international community chetterwork
together to address the problddighlightsinclude thefollowing:

1 Spam has evolved from a nuisance to a vehicle for fraud to a vector for distributing malware.
Malware, in the form of botnets, has become a critical part of a self sustaining cyber attack
system The use of malwardas becone more sophisticated andrggted. Many attacks are
small er and attempt to stay fAbelow the radaro

1 The effectiveness ofcurrent security technologies armther protectionsin detecing and
containng malware is challenged by theshrinkng of the time between the discovery of
vulnerabilities in software products and their expioan

1 The behaviour of market playecsnfronted with malwarévhetherinternet service providerg-
commerce companies, registrars, software venaorend users) is influenced by mixed
incentives, some working to enhance and some to reduce sethetg are many instances in
which the costs of malware are extersadi by players at one s@@f the value chain onto other
players in the value chain

1 A wide range of communities and actoisfrom policy makers to Internet service providecs
end user$ has a role to play in combating malwarelhere is still limited knowledge,
understandingorganisation and delineation of rolasd responsibilities this broadcommunity
of actors.
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9 Current response and mitigation are mainly reactiVleere is a need famore structured and
strategic ceordination at national and international levels with involvement adcthrsto more
adequately assess and mitigate thle of malware.

1 No single entity has global understandingf the scope, trends, development and consequences
of malwareand thus lie overall malware probleis difficult to quantify. Data on malware are
not consistent and terminology for cataloguing amehsuring the occurrence of malw#eot
harmonigd.

1 Although its economic and social impacts may be hard to quantify, malvsack directly or
indirectly can harm critical information infrastructures, result in financial losses, arglaptale
in theerosion of trust and confidence in the Internet economy

Addressing limitations of ongoing action against malware fantther exploringhow to strengthen
incentivesfor market players$o fight this phenomenois importantfor policy makerdo help all cocerned
communities successfullywork together across borderfhis report outlines several areas in which
improvements can be made, includiragsing awareness, improved legal frameworks, strengthened law
enforcement, improved response, measuring of ar@wmeasures to address vulnerabilities in software,
technical measuressconomic incentivesresearch and development, standards, guidelines and good
practices.

In light of the need fom holistic and comprehensivapproach to malwaré effectively redce
malicious activity on theriternet,this report suggest® organiing a globali A rMalware Partnership
involving governmentsthe private sectoithe technical community and civil socigtyprodue joined-up
policy guidance to fight malware on &bntsfrom educational to technical to legal and economical.
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BACKGROUND

The Organisationfor Economic Co-operation and Development (OECD) Working Party on
Information Security and Privag (WPISP) and the Asia Pacific EconomicCo-operation
Telecommunication and Information Working Group (APEC TEL) Security and Prosperity Steering Group
(SPSG) have both experience and expertise in the development of policy guidance for the security of
information systems and networks.

In 2002, the OECD adopted tltguidelines for the Security of Information Systems and Networks
( A tSkcearity Guidelines) whi ¢ h garframewatkeof pminciplds dhe policy and operational
levels to foster consistent doniesapproaches to addressiigformation security risks in a globally
interconnected society. More broadly, tBecurity Guidelineseflect a shared ambition to develop a
culture of security across society, so that security becomes an integral part ddiltheoutine of
individuals, businesses and governments in their use of InformatidilCommunication Technologies
(ICTs) and in conducting online activitids 2003 and 2008he OECD monitored efforts by governments
to implement national policy framews consistent with th&ecurity Guidelingsincluding measures to
combat cybercrime, develop Computer Security Incident Response Teams (CSIR& a)yvaaisnessand
foster education as well as other togids. 2006 and 2007, the OECD focused on the kigveentof
policies to protect critical information infrastructures

Likewise, in 2002, Asia Pacific EconomiCo-operation (APEC) issued the APEC Cybersecurity
Strategy outlining six areas for -operation among member economies including legal develusme
information sharing and eoperation, security and technical guidelines, public awareness, and training and
education. To supplement the APEC Cybersecurity Strategy, in 2008 #€ TEL adopted the Strategy
to Ensure a Trusted, Secure, and Sustéén@mnline Environment to encourage APEC economies to take
actionfor the security of information systems and networks

Shared OECD and APEC objectives

In 2005 the APEC andOECD coorganised a workshop to share information on evolinfaymation
securityrisks and to exploreareas forfurther co-operationbetween the organisations better tackle the
international dimension of information security risks 2006, both organisations agreed that the need to
encourage a safer and more secure online envignhimas more pressing than ever due to the continued
growth of economic and social activities conducted over the Internet and the increased severity and
sophistication of online malicious activitpsubsequentlythey decidedto organise a workshépand

The United Nations, the Council of the European Uniba,Asia Pacific Economic Goperation APEC)
andthe AsiaEurope MeetingASEM) all recognised&ndused theGuidelinesin their work.

2 SeeDSTI/ICCP/REG(2005)1/FINAL
3 See DSTI/ICCP.REG(2006)IHNAL and DSTI/ICCP/REG(2007)16/FINAL.

Infformation on  the joint APEOECD Malware  Workshop is available :at
http://www.oecd.org/document/34/0,3343,en_2649 3428293474 1 1 1 1,00.html
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dewelop an analytical report Eexamine the issues of maliciosgftvare c o mmonl y known as
with a view to:

1 Informing nationalpolicy makers on the impacts of malware.
i Cataloguingrendsin malware growth and evolution.

1 Examining the economics of alware and the business models behind noalic activity
involving malware.

1 Evaluating existing technical and ntechnical countermeasures to combat malware and identify
gaps; and,

9 Outlining key areas for action and future work

Prepared by the OECD Setadat in close collaboration with volunteer government experts from
OECD and APEC as well as the private sector, rdgimrt does notliscuss every aspect of malware, all
types of malware, or all propagation vectdRather it focuseson issues of signifant concern and areas
which may pose problemis the future Similarly, thereport does not examine all possible strategies
associated with preventing, detecting and responding to malware but rather focusksnents of
relevance to OECD member coues; APEC economies, and other governments organisationsiore
broadly.Finally, the reportefers toforms of cybercrime, such as spamdphishing that maynot directly
involve the use of malware but nevertheless demonstrate how malware can aksed belitectly to
facilitate cybercrime.

Phishing refers to a social engineering attack, where an attack@pulates user to disclastheir online
account access credentials or other persamfarmation (typically) to a wedite in the control of an
attacker. According to this definition phishing may nditectly involve malware. However, when tkerm
is used to for examplealso refeito certain types dfojan attacksmalware is implicated.
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MALWARE IN BRIEF

What is malware?

Malware is a general term forpgece ofsoftwareinserted into an information system to cause harm to that
system or other systems, or to subvert them for use other than that intended by theft owners.

Malware cargain remote access to an information systexrord and send data frahmatsystem to a third
party without the us endalsthatghe mformatian isysteam hasrbeek commdmisedi g e
disabk security measuredamag theinformation systenor otherwise affect the data and system integrity.

Different types of malwarare commonly described sisuses,worms,trojan horses, backdoorseystroke
loggers, rootkitsor spyware These termsorrespond to the functionality abehaviour of the malware.g.a
virus is selfpropagatinga worm is self replicatig Expertsusually grougmalware intadwo categories: family
and varmianytdo. reffFer s to t heawhieBaiingnt @orr efré gs ntad i
the original malicious code, or family, with minor chanjes

Box 1. Malware: A brief history

Viruses and worms date back to the early days of computers when most viruses were created for fun and worms were created
to perform maintenance on computer systems.® Malicious viruses did not surface until the 1980s when the first personal
computer (PC) virus, Brain (1986), appear ed and propagated when the user fAbdpted up
Two years later, in 1988, the Morris worm received significant media attention and affected over 6 000 computers. Although
other types of malicious software appeared inthe mi s theBlahdscape of the late 80s and early 90s predominantly consisted
of viruses. Until about 1999, most people related viruses to
seen in the 1983 movie Wargames.

In the mid to late 1990s, the landscape began to change with the growth of the Internet and personal computer use, the rise of
networking, and the adoption of electronic mail systems. Theso-c al | ed fAbi g i mpact wormsodo beg
ways. The increased use of e-mail brought high-profile mass-mai | er worms such as Melissa| (1
Kournikova (2001), SoBig (2003) and Mydoom (2004) that made the headlines and entered the public consciousness.** These
types of worms doubled their number of victims every one-to-two hours, rapidly reaching peak activity within 12-to-18 hours of
being released. This marked the parallel rise in organised, sometimes co-ordinated attacks. The explosive growth of online
financial transactions resulted in increased security incidents and in the appearance of new types of malicious software and
attacks. Today, mass worms and virus outbreaks are becoming ever scarcer while stealthy malware such as trojans and
backdoors are on the rise. Many attacks are smallertost ay fAbel ow the radaro of the specurity
The goals of the attackers tend to be focused on financial gain. These new trends help explain why malware is now a global
multi-million dollar criminal industry.

Overall characterifics of malware

Although not the only means by which information systems can be compromised, malware provides
attackers convenience, ease of use, and automation necessary to conduct attacks on a previously
inconceivable scale.

6 The 1992 OECBGuidelines for the Security of Information &yss and Networkdefined an information
system as computers, communication facilities, computer and communication networks and data and
information that may be stored, processed, retrieved or transmitted by them, including programs,
specification and praxlures for their operation, use and maintenance.

See Annex B Glossary of Terms

ForexampleW3 2. Sober @mm (al so known as Sober) was the p
Sober.X is a variant of Sobg6ee Symantec 2006 p.67)

9 NIST p. 2-10.
10 SOPHOS2006a)p.1.
1 Tippett (2006), andBBC News onling2004).

1C
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Malware is multifunctional aad modular there are many kinds of malware that can be used together or
separately to achiee mal i ¢ i o u.Newafaaturesrafdsaddigiana tapabilities are easily added to
mal ware to alter and #Ai mp'f Malveace caninsert itdeldiinte a systema | i t y
compromise the system, and then download additional maln@arethe Internethat provides increased
functionality. Malware can be used to control an entire'fiostnetwork, it can bypass security measures
such as firewalland antivirus software, and it can use encryption to avoid detection or conceal its means
of operation.

Malware isavailableand useifriendly. malware is available onlinat a nominal cost thusaking it
possible foralmostanyone to acquitd here isevenarobustunderground market for its sale and purchase.
Furthemore malwareis useffriendly and providesattackerswith a capability to launclsophisticated
attacks beyond their skill level

Malware is persistenand efficient malware is increasingl difficult to detect and remove and is
effective at defeating builh information security counteneasures. Some forms of malware can defeat
strong forms ofmulti-factor authentication andthershave been able to undermine the effectiveness of
digital certificates:"

Malware can affect a range of devicbecause malware is nothing more thana piece ofsoftware, it
can affect a range of devices, from personal devices such as personal compwjers fe€&onal Digital
Assistants (PDASs) to servétsacioss different types of networks. All these devices, including the routers
that allow traffic to move across the Internet to other end points, are potentially vulnerable to malware
attacks.

Malware is part of a broader cyber attack systemalware is beig used both as a primary form of
cyber attack and to support other forms of malicious activity and cybercrime such as spam and phishing.
Conversely, spam and phishing can be usddrtberdistributemalware.

Malware is profitable malware is no longer gt a fun game for script kiddr a field of study for
researchers. Todait, is a serious business and source of revenue for malicious actors and criminals all
over the world. Malware, together with other cyber tools and techniques, provides a lpwegsable
method of conducting highly lucrative forms of cybercrime.

How does malware work?
Malware is able to compromise information systems due to a combination of factors that include

insecure operating system designd relatedsoftware vulnerabilies Malware works by running or
installing itself on an information systemmanually or automatically. Software may contain

12 Danchey Dancho(2006) p3.

13 Host refers to a computer at a specific location on a network.

14 See AnneB for a discussion of digital certificates

15 Servers are generglmore powerful computers which provide services to (and accept connections from)

many clientshoweverhome PCs and corporate workstations can also act as servers, particularly when they
become compromised. Common types of servers include wahil anddatabase servers.

16 Script Kiddie refers to an inexperienced malici@aaesorwho uses programs developed by others to attack

computer systemsanddefacewebsites. It is generally assumed that script kiddies are kids who lack the
ability to write sophistiated hacking programs on their own and that their objective is to try to impress
their friends or gain credit in underground cracker communities

1 Malware may also exploit vulnerabilities in hardware, however, this is rare compared to the number of

softwarevulnerabilities which are available at any given time to exploit.

11
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vulnerabilities, or "holes" inits fabric caused by faulty coding. Software may also be improperly
configured, have functionalityurned off, be used in a manner not compatible with suggested uses or
improperly configured with other software. All of these are potential vulnerabilities and vectors for attack.
Once these vulnerabilities are discovered, malwaae bedeveloped toexplat them for malicious
purposesbef ore the security community hMawareewadooped
compromise information systems due to {technological factors such as poor user practices and
inadequate security policies and procesur

Many types of malwarsuch as viruses or trojansquire some level of user interactiminitiate the
infection processuch asclicking on a web link in an -ail, opening an executable file attached to an
e-mail or visiing a website where malwatie hosted Once security has been breached by the initial
infection, some forms of malware automatically install additional functionalitgh as spywarée.g.
keylogger) backdoor, rootkit or any other type of malwaeown as the payload

Social engieering® in the form of email messages that are intriguing or appear to be from
legitimate organisationss often used to convince users to click on a malicious link or download malware.
For example, users may think they have received a notice frombdug; or a virus warning from the
system administrator, when they have actually received a-mmai$iag worm. Other example include
e-mail messageclaiming to be an ecard from an unspecified friend to persuade users to open the attached
Acar do laad the Mabmvara. Malware ralso be downloaded from web pages unintentionally by
users.A recent study by Google that examined several billion URLs and includeddepth analysif
4.5 million found that, of that sampl&00 000seemed maliciouand that 450 00Owere capable of
launching malicious download$Another report found thainly aboutonein five websites analysed were
malicious by design. Thikasled to the conclusion that about 8086 all webbased malare is being
hosted on innocetttut compromised websites unbeknownst to their owflers.

A different report found that 53.9%f all maliciouswebsitesobserved ardosted in Chin& The
United States ranks second in the same study with 2@f2%alicious websites observéatated in thee.
Furthermore, data provided in Annéxof this reportdemonstrates that malware on web pages accounts
for 52.8% of incident report®y mid-2007 received byhe United States Computer Emergency Readiness
Team (USCERT).

Malware propagation vectors

Malware popagation vectors refer to the electronic methods by which malware is transmitted to the
information systemgplatforms or devices it seeks to infeEtnail and instant messaging applications are
some ofthe most common vectors used for spreading maltaoeigh social engineering techniquAsy
medium that enables software to be distributed or shhosekver can be a vector fanalware Examples
of malwarepropagatioror distribution vectors includéhe World Wide Web (WWW), renpvable media
(such as UB storage keys), netwoithared file systems, PZPe sharing networkslinternet relay chat
(IRC), Bluetoothor wireless local area networks (WLARP

18 See AnneX i Glossary of Terms.

Socialengineeringefers to techniques designednmanipulateusersinto providing information or taking
an action which leads to the subsequmetch in information systems security.

19

20

Google Incp.2
A Sophos (2007) p.4
2 Sophos (2007) p.6

B See Annex D for additional detail of propagation vectors.
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Bluetoothis one prominent vector for malware propagation on mobile devices. Bluetooth is a wireless
personal area network (PAN) that allows devices such as mobile phones, printers, digital cameras, video
game consoles, laptops and PCs to connect through unlicensed radio frequency over short distances.
Bluetooth can be compromised by techniques such asabkie§ and bluesnarfiiy and is most
vul nerabl e when a wuser d&ds ¢ onn egitttoibe found by otlseeriearby o " d
bluetooth device$.

2 Bluejacking consists in sending unsolicited messages to Bluetooth connected dduiessarfing enables

unauthoried accesstinformation from a wireless device througBlietoothconnection.

% While Bluetooth can have a range of 100 metres for laptops with powerful transmitters, itnoas a

limited range for mobile phones, usuadisound 10 metres.

13
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Box 2. Malware on mobile devices

There is some debate around the current seriousness of threats to mobile devices such as cell phones, PDAs, and
smartphones.26 For example, some factors seem to indicate that threats to mobile devices are still limited. These
factors include the following: iz some of the current forms of mobile attacks can only be launched within the 10 metres
personal area network (PAN)2 range - which limits the scope of the danger compared to traditional malware threats
which have a global reach; ii) mobile devices are restricted by bandwidth because there is a limited amount of
spectrum allocated for their use; iii) the very small user interface is still an impediment to conducting Internet banking
and other value transactions 7 until mobile devices become a popular means to conduct such transactions there are
fewer incentives for attackers to develop malware for the mobile telephone pla’[form;28 iv) the cost associated with
using general packet radio service (GPRS) to connect to Internet Protocol (IP) data networks may also make the
mobile device less popular compared to Internet-connected PC which use technologies such as asymmetric digital
subscriber line (ADSL), cable or broadband wireless.

However, there is also recognition that such threats, while emerging, are quite real.”® Some data shows that although
still relatively small in comparison to the amount of PC malware, mobile malware, which first appeared in 2004,
increased from only a few instances to over 300 in total in a two year period.30 Further, concerns about security
increase as mobile devices become more prevalent and are us®REbr(to acc
example, the use of smartphones is on the rise with projections as high as 350 million in use by 2009.%% In 2006, Apple
announced that a number of video iPods had been shipped to customers with the RavMonE virus.** Many experts
are concerned that mobile malware will soon become far more dangerous to the mobile devices themselves, the
wireless networks over which those devices communicate and the corporate networks, servers and/or personal
computers with which those devices exchange information. Undetected malware on a smartphone could get
transferred to a corporate network and used to perform further malicious functions.>

What is malware used for?

The numerous pes of malwarecan be used separately or in combinatidn subvert the
confidentiality, integrity and availability of information systems and netwokideewise, a range of
different attacks can be conducted to reach different goals, such as denying@ccitisal information
systems,conducting espionagextorting money €.g. ransom), orstealing information €.g. ID theft).

% A Smartphonés acellular phone coupled with personal computer like functionalit

2 A personal area network (PAN) iscamputer networkised forcommunicatioramongcomputerdevices

(including telephonesand personal digital assiant§ close to one person. The devices may or may not
belong to the person in question. The reach of a PAN is typically a few meters. PANs can be used for
communication among the personal devices themselves, or for connecting to a higher level netitvak an
Internet

2 These transactions are possi¢eis demonstrated by the Japanese mésketBBC).

2 Hypponen, Mikko(2006) p.73 (4 of 8)

0 Hypponen, Mikko(2006) p.72 (2 of 8)

3 For example, some financial institutions that wish to implememtstction signing and avoid providing

customers with a separate smart card reader, may in future provide support for transaction signing through
the use of a customerds own mobile telephone PDA.
targeted @ subvert the transaction signing process. As discussed in the glossary, transaction signing is only
effective if the keyed hash for the transaction is calculated on a device that can be trusted.

3 Hypponen, Mikka(2006) p.73 (3 of 8)

8 Note that tle virus was transmitted to the device through a Windows computer on the production line. See

http://www.apple.com/support/windowsvirus/
3 iGillottResearch In¢2006)p.8.
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Malware can also be used to compromise authenticity and-apamliationor conductattacks on the
Domain Name SystefDNS).*®

Denying access

Denying access to digital data, network resources, bandwidth, or other network sgteriat of
service- DoS)is a common goal of attacks using malware. Popular targets include companies that conduct
business online and risk losing sigo#nt revenue for every minute their website or network is
unavailable and governments who rely on websites to provide essential services to their ciliress.
attacks are usually used for sabotage (for example, to hurt a competitor or an orgaaggsatistvhom
the attackr holds a grudge or grievancaxtortion® or for politically and ideologicallymotivated
purposes.

Distributed Denial of Service (DDo&)tacks

The most well known and perhaps most common methodeny accesss distributed deial of
service attacks (DDoS). DDoS attacks seek to ren
inaccessible by overwhelming them with an unusually large volume of tfaffitalware indirectly
contributes to DBS attacks by creating a renesia supply of compromised computers (B9tshrough
which the flood attacks are launched. &Dtraffic may consist of relatively easily identified bogus
packets, or properly or med and seemingly | egitimate HAreques
intended to exceed the capacity of either the network bandwidth or the computer resources of the targeted
server, or both, thereby making the service unavailable to most or all of its legitimate users, or at least
degrading performance for everyone.

Simple DDoS attacks use a distributed network of bots (called a botnet) to attack a particular target.
The more complex DDoS attacks useltiple botnetsto simultaneoushattack thetarget.In traditional
DDoS attack, botnets are used to send massive amounggi@ries and overwhelm a systehiowever,
low and slow attack a recent trend noted by some security experts, occur over a longer period of time and
use a small amat of bandwdth from thousands, if not millions, of compromised comput@ften the
attacker cd ordinates the attack so that not all the bots will attack the target at the same time, but rather on
a rotating basisThe victimand thelnternetService Provider may not notice that their network traffic has
increased but over timi,becomes arain on their infrastructure and other resources.

DDoS attacks have been launched against governmentarious purposes includingolitical or
ideologicalones For example, Swedish government websites were attacked in the summer of 2006 as a

® See Annex B for furtbr information on types of attacks

% Messmer, Ellen and Pappalardenise (2005).

37 It is also possible to cause a denial of service in a network device or application by exploiting

vulnerabilities in an operating system or application software. Feampbe, this could be accomplished by

an attacker sending specially crafted packets to the device or application where the vulnerability exists.
DOS attacks of this type can be rectifigtbwever, by applying the software or firmware patch, or
implementingsome other woraround. In the case of flood attacks, the abibtynitigate is more difficult

and protracted and hence the impact is potentially more serious.

8 See AThe Malware Internet: Botnetso chdpotseamd of t h

botnets.
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protestagai nst t h epiracyaneasures.yMore re@m eventgdtonia have raised an interesting
discussion on what a cyber attack of this nature means for codftries.

Box 3. The Estonian case™

In May 2007, a series of cyber attacks were launched against Estonian government and commercial websites. Some
attacks involved defacing websites, and replacing the pages with Russian propaganda or bogus information. Up to six
sites were rendered inaccessible at various points, including those of the foreign and justice ministries. Most of the
attacks were launched using botnets comprised of many thousands of ordinary computers.

Estoniads computer e mer ¢ ERTY acted swithypand) s eollabozatiom with paEtners from the
international community, was able to weather a very serious attack with litle damage. The attack was primarily
defended through filtering 7 blocking connections from outside Estonia. For example, Estoniads second | al
SEB Eesti Uhispank, blocked access from abroad to its online banking service while remaining open to local users.*!
One major contributor to the stability of their services domestically during the attack was the fact that Estonia has two
domestic Internet exchange points (IXPs).*

Three weeks after the attacks ended, one researcher identified at least 128 separate attacks on nine different websites
in Estonia. Of these 128 attacks, 35 were reportedly against the website of the Estonian Police, another 35 were
reportedly against the website of the Ministry of Finance, and 36 attacks were against the Estonian parliament's, prime
minister's, and general government websites.®® It has further been estimated that some of the attacks lasted more than
10 hours, exceeded 95Mbps, and peaked at about million packets per second. While this may seem like a lot, other
attacksconsi dered f@Abigodo by secur i t29 miltor paekets gr sacoend,&ltilnes maestkak| at a b
the attack against Estonia. This has led experts to conclude that the attack was not optimised for maximum impact on
and damage to the network, but rather to make a statement and prove a point.

Extorting money:Ransom

Some mal ware is designed to encrypt or stcr ambl
Often the owner will be asked to payransom for thékeyo used to encrypt their data, and whicloften
required to reverse that process and restore thé“‘dalthough this type of malware is not as prevalent as
other types of malware, there wereveral high profile cases in 2006 that raised attention around the
issue?® Such attacks, not only deny the user/owner access to their own data, but harm the confidentiality
and integrity of that data by thenofbtttackerds unau

3 For example, a senior official was quotedThe Economiss ayi ng dAl f a member State'

centre isattacked with a missile, you call it at of war So what do you call it if the same installation is
disabled with a dyera t t g $ekThedDEconomisf2007).

40 The Economist2007)

A The Sydney Morning Heral@007)

42 An Internet exchange point (1X or IXP) is a physical infrastructure that allows differtenbet Service

ProvidergISPs) to exchangaternettraffic between their networks by means of mupedring
agreements, which allow traffic tie exchanged without cost. IXPs reduce the portion of an ISP's traffic
which must be delivered via theipstreantransitproviders, thereby reducing theerage PeBit

Delivery costof their service. Furthermore, D$mprove routing efficiency anfhult-tolerance

. Lemos, Roberf2007).

“ It has been assessed that such attacks are not likely to gain populanyoeganisation with a basic level

of preparedness should have bagk copies of their data available. However, it may also be that
individuals are not aware of this risk or simply lack basic security education to protect themselves from
malware.

s Sophos (2007a) p.8
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Box 4. A ransom example: The Arhiveus*®

In June 2006, a Trojan horse attacked f i |l.e$he files wevkithen o s of t
encrypted so users could not access them without paying a ransom in return for the restoration of the files.

When users tried to access their files, they were directed to a file containing instructions on how to recover the data.
The instructions began:

INSTRUCTIONS HOW TO GET YOUR FILES BACK READ CAREFULLY. IF YOU DO NOT UNDERSTAND - READ
AGAIN.

This is the automated report generated by auto archiving software.

Your computer caught our software while browsing illegal porn pages, all your documents, text files, databases in the
folder My Documents was archived with long password.

You cannot guess the password for your archived files - password length is more than 30 symbols that makes all
password recovery programmes fail to brute force it (Quess password by trying all possible combinations).

Do not try to search for a programme that encrypted your information - it simply does not exist in your hard disk
anymore. Reporting to police about a case will not help you, they do not know the password. Reporting somewhere
about our email account will not help you to restore files. Moreover, you and other people will lose contact with us, and
consequently, all the encrypted information.

In many of these cases the attacker encrypts files such as personal photographs, letters, household budgets and other
content. To retrieve their data, users were required to enter a 30 character password which they were told would be
available after making purchases from one of three online drug stores.

Espionage

Malware carbe and has beamsed to gain access to or spy on business angrigment operations
and gather information that could be critical to business operations or national security. Recently, the
United Kingdomreported that a number of targeted trojan attacks had been directed against iharts of
UK6s publ i c tiahinformation imfradtrecture. Mhese trojans were assessed to be seeking
covert gathering and transmitting of privileged informafibiMalware of this sort can also be useyl
companies and other organisations to gather information about their conspatitdemonstrated by the
below example.

Box 5. The case of Michael and Ruth Haephrati

In March of 2006, Michael and Ruth Haephrati were extradited to Israel from Britain where they were charged with
creating and distributing a trojan used to conduct industrial espionage against some of the biggest companies in
Israel.** Michael Haephrati is said to have developed and refined the programme while his wife, Ruth, managed
business dealings with several private investigation companies which bought it and installed it on the computers of
their clientsd competitors. Specifically, the trojan |horse
relations agency (whose clients include Israel's second biggest mobile phone operator, Partner Communications), and
the HOT cable television group. Another alleged victim was Champion Motors, who import Audi and Volkswagen motor
vehicles.

Ruth Brier-Haephrati was formally charged with aggravated fraud, unlawful computer access, virus insertion, installing
tapping equipment, invasion of privacy, managing an unlawful database, and conspiracy to commit a crime. Michael
Haephrati was charged with lesser offenses as the prosecution regarded him as Ruth's assistant because his job was
only to perfect the programme and tailor it to the needs of specific clients.*

4 Sophog2007b)

4 UnitedKingdom Centre forthe Protectionof the National Infrastructur@005).
8 Messagelab&006)p.11

49 Sophos (2006c).
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Stealing information

Over the past five years, information thefhdin particular online identity (ID) thef has beeran
increasingconcern to business, governments, amtividuals. Although malware does not always play a
direct role>" ID theft directly using malware has become increasingly common with the rise of backdoor
trojans and other stealthy programmes that hide on a computer system and capture informatiypn covert

As illustrated in Figure 1,rdine ID theft attack usingmalwarecan becomplexandcanuse multiple
I nternet servers to distribute spam and mal war e,
stolen data to another websitentrolled ly the attackeror send it tot h e at d¢imad koeaurd.s
Generally, the attacker operates under multiple domain names and multiple IP addresses for each domain
nameandrapidly rotaesthemover the life of the attacfor exampleseebotnet hosted malare sites #1
and #2 in Figurd).>® The use of multiple domain names and multiple hosts or bots (and their associated IP
addresses) is designed to increase the time available for capturing the sensitive information and reduce the
effectiveness of efforts bwffected organisations (such as banks), CSIRTs and ISPs to shut down
fraudulent sites. Under the domain name system (DNS) attackers are able to quickly and easily change
their DNS table¥ to reassign a new IP address$o fraudulent web and logging siteperating under a
particular domaini? The effect is that as one IP address is closed gditwstrivial for the site to remain
active under another | P address in the attackero
operating under a singldomain name changed on an automated basis every 30 minutes and newer DNS
services have made it possible to reduce this time to five minutes or less. Attackers may use legitimate
existing domains to host their attacks, or register specially created fatdiwimains. The only viable
mitigation response to the latter situation is to sisskgistration of the doman.

0 See DSTI/CP(2007)3/FINALwhere Identity Theft is defineds the unlawful transfer, possessjoor
misuse of personal information with the intent to commit, or in connection with, a fraud or other crime.

o1 Identity theftattacks most oftemise social engineering techniques to convince the useedessarily

disclose information to what they assurmmeatrusted source. This techniquaiown & Phishing does not

directly rely on the use of malwaretowolku s es dec e pt i wnails and frafidulpnoveelbsited 0 e
impersonating brand names of banksetilers and credit card companiesdeceive Iternet users into
revealing personal informatiomowever, as many phishing attacks are launched from spam emails sent
from botnetsmalware isindirectly involved as it is used to create botnets which are in turn used to send
the spam Email used in phishg attacksMalware would balirectly implicated when the span mails
contained embedded malware or a link to a website where malware would be automatically downloaded.

52 Thisisat echni que known as fAfast fl uxo

3 A DNStableprovides a record of doein names and matching IP addresses.

4 See Annex B for a discussion on attacks using the DNS and attacks against the DNS.

s AusCERT(2006)p.19-20.

18



DSTI/ICCP/REG(2007)5/FINAL

Figure 1. Online ID theft attack system involving malware®®
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The dynamic nature of malware keeps most security experts constantly on the lookout for new types
of malware and new vectors for attack. Due to the complex technical nature of malware, it is helpful to
examine overall attack trends to bettederstand how attacks using malware are evolving. As mentioned
previously the use of malware is becoming more sophisticated and targeted. Attackers are using
increasingly deceptive social engineering techniques to entice users to seemingly legitimzagasahat
are actually infected and/or compromised with malware. Figilhestrates the types of attack that seem to

be on the increase, those that are falling out of favour, and those for which the trend remains unclear or not
changed.

56

AusCERT(2006)at 7.
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Figure 2. General attack trends
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Origin of malware attacks

Origin refers to both where the attackers who launch the attack are based and e/lweraghter
systemsthat actually attackhe targeted system alecated In most cases, it is easy to see whibee
attackng computer systemare hosted based on théirt er ne't dRY eddressegblit this s naf
usually sufficient to identify th@erson responsible for launching the attdai. examplefispoofing is a
techniqlsj7e designed tdeceivean uninformed person about the origin of, typically, ama&l or a
website:

57 When spoofing is used, identifying the source IP address dfraailor websi¢ is usually a futile effort.

It is also possible to spoof the source IP address of an IPv4 datagram, thereby making real identification of
the source IP address much more difficult. It should be noted that this is often not required for an attack to
suceed or can be counteroductive for the attacker if the objective is to steal data from a computer. The

use of anonymising technologies could pose a more serious problem for identifying attack sources but is
not in widespread use by criminalsprobablyb ecause using other peopl eds
provides sufficient protection for the attacker.
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Moreover, rarely is the attacker located in the same geographic regtbe attacking hosts. It is
common practice among cybercrimindlgdo use compromised computers (and to a lesser extent
anonymous proxiéy hosted in a foreign legal jurisdiction to launch their attacks. This protects their
identity and provides additionabmputing resources beyond what they could otherwise afford. Criminals
are acutely aware of the significant jurisdictional impediments that hinder or even prevent cybercrime
investigations from being conducted if the crimes are sourced internationally.

Malware is now spread around the world and rankfhigsid to show that a whole host of countries
across the developed and the developing world are home to online criminals using malware. Although
attacks originating from one country may have local targe¢sptedominant trend is attacks that originate
internationally relative to thetargetsIn addition, geography may pla role depending on the end goal of
the attacker. For example, broadband Internet speeds differ from country to ciuarirgttacke wishes
to maximi® network damage, he/she may use compromised computers located in couhéies
broadband is prevalent. If the goal is to degrade servistealinformation over time, the attacker may
use compromised computers from a variety ofogephical locatioa Geographical distribution allows for
increased anonymity of attacks and impedes identificateastigation and prosecution of attackers.

%8 Here we refer to cybercriminals who are conducting attacksifod for illicit financial gain and may have

an area of specialisation or be involvedarvariety of business lines such as phishing, trojans, spam
distribution, clickfraud, malware development, etc.

%9 In computer networks, proxy serveris a server (a computer system or an application program) which

services the requests of its clientsfbywarding requests to other servers. A client connects to the proxy
server, requesting some service, such as a file, connection, web page, or other resource, available from a
different server. The proxy server provides the resource by connecting to dbiiesp server and
requesting the service on behalf of the client. A proxy server that removes identifying information from the
client's requests for the purpose of anonymity is callegin@mmymisng proxy servepr anonymisr.

& For example, see Symaat€007) p. 9.
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THE MALWARE INTERNET: BOTNETS
What is a botnet?

A now prevalent form ofmalware, botnetsre key tools attackers use to conduct a variety of
malicious activity and cybercrimeA botnet is a group omalware infected computers also called
fi z o mb i betsthat canrbe useemotelyto cary out attacks against other computer syst&ms.

Bots are generally created by finding vulnerabilities in computer systemmpiting these
vulnerabilities with malwareandinserting malwarento those systemgter alia. Botnets are maintained
bymal ci ous actors c¢ommbendéergo rr eff o tr thatl aad toetrasste bothed t
remotely. The bots are then programmadd instructed by the bot herder perform a variety of cyber
attacks, including attacks involving the further disttibn and installation of malwaren other
information systemsMalware, when used in conjunction with botnets, allows attackers to create a self
sustaining renewable supply of Interoeinnected computing resources to facilitate their crifses
Figure 3) Some of the malware discussed earlier in this report is distributed using botnets. There is thus a
cyclical relationship: malware is used to create botnets, and botnets are used to further distribute spam and
malware.

Figure 3 demonstrates the relatisiip between malware and the botnet lifecycle. When malware
infects an information system, two things can happen: something can be stglémf¢rmation, money,
authentication credentials etc.) and the infected information system can become painef.aNwen an
infected information system becomes part of a botnet it is then used to scan for vulnerabilities in other
information systems connected to the Internet, thus creating a cycle that rapidly infects vulnerable
information systems.

61. I n this paper, t he t énfected Bomputedthatr aenfalcious actoocanaremotaly wa r ¢
control and turn into a firoboto or zombi e machine
such bot machines. However,thee r m fibot 06 can be encountered in oth

variety of software programme or script that executes automated tasks. It is most widely used in the context

of Internet Relay Chat (IRC) where users can create and use bas $oripnline gaming, dmrdinating

file transfers, and automating channel admin command (EggDrop is one of the oldest of such benign IRC
bots). The fact that botnets often rely on IRC bots for command and control by botmasters might explain
why t heottoering fisho popular in the I|iterature and di s
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What are botnets usedor?

Botnets are mostly used for the following purposes:

1.

Locate and infect other information systems with fratgramnes (and other malware). Th
functionality in particularallows attackerso maintain and build their supply of new bots to
enable them to undertake the functions beiater alia.

Conductdistributed denial of service attack3joS).
As aservicethat can be bought, sold or redhteut

Rotate IP addresses under one or more domain names for the purpose of increasing the
longevity of fraudulent web sites whichfor examplehost phishing and/analware sites

Send spamwhich in turn can distribute more malware
Steal sensitive imrmation from each compromised computer that belongs to the botnet

Hosting the malicious phishing site itself, often in conjunction with other members of the
botnet to provide redundancy

Many botnet clients allow the attacker to run any additional cbtleew choosing, making the
botnet client very flexible to adding new attacks
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Botnets Command and Control (C&C)models

Typically, bots communicate with the bot master through an Internet Relay Chat (IRC) command and
control (C&C) server which provides dhnstructions directing the operation of the botnet. The C&C
server usually is also itself a compromised computer running various network services. After a computer
system is infected and compromised by a bot program, the bot periodicaiteats backot the C&C
server, checking for instructions. Although there are various C&C models, the most popular has
traditionally been the centradid model (see Figu® where all bots report to a single location to wait for
commands. The centralised model is gapamong bot masters because it offers software tools that make
it easy to operate. Furthermore, the cergedlimodel results in few communication delays between the bot
master and the bot§Increasingly, attackers are also using the HERB HTTFS web protocol§® as the
communication method between bots and the C&C server. This meansginadiie difficult for network
operators to detect and block bot communications to or from their network as it is hidden among the vast
volume of normal web traffic.

An alternative innovative C&C modelesigned to make it more difficult for security practitioners to
stop botnet hosted attacks is the increasing use of the peer to peer (P2P) model (sde*fFicheeeer to
peer model lacks a central hierarchy of camimation which makes the botnatore resilient to
dismantling® It is thereforeextremely difficult to stop attacks launched from botnets that communicate
using P2P as there is no single point of failure.

Figure 4. Command and control for Botnets
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62 Trend Micro(2005 p.8.

This is the same protocol that enables both encrypted (https) and unencrypted (http) web based
communications to occur. Blocking this traffic would pgatweb access to a network.

o4 Govcert.nl (2007p. 1312,
& Trend Micro(2005) p.8-9.
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In addition to the models above, bowate increasingly using whatisknow s Af ast f |l uxo
to evade detection. Fast flux networks are networks of compromised computer systems with public DNS
records that cinge constantly thus making it more difficult to track and shut down malicious afivity.
Furthermore, this model ahdons the traditional centraid C&C server and uses proxies to hide the
servers controllinghe fast flux network.

Botnet figures

While botnets vary in size, they typically number tens of thousahdesmpromised computerShere
have been exceptioriscluding a group of attackers in The Netherlands waportedlycontrolled 1.5
million bots®’ Typically the number of bots being controllby a single attacker will fluctuate depending
on whether the compromised computers are connected to the Inteimet,t her t hey have be
or whether the attacker is using his botnet to locate and compromise more information systems to add to
the botnet. Furthermore, there are incentives for bot herdeusdsmaller botnets and launch smaller,
more targeted, attacks to avoid detection. For example, large botnets sending spam or conducting DDoS
attacks generate a high volume of network traffiattis usually detectable by ISPs and network
administratos whereas smaller attacks that use less bandwidth may go undetected.

Botnetshave becomea contracted commodityalicious actorcanhire or buy a bot master to carry
out an attack.One report aveged the weekly rental rate for a botneU&D 507 60 per 10007 2 000
bots or around 33 cents per compromised complitdrhis is extraordinarily cheap compared to the cost
of the computeto the legitimate owner iterms ofhardware, software and tdwidth.

The prevalenceof botnets has been increasing. Although estimates of the number of botnets can vary
widely, most experts agree it islarge amount.For example,ri 2006,the Chinese National Computer
Network Emergency Response Technical Team rdlnation Centre (CNCERT/CC) reported that
12 million IP addresses ifhina werecontrolled by botnet® They also found more than 500 botnets and
more than 16 000 botnet command and control servers outside China.

6o The Honeynet Project (2007) p.1.
o7 Govecert.nl (2006) p. 8.

&8 MessagelLab&006 p. 4.

&9 Dr. Du, Yuejun (2007) p.13.
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Box 6. The Dutch Botnet case

In October 2005 the Dutch National Police arrested three men - members of a group of cyber criminals - suspected of
|l arge scale fAhacki ngo.ral Hotnes thatewere thaught to bavd orkistesl efvoger 1.5 million
infected computers.70 The botnets played a key role in numerous cyber crimes including: phishing, identity theft, online
fraud, and online extortion. In due course, it became clear that botnets played a central role in the activities of the
cyber criminals by serving as the basic infrastructure that allowed for the successful attacks.

In June 2005 a report was made to the CERT community in the Netherlands that an important Netherlands-based
computer centre had been hacked. The CERT community in turn reported the incident to the High Tech Crime Unit
(formerly the Dutch National High Tech Crime Center) of the Dutch National Police.

Based on information combining IP addresses and the name of the suspect with a broadband Internet connection in
use at his home address, the prosecutor formally requested the interception of Internet traffic in order to collect more
evidence. To determine the size of the botnet and the illegal activities of the suspect, all IRC protocol traffic in the
intercepted data was analysed. It was clear that this botnet was very large and used multiple IRC channels on multiple
IRC servers. In this specific investigation, the team realised that the criminals controlled at least two large botnets used
for their cyber crimes and that even after apprehending the criminals, the possibility existed that the botnets would still
be operational. Together with the CERT community and several large ISPs, the team undertook action to dismantle the
botnet and prevent it from growing and to disrupt its malicious function. It was agreed that the most suitable timing for
the disruptive action was immediately after the arrests.

Botnets and broadband

The increased threat of botnets can partially be explained by the increased use of broadband
connections to accesle InternetFurtherefforts are needed frommsers as well as providerdp protect
their security and privacy in the online environment. By 2004, broadb@echet connections were
already widespreaith OECD countries For example, in Korea 86% of hgeholds and 92% of businesses
had a broadband connectivia a computer or mobile phone in 2084In the followingtwo years, those
numbers have continued to increadethe end of 2005, there were around 265 million active subscribers
to fixed Internetconnections in OECD countries. Of these, 60% were using broadband access, and
broadband subscriptions have increased by more than 60% a year over the last five year2@) mid
there were more than 178 million broadband subscribers in the OECD arepediu countries have
continued to advance, with Denmark, the Netherlands and Iceland overtaking Korea and Canada in terms
of broadband penetration rates over the past year.

The broadband transition faster upload bandwidth via fibre could make thenbbproblem much
more severeThe potency of one infected computer on a fibre conneciaid be equivalent to 31
infected computers on DSL and 44 computers on cable netWorkss will be one of the key areas of
concern for policy makers dealing withdeommunication networks and security in the near future.

0 Govecert.nl (2006p.8.
n OECD (2005)
& OECD(2007) p. 130.

& One infected computer on a fibre connection with 100 Mbit/s of upload capacity could theoretically cause

as much damage as 390 infected computers with upload speeds of 256 kbit/s. The average advertised
uploa speeds for broadband in the OECD in October 2006 was 1 Mbit/s for DSL, 0.7 Mbit/s for cable and
31 Mbit/s for FTTx.
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Spam andbotnets

There isa correlation between botnets and spam due to changes in spamming techvéqube tast
few years. Spantommonly refers tobulk, unsolicited, unwanted and potentiallarimful electronic
message$. Attackers have found conveniencecimoperating with spammers by using theinil liststo
send mass quantities of spanwhich often contain other malware as amnail attachmerit - through
botnets.For example,hte seconanost common malicious code family reported from Janudone 2006,
Bomka, was a trojan downloadable from a link provided spamei mail that used social engineering
techniques to persuade the user that the link was the site of a vidéd Tdig.problen of spam and
malware is also cyclical and salfistaining. Information systems compromised by malware are used to
distribute spam and a proportion of the spam that is distributed is designed to distribute malware to new
victims whose information systemsll be used to undertake furthenline malicious activity

It is important to note that not all spam contains malware and it is often difficult to determine how
much spandirectly contains malwareManual analysis conducted Bye Information and Commigation
Security Technology Center (ICST) in Chinese Taipei over the course of two years on 417 $uspiéxt e
found that of those 417analysed287 (68%) contained malware attachméht®ther datashowsthat in
2006,0nly 1.5%or 1 in every67.9¢el mailsanalysedcontaineda virus or trojan; andaccordingto the same
report,in 2005the annualaveragewas 2.8%,or 1 in every36.1 It is likely thatthe disparatenatureof
thesefindings can be explainedby a lack of comparabletechniquesto determinewhen spamcontains
malware.

Recently the Messaging and Anfibuse Working Group (MAAWG) reported that the percentage of
emai | i dent ifhasbden assilatigbetween 6% and §0Fhey attribute the fluctuation
to service providers dealingwit new schemes introduced by abusers
methods, including filtersNonetheless,tiis widely acceptedhat the vast majoritpf spamis sent from
botnets.The effectiveness and wide availability of compromised informasigstems with high speed
broadband connections means that spam levels are at their highest levels ever despite many initiatives to
reduce and prevent spam being distributed.

“ OECD (2006)p. 25.
» SOPHOS (20063). 2.
76 Symanted2006) p. 68.

" Liu, PetWen (2007) p. 3note that this data is based on sadfected spam that fits a tan category or

type and therfere is representative of a smaller sample set. Furthermore, this data does not include the
mass mailing worms/viruses.

8 Messagkabs(2006)at 7.
& MAAWG uses the ter m tiomadispar canevary goeatly faom scaintrgte dountryi
80 Messaging AntiAbuse Working GrougMAAWG) (2007) p. 2.
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Box 7. FTC v. Dugger

In one recent case, the US Federal Trade Commission (FTC) sought to stop the underlying use of botnets to send
spam (FTC v. Dugger). The FTC alleged that the defendants relayed sexually-explicit commercial e-mails through
other people's home computers without their knowledge or consent. They further alleged that the defendant's conduct
violated the CAN-SPAM Act.®* Under the final order, the defendants were barred from violating the CAN-SPAM Act
and required to turn over USD8 000 in profits made through use of the botnet. The defendants were also required to
obtain the authorisation of a computer's owner before using it to send commercial ei mail and to inform the owner how
the computer will be used.

Although civil enforcement agash spam, such as the case described ab®/é@nportant, most
instances of malware are inherently criminal, and criminal law enforcement agencies are best suited to
expertly shut down their criminal operations.

The role of blacklists incombating botnets

Blacklisting is a loosely used term typically eging to the practice afsingso-called DNS Blacklists
(DNSBL) to filter incominglinternettraffic. Mail servers may be configured to refuse mail coming from IP
addresses, IP ranges or whole networks listed on a specific DNSBL. There is a wide vdiietklists
that may be useid different combinations.

Most of the lists are free and run by volunteers, though their operations may be funded through
external sources. Each DNSBL has its own criteria for including an IP address in the list and its own
procedure for getting an address off the list. Spamhausmtamational nonprofit orgardasion funded
through sponsors and donations, maintains severalkwelln blacklistsi though they prefer the term
block listsi which they claim are used to protester 600 million user inboxes. One of their lists contains
t he addr e s-soerees, mdluding sgammers, spam gangs, spam operations and spam support
serviceso; another | i st focuses on Dbotnetthat whi ch
blacklisting, while potentially powerful, has drawn its own criticisimsegarding, among other things,
vigilantism of blacklist operators, listing false positives, the collateral damage that may come with
blacklisting certain IP addresses or rangag] the financial motives of some list operators. Furthermore,
blacklists have faced legal challenges from spammers, who on occasion were successful in obtaining court
verdicts against being blacklisteiccording to interviewees in a recent empirical gttfdnost ISPs use
blacklists.

Blacklisting and ISP$*

Blacklisting does provide an incentive to invest in security because it directly impacts S P 6 s
business modeFor example, one mediusized ISPreported a security incidemthere 419 spamméfs
set p over 1000 el mail accounts within their domain and thstarted pumping out spam. That got the
| SP6s outbound mai | resultadinehigls volbnieafcakslta their aistomer wemterc h

81 More information on the CANSPAM Act is available at:

http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm
82 OECD (2007b) p. 33.

8 Note: this text has beaxtractedrom the orignal report. See OECD (2007b) p.-33.
84

This is anadvancefee fraudin which the target is persuaded to advance relatively smal s money in
the hope of realizing a much larger gain. Among the variations on this toamwhre theNigerian Letter
(or 419 fraud. The number "419" refers to the article of the Nigerian Criminal @eddingwith fraud.
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by customers who noticed thasirmail was nolongebei ng del i ver ed. That numb
incoming abuseotifications, of which there weigurportedlyii e v e n  Imanaether. egample security

officer at a large ISP explained that being blacklisted lea rauch more proactive approach to remo

bots from their network, including the purchase of equipment that automates the process of identifying
infected machines on the netwdfkdn mid-2007, this particular ISRientified around 50 customers per

day and, if the customer did not resolve thabpem, the connection was suspended.

There are various levels of blacklisting used to incite a response from an ISP. At the lower end, there
is blacklisting of individual IP addresses, an individual customer. This
ISP sai d a secur it ypumkexoplistedtiRddré3seieachesvdcertain thresbotdght
the problemgetan| SP 6 s aAcdomlingt to ther expert, ISPs mostly ignore listed individual IP
addresses, because of the relatively high costdeafing with them(e.g through customer supphrt
Furthermore, particuldP addresses get taken off the blacklist as spammers or attackers move on to other
infected machines.

More powerful incentives are the blacklisting of whole IP ranges and ofundbwoail serversThese
typically do get the ISFsttention and lead to remedial action on their end, ththegleffectivenesgaries
with the degree of vigilance applied by t18P. The most extreme form ligacklisting an entire network
(i.e, all IP adiresses of an I§PThis is only used against selagitimate ISPs who do not act against
spam and against known spahavens.

Blacklisting and Domain Name Registrars

Registrars offering hosting andreail services are subject to blacklisting along theeséines as the
ISPs.Blacklist operators also watch registrars and their responsiveness to abuse complaints. In extreme
cases, blacklists magcludethe registrar itself. A case in point is the readisputebetween the blacklist
operator Spamhaus anidet Austrian registry/registrar Nic.at. Spamhaus had requested Nic.at to remove
sever al domain names it said were associated wit
comply with these requests, citing legal constraifite registramargued that it could not legally remove
the sites, unless Spamhaus provided clear proof that the domain names had iserrdreging false
information® The conflict escalated when Spamhaus added the outleaihderverof Nic.at to one of its
blacklistsi listt ng t hem as ifsop arhad u p diceailtwas goilohder aacepded byehe
multitude of servers using this popular blacklist. About ten days I&fmmhaushanged the listing of
Nic.at to a symbolic listing no longer actually blocking th#® addresses, but keeping them listed as
ispam s Bgvgrab of tthe @ffending domains had been removed, but Nic.atsdéaieit had

complied with Spamhausd request and asserts that
& OECD (2007b) p. 34.

8 Sokolov, D. A. (2007)

87 ORF (2007)andSpamhaus (2007)
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THE MALWARE ECONOMY
The malicious actors
Who are the malicious actors?

Researclshows that the range of malicious actors developing and deploying malware spans from
amateurs seeking fame to serious orggthicyber criminalslt can also be assumed that nation states have
the same apabilties Figure5 di agrams the malicious actosd fron
Crimed*® based on a recent report on criminal activitylios. It is important to notehowever that there is
also a whole category of actors whose motivations are political or ideological rather than solely financial.

While a certain amount of crime is always il
jurisdictional boundaries and international bordere us reducing the criminal s¢
prosecution. Because many malware attacks are not able to be traced back to the people that conduct them,
it is difficult to provide authoritative insight into the nature of groups or individualshed in the
proliferation of the various types of crime. However, some law enforcement and financial institutions are
actively involved in monitoring and investigating the money trails arising from fraudulent fund transfers as
a result of phishing and Ieft trojan related attacks. These investigations involve identification of money
mules, who are individuals recruited wittingly and often unwittingly by crimjtialfacilitate illegal funds
transfers from bank accounts.

Figure 6 illustrates the evolot of malware in terms of malbus intent of the actors showiagclear

evolution from fame seeking Atechiesod to criminal

What are their capabilities and motivations?

As demonstrated earlier in this report, attacks usingvara are becoming increasingly complex. But
while the sophistication of the attacks vectors increase, the knowledge required to carry them out
significantly decreases. Although this might seem counterintuitive, it can largely be attributed to the
increaed mar ket for mal ware. The majority of todayo6s
of purchasing malware or outsourcing attacks to more sophisticated attackers.

8 "Organeed crime" isused loosely in this context anftenrefersto a group of profitmotivated criminals

who trade services with one anotireanopen marketplace.
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