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Brief Introduction of |IPA IPA

F3

Ministry of Economy,
Trade and Industry

(METI)

’ Information-technology
Promotion Agency

A IT Security Center (ISEC)
A Open Software Center (OSC)
A Software Engineering Center (SEC)
A IT Human Resources Development HQ
A IT Skill Standards Center (ITSSC)
A Japan IT Engineer Examination Center
(JITEC)




| PAOS Awareness R al' o,

AIT Security Seminars System Administrators
AOver 30 Domestic Destinations Application Developers
Annually Website Operators

AManagement (Basic, Practical)
ATechnical (Standard, Specialized)

Alnformation Security Management Enterprises
Benchmark

http://www.ipa.go.jp/security/english/benchmark_system.html

ACountermeasure Guides for SMEs

ABooklets and Publications General Public
ASecurity Alerts

APoster & Slogan Competition School Children




Statistics (1/2) __1PA

Statistics from MEXT, May, 2008

Number of Number of

Schools Students

Elementary 22,476 7,121,781
Junior High 10,915 3,592,378
High 5,243 3,367,489
Total 38,634 14,081,648




Statistics (2/2)

M ECHNOLOGY PROMOTION AGENCY, JAPAN

Statistics from MEXT, February 2009

Level Cell Phone Internet Access
6! Grader (Elementary) 25% 11%
8t Grader (Junior High) 46% 32%
11t Grader (High School) 96% 79%

Purpose of Internet Access, within the above figure

Level E-mail Browsing Game Blog/Prof
6" Grader 33% 67% 29% 2%
8th Grader 67% 80% 36% 16%
11t Grader 95% 92% 34% 44%




What 0s gol ng on a m.ePA

A Profs (Profile site) or Blogs (Weblog)
I Posting personal information on the web

I To make friends, sexual encounter
A Dating Websites
| Site to acquaint someone with another
A School Underground Sites
I Mainly, bulletin board, managed by students
I 38,260 sites confirmed, at March 2008
A Bulletin Board Sites
I Mental abuse, defamation
A Cyber Bullying

I To tease someone via email or chatting
[ Introduction ) Statistics > Problems » Competition» Examples » Utilizations »End QeA S




Examples of Incidents (1/2) __IPA

A Prof (Profile site)
I November, 2008
AQuarrel to Scuffle, caused by posting to Prof
A8 high school student arrested, 5 injured
I May, 2008
APosting abuse to a Prof
AViolence against the writer
A3 juveniles (U16) arrested
I April, 2008
AAspersion on a Prof site
ABeat with a metallic baseball bat
A3 juveniles (U17) arrested

ntiodution > Siatsics Problems. > Competiion Examples ilzations yend 0z S




Examples of Incidents (2/2) __IPA

ABlog (Weblog)
I October, 2008
AHigh school student (16 years) suicides
ACaused by an abuse posted on her Blog
AHer classmate arrested for Contempt and
Suicide Abetment
A School Underground Site
I April, 2008
ACyber bullying on a bulletin board
AAutonym, cursing
ABanished from school

ntiodution > Siatsics Problems. > Competiion Examples ilzations yend 0z S




IPA Poster & Slogan Competition __1PA

A For School Students of Elementary,
Junlor ngh and High schools
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" IPA74—54L2007
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Hacking, never let
them goal

[ Introduction ) Statistics ) Problems »Competition» Examples ) Utilizations »End QeA S
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I I I S t O I y INFORMATION-TECHNOLOGY PROMOTION AGENCY, JAPAN

A Originally initiated in Korea, by KISA
A Started in 2006 in Japan

| Term | Slogans | Posters | _Total _

March to 1,101

1st _ 1,101
April, 2006 119 schools
ond Dec. 2006 to 3,158 379 3,937
March 2007 105 Schools 48 Schools 144 Schools
3rd July to Sept. 1,461 145 1,606
2007 80 Schools 33 Schools 108 Schools
Ath June to Sept. 71028 690 7’718
2008 194 Schools 122 Schools 287 Schools

[Introduction ) Statistics ) Problems »Competition» Examples ) Utilizations »End QeA S




M TECHNOLOGY PROMOTION AGENCY, JAPAN

Partnership

A Partners
I Korea Information Security Agency, KISA

/KISA

Korea Information Security Agency
I Major Security Service Providers

—_— = R
—— —] i
s Microsoft
www.misrosoft comflapans
-

I Participate in the Screening Committee

I Provide Supplementary Prize
I Give Award at the Awarding Ceremony

[Introduction ) Statistics ) Problems » Competition» Examples ) Uilizations »End QA 4




Purpose / Effects

ARai se Student6s

iIThink about what nfp
i Know what kind of online threats are #

e ARai se Teacher 0s
IPrepare to teach w

I Include IT security within their
classes

I Apply as a homework, by the whole
grade or whole school

[ Introduction ) Statistics ) Problems »Competition» Examples ) Utilizations »End QeA S




From the Competition 2008

A Application period
i June lto September 10, 2008 ‘*w A ,
A Screening Committee
I September 26, 2008
A Awarding Ceremony
I October 28, 2008

- - 00
[Introduction ) Statistics ) Problems » Competition» Examples ) Uilizations »End QA 4



From the Competition 2008 __1PA
A Prizes

: Poster 1 100,000 JPY
CIEIE) [Pl Slogan 1 (1,000 USD)
: Poster 3 70,000 JPY

Clolle} ATz Slogan 3 (700 USD)
Silver Prize Coster 3 S008I0 1P

Slogan 3 (500 USD)

Bronze Prize roster 3 0010 1

Slogan 3 (300 USD)

_ Poster 3 each
Partner Prize Product

Slogan 3 each

[ Introduction ) Statistics ) Problems »Competition» Examples ) Utilizations »End QeA S




Poster Grand Prize Winner, 2008

<RX GRQ-W NQRZ
that you are well -known.

Be careful for personal
data leaks.

Ms. Wakana Kato, 3 " Grade,
Toki Commercial High School
Gifu, Japan

[ Introduction ) Statistics ) Problems » Competition» Examples ) Utilizations »End QzA S




